Appendix B

Data Security and Privacy Plan

As per section 7 of the Confidentiality and Data Security and Privacy Standards Addendum, this plan
must be submitted by the Service Provider along with said Addendum.

1. Exclusive Purposes for Data Use
a. Please list the exclusive purposes for which the student data [or teacher or
principal data] will be used by the service provider.

Personal information is data relating to a person that can be used to help
uniquely identify them, either directly or indirectly. You may be asked to
provide personal information when in contact with Hudl. If you do not provide
us with certain requested personal information we may not be able to
provide you with some or all of Hudl's products and services. https://

www.hudl.com/privacy#two
2. Data Accuracy/Correction Practices

a. Parent [student, eligible student, teacher or principal] may challenge the
accuracy of the data by...

All data is entered by the user and editable by the user but contacting our
support team (support@hudl.com) is the first step in the event a user is
having difficulty with or don't understand any piece of data.
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3. Subcontractor Oversight Details
a. This contract has subcontractors: Yes . No I I
b. Describe how the contractor will ensure subcontractors abide by data protection
and security requirements, including but not limited to those outlined in
applicable state and federal laws and regulations:

Hudl uses third-party vendors and hosting partners to provide the necessary hardware, software, networking,
storage and related technology required to run the Hudl website, and such third-party vendors may collect and
store your data on behalf of Hudl. Hudl owns the code, databases and all rights therein. Hud! incorporates
reasonable safeguards to help protect and secure your personal information. However, no data transmission over
the Internet, wireless transmission, or electronic storage of information can be guaranteed o be 100% securs
Please note that Hudl cannot ensure or warrant the security of any information you transmit via its webstes and
or products, and you do so at your own risk. The websites are general audience websites.
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Security Practices
a.  Where is the data stored? (described in such a manner as to protect data security)

Hud! uses Ihirg-party vendors and hosting partners to provide the necessary hardware, software, networking, storage and related technology required to run the Hudl website

b. The security protection practices taken to ensure data will be protected include:

personal information. However, no data transmission over the Internet, wireless

any information you transmit via its websites and/or products, and you do so at

Hudl incorporates reasonable safeguards to help protect and secure your

transmission, or electronic storage of information can be guaranteed tq be
100% secure. Please note that Hudl cannot ensure or warrant the security of

your own risk. The websites are general audience websites.

w

Initial

Contract Lifecycle Practices
a. The agreement expires __June 30, 2021
b. When the agreement expires,
i. How long will the student [or teacher or principal] data be retained?
Until the user requests that it's deleted.

ii. How will the student data be disposed of?
Right 1o erasure. You may request that we erase your personal information and we will comply, uniess there is a lawful reason for not doing SO
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Encryption Practices
a. Data encryption is applied in accordance with Education Law 2-d 5(f)(5)
Yes No[] Initial

Training Practices
a. Annual training on federal and state law governing confidentiality is required
for any officers, employees, or assignees who have access to student [or teacher

or principal] data
Yes[v] No [] Initial L(/
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