Mount Pleasant Central School District

Robert Roelle District Office

Director of Technology & Data 825 Westlake Drive Thornwood, NY 10594
Telephone: (914) 769-5500

PARENTS BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

Pursuant to Section 2-c and 2-d of the Education Law, parents and students are entitled to certain protections
regarding confidential student information. The District is committed to safeguarding personally identifiable
information from unauthorized access or disclosure as set forth below. This agreement is valid three years from the
date of signature.

1. A student's personally identifiable information cannot be sold or released for any commercial purposes;
2. Parents have the right to inspect and review the complete contents of their child's education record,;

3. The District is committed to implementing safeguards associated with industry standards and best practice under
state and federal laws protecting the confidentiality of personally identifiable information, including but not limited
to, encryption, firewalls, and password protection when data is stored or transferred;

4. A complete list of all student data elements collected by the State is available for public review at
http://www.nysed.gov/data-privacy-security/student-data-inventory or by writing to Robert Roelle, Director of
Technology & Data, 825 Westlake Dr., Thornwood, NY 10594; and

5. Parents have the right to have complaints about possible breaches of student data addressed. Complaints should be
directed to Robert Roelle, Director of Technology & Data, 825 Westlake Dr., Thornwood, NY 10594;
(rroelle@mtplesd.org; 914-769-5500 ext. 5110).

6. The District has entered into contracts with certain third party contractors who have been sent student data and/or
teacher data and/or principal data. The following information about such contractors appears in the attachment to this
document as required by law:

The names of the third party contractors, the exclusive purpose(s) for which the data will be used,;

The commencement and termination dates of each such agreement;

A description of how the data will be disposed by the contractor when the contract purpose has been fulfilled;
The data storage and security measures undertaken.

7. Agreements with third party contractors will ensure that the subcontractors, persons or entities that the third party
contractor will share the student data or teacher or principal data with, if any, will abide by data protection and
security requirements.

8. A parent, student, eligible student, teacher or principal may challenge the accuracy of the student data or teacher or
principal data that is collected by filing a written request with the Superintendent of Schools or his/her administrative
designee to Robert Roelle, Director of Technology & Data, 825 Westlake Dr., Thornwood, NY 10594.
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SUPPLEMENTAL INFORMATION

Complete the chart below with information required to post about the contract, along with our parent bill of rights.

SUPPLEMENTAL INFORMATION ELEMENT 2-D 121 SUPPLEMENTAL INFORMATION
To obtain OSHA certification
The exclusive purpose(s) for which the student data or
teacher or principal data will be used by the third-party | 3(c) 3(c)
contractor, as defined in the contract
We can only control the data for our
systems. Any data provided to OSHA
outreach certification card printer will be at
How the contractor will ensure that any other entities their data protection requirements.
with which it shares the protected data, if any, will 3(c) 3(0)
comply with the data protection and security
provisions of law, regulation and this contract
Data is stored and archived
When the agreement expires and what happens to the 3(0) 3(0)
protected data when the agreement expires
Any inquires into collected data can be
o researched through our customer support
If a parent, student, or eligible student may challenge team at 877.881.2235
the accuracy of the protected data that is collected; if 3() 3(0)
they can challenge the accuracy of the data, describe
how
Customer data is encrypted in transit
using industry standard TLS. Data stored
Where the protected data will be stored (described in a :gs()tl{[’]é)zuuére] g\g\lj;lfqu%e;gézeegggﬁted at
way that protects data security), and the security 3(0) 3(0) encryption, and sensitive data fields
protections taken to ensure such data will be protected receive.an additional layer of AES 256
and data security and privacy risks mitigated encryption
Customer data is encrypted in transit using industry standard
TLS. Data stored in our Azure environment is encrypted at rest
How the data will be protected using encryption. 3(0) 3((;) through Azure’s managed disk encryption, and sensitive data

fields receive an additional layer of AES 256 encryption
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