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Schedule 1
PARENTS’ BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

Pursuant to Education Law section 2-d, BOCES and school districts are now required to publish, on their
websites, a Parent’s Bill of Rights for data privacy and security and to include such information with every
contract entered into with a third party coniractor where the third party contractor receives student data or
teacher or principal data. The following is the Westmoreland Central School District’s bill of rights for data

privacy and security:

1. A student’s personally identifiable information (PIl) cannot be sold or released by the
Westmoreland Central School District for any commercial or marketing purposes.

2. Parents have the right to inspect and review the complete contents of their child's
education record including any student data stored or maintained by the Westmoreland Central
School District. This right of inspection is consistent with the requirements of the Family
Educational Rights and Privacy Act (FERPA). In addition to the right of inspection of the
educational record, Education Law §2-d provides a specific right for parents to inspect or receive
copies of any data in the student's educational record. The New York State Department of
Education (NYSED) will develop policies and procedures pertaining to this right.

3. State and federal laws protect the confidentiality of personally identifiable information (Pll),
and safeguards associated with industry standards and best practices, including, but not limited
to, encryption, firewalls, and password protection, must be in place when data is stored or
transferred.

4. A complete list of all student data elements collected by the State is available for public
review at_http://www.p12.nysed.gov/irs/sirs/documentation/NY SEDstudentData.xlIsx, or you may
obtain a copy of this list by writing to the Office of Information & Reporting Services, New York
State Education Department, Room 863 EBA, 89 Washington Avenue, Albany, NY 12234,

5. Parents have the right to file complaints with the Westmoreland Central School District
about possible privacy breaches of student data by the Westmoreland Central School District's
third party contractors, their employees, officers, assignees, or with the New York State
Education Department. All complaints must be made in person at the District Office which is
located at 5176 State Route 233, Westmoreland, NY and must be accompanied by a completed
Breach or Unauthorized Release of Student Data Complaint Form. The form can be found on our
website under District>Policies and Procedures>Breach or Unauthorized Release of Student
Data Complaint Form. The form can be submitted to one of the following people:
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District Role Name Phone Email
Superintendent Rocco Migliori | 315-557-2600 | rmigliori@westmorelandschool.org
Data Protection Officer Matt Cieri 315-557-2649 | mcieri@wesmorelandschool.org
Data Protection Officer | Colby Utter | 315-557-2764 | cutter@wesmorelandschool.org

Complaints to NYSED should be directed in writing to the Chief Privacy Officer, New York State
Education Department, 89 Washington Avenue, Albany NY 12234, or by submitting an improper
disclosure form at_http://www.nysed.gov/student-data-privacy/form/report-improper-disclosure.

For purposes of further ensuring confidentiality and security of student data — as well as the security of
personally-identifiable teacher or principal data — the Parents’ Bill of Rights (above) and the following
supplemental information must be included in each contract that a school district or BOCES enters into
with a third-party contractor with access to this information:

1. The exclusive purposes for which the student data, or teacher or principal data, will be
used:;
2 How the third party contractor will ensure that the subcontractors, persons or entities that

the third party contractor will share the student data or teacher or principal data with, if any, will
abide by data protection and security requirements;

3 When the agreement with the third party contractor expires and what happens to the
student data or teacher or principal data upon expiration of the agreement;

4. If and how a parent, student, eligible student, teacher or principal may challenge the
accuracy of the student data or teacher or principal data that is collected; and

5. Where the student data or teacher or principal data will be stored (described in such a
manner as to protect data security), and the security protections taken to ensure such data will be
protected, including whether such data will be encrypted.

The Westmoreland Central School District maintains an inventory of all software and services utilized
within the district that collect, store, or process student information. In order to make this information as
easily accessible as possible to our community and comply with requirements outlined in law and
regulation, we have posted our inventory and supplemental information related to the contracts for those
products and services on our website. We will update the inventory periodically to reflect any changes in
product or service usage. The information can be accessed at: https:/dpit.riconedpss.org/supplemental-
information/02d9d2af98c045c102f4

In addition, the Chief Privacy Officer, with input from parents and other education and expert
stakeholders, is required to develop additional elements of the Parents’ Bill of Rights to be prescribed in
the Regulations of the Commissioner. Accordingly, this Bill of Rights will be revised from time to time in
accordance with further guidance received from the Chief Privacy Officer, the Commissioner of Education

and NYSED.
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Pursuant to Education Law section 2-d, BOCES and school districts are now required to publish, on their
websites, a Parent’ s Bill of Rights for data privacy and security and to include such information with every
contract entered into with a third party contractor where the third party contractor receives student data or
teacher or principal data. The following is the Westmoreland Central School District” s bill of rights for data
privacy and security:

1. A student’ s personally identifiable information (PIT) cannot be sold or released by the Westmoreland
Central School District for any commercial or marketing purposes.

2. Parents have the right to inspect and review the complete contents of their child's education record
including any student data stored or maintained by the Westmoreland Central School District. This right of
inspection is consistent with the requirements of the Family Educational Rights and Privacy Act (FERPA).
In addition to the right of inspection of the educational record, Education Law §2-d provides a specific
right for parents to inspect or receive copies of any data in the student’ s educational record. The New York
State Department ol Education (NYSED) will develop policies and procedures pertaining to this right.

3. State and federal laws protect the confidentiality of personally identifiable information (PIl), and
safeguards associated with industry standards and best practices, including, but not limited to, encryption,
firewalls, and password protection, must be in place when data is stored or transferred.

4. A complete list of all student data elements collected by the State is available for public review at
http://www.p12.nysed.qov/irs/sirs/documentation/NY SEDstudentData.xlsx, or you may obtain a copy of
this list by writing to the Office of Information & Reporting Services, New York State Education
Department, Room 863 EBA, 89 Washington Avenue, Albany, NY 12234,

5. Parents have the right to file complaints with the Westmoreland Central School District about
possible privacy breaches of student data by the Westmoreland Central School District’ s third party
contractors, their employees, officers, assignees, or with the New York State Education Department. All
complaints must be made in person at the District Office which is located at 5176 State Route 233,
Westmoreland, NY and must be accompanied by a completed Breach or Unauthorized Release of
Student Data Complaint Form. The form can be found on our website under District>Policies and
Procedures>Breach or Unauthorized Release of Student Data Complaint Form. The form can be
submitted to one of the following people:

Complaints to NYSED should be directed in writing to the Chief Privacy Officer, New York State
Education Department, 89 Washington Avenue, Albany NY 12234, or by submitting an improper
disclosure form at_http://www.nysed.gov/student-data-privacy/form/report-improper-disclosure.

For purposes of further ensuring confidentiality and security of student data — as well as the security of
personally-identifiable teacher or principal data — the Parents™ Bill of Rights (above) and the following
supplemental information must be included in each contract that a school district or BOCES enters into
with a third-party contractor with access to this information:

1. The exclusive purposes for which the student data, or teacher or principal data, will be used;

2, How the third party contractor will ensure that the subcontractors, persons or entities that the third
party contractor will share the student data or teacher or principal data with, if any, will abide by data
protection and security requirements;

3. When the agreement with the third party contractor expires and what happens to the student data
or teacher or principal data upon expiration of the agreement;

4. If and how a parent, student, eligible student, teacher or principal may challenge the accuracy of
the student data or teacher or principal data that is collected; and

5. Where the student data or teacher or principal data will be stored (described in such a manner as
to protect data security), and the security protections taken to ensure such data will be protected,
including whether such data will be encrypted.
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The Westmoreland Central School District maintains an inventory of all software and services utilized
within the district that collect, store, or process student information. In order to make this information as
easily accessible as possible to our community and comply with requirements outlined in law and
regulation, we have posted our inventory and supplemental information related to the contracts for those
products and services on our website. We will update the inventory periodically to reflect any changes in
product or service usage. The information can be accessed at: https://dpit.riconedpss.ora/supplemental-
information/02d9d2af98c045¢c102f4

In addition, the Chief Privacy Officer, with input from parents and other education and expert
stakeholders, is required to develop additional elements of the Parents™ Bill of Rights to be prescribed in the
Regulations of the Commissioner. Accordingly. this Bill of Rights will be revised from time to time in accordance
with further guidance received from the Chief Privacy Officer. the Commissioner of Education and NYSED.

REVISED: October 21, 2020
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