
Generation Genius - Bill of Rights Supplemental Information 
 
 

1.​ The Company agrees to use Student Data and/or Teacher or Principal Data for the exclusive purposes listed below: 

 
To deliver services such as login and provide account updates as needed. Student PII is not 
collected and students do not create accounts. We do collect the school’s IP address, Unique 
User Identifier (UUID), and the school city. 
 

2.​ The Company will provide to the District, in writing, a statement indicating how it will ensure that any subcontractors, 
or other authorized persons or entities to whom the Company will disclose such Student Data and/or Teacher or 
Principal Data, if any, will abide by data protection and security requirements, including, but not limited to, those 
outlined in applicable state and federal laws and regulations (e.g., FERPA, Education Law Section 2-d): 

Generation Genius evaluates and assesses all third party subprocessors to ensure they 
comply with our privacy and security standards and applicable data privacy laws, including 
but not limited to FERPA and COPPA, in order to provide you with our services. All 
subprocessors engaged are contractually bound to these data protection standards. 

3.​ The Company will provide the District with a written description of what will happen to Student Data and/or Teacher 
or Principal Data upon expiration of this Agreement or other written agreement (e.g., whether, when, and in what 
format data will be returned to the District, and/or whether, when, and how the data will be destroyed). 

Any data collected will be deleted upon request. 
 

4.​ The Company will provide the District with a written description of how a parent, student, eligible student, teacher or 
principal may challenge the accuracy of the Student Data and/or Teacher or Principal Data that is collected. 

Eligible students, parents, teachers, or principal who seek to challenge the accuracy of PII will 
do so by contacting their district. If a correction is deemed necessary, the district shall contact 
Generation Genius. Generation Genius agrees to facilitate such corrections within 21 days of 
the district’s request. 
 

5.​ The Company will provide the District with a written description of where the Student Data and/or Teacher or 
Principal Data will be stored (described in such a manner as to protect data security), and the security protections 
taken to ensure that such data will be protected, including, how such data will be protected using encryption while in 
motion and at rest. 

We offer one shared login - no student or teacher accounts. Our web developers keep our 
security software up to date and we do bi-weekly analysis of our systems to maintain best 
practices. All Generation Genius employees have been trained on applicable confidentiality 
practices. We encrypt all data in motion via SSL/HTTPS. Passwords and other sensitive 
information are encrypted at rest with MD5 Password hashing. 


