
PARENT BILL OF RIGHTS FOR STUDENT 
DATA PRIVACY AND SECURITY 

THIRD PARTY CONTRACTOR SUPPLEMENT 

The                                             (the “Contractor”) has been engaged by the Chenango Forks 
Central School District to provide services.  In this capacity, the company may collect, process, 
manage, store or analyze student or teacher/principal personally identifiable information (PII). 

The Contractor will use PII for the following exclusive purposes (describe specific purpose for 
which the PII will be used). 

The Contractor will ensure that subcontractors or others that the company shares PII will abide by 
data protection and security requirements of district policy, and state and federal law and 
regulations by (describe methods/procedures to safeguard data use by subcontractors). 

PII will be stored (describe the location in a manner that protects data security).  

Parents may challenge the accuracy of PII held by Contractor by contacting (insert contact 
information, including title, phone number, mailing address and email address): 

The Contractor will take reasonable measures to ensure the confidentiality of PII by implementing 
the following (describe the measures used by to protect PII):  

The Contractor’s agreement with the district begins on                     and ends on                      .  
Once the Contractor has completed its service to the district, records containing student PII 
will be (select one):                                                           by                    via the following method:  Destroyed            Returned



Contractor’s Signature: Date: 

Printed Name and Title: 

Adoption Date: October 28, 2021


	Textbox_1: We feel an important step is keeping as little PII and other sensitive information as we can.  For users 12 and under, we keep only a username, password hash and "name" field. Users 13 and older can optionally use an email address. We do not use student emails for any purpose beyond password resets. We also integrate with ClassLink, Clever, Schoology, Canvas, Google Classroom, and MusicFirst.  With all of those, except Google Classroom, we only see a student name, so the educator can identify a student when grading assignments or viewing practice logs.  Google Classroom users also send an email address.
	Textbox_2: As part of the hiring process, our employees and contractors signed a contract which has a 

'Confidentiality’ clause which states that they may not disclose any PII among other things.
	Textbox_3: Amason S3 in Reston, VA. Currently or data and code are stored redundantly and with maximum protections with cloud providers. Much of our infrastructure can be reproduced quickly with our existing code, though there would be some

manual steps. Code and data are redundantly stored off-site, using completely different accounts and authentication. 
	Textbox_4: GraceNotes, LLC., 1321 Upland Drive, Suite 12621, Houston, TX  77043

tel: 888-433-7722, support@sightreadingfactory.com

Don Crafton, Owner
	Textbox_5: Security is a fundamental part of our development and qa process. User passwords are stored only as bcrypt hashes, work factor 12. All production and staging systems use firewalls, SSH keyless auth, and IP whitelists. All production and staging systems have access limited to the two directors of the company, protected with 2 factor authentication. All web site functions are authorized, authenticated and logged with a

role based system. 
	Textbox_6: Data can be anonymized upon school request.
	Name_Title: Nancy D'Alema, Accounts Manager
	Contractor:  GraceNotes, LLC.
	Date_3: 
	Date_1: 1/9/25
	Date_2: 7/1/2026
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	Date_4: 1/9/2025


