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Garden City Union Free School District - Data Security and Privacy Plan 
For Art of Problem Solving Inc. Beast Academy Online 

Exclusive Purposes for Data Use:  
The exclusive purposes for which the student data for teacher or principal data will be used by 
the service provider include the Beast Academy Online Service, pursuant to the Beast 
Academy License Agreement, the Beast Academy Terms of Service 
(https://beastacademy.com/terms), and the Beast Academy Privacy Policy 
(https://beastacademy.com/privacy).  

1. Subcontractor Details:
The contractor will ensure subcontractors abide by data protection and security
requirements by entering into written agreements whereby subcontractors agree to
secure and protect student, teacher or principal data in a manner consistent with those
outlined in applicable state and federal laws and regulations. Contractor shall periodically
conduct or review compliance monitoring and assessments of subcontractors to
determine their compliance.

2. Contract Lifecycle Practices:
Contractor shall dispose or delete all protected data obtained under this agreement and
transfer said data to Garden City Union Free School District within sixty (60) days of the
date in which the agreement expires according to a schedule and procedure both parties
agree to. The duty to dispose of data shall not extend to data that has been de-identified.

3. Data Accuracy and Correction Practices:
Contractor shall cooperate and respond within 10 days to requests from Garden City
Union Free School District for student, teacher, or principal data held by the contractor to
view and correct as necessary. In the event that a parent of a student or other individual
contacts the contractor to review any of the student data, the contractor shall refer the
parent or individual to Garden City Union Free School District, who will follow the
necessary and proper procedures regarding the requested information.

4. Security Practices:
Data is stored on remote cloud servers.
The security protections taken to ensure data will be protected include securing
usernames, passwords, and other means of gaining access to services or student data;
maintaining security protocols that meet industry best practices in the transfer or
transmission of any data; using Secure Socket Layer ("SSL") technology to protect data
entered via web browsers, and storing data in an environment using a firewall that is
periodically updated according to industry standards.

5. Encryption Practices:
Data encryption is applied in accordance with Education Law 2-d 5(f) for all essential
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features. SFTP rostering does not meet these requirements and therefore will not be 
offered to Kingston City School District. 

 
6.​ Training Practices:  

Contractor provides annual security training on federal and state law governing 
confidentiality to any of its employees who operate or have access to student, teacher, or 
principal data. 
 

 

 

 

   
  
 

Docusign Envelope ID: 7AEBDFB5-32FC-46E2-9D32-4C1EBF05AEEB


	Ed Law 2D Rider 2025
	Garden City Union Free School Distrct_Data Security and Privacy Plan_2022.pdf

		2025-05-21T12:27:31-0700
	Digitally verifiable PDF exported from www.docusign.com




