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Data Security and Privacy Plan 
 
Diffit’s Plan for protecting the School or District’s Protected Data includes, but is 
not limited to, its agreement to comply with the terms of the School or District’s Bill 
of Rights for Data Security and Privacy. Additional components of Diffit’s Data 
Security and Privacy Plan for protection of the School or District’s Protected Data 
are as follows:  

(a) Diffit will implement all state, federal, and local data security and privacy 
requirements including those contained within the MSA and this Data Sharing and 
Confidentiality Agreement, consistent with the School or District’s data security and 
privacy policy.  

(b) Diffit will have specific administrative, operational and technical safeguards and 
practices in place to protect Protected Data that it receives from the School or 
District under the MSA.  

(c) Diffit will comply with all obligations including, but not limited to: (i) its obligation 
to require subcontractors or other authorized persons or entities to whom it may 
disclose Protected Data (if any) to execute written agreements acknowledging that 
the data protection obligations imposed on Diffit by state and federal law and the 
MSA shall apply to the subcontractor, and (ii) its obligation to follow certain 
procedures for the return, transition, deletion and/or destruction of Protected Data 
upon termination, expiration or assignment (to the extent authorized) of the MSA.  

(d) Diffit has provided or will provide training on the federal and state laws 
governing confidentiality of Protected Data for any of its officers or employees (or 
officers or employees of any of its subcontractors or assignees) who will have 
access to Protected Data, prior to their receiving access.  

(e) Diffit will manage data security and privacy incidents that implicate Protected 
Data and will develop and implement plans to identify breaches and unauthorized 
disclosures. Diffit will provide prompt notification to the District of any breaches or 
unauthorized disclosures of Protected Data.  

(f) Diffit will also have reasonable, administrative, technical, operational, and 
physical safeguards in place throughout the term of the MSA, which are described 
at https://web.diffit.me/privacy.  
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