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4. Purpose __curpose | OW Tre Ventures LLC
(a) Morris Central SchoolDistrict (hereinafter “District”jand [Nee ] (hereinafter “Vendor”)are partiesto a contractor other written agreement pursuant to which Vendor will receive student data and/orteacheror principal data that is protected under New York Education Law Section 2-d and Part 121 oftheRegulations of the Commissioner of Education (collectivelyreferred to as“Section 2-d") from the District forpurposes ofproviding certain products or services to the District (the “Master Agreement’).

  

(b) This Exhibit supplements the Master Agreement to whichit is attached, to ensure that theMaster Agreement conforms ta the requirements of Section 2-d. This Exhibit consists of a Data Sharing andConfidentiality Agréement, a copy of the District's Bill of Rights for Data Security and Privacy signed byVendor, and the Supplemental Information about the Master Agreement between Morris Gentral School Districtand [i i {| that theDistrict is required by Section 2-d to post on its website.
CrkeTree Vertons LLC

(c) In considerationof the mutual promises set forth in the Master Agreement, Vendor agrees that it’will comply with all terms set forth in the Master Agreementandthis Exhibit. To the extent that any termscontained in the Master Agreement, or any termscontainedin any other Exhibit(s) attached to andmade apartofthe Master Agreement, conflict with the termsofthis Exhibit, the terms of this Exhibit will apply and be giveneffect. In addition, in the event that Vendor has anline or written. Privacy Policies ar Terms of Service.(collectively, “TOS”) that would otherwise be applicable to its customers or users of the products orservicesthat are the subject of the Master Agreement between the District and Vendor, to the. extent that any terms of.the TOS,that are ar may be in effect at any time during the tearm of the Master Agreement, conflict with. thetermsof this Exhibit, theterms of this Exhibit will apply and be given effect. .

    
  

    

2. Definitions

Asusedin this Exhibit:

(a) "Student Data" means: personally identifiable information, as defined in Section 2-d, fromstudent recordsthat Vendor may receive from the District pursuant to the Master Agreement.

(b) “Teacheror Principal Data” means personally identifiable information, as defined in Section 2-d,relating to the annual professional performance reviews of classraom teachers of principals that Vendor mayreceivefromthe District pursuantto. the Master Agreement.

(c) “Protected Data’ means Student Data and/or Teacher or Principal Data, to the extent applicableto the productor service actually being provided to the District by Vendor pursuant to the Master Agreement.

(d) “NIST Cyber security Framework” means the U.S. Department of Commerce National InstituteAfor-Standards and Technology Framework for improving Critical InfrastructureCybersecurity (Version 1.1).

ConfidentialityofProtected Data  

  



(a) Vendor acknowledges that the Protected Data it receives pursuantto the Master Agreement
originatesfrom the District and that this Protected Data belongs to andisowned by the District.

(b) Vendor will maintain the confidentiality of the Protected Data it receives in accordance with
federal andstate law (including but natlimited: ta Section 2-d) and the District's policy on data security and
privacy. The District will provide Vendor with a copy-ofits policy on-data security andprivacy upon request.

4, Data Security and Privacy Pian

As morefully described. herein, throughout the term of the Master Agreement, Vendorwill have a Data
Security and Privacy Plan inplace to protect the confidentiality, privacy and security of the Protected Data it
Teceivesfrom the District.

‘Vendor's Plan for protecting theDistrict's Protected Data includes, but is not limited to, its agreement to
complywiththeterms ofthe District's Bill of Rights far Data Security and Privacy, a copy of whichis’ set forth
below and. has been signed by the Vendor.

Additional components of Vendor's Data Security and Privacy Plan for protection of the District's
Protected Data throughoutthe term ofthe Master Agreementare as follows:

(a) Vendor will implement. all state, federal, and local data security and privacy requirements
including these contained within the Master Agreement and this Data Sharing and Confidentiality Agreement,
consistent with theDistrict'sdata security and privacypolicy.

(b). Vendorwill have specific administrative, operational and technical safeguards and practices in
place to protect Protected Datathatit receives from the District under the Master Agreement.

(c) Vendorwill comply with all obligations containedwithin the section set forth in this Exhibit below
“Supplemental Information about a Master Agreement between. Marris Centrat School! District and

Ne sHdér].” Vendor's obligations described within this section include, but are not limited to:
Oa KoThee. Verbucs LLC

(i) its obligation to require subcontractors or other authorized personsorentities to whomit
may disclose Protected Data (if any) ta execute written agreements acknowledging that
the data protection obligations imposed on Vendor by state and federal law anid the
Master Agreementshall apply to the subcontractor, and

(ii) its gbligation to fallow certain procedures for the return, transition, deletion and/or
destruction of Protected Data upon termination, expiration or assignment (to the extent
authorized) of the Master Agreement.

entitled  
    

(d)

|

Vendor has provided or will providetraining on the federal and state laws governing
confidentiality of Protected Data for any ofits officers or employees (or officers or employees. of any of its
subcontractors or assignees) who will have access to Protected Data,prior to their receiving access.

(e) Vendorwill manage data security and privacy incidents that implicate Protected Data andwill
develop and implement plans to identify breaches and unauthorized disclosures. Vendor will pravide prompt
notification to the District of any breaches or unauthorized disclosures of Protected Data in accordance with the
provisions of Section 5 of this Data Sharing. and Confidentiality Agreement.

5. Notification of Breach and UnauthorizedRelease:

(a) Vendorwill promptly notify the District of any breach or unauthorized release of Protected Data
it has received from the District in the most expedient way possible andwithout unreasonable delay, but no
more than seven (7) calendar days after Vendor has discovered or been informed of the breach or
unauthorized release.
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Vendorwill pravide suchnotificationto the District by contacting Greg Thom directly byemail atgthom@morriscsd.org or by calling (607) 263-6100

(c) Vendor will. cooperate with the District and provide as muchinformation as possible directly toMorris Central School District or his/her designee about the incident, including but notlimitedta: a descriptionof the incident, the date of the incident, the date Vendordiscovered or was informed of the incident, adescription of the typés of Protected Data involved, an estimate of the numberof records affected, the schoolswithin the District affected, what the Vendor has done or plans todo ta investigate the incident, stop the breachand mitigate any furtherunauthorized access or release of Protected Data, and contact information for Vendorrepresentatives who canassist affected individuals that may have additional questions.

(d)} Vendor acknowledges: that uponinitial notification from Vendor, the District, as the educationalagency with which Vendor contracts, has an obligation under Section 2-d to in turn notify the Chief PrivacyOfficer in the New YorkState Education Department ("CPO"). Vendor agrees not ta provide this notification tothe CPO directly unless requested by the District or otherwise required by law. In the event.the CPO contactsVendor directly or requests more information from Vendor regarding the incident after having been initiallyinformed ofthe incident by theDistrict, Vendor will promptly inform Morris Central School District or his/herdesignee.

6. Additional Statutory and Requlatory Obligations

Vendor acknowledgesthat it has the following additional obligations under Section 2-dwith respect toany Protected Data received from the District, and that any failure to fulfill one or more of these statutory orregulatary obligations will be deemeda breach of the Master Agreament and the terms ofthis Data Sharing.and Confidentiality Agreement:

(a) Tolimit internal access to Protected Datato only those employeesor subcontractors that are
determined to have legitimate educational interests within the meaning of Section 2-d and the FamilyEducational Rights and Privacy Act (FERPA); i.e., they.need access in orderto assist Vendorinfulfilling one ormore ofits obligations to the District under the Master Agreement.

({b) To not useProtected Data forany purposes other thanthose explicitly authorized in this DataSharing. and Confidentiality Agreement and the Master Agreementto which this Exhibit is attached.

(c) To not disclose any Protected Data to any other party, except for authorized representatives ofVendorusingthe information to carry out Vendor's obligations to theDistrict and in compliance with state andfederal law, regulations and the terms of the Master Agreement,unless:

(i) the parent oreligible student has provided prior written consent; or
(ii) the disclosure is required by statute or court order and notice of the disclosure is

provided to the District no later than the time. of disclosure, unless such notice is
expressly prohibited by the statute or court order.

(d) To maintain reasonable administrative, technical, and physical safeguards to protect the

(e) To use encryptiontechnology to protect Protected Data in its custody while in motion orat rest,
using. a technology or methadolagy specified by the Secretary of the U.S. Department of Health and HumanServices in guidance issued under Section 43402(H)(2) of Public Law 111-5, -

(f) To adopt technologies, safeguards and practices that align with the NIST Cyber securityFramework.

(g) Te comply with the District's poticyon data security and privacy, Section 2-d and Part 121.

 

  



 

4. New Yorkstate maintains a completelist of all student data collected bythe State and the data isavailable for public review at http://www.p1 2.nysed.gov/irs/sirs/NYSEDDataElements2018.xIsx or bywriting to the Office of Information & Reporting Services, New York State Education Department, Room863 EBA, 89 Washington Avenue, Albany, New York 12234;
5. Parentshave theright to have complaints about possiblebreaches of student data addressed.Complaints should bedirected in writing to Privacy Complaint, Chief Privacy Officer, New York StateEducation Department, 89 Washington Avenue, Albany, New York 12234. Complaint may also besubmitted using the form available at the following website http://www. nysed.gov/student-data-privacy/form/report-improper-disclosure. ,
6. The District has also established the following précedures for parents to file complaints with the Districtabout breaches or unauthorized releasesof student data:

a. All complaints must be submittedto the District's Data Protaction Officer in writing.
b. Uponreceiptof a complaint, the District will promptly acknowledgereceipt of the complaint,

commence an investigation, and takethe necessary precautions to protect Plt.
c. Followingits investigationofa submitted complaint, the District shalt provide the parent oreligible. student with its findings within a reasonable period but no more than 60 calendar daysfrom receipt ofthe complaint;
d. Where theDistrict requires additional time, or where the response may compromise security orimpede a law enforcementinvestigation the District shall provide. the parentoreligible student

with a written explanation thatincludes the approximate date whentheDistrict anticipatesthatit
will respondto the complaint:

e. The District will maintain a record ofall complaints. of breaches or unauthorized releasesof
student data and their dispasition in accordance. with applicable dataretention policies, includingthe Records Retention and Disposition Schedule ED=1.

7. This policy will be regularly updated with supplemental information for each contract the District entersinto witha third-party contractor where the third-party contractor receives student data or teacheror
Principal data. The supplemental information must be developed by the District and include the
following information:

a. the exclusive purposesfor which the studentdata or teacheror Principal data will be used bythe third-party contractor, as.defined in the contract:
b. how hethird-party contractor will ensure that the subcontractors, or other authorized persons or

entities to wham the third-party cantractorwill disclase the student data or teacheror Principal
data,if any, wilt abide by all applicable data protection and security requirements,including, but
notlimitedto, those outline in applicable State and federal laws and regulations )e.g., FERPA;Education Law §2-d);

c. the duration ofthecontract, including the contract's expiration date and a description of whatwill
happen to the. student data or teacher or Principal data upon expirationof the contract or other
written agreement(e.g., whether, when andin what formatit will be returned to the District, and
whether, when and how the datawill be destroyed?;

d. if and how a parent, student eligible student, teacher or Principal may challenge the accuracy of
the student data or teacher or Principal data that.is collected:

e. where the student data or teacher or Principal data will be stored,it will be described in such a
manneras to protect data security and thesecurity protections taken to ensure that such datawill be protected and data security and privacyrisks mitigated; and how the data will be
protected using encryption while in motion andatrest will be addressed.

This policy shall be published on the District's website. This policy shall also be included with every. contractthe District enters with a third party contractor wherethethird party contractor receives student data or
teacheror Principal data.

 

 



Supplemental Information about a Master Agreement between
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Morris Central Schaal District has entered into a Master Agreementwith is onavailability to the Districtof the following products or services:

sec ain_—

Pursuant to the Master Agreement(which includes a Data Sharing and Confidentiality Agreement), theDistrictmay provide to Vendor, and Vendorwill receive, personally identifiable information about students and/orteachers andprincipals thatis protected by Section 2+d of the New York ‘Education Law(“Protected Data’).

  

Exclusive Purposes for which Protected Data will be Used: The exclusive. purpose for which Vendorisreceiving Protected Data from the District is fo provide the District with the functionality of the products orserviceslisted above. Vendorwill not use the Protected Data for any other purposes. not explicitly authorizedabove or within the Master Agreement.

Oversight of Subcontractors: In the event that Vendor engages subcontractors or other authorized personsorentities to perform one or more ofits obligations under the Master Agreement (including subcontractinghostingofthe Protected Data to a hosting service provider), it will require these subcontractors or otherauthorized persons or entities to whom it will disclose the Protected Data to execute legally bindingagreements acknowledging their obligation under Section 2-d of the New York. Education Law to comply withall applicable data protection, privacy and security requirements required of Vendor under the MasterAgreement and applicable state andfederallaw and regulations.
Duration of Agreement and Protected Data [i n Termination or E ee

LEA 6/20] az« The MasterAgreement commences on Date] and expires on [Bate
Upon expiration of the Master Agreement without renewal, or upon termination of the MasterAgreement prior ta its expiration, Vendor will securely delete ar otherwise destroy any and allProtected Data remaining in the possession of Vendor or any of its subcontractors or other authorizedpersons or entities to whom it has disclosed Protected Data. If requested by the District, Vendor willassist the Districtin exporting all Protected Data previously received back to the District for its ownuse, prior to deletion,in such formats as may be requested by the District. ,¢ In the event the Master Agreementis assigned to a successor Vendor(to the extent authorized bytheMaster Agreement), the Vendar will caaperate with the District as necessary to transition ProtectedData to the successor Vendor prior to deletion.

e Neither Vendor nor any of its subcontractors or other authorized personsor entities to whom it hasdisclosed Protected Data will retain any Protected Data, copies, summaries or extracts of theProtected Data, or any de-identified Protected Data, on any storage medium whatsoever. Uponrequest, Vendor and/or its subcontractors or other authorized persons or entities to whom it hasdisclosed Protected Data, asapplicable, will provide the District with a certification fram an appropriateofficer that these requirements have beensatisfied in full.

  

  

 

Challenging Accuracy of Protected Data: Parents or eligible students can challenge the accuracy of anyProtected Data provided by the District to Vendor, by contacting the District regarding. procedures forrequesting amendment of education records under the Family Educational Rights and Privacy Act (FERPA).Teachers or principals: may requestto challenge the accuracy of APPR data provided to Vendor by followingthe appeal processin the District's applicable APPR Plan.

Data Storage and Security Protections: Any Protected Data that Vendorreceives will be stored on systemsmaintained by Vendor, or by a subcontractor underthe direct control of Vendor, in a secure data center facilitylocated within the United States. The measures that Vendor(and, if applicable,its subcontractors)will take toprotect Protected Data include adoption of technologies, safeguards and practices that align with the NIST
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(h) To not sell Protected Data nor use ordisclose it for any marketing or commercial purpose or
facilitate its use or disclasure by any other party for any marketing or commercial purpose or permit another
party to do so.

(i) To notify the District, in accordance with the provisions. of Section 5 of this Data Sharing and:
Confidentiality Agreement, of any breach of security resulting in an unauthorized release of Protected Data by
Vendoror its assignees or subcontractors in violation of applicable state or federallaw, the District's Bill of
Rights for Data Security and Privacy, the District’s policies on data security andprivacy, or other binding
obligations relatingto data privacy andsecurity contained in the Master Agreementand this Exhibit.

(j) To cooperate with the District and law enforcementto protect the integrity of investigations into
the bréach or unauthorized release of Protected Data.

(k) To pay for or promptly reimburse the District for the full cost of notification, in the event the
District is required under Section2-d ta notify affected parents, students, teachers orprincipals of a breach or
unauthorizedrelease of Protected Data attributed to Vendororits subcontractors or assignees.

Bill of Rightsfor Data Security and Privacy

Morris Central School District -

PARENT’S BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY

The District, in compliance with Education Law §2-d, provides the following:

DEFINITIONS:

As usedin this policy, the following terms are defined:

Student Data means personally identifiable information from the student records of a District student.

Teacheror Principal Data means personally identifiable information from District records relating to the
annual professional performance reviews of classroom teachers or principals that is confidential and not
subject to release underthe provisions of Education Law §§3012-c and 3012-d.

Third Party Contractor meansany person orentity, other than a District, that receivesstudent data or teacher
or Principal data from the District pursuantto a contract or ather written agreementfor purposes of providing
services to the District, including, but not limited to, data management or storage services, conducting studies
for or on behalf of an educational partnership organization that receives student or teacher or Principal data
fram a schooldistrict to carry out is responsibilities pursuant to Education Law §211-e and is not a District, and
@ not-for-profit corporation or other nonprofit organization, other than a District.

1. Neither student data, nor teacher or Principal data will be sold or released for any commercial purpose;
2. Parents havethe right to inspect and review the complete cantents of their child’s education records.

Proceduresfor reviewing student records can be found in the Board Policy entitled (insert title of
FERPA policy);

3. Security protocals regarding confidentiality of personally identifiable information are currently in place
and the safeguards necessary to protect the confidentiality of student data are maintained at industry
standards and best practices. The safeguardsinclude, but are notlimited to, encryption, firewalls, and
password protection. As required by Educatian Law §2-d(5), the National Institute for Standards and
Technology Framework for improving Critical Infrastructure Cyber security Version 1.1 (NIST Cyber
security Framework or NIST CSF) is adopted as the standard for data security and privacy;

  



Cybersecurity Framework, and safeguards associated with industry standards andbestpractices including,but notlimitedto, disk encryption,file encryption, firewalls, and passwordprotection.

Encryption of Protected Data: Vendor (and, if applicable, its subcontractors) will protect Protected Data inits. custady fram unautharized disclosure while in mationor at rest, using a technalagy ar methadalagy thatcomplies with Section 2-d of the New York Education Law.

Agreement and Signature

By signingbelow, you agree:
* To comply with the terms. contained in the SupplementalInformation Master Agreement
* To camply with the terms of Morris Central Schools: Parents’Bill of Rights for Data Privacy andSecurity(applicable to Third-Party Contractors. subject to New York Education Law § 2-d only)

 

BY THE VENDOR:

CakTree Ventures LLC ___ Sehedule Galawy
Company Name Product Name

"Philivo Martin lbw | GisroxName (Print) © Signature . Date

   



 

Data Privacy Rider for All Contracts Involving Protected Data Pursuant to New York State Education Law §2-C and §2-D

Morris Central School District and theVendoragreé.asfollows:

1. Definitions:
a. Pratected information. means personally identifiable information of students from studenteducation records asdefined by FERPA, as well as teacher and Principal data regarding annual professional performance reviews madeconfideritial under New York Education Law §3012-c and §3012-d;
b. Personally Identifiable Information (Pi) means the sameas defined by the regulations implementing FERPA (20USE §1232-p);

2. Corifidentiality of all Protected. Information shall be maintained in accordance with State and Federal Law and MorrisCentral SchoolDistrict’s Data Security and Privacy. Policy;

3. The Parties agree that the Marris Central. School District Parents’ Bill of Rights for Data Security and Privacy are- incorporated.aspart of this agreement, and the Vendorshall comply with its terms;

4, The Vendoragrees to comply with New York State Education Law §2-d andits implementing regulations;

5. The Vendor agrees that any officers, or employees of the Vendor, and its assignees who have access to ProtectedInformation, have received or will receivetraining on Federal and State law governing confidentiality of such. informationprior to receiving access;

6. The Vendorshall:

a. limit internal access to education records to those individuals that are determined to have legitimate educationalinterests;
:b. not use the education records for any other purposes than those explicitly authorized in its contract or writtenagreement. Unauthorized use specifically includes, but is not limitedto, selling ar disclosing personally identifiableinformation for marketingor commercial Purposes or permitting,facilitating, or disclosing such information toanotherThird-Party for marketing or commercial purposes;

c. except for authorized representatives of the Vendor to the extent they are carrying out the contract or writtenagreement, not disclose any personally identifiable information to any-other party;
i. without the prior writtenconsent of the parent oreligible student; or

ii. unless required by statute or court orderand the party provides notice of the disclosure to the New YorkState Education Department, Board of Education,orinstitution that provided the information no laterthan the time the information is disclosed, unless providing notice of the disclosure is expressly prohibitedby statute or court order;
d. maintain reasonable administrative, technical, and physical safeguards to: protect the security, confidentiality andintegrity of personally identifiable information in its custody;
&. use encryption technology to protect data while in motion orin its custody from unauthorized disclosure using atechnology or methodology specified by the Secretary ofthe United States Department of Health and HumanServices in guidance issued under Section 13402(H)(2) of Public Law §111-5;
f. adopt technology, safeguards and practices that align with the NIST Cyber security Framework;8. impose all the termsofthis rider in writing where the Vendor engages a subcontractor or other party to performanyof its contractual obligations which provides access to Protected Information.

Agreement and Signature

By signing below,you agree to the Terms and Conditions in this Rider:

Company Name Product Name

Philte Martin Mle ¢/13/202,Name(Print Signaturs — ° Bate

eqkTreeVentures, LLe Schedule Galaxy
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