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Ed Law 2-D for BID # 25-39-1217 Computer Technology - Network HW and SW 
 
Andrew's Network Enterprises, Inc. dba FilteredNet 
 
Data Privacy and Security Statement 
 
FilteredNet is committed to supporting the data privacy and security requirements outlined in New 
York State’s Education Law 2-d. We understand the importance of protecting the personal 
information of students, teachers, and administrators. 
 
As a third-party value-added reseller, FilteredNet does not collect, store, process, or maintain any 
student, teacher, or administrator data. Our role is to provide K-12 schools with access to trusted, 
industry-leading technology solutions. The responsibility for collecting, storing, and securing data 
rests solely with the manufacturers of the solutions we resell. 
 
Each of our vendor partners adheres to strict data privacy and security standards to ensure 
compliance with applicable laws and regulations, including Education Law 2-d. Schools working 
with FilteredNet can rely on these trusted solutions while maintaining confidence in the privacy and 
security of their data. 
 
For this bid, FilteredNet is partnering with Linewizeby Qoria, the manufacturer of the solution. As 
such, we have included Linewize by Qorias Data Privacy and Security Statement as a second 
attachement. 
 





SEE ATTACHED for answers to these questions:
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The following has been pulled from the Parents’ Bill of Rights section in the Education Law 2-d 
Rider packet.  Please review and answer questions 1, 2, 3 and 5. 

 
Supplemental Information Regarding Third-Party Contractors 

In the course of complying with its obligations under the law and providing educational services, 
Eastern Suffolk BOCES has entered into contracts with certain third-party contractors. Pursuant to 
such contracts, third-party contractors may have access to "student data" and/or "teacher or principal 
data.” Each contract Eastern Suffolk BOCES enters into with a third-party contractor where the third-
party contractor receives student data or teacher or principal data will include information addressing 
the following: 

 
1. The exclusive purposes for which the student data or teacher or principal data will be used; 

 
Linewize uses student, teacher, or principal data for user identification purposes of those users. 
Student data is also used for reporting, incident response, and safeguarding. 
 
 

2. How the third-party contractor will ensure that the subcontractors, persons, or entities with 
whom the third-party contractor will share the student data or teacher or principal data, if any, 
will abide by data protection and security requirements; 
 
 
We ensure that sub-contractors adhere to data protection and security requirements in a number 
of ways: 
 
Contracts - We ensure that data privacy and data processing requirements are covered within our 
contracts with sub-contractors. Data processing addendum's will cover items such as data 
processing requirements and limitations, legal basis for processing and retention and deletion. In 
the event of international transfers, SCC's are always sought to set data protection safeguards.  
 
Compliance reviews - Sub-contractors undergo a review process prior to onboarding to ensure 
they meet standards for data security. This includes reviewing the sub-contractors privacy policy, 
the measures in place such as certifications and accreditations (ISO27001, SOC2 etc.), where 
data resides, vulnerability management/pen testing, review of data management and security 
policies, incident response, disaster recovery and business continuity reviews. We also undertake 
annual reviews on existing sub-contractors in order to ensure they remain compliant. 
 
Security - We operate a number of tooling examples to ensure data security such as endpoint 
security tools, SOC/SIEM, Data discovery tooling and Intrusion detection. 
 
 

3. When the contract expires and what happens to the student data or teacher or principal 
data upon expiration of the contract; 
 
Through data deletion/retention policies and Data processing agreements. Hardware goes 
through end-of-life destruction. Destruction certificates are available for both data and 
hardware. 
                
 
 

VENDOR:  Andrew’s Network Enterprises, Inc. d/b/a FilteredNet 



4. If and how a parent, student, eligible student, teacher, or principal may challenge the 
accuracy of the student data or teacher or principal data collected;  
 
Complaints should be directed to: the Associate Superintendent for Curriculum for your 
district; Or in writing to: Chief Privacy Officer, New York State Education Department, 89 
Washington Avenue, Albany, New York 12234, CPO@mail.nysed.gov. 

 
5. Where the student data or teacher or principal data will be stored (described in such a 

manner as to protect data security) and the security protections taken to ensure that such 
data will be protected, including whether such data will be encrypted. 
 
Data will reside on GCP (Google) architecture in the United States. GCP provides 
encryption for data at rest by default with AES128 or AES256 encryption on the Hardware, 
Infrastructure and Platform levels, and the added security of block storage. This is well 
documented in Google's documentation.                
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