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EXHIBIT A - Education Law §2-d Bill of Rights for Data Privacy and Security 
 
Parents (including legal guardians or persons in parental relationships) and Eligible Students (students 18 years and 
older) can expect the following: 
 

1. A student’s personally identifiable information (PII) cannot be sold or released for any Commercial or Marketing      
purpose. PII, as defined by Education Law § 2-d and the Family Educational Rights and Privacy Act ("FERPA"), 
includes direct identifiers such as a student’s name or identification number, parent’s name, or address; and 
indirect identifiers such as a student’s date of birth, which when linked to or combined with other information 
can be used to distinguish or trace a student’s identity. Please see FERPA’s regulations at 34 CFR 99.3 for a more 
complete definition. 

 

2. The right to inspect and review the complete contents of the student’s education record stored or maintained 
by an educational agency. This right may not apply to Parents of an Eligible Student. 

 

3. State and federal laws such as Education Law § 2-d; the Commissioner of Education’s Regulations at 8 NYCRR 
Part 121, FERPA at 12 U.S.C. 1232g (34 CFR Part 99); Children's Online Privacy Protection Act ("COPPA") at 15 
U.S.C. 6501-6502 (16 CFR Part 312); Protection of Pupil Rights Amendment ("PPRA") at 20 U.S.C. 1232h (34 CFR 
Part 98); and the Individuals with Disabilities Education Act (“IDEA”) at 20 U.S.C. 1400 et seq. (34 CFR Part 300); 
protect the confidentiality of a student’s identifiable information. 

 

4. Safeguards associated with industry standards and best practices including, but not limited to, encryption, 
firewalls and password protection must be in place when student PII is stored or transferred. 

 

5. A complete list of all student data elements collected by NYSED is available at www.nysed.gov/data-privacy-
security/student-data-inventory and by writing to: Chief Privacy Officer, New York State Education Department, 
89 Washington Avenue, Albany, NY 12234. 

 

6. The right to have complaints about possible breaches and unauthorized disclosures of PII addressed.  
(i) Complaints should be submitted to the EA at: CA BOCES Data Privacy Officer, 1825 Windfall Road, Olean, New 
York 14760, via email at DPO@caboces.org or by using the form available at the following website: 
https://caboces.org/resources/new-york-state-education-law-2d/report-an-improper-disclosure/.  
(ii) Complaints may also be submitted to the NYS Education Department at www.nysed.gov/data-privacy-
security/report-improper-disclosure, by mail to: Chief Privacy Officer, New York State Education Department, 
89 Washington Avenue, Albany, NY 12234; by email to privacy@nysed.gov; or by telephone at 518-474-0937. 

 

7. To be notified in accordance with applicable laws and regulations if a breach or unauthorized release of PII 
occurs.  

8. Educational agency workers that handle PII will receive training on applicable state and federal laws, policies, 
and safeguards associated with industry standards and best practices that protect PII. 
 

9. Educational agency contracts with vendors that receive PII will address statutory and regulatory data privacy 
and security requirements. 

 

CONTRACTOR 

Signature:  

Printed Name:  

Title:  

Date:  

 

http://www.nysed.gov/data-privacy-security/student-data-inventory
http://www.nysed.gov/data-privacy-security/student-data-inventory
https://caboces.org/resources/new-york-state-education-law-2d/report-an-improper-disclosure/
http://www.nysed.gov/data-privacy-security/report-improper-disclosure
http://www.nysed.gov/data-privacy-security/report-improper-disclosure
mailto:Privacy@nysed.gov
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EXHIBIT B 
 

BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY - 
SUPPLEMENTAL INFORMATION FOR CONTRACTS THAT UTILIZE PERSONALLY IDENTIFIABLE 
INFORMATION 

 

Pursuant to Education Law § 2-d and Section 121.3 of the Commissioner’s Regulations, the 
Educational Agency (EA) is required to post information to its website about its contracts with 
third-party contractors that will receive Personally Identifiable Information (PII). 
 

Name of Contractor  
 

 
 
 

Description of the 
purpose(s) for which 
Contractor will 
receive/access PII 

 
 
 
 
 

Type of PII that 
Contractor will 
receive/access   

Check all that apply: 

☐ Student PII 

☐ APPR Data 
 

Contract Term  Contract Start Date _____________________________________  
Contract End Date ______________________________________  
 

Subcontractor Written 
Agreement 
Requirement 

Contractor will not utilize subcontractors without a written 
contract that requires the subcontractors to adhere to, at a 
minimum, materially similar data protection obligations imposed 
on the contractor by state and federal laws and regulations, and 
the Contract. (check applicable option) 

☐  Contractor will not utilize subcontractors. 

☐  Contractor will utilize subcontractors. 
 

Data Transition and 
Secure Destruction 

Upon expiration or termination of the Contract, Contractor shall:  
• Securely transfer data to EA, or a successor contractor at the 
EA’s option and written discretion, in a format agreed to by the 
parties. 
• Securely delete and destroy data. 
 

Challenges to Data 
Accuracy  

Parents, teachers or principals who seek to challenge the accuracy 
of PII will do so by contacting the EA. If a correction to data is 
deemed necessary, the EA will notify Contractor. Contractor 
agrees to facilitate such corrections within 21 days of receiving the 
EA’s written request. 
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Secure Storage and 
Data Security 

Please describe where PII will be stored and the protections taken 
to ensure PII will be protected: (check all that apply) 

☐ Using a cloud or infrastructure owned and hosted by a third 
party. 

☐ Using Contractor owned and hosted solution 

☐ Other:  
 
Please describe how data security and privacy risks will be 
mitigated in a manner that does not compromise the security of 
the data: 
 
 
 

Encryption  Data will be encrypted while in motion and at rest. 
 

 

CONTRACTOR 

Signature:  

Printed Name:  

Title:  

Date:  
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EXHIBIT C - CONTRACTOR’S DATA PRIVACY AND SECURITY PLAN 
 

CONTRACTOR’S DATA PRIVACY AND SECURITY PLAN  

 
The Educational Agency (EA) is required to ensure that all contracts with a third-party contractor include 
a Data Security and Privacy Plan, pursuant to Education Law § 2-d and Section 121.6 of the Commissioner’s 
Regulations. For every contract, the Contractor must complete the following or provide a plan that 
materially addresses its requirements, including alignment with the NIST Cybersecurity Framework, which 
is the standard for educational agency data privacy and security policies in New York state.  While this 
plan is not required to be posted to the EA’s website, contractors should nevertheless ensure that they 
do not include information that could compromise the security of their data and data systems. 
 

 1 Outline how you will implement applicable data 
security and privacy contract requirements over the 
life of the Contract. 

 

 2 Specify the administrative, operational and technical 
safeguards and practices that you have in place to 
protect PII. 

 

 3 Address the training received by your employees and 
any subcontractors engaged in the provision of 
services under the Contract on the federal and state 
laws that govern the confidentiality of PII. 

 

 4 Outline contracting processes that ensure that your 
employees and any subcontractors are bound by 
written agreement to the requirements of the 
Contract, at a minimum. 

 

 5  Specify how you will manage any data security and 
privacy incidents that implicate PII and describe any 
specific plans you have in place to identify breaches 
and/or unauthorized disclosures, and to meet your 
obligations to report incidents to the EA. 

 

 6 Describe how data will be transitioned to the EA 
when no longer needed by you to meet your 
contractual obligations, if applicable. 

 

 7 Describe your secure destruction practices and how 
certification will be provided to the EA. 

 

 8  Outline how your data security and privacy 
program/practices align with the EA’s applicable 
policies. 

 

 9 Outline how your data security and privacy 
program/practices materially align with the NIST CSF 
v1.1 using the Framework chart below. 

PLEASE USE TEMPLATE BELOW. 
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EXHIBIT C.1 – NIST CSF TABLE 
 

 
 

Function Category Contractor Response 

IDENTIFY (ID) 

Asset Management (ID.AM): The data, personnel, 
devices, systems, and facilities that enable the 
organization to achieve business purposes are 
identified and managed consistent with their 
relative importance to organizational objectives 
and the organization’s risk strategy. 

 

Business Environment (ID.BE): The organization’s 
mission, objectives, stakeholders, and activities are 
understood and prioritized; this information is used 
to inform cybersecurity roles, responsibilities, and 
risk management decisions. 

 

Governance (ID.GV): The policies, procedures, and 
processes to manage and monitor the 
organization’s regulatory, legal, risk, 
environmental, and operational requirements are 
understood and inform the management of 
cybersecurity risk. 

 

Risk Assessment (ID.RA): The organization 
understands the cybersecurity risk to 
organizational operations (including mission, 
functions, image, or reputation), organizational 
assets, and individuals. 

 

Risk Management Strategy (ID.RM): The 
organization’s priorities, constraints, risk 
tolerances, and assumptions are established and 
used to support operational risk decisions. 

 

Supply Chain Risk Management (ID.SC): 
The organization’s priorities, constraints, risk 
tolerances, and assumptions are established and 
used to support risk decisions associated with 
managing supply chain risk. The organization has 
established and implemented the processes to 
identify, assess and manage supply chain risks. 

 

PROTECT (PR) 

Identity Management, Authentication and Access 
Control (PR.AC): Access to physical and logical 
assets and associated facilities is limited to 
authorized users, processes, and devices, and is 
managed consistent with the assessed risk of 
unauthorized access to authorized activities and 
transactions. 

 

The table below will aid the review of a Contractor’s Data Privacy and Security Plan. Contractors 

should complete the Contractor Response sections in the table below to describe how their 
policies and practices align with each category in the Data Privacy and Security Plan template.  To 
complete these 23 sections, a Contractor may: (i) Demonstrate alignment using the National 
Cybersecurity Review (NCSR) Maturity Scale of 1-7 ; (ii) Use a narrative to explain alignment (may 

reference its applicable policies ); and/or (iii) Explain why a certain category may not apply to the 

transaction contemplated.  Further informational references for each category can be found on 
the NIST website at https://www.nist.gov/cyberframework/new-framework. Please use additional 

pages if needed. 

https://www.nist.gov/cyberframework/new-framework
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Function Category Contractor Response 

Awareness and Training (PR.AT): The 
organization’s personnel and partners are provided 
cybersecurity awareness education and are trained 
to perform their cybersecurity-related duties and 
responsibilities consistent with related policies, 
procedures, and agreements. 

 

Data Security (PR.DS): Information and records 
(data) are managed consistent with the 
organization’s risk strategy to protect the 
confidentiality, integrity, and availability of 
information. 

 

Information Protection Processes and Procedures 
(PR.IP): Security policies (that address purpose, 
scope, roles, responsibilities, management 
commitment, and coordination among 
organizational entities), processes, and procedures 
are maintained and used to manage protection of 
information systems and assets. 

 

Maintenance (PR.MA): Maintenance and repairs of 
industrial control and information system 
components are performed consistent with policies 
and procedures. 

 

Protective Technology (PR.PT): Technical security 
solutions are managed to ensure the security and 
resilience of systems and assets, consistent with 
related policies, procedures, and agreements. 

 

DETECT (DE) 

Anomalies and Events (DE.AE): Anomalous activity 
is detected and the potential impact of events is 
understood. 

 

Security Continuous Monitoring (DE.CM): The 
information system and assets are monitored to 
identify cybersecurity events and verify the 
effectiveness of protective measures. 

 

Detection Processes (DE.DP): Detection processes 
and procedures are maintained and tested to 
ensure awareness of anomalous events. 

 

RESPOND 
(RS) 

Response Planning (RS.RP): Response processes 
and procedures are executed and maintained, to 
ensure response to detected cybersecurity 
incidents. 

 

 
Communications (RS.CO): Response activities are 
coordinated with internal and external 
stakeholders (e.g. external support from law 
enforcement agencies). 

 

Analysis (RS.AN): Analysis is conducted to ensure 
effective response and support recovery activities. 

 

Mitigation (RS.MI): Activities are performed to 
prevent expansion of an event, mitigate its effects, 
and resolve the incident. 
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Function Category Contractor Response 

Improvements (RS.IM): Organizational response 
activities are improved by incorporating lessons 
learned from current and previous 
detection/response activities. 

 

RECOVER 
(RC) 

Recovery Planning (RC.RP): Recovery processes 
and procedures are executed and maintained to 
ensure restoration of systems or assets affected by 
cybersecurity incidents. 

 

Improvements (RC.IM): Recovery planning and 
processes are improved by incorporating lessons 
learned into future activities. 

 

Communications (RC.CO): Restoration activities 
are coordinated with internal and external parties 
(e.g.  coordinating centers, Internet Service 
Providers, owners of attacking systems, victims, 
other CSIRTs, and vendors). 
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+,�-.,�/0�123�-.,�45,�6242�7/88,74,6�450/-95�4027:;<9�4,75</8/9;,.�4/�.,7-0,�45,�=,0>;7,?�;1@0/>,45,�=,0>;7,?�4/�.2>,�3/-�4;1,?�4/�@0/>;6,�A,44,0�4,75<;728�.-@@/04?�B/0�@0/1/4;/<28�@-0@/.,.?�2<6�4/4027:�C,A.;4,�-.29,D�E/0�,F21@8,?�4027:;<9�4,75</8/9;,.�5,8@�-.�4/GHD�I,,@�4027:�/B�C5,45,0�3/-�20,�.;9<,6�;<�/0�52>,�@0,>;/-.83�.;9<,6�;<�./�4524�C,�72<�6;.@823�28845,�B,24-0,.�4524�20,�2>2;82A8,�4/�3/-DJD�K,1,1A,0�3/-0�.,44;<9.�/<�45,�@29,.�3/-�>;.;4?�./�4524�C,�72<�6;.@823�3/-0�@0,B,00,6�7/<4,<445,�<,F4�4;1,�3/-�>;.;4DLD�M-.4/1;N,�45,�B-<74;/<�2<6�2@@,202<7,�/B�45,�@29,.�3/-�>;.;4�A2.,6�/<�;<B/0124;/<�0,824;<9�4/3/-0�277/-<4O�B/0�,F21@8,?�4/�6,B2-84�3/-�4/�2�@204;7-820�9026,�8,>,8?�/0�4/�0,1,1A,0�7-.4/1;N,6.,44;<9.�B/0�2�0,@/04DPD�Q027:�C,A.;4,�-.29,�B/0�>20;/-.�@-0@/.,.�;<78-6;<9�C,A.;4,�/@4;1;N24;/<?�C,A.;4,�;1@0/>,1,<4?.28,.?�120:,4;<9?�2<6�A;88;<9DR/.4�A0/C.,0.�20,�;<;4;2883�.,4�-@�4/�277,@4�7//:;,.?�A-4�3/-�72<�0,.,4�3/-0�A0/C.,0�4/�0,B-.,�2887//:;,.�/0�4/�;<6;724,�C5,<�2�7//:;,�;.�A,;<9�.,<4D�S/C,>,0?�./1,�B,24-0,.�2<6�.,0>;7,.�T@204;7-8208345/.,�4524�0,U-;0,�3/-�4/�.;9<�;<V�123�</4�B-<74;/<�@0/@,083�;B�3/-0�7//:;,.�20,�6;.2A8,6D�W/-�12328./�.,4�3/-0�,X12;8�/@4;/<.�4/�@0,>,<4�45,�2-4/124;7�6/C<8/26;<9�/B�;129,.�4524�123�7/<42;<4,75</8/9;,.�4524�C/-86�288/C�-.�4/�:</C�C5,45,0�3/-�52>,�277,..,6�/-0�,X12;8�2<6�@,0B/01,67,042;<�B-<74;/<.�C;45�;4D�Y,8,4;<9�7//:;,.�6/,.�</4�@0,>,<4�45,�7/88,74;/<�/B�;<B/0124;/<�450/-95�</<X7//:;,�4,75</8/9;,.�2<6�6/,.�6,8,4,�Z/728�=4/029,�[A\,74.�TZ=[.V�.-75�2.�E82.5�/A\,74.�2<6�SQRZ]DW/-�72<�8,20<�1/0,�2A/-4�E82.5�/A\,74.�̂ �;<78-6;<9�5/C�4/�12<29,�@0;>273�2<6�.4/029,�.,44;<9.�B/0E82.5�7//:;,.�̂ �/<�_6/A,̀.�C,A.;4,�/0�A3�78;7:;<9�5,0,D�aB�3/-�75//.,�4/�6,8,4,�E82.5�/A\,74.�B0/1/-0�.;4,.?�45,<�3/-�123�</4�A,�2A8,�4/�277,..�2<6�-.,�288�/0�@204�/B�45,�.;4,.�/0�A,<,B;4�B0/1�45,;<B/0124;/<�2<6�.,0>;7,.�/BB,0,6D+,�2<6�/-0�45;06X@2043�@204<,0.�123�28./�-.,�7//:;,.�2<6�4027:;<9�4,75</8/9;,.�B/0�26>,04;.;<9@-0@/.,.D�E/0�1/0,�;<B/0124;/<�2A/-4�4027:;<9�4,75</8/9;,.?�@8,2.,�.,,�bcdefghijfkl�kfjmneop�jogqoreos�jgtsfkeueopb�A,8/CD�'�v�%����"����#)��� ���(�#�� �%��������#+,�-.,�45,�;<B/0124;/<�C,�7/88,74�B/0�45,�B/88/C;<9�@-0@/.,.Gcq�ifqtegs�jog�wjeokjeo�kds�xsftemsy�+,�-.,�45,�;<B/0124;/<�C,�7/88,74�4/�6,8;>,0�45,�=,0>;7,4/�3/-D�E/0�,F21@8,?�C,�<,,6�4/�-.,�3/-0�;<B/0124;/<�4/�@0/7,..�@231,<4.?�@,0./<28;N,�8,20<;<97-00;7-8-1.?�@0/>;6,�=75//8.?�z20,<4.�2<6�.4-6,<4.�C;45�;<B/0124;/<�2<6�0,@/04.�2A/-4�.4-6,<42<6�75;86�@,0B/012<7,�2<6�-.,�/B�45,�=,0>;7,?�0,.@/<6�4/�;<U-;0;,.�2<6�@0/>;6,�7-.4/1,0�.-@@/04Dcq�ewifqts{�isfuqojre|s{�jog�gstsrqi�kds�xsftemsy�+,�-.,�;<B/0124;/<�4/�42;8/0�45,�7/<4,<42<6�;<B/0124;/<�4524�C,�123�.,<6�/0�6;.@823�4/�-.,0.?�4/�/BB,0�@,0./<28;N,6�7/<4,<4�2<6;<.40-74;/<.?�2<6�4/�/45,0C;.,�@,0./<28;N,�3/-0�,F@,0;,<7,�C5;8,�-.;<9�45,�=,0>;7,?�;<78-6;<9�/<>20;/-.�6,>;7,.�3/-�123�-.,�4/�277,..�45,�=,0>;7,D�+,�7/88,74�.424;.4;7.�4/�A,44,0�-<6,0.42<6�5/C-.,0.�277,..�2<6�-.,�/-0�=,0>;7,?�1/<;4/0�45,�,BB,74;>,<,..�/B�/-0�=,0>;7,?�6,4,74�-.29,�@244,0<.?2<64/6;29</.,/0B;F4,75</8/93@0/A8,1.+,28./-.,;<B/0124;/<4/6,1/<.4024,45,
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+,-�./�-0+1,/23�/4�506�.378,/9/1:�;4/<93=2>�?3�+92/�@23�0,5/4=+.0/,�./�-3=/,2.4+.3�.8335537.0A3,322�/5�.83�B34A073�+,-�;345/4=�4323+478C�+,-�./�-3A39/;C�2@;;/4.C�+,-�0=;4/A3�/@4B34A073�+,-�/.834�3-@7+.0/,+9�;4/-@7.2�+,-�234A0732>DE�FEGGHIJFKLM�NJLO�PEHQ�?3�@23�:/@4�0,5/4=+.0/,�./�;4/A0-3�.4+,2+7.0/,+9�,/.0507+.0/,2�5/4734.+0,�+7.0A0.032�439+.0,1�./�:/@4�@23�/5�/@4�B34A073>�R/4�36+=;93C�S3�=+:�23,-�3T=+09,/.0507+.0/,2�S83,�+�@234�7/=;93.32�+,�+7.0A0.:C�./�;4/A0-3�43730;.�5/4�;+:=3,.�/4�/.8342@<2740;.0/,�,/.0732>�R4/=�.0=3�./�.0=3C�S3�=+:�23,-�;340/-07�;4/=/.0/,+9�/4�0,5/4=+.0/,+9�3T=+092�./�B78//9�/4�U+43,.�@2342>�?3�-/�,/.�@23�B.@-3,.�V+.+�./�23,-�=+4W3.0,1�7/==@,07+.0/,2C+,-�S3�-/�,/.�23,-�=+4W3.0,1�7/==@,07+.0/,2�./�2.@-3,.�/4�7809-�@2342>�X/@�=+:�/;.T/@.�/5734.+0,�7/==@,07+.0/,2�Y3>1>C�=+4W3.0,1�/4�734.+0,�,/.0507+.0/,2�+</@.�:/@4�@23�/5�.83�B34A073Z�<:5/99/S0,1�.83�/;.T/@.�0,2.4@7.0/,2�7/,.+0,3-�0,�.83�3T=+09>�X/@�=+:�,/.�/;.�/@.�/5�234A073T439+.3-7/==@,07+.0/,2�Y3>1>C�+77/@,.�A340507+.0/,C�.4+,2+7.0/,+9�7/==@,07+.0/,2C�78+,132[@;-+.32�./53+.@432�/5�.83�B34A073C�.378,07+9�+,-�237@40.:�,/.0732Z>DE�\]EGELM�̂K_MLP�KÌ �̂MFH]JLP�KÌ �]M̂\EÌ �LE�aMbKa�\]EFM̂ Q̂�?3�@23�0,5/4=+.0/,�./;4/=/.3�.83�2+53.:�+,-�237@40.:�/5�/@4�B34A073C�/@4�@232�+,-�/.834�.804-�;+4.032>�R/4�36+=;93C�S3=+:�@23�.83�0,5/4=+.0/,�./�+@.83,.07+.3�@2342C�5+7090.+.3�237@43�;+:=3,.2C�-3.37.�+,-�;43A3,.54+@-�+,-�/.834�8+4=5@9�+7.0A0.032C�432;/,-�./�931+9�43c@32.2�/4�79+0=2C�+,-�3,5/473�/@4�.34=2�+,-;/907032>�'�d�%�&��������)������"��� ���(�#�� efgh�=+:�28+43�/4�-0279/23�:/@4�;342/,+9�0,5/4=+.0/,�+2�,33-3-�./�;4/A0-3�/@4�B34A073�/4�S0.8�:/@47/,23,.�/4�;34=0220/,>�?3�=+:�+92/�28+43�;342/,+9�0,5/4=+.0/,�0,�.83�7047@=2.+,732�-32740<3-<39/S>i804-�;+4.032�S0.8�j/,23,.�/4�+2�f,2.4@7.3-�?3�28+43�0,5/4=+.0/,�S0.8�7/,23,.�+,-�+.�.83�-0437.0/,�/5B78//92�+,-�U+43,.2>�R/4�36+=;93C�+�B78//9�/4�U+43,.�=+:�-0437.�fgh�./�28+43�2;370507�0,5/4=+.0/,S0.8�+,/.834�0,-0A0-@+9C�2@78�+2�S83,�+�.3+7834�-0437.2�fgh�./�23,-�+�7/==@,07+.0/,�./�+�;+43,.>B0=09+49:C�S3�=+:�28+43�;342/,+9�0,5/4=+.0/,�S0.8�.804-�;+4.032C�5/4�36+=;93C�05�+�B78//9�+@.8/40k32l//193�9/10,�/4�20=09+4�+@.83,.07+.0/,�.//92�5/4�.8+.�B78//9m2�@234�+77/@,.2>n.8342�S0.80,�.83�B78//9>�fgh�=+:�28+43�0,5/4=+.0/,�7/9937.3-�54/=�@2342�+22/70+.3-�S0.8�+�B78//9S0.8�/.834�@2342�/4�;342/,2�-3201,+.3-�<:�.83�B78//9C�2@78�+2�.3+78342�+,-�278//9�+-=0,02.4+./42�/5.8+.�B78//9>�o322+132�+,-�7/,.3,.�28+43-�/4�;/2.3-�<:�=3=<342�/5�+�B78//9�7/==@,0.:C�2@78�+2=322+132�<3.S33,�+�.3+7834�+,-�2.@-3,.2�0,�+�79+22C�S099�<3�+773220<93�<:�B78//9�+-=0,02.4+./42�/4/.834�-3201,+.3-�B78//9�@2342>p3,-/42�+,-�B34A073�U4/A0-342>�fgh�=+:�28+43�0,5/4=+.0/,�S0.8�/@4�.4@2.3-�A3,-/42C�.804-�;+4.:234A073�;4/A0-342�+,-�0,-0A0-@+92�./�;4/A0-3�234A0732�/4�;4/-@7.2�5/4�@2�/4�/,�/@4�<38+95C�S8078�=+:0,79@-3�+,+9:.072C�8/2.0,1C�<0990,1C�.+413.3-�+-A34.020,1C�+,-�=+4W3.0,1�Y;4/A0-3-�8/S3A34C�.8+.�fghS099�,/.�W,/S0,19:�@23�+,:�B.@-3,.�V+.+�./�.+413.�+-A34.020,1�/4�=+4W3.0,1Z>�p3,-/42�+,-�234A073;4/A0-342�S8/�8+A3�+77322�./�B.@-3,.�V+.+C�05�+,:C�28+99�<3�7/,.4+7.@+99:�</@,-�./�@;8/9-�;40A+7:�+,-7/,50-3,.0+90.:�.34=2�,/�9322�;4/.37.0A3�.8+,�.8/23�;4/A0-3-�83430,>q11431+.3�/4�V3Tf-3,.0503-�f,5/4=+.0/,>�?3�=+:�28+43�0,5/4=+.0/,�0,�+11431+.3-�+,-[/4�+,/,:=/@25/4=�.8+.�7+,,/.�43+2/,+<9:�<3�@23-�./�0-3,.05:�+,�0,-0A0-@+9>�R/4�36+=;93C�fgh�=+:�-0279/23
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,--./-,0/1�23/.�30,0430453�647/78�09/�0:0,;�<2=>/.�:.�?/.5/<0,-/�:@�ABC�23/.3�@.:=�,�?,.0452;,.-/:-.,?945�./-4:<D�4<�:.1/.�0:�1/35.4>/�:2.�E/.F45/�0:�52../<0�,<1�?.:3?/504F/�?,.0</.3�,<1�:09/.094.1�?,.04/38�,<1�@:.�:09/.�;,G@2;�?2.?:3/37H/.-/.�:.�E,;/7�A@�ABC�>/5:=/3�4<F:;F/1�4<�,�=/.-/.8�,5I243404:<8�>,<J.2?05K8�59,<-/�:@�5:<0.:;8�:.,<K�@:.=�:@�3,;/�:@�3:=/�:.�,;;�:@�403�,33/038�K:2.�?/.3:<,;�4<@:.=,04:<�=,K�>/�0.,<3@/../1�:.1435;:3/1�4<�5:<</504:<�G409�09/�>234</33�0.,<3,504:<7�A<�3259�,<�/F/<08�G/�G4;;�=,J/�/@@:.03�0:?.:F41/�<:045/�>/@:./�?/.3:<,;�4<@:.=,04:<�43�0.,<3@/../1�,<1�>/5:=/3�32>L/50�0:�,�14@@/./<0�?.4F,5K?:;45K7�M/�G4;;�<:0�0.,<3@/.�E021/<0�N,0,�,33:54,0/1�G409�E59::;�,55:2<03�4<�09/�/F/<0�:@�,�=/.-/.�:.3,;/�2<;/33�09/�./54?4/<0�9,3�5:==400/1�0:�O9/�E021/<0�P.4F,5K�P;/1-/�?.4<54?;/3�:.�34=4;,.;K�30.4<-/<0?.4F,5K�?.:0/504:<38�:.�G/�G4;;�?.:F41/�E59::;3�G409�<:045/�,<1�,<�:??:.02<40K�0:�:?0Q:20�:@�09/0.,<3@/.�:@�E021/<0�N,0,�>K�0/.=4<,04<-�09/4.�,55:2<03�,<1�,<K�,33:54,0/1�3021/<0�23/.3�>/@:./�09/0.,<3@/.�:552.37R09/.7�ABC�=,K�./;/,3/�?/.3:<,;�4<@:.=,04:<�4@�40�9,3�,�-::1�@,409�>/;4/@�09,0�,55/338�23/8?./3/.F,04:<8�:.�1435;:32./�:@�3259�4<@:.=,04:<�43�./,3:<,>;K�</5/33,.K�0:�6,D�3,043@K�,<K�,??;45,>;/;,G8�./-2;,04:<8�;/-,;�?.:5/338�:.�/<@:.5/,>;/�-:F/.<=/<0,;�./I2/30S�6>D�/<@:.5/�,??;45,>;/�O/.=3�:@E/.F45/8�4<5;214<-�4<F/304-,04:<�:@�?:0/<04,;�F4:;,04:<3�09/./:@S�65D�1/0/508�?./F/<0�:.�:09/.G43/,11./33�@.,218�3/52.40K�:.�0/59<45,;�4332/3S�61D�?.:0/50�09/�.4-9038�?.:?/.0K8�:.�?/.3:<,;�3,@/0K�:@�ABC8403�23/.38�:.�09/�?2>;45S�:.�6/D�,3�./I24./1�:.�?/.=400/1�>K�;,G7+'�T)��&�U��#��#���V� W�� &�� �� ���&���#��� WABC�1:/3�<:0�143?;,K�,<K�0,.-/0/1�,1F/.0434<-�:<�09/�E/.F45/7XYZ[\Z�]̂ _Z�_̀[_�[Y_̀ âb̀ �cZ�d[e�fZgdh_�_̀hgi�f[g_e�[ijZg_h\h]b�f[g_]Zg\�_̂�k̂ YYZk_h]l̂gd[_ĥ]�lĝd�jh\h_̂g\�_̂�[iaY_mihgZk_Zi�[gZ[\�̂l�_̀Z�nZgjhkZ�l̂g�_̀Z�fagf̂ \Z�̂lih\fY[eh]b�[ijZg_h\ZdZ]_\�̂]�̂_̀Zg�cZo\h_Z\�̂g�̂]Yh]Z�\ZgjhkZ\�̂]�̂ag�oZ̀ [Ylp�cZ�_[qZd[]e�\_Zf\�_̂�fgZjZ]_�_̀Z\Z�_̀hgimf[g_e�[ijZg_h\h]b�]Z_c ĝq\�lĝd�k̂ YYZk_h]b�h]l̂gd[_ĥ]l̂g�_[gbZ_Zi�[ijZg_h\h]b�fagf̂ \Z\�̂]kZ�[�\ao\kghoZg�_̂�̂ag�nZgjhkZ�\hb]\�h]_̂�̂ag�nZgjhkZrXYZ[\Z�]̂ _Z�_̀[_�cZ�gZYe�̂]�k̂ q̂hZ\�_̂�hiZ]_hle�c Z̀_̀Zg�ê a�[gZ�[�\ao\kghoZg�_̂�̂ag�nZgjhkZ[]i�hl�ê a�iZYZ_Z�̂g�oŶkq�k̂ q̂hZ\p�ê a�d[e�[Y\̂ �iZYZ_Z�_̀Z�stu�k̂ q̂hZ�c h̀k̀ �fgZjZ]_\\ao\kghoZg\�lĝd�gZkZhjh]b�_[gbZ_Zi�stu�[ijZg_h\ZdZ]_\�̂]�̂_̀Zg�cZo\h_Z\�̂g�̂]Yh]Z\ZgjhkZ\rM/�G:.J�G409�094.1Q?,.0K�:<;4</�,1F/.0434<-�</0G:.J3�G9459�23/�0/59<:;:-K�0:�./5:-<4v/�K:2.>.:G3/.�:.�1/F45/�,<1�0:�5:;;/50�5/.0,4<�0K?/3�:@�23,-/�4<@:.=,04:<�,>:20�K:2.�F4340�0:�:.�23/�:@�:2.E/.F45/�0:�?.:F41/�5230:=4v/1�5:<0/<08�,1F/.0434<-�,<1�5:==/.54,;�=/33,-/3�0:�K:2�:<�:09/.G/>340/3�:.�3/.F45/38�:.�:<�:09/.�1/F45/3�K:2�=,K�23/7�M/�609.:2-9�09/�094.1Q?,.0K�,1F/.0434<-</0G:.J3D�23/�0943�4<@:.=,04:<�0:�14./50�:2.�:<;4</�,1F/.043/=/<03�0:�09:3/�?/:?;/�G9:�=,K�@4<109/=�./;/F,<0�0:�09/4.�4<0/./3037�OK?45,;;K8�09:2-9�<:0�,;G,K38�09/�4<@:.=,04:<�43�5:;;/50/1�09.:2-95::J4/3�:.�34=4;,.�0.,5J4<-�0/59<:;:-4/37�w:2�=,K�>/�,>;/�0:�3/0�K:2.�>.:G3/.�0:�./L/50�5::J4/3�:.:09/.�0.,5J4<-�0/59<:;:-K�>K�,504F/;K�=,<,-4<-�09/�3/004<-3�:<�K:2.�>.:G3/.�:.�=:>4;/�1/F45/809:2-9�09/3/�0::;3�=,K�<:0�>/�/@@/504F/�@:.�,;;�094.1Q?,.0K�0.,5J4<-�0/59<:;:-4/38�4<5;214<-�x;,39�:.yOHCz�5::J4/37�O:�;/,.<�=:./�,>:20�5::J4/38�5;/,.�-4@3{G/>�>/,5:<3�,<1�:<;4</�,1F/.0434<-0/59<:;:-4/3�,<1�9:G�K:2�=,K�:?0Q:20�:@�3:=/�:@�0943�,1F/.0434<-8�K:2�=,K�G439�0:�F4340�09/�N4-40,;|1F/.0434<-�|;;4,<5/}3�./3:2.5/3�,0�GGG7,>:20,1374<@:{59:45/3�,<1{:.�09/�~/0G:.J�|1F/.0434<-A<404,04F/}3:<;4</./3:2.5/3,0GGG</0G:.J,1F/.0434<-:.-
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,-./.0/.123�4-5.-2�6234768239�0/�:::;-2/:46<0=126/.3.->;46>;,?�@47�=4�-4/�:0-/�/4�6282.12�/06>2/2=�0=126/.3.->�?64A�,BC�D032=�4-�@476�1.3./�/4�476�:2D3./29�@4780-�732�/E2�D254:�5.-<�/4�62F723/�/E0/�,BC�/0<2�3/2G3�/4�G6212-/�/E.6=HG06/@�0=126/.3.->�-2/:46<3?64A�73.->�.-?46A0/.4-�0D47/�@476�1.3./�/4�476�:2D3./2�/4�=.3G50@�/06>2/2=�,BC�0=126/.32A2-/3�/4�@474-�4/E26�:2D3./23�46�3261.823�4-�D2E05?�4?�,BC;�,BC�80--4/9�E4:21269�>7060-/22�/E0/�378E�3/2G3�:.5525.A.-0/2�055�845528/.4-�0-=I46�=.3G50@�4?�/06>2/2=�0=126/.3.->9�0-=�./�A0@�/0<2�34A2�/.A2�?46�@47662F723/�/4�/0<2�2??28/;�J78E�62F723/3�:.55�-4/�G6212-/�@47�?64A�6282.1.->�84-/2K/705�0=126/.3.->�464/E26�/@G23�4?�0=126/.32A2-/3�/E0/�062�=.3G50@2=�:./E47/�/0<.->�.-/4�84-3.=260/.4-�:E2/E26�@47�E012G621.4735@�1.3./2=�:::;.K5;84A�L?46�2K0AG529�0=126/.32A2-/3�3E4:-�4-�/E2�D03.3�4?�0�32068E�/26A<2@:46=M;�J78E�62F723/3�:.55�-4/�3/4G�/E2�845528/.4-�4?�.-?46A0/.4-�?46�G76G4323�4/E26�/E0-0=126/.3.->�L2;>;9�?46�:2D3./2�0-05@/.83M;�NE.3�4G/H47/�62F7.623�/E2�32//.->�4?�0�844<.2�.-�@476�D64:326/4�62846=�@476�62F723/�L0-=�/E73�:.55�-4�54->26�D2�2??28/.12�.?�/E2�62F7.62=�844<.2�.3�=252/2=M9�:.55�D22??28/.12�4-5@�.-�/E2�D64:326�?64A�:E.8E�@47�A0<2�/E2�62F723/9�0-=�:.55�D2�2??28/.12�?46�0�A0K.A7A4?�4-2�@206�?64A�/E2�62F723/;�,?�@47�=252/2�844<.239�8E0->2�@476�D64:326�32//.->39�3:./8E�D64:326346�84AG7/2639�46�732�0-4/E26�4G260/.->�3@3/2A9�@47�:.55�-22=�/4�A0<2�/E2�62F723/�0>0.-;�O47�A0@A0<2�0==./.4-05�62F723/3�0/�0-@�/.A2;P5.8<�E262�/4�62F723/�-4/�/4�E012�.-?46A0/.4-�0D47/�@476�1.3./�/4�:::;.K5;84A�/608<2=�?46�/E2�G76G4324?�=.3G50@.->�/06>2/2=�,BC�0=126/.32A2-/3�4-�4/E26�3./23�46�3261.823;Q'�R�%�#���� #������(������((" ���#�� �,BC�A0@9�?64A�/.A2�/4�/.A29�32-=�@47�2HA0.5�62>06=.->�476�G64=78/3�0-=�3261.8239�46�@476�732�4?�476G64=78/3�0-=�3261.823;�S-5@�,BC�L46�./3�12-=463�46�3261.82�G641.=263�4G260/.->�4-�./3�D2E05?M�:.55�32-=@47�/E232�2HA0.53;�O47�80-�8E4432�-4/�/4�6282.12�/E232�2HA0.53�D@�85.8<.->�/E2�7-37D386.D2�5.-<�.-�0-@2HA0.5�46�D@�84-/08/.->�E25GT.K5;84A;�U52032�-4/2�/E0/�@47�062�-4/�G26A.//2=�/4�7-37D386.D2�46�4G/H47/�4?�-4-HG64A4/.4-05�A2330>23�62>06=.->�@476�08847-/9�378E�03�08847-/�126.?.80/.4-9�8E0->23�467G=0/23�/4�?20/7623�4?�/E2�J261.829�46�/28E-.805�46�32876./@�-4/.823;*'�R�%�#����������"V&�#�����&���#����"��V���� ���� ���(�#�� O47�A0@�2=./�@476�08847-/�.-?46A0/.4-�0/�0-@�/.A2�D@�3.>-.->�.-�/4�@476�08847-/9�85.8<.->�4-�/E208847-/�A2-7�.-�/E2�7GG26H6.>E/�846-269�0-=�32528/.->�U64?.52�W�32//.->3;�X2�6284AA2-=�/E0/�@47621.2:�@476�G2634-05�.-?46A0/.4-�G26.4=.8055@�/4�2-3762�/E0/�./�.3�088760/29�84AG52/29�0-=�87662-/;�,?@47�=4�-4/�G641.=2�0-=�A0.-/0.-�088760/2�84-/08/�.-?46A0/.4-�?46�@476�08847-/9�:2�A0@�-4/�D2�0D52/4�G641.=2�@47�:./E�/E2�-4/.823�32/�?46/E�.-�/E.3�U6.108@�U45.8@;,?�@47�062�0�G062-/�46�>706=.0-�4?�0�3/7=2-/�:E4�7323�/E2�,BC�J261.82�/E647>E�0�J8E4459�G52032�62?26055�F723/.4-3�0-=�62F723/3�62>06=.->�0882339�A4=.?.80/.4-9�46�=252/.4-�4?�@476�3/7=2-/Y3�7326�08847-/46�J/7=2-/�Z0/0�/4�@476�8E.5=Y3�38E445;�NE2�J8E445�A0@9�0/�./3�=.3862/.4-9�0==6233�378E�62F723/3�:./E,BC�0-=�,BC�3E055�623G4-=�G64AG/5@�/4�055�0882339�A4=.?.80/.4-�0-=�=252/.4-�62F723/3�./�6282.123�?64AJ8E4453;U52032�84-/08/�84AG5.0-82T.K5;84A�?46�?76/E26�.-3/678/.4-3�0D47/�=252/.->�46�=208/.10/.->�@47608847-/�46�=252/.->�@476�G2634-05�.-?46A0/.4-;�X2�A0@�-4/�D2�0D52�/4�84AG5@�:./E�@476�62F723/�.-�0558.687A3/0-823;�[46�2K0AG529�826/0.-�62F723/3�/4�0882339�7G=0/2�46�=252/2�G2634-05�.-?46A0/.4-�0-==0/0�03348.0/2=�:./E�0�J8E445�08847-/�46�5.82-32�A0@�D2�37D\28/�/4�0GG64105�D@�/E2�J8E445;�XE2-08847-/�.-?46A0/.4-�.3�=252/2=�46�=2H.=2-/.?.2=9�826/0.-�623.=705�.-?46A0/.4-�A0@�62A0.-�:./E.-�476
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,-./012�-2.3-456�57./�,5�83-�.7593:2-�,;4�92./;0.,<�57==3-96�>0<<0;?�,;4�9,@�=7-=3525A*'�B�%��� C�&���������#�� ���"��� ���(�#�� DE2�F0<<�-29,0;�=2-53;,<�0;83-:,903;�83-�,5�<3;?�,5�;22424�93�=-31042�9/2�G2-10.2�,;4�83-�37-�0;92-;,<>750;255�=7-=35256�F/0./�:,H�2@92;4�>2H3;4�9/2�92-:0;,903;�3-�.,;.2<<,903;�38�H37-�57>5.-0=903;�3-752-�,..37;9A�I3-�2@,:=<26�F2�:,H�-29,0;�.2-9,0;�4,9,�,5�;2.255,-H�93�=-212;9�8-,74�3-�8797-2,>7526�83-�-2.3-4J22=0;?�3-�39/2-�<2?090:,92�>750;255�=7-=35256�3-�08�-2K70-24�>H�<,FA�E2�:,H�,<53-29,0;�,;4�752�0;83-:,903;�F/0./�/,5�>22;�42L042;908024�3-�,??-2?,924�57./�9/,9�09�.,;�;3�<3;?2--2,53;,><H�042;908H�,�=,-90.7<,-�0;401047,<A�M<<�-29,0;24�=2-53;,<�0;83-:,903;�F0<<�-2:,0;�57>N2.9�93�9/292-:5�38�9/05�O-01,.H�O3<0.HAG9742;9�P,9,A�E2�F0<<�;39�J;3F0;?<H�-29,0;�G9742;9�P,9,�>2H3;4�9/2�90:2�=2-034�-2K70-24�93�57==3-9,;�247.,903;,<�=7-=3526�7;<255�,79/3-0Q24�>H�,�G./33<�3-�=,-2;9A�E2�43�;39�42<292�3-�42L042;908H�,;HG9742;9�P,9,�8-3:�,;�,.9012�59742;9�752-�,..37;9�,553.0,924�F09/�,�G./33<�2@.2=9�,9�9/2�40-2.903;�389/2�G./33<A�R/2�G./33<�05�-25=3;50><2�83-�:,0;9,0;0;?�.7--2;9�59742;9�-3592-5�,;4�042;908H0;?�G9742;9P,9,�F/0./�9/2�G./33<�;3�<3;?2-�;2245�83-�,;�247.,903;,<�=7-=352�>H�-2:310;?�59742;95�8-3:�9/25./33<S5�:,592-�-3592-�3-�>H�57>:0990;?�,�42<2903;�-2K7259AT;<255�39/2-F052�40-2.924�>H�,�G./33<�3-�O,-2;96�F2�F0<<�42<292�3-�42L042;908H�=2-53;,<�0;83-:,903;�3859742;9�,;4�./0<4�752-5�,892-�,�=2-034�38�0;,.90109H6�,892-�9/2�92-:0;,903;�3-�.,;.2<<,903;�38�9/2�<0.2;5257>5.-0=903;6�3-�,892-�92-:0;,903;�38�37-�,?-22:2;9�F09/�9/2�G./33<6�0;�,..3-4,;.2�F09/�9/2�92-:5�38,;H�,==<0.,><2�F-0992;�,?-22:2;9�F09/�9/2�G./33<6�F-0992;�-2K72595�8-3:�,79/3-0Q24�G./33<,4:0;059-,93-56�,;4�37-�59,;4,-4�4,9,�-292;903;�5./247<2A�M79/3-0Q24�G./33<�,4:0;059-,93-5�:,H.3;9,.9�75�,9�.3:=<0,;.2U0@<A.3:�93�-2K7259�,440903;,<�0;83-:,903;�,>379�37-�59,;4,-4�4,9,-292;903;�5./247<2�,;4�,1,0<,><2�3=903;5�83-�.7593:0Q0;?�VWXS5�59,;4,-4�4,9,�-292;903;�5./247<2�93:229�0;401047,<�G./33<�-2K70-2:2;95AE2�:,H�;39�>2�,><2�93�0::240,92<H�3-�.3:=<292<H�42<292�,<<�4,9,�0;�,<<�0;59,;.256�57./�,5�0;83-:,903;-29,0;24�0;�92./;0.,<�57==3-9�-2.3-456�.7593:2-�52-10.2�-2.3-456�>,.J7=56�,;4�39/2-�50:0<,-�>750;255-2.3-45A�E2�F0<<�;39�>2�-2K70-24�93�42<292�,;H�0;83-:,903;�F/0./�/,5�>22;�42L042;908024�3-405,553.0,924�F09/�=2-53;,<�042;90802-5�57./�9/,9�9/2�-2:,0;0;?�0;83-:,903;�.,;;39�-2,53;,><H�>27524�93�042;908H�,�=,-90.7<,-�0;401047,<A�'�B�%�&�������Y��#��#���"��� ���(�#�� DZ[\]̂_ àb][�cdef̂bagh�R/2�52.7-09H�38�H37-�=2-53;,<�0;83-:,903;�05�12-H�0:=3-9,;9�93�75A�E2�/,120:=<2:2;924�,�1,-029H�38�=/H50.,<6�,4:0;059-,9012�,;4�92./;3<3?0.,<�5,82?7,-45�4250?;24�93�=-252-129/2�0;92?-09H�,;4�52.7-09H�38�9/2�=2-53;,<�0;83-:,903;�F2�.3<<2.9�,;4�93�=-392.9�,?,0;59�7;,79/3-0Q24,..255�93�4,9,A�R/252�0;.<742�0;92-;,<�-2102F5�38�37-�4,9,�.3<<2.903;6�593-,?26�,;4�=-3.2550;?=-,.90.25�,;4�52.7-09H�:2,57-256�,5�F2<<�,5�=/H50.,<�52.7-09H�:2,57-25�93�?7,-4�,?,0;59�7;,79/3-0Q24,..255�93�5H592:5�F/2-2�F2�593-2�=2-53;,<�4,9,A�E2�-259-0.9�,..255�93�=2-53;,<�0;83-:,903;�93�VWX2:=<3H2256�.3;9-,.93-56�,;4�,?2;95�F/3�;224�93�J;3F�9/,9�0;83-:,903;�0;�3-42-�93�3=2-,926�4212<3=63-�0:=-312�37-�52-10.25A�i7-�2:=<3H225�:,H�>2�57>N2.9�93�405.0=<0;,-H�,.903;6�0;.<740;?�92-:0;,903;608�9/2H�8,0<�93�:229�=-01,.H�,;4�.3;8042;90,<09H�3><0?,903;5A�j3F212-6�;3�52.7-09H�5H592:�050:=2;29-,><2k83-�9/,9�-2,53;6�F2�.,;;39�?7,-,;922�9/2�52.7-09H�38�H37-�=2-53;,<�0;83-:,903;A�V8=2-53;,<�0;83-:,903;�7;42-�37-�.3;9-3<�05�.3:=-3:0524�,5�,�-257<9�38�,�>-2,./�38�52.7-09H6�F2�F0<<9,J2-2,53;,><2592=5930;12590?,929/25097,903;,;49,J2,<<592=5-2K70-24>H,==<0.,><2<,F5,;4
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+,-.�/.,012,34.�0+.50�+1�627.0+68,+.�+9.�06+:,+612�,2;�+,-.�,44�0+.50�/.<:6/.;�3=�,5546>,34.�4,?0�,2;/.8:4,+6120�,2;�1:/�,8/..@.2+0�?6+9�,2=�,AA.>+.;�B>91140CD,62+,62628�+9.�0.>:/6+=�1A�=1:/�5./012,4�62A1/@,+612�,401�/.<:6/.0�=1:/�>115./,+612�,2;�627147.@.2+CE1/�=1:/�5/1+.>+612F�/.@.@3./�+1�0682�1:+�1A�,44�,>>1:2+0�3.A1/.�>410628�=1:/�3/1?0./C�G9./.�60�,�06821:+�462-�,7,64,34.�12�@10+�HIJ�5,8.0C�KA+./�0682628�1:+F�@,-.�0:/.�+1�>410.�,44�3/1?0./�?62;1?0C�H2,;;6+612F�;1�21+�:0.�+9.�LM.@.@3./L�A.,+:/.�6A�=1:�,/.�0682628�62�+1�=1:/�,>>1:2+�A/1@�,�>1@5:+./+9,+�1+9./�5./0120�@,=�9,7.�,>>.00�+1C�G960�60�+1�.20:/.�+9,+�1+9./0�>,221+�,>>.00�=1:/�5./012,462A1/@,+612�6A�=1:�09,/.�,�>1@5:+./�?6+9�01@.12.�.40.�1/�,/.�:0628�,�5:346>�>1@5:+./CN4.,0.�-..5�=1:/�5,00?1/;�0.>:/.C�HA�=1:�9,7.�A1/81++.2�=1:/�5,00?1/;F�=1:�@,=�/.<:.0+�,�2.?�12.3=�>12+,>+628�9.45O6P4C>1@C�K�2.?�5,00?1/;�?644�3.�0.2+�+1�+9.�.Q@,64�,;;/.00�=1:�05.>6A6.;�;:/628/.860+/,+612C�E1/�,44�1+9./�5/134.@0�0682628�62�+1�+9.�HIJ�B./76>.F�54.,0.�>12+,>+�1:/�+.>926>,4�0:551/++.,@�:0628�+9.�>12+,>+�62A1/@,+612�,+�+9.�.2;�1A�+960�5146>=CHA�=1:�9,7.�,2=�>12>./20�,31:+�+9.�0.>:/6+=�1A�=1:/�,>>1:2+�1/�+9.�0.>:/6+=�1A�+9.�B./76>.F�?.�,0-+9,+�=1:�/.51/+�=1:/�>12>./2�+1�:0�6@@.;6,+.4=�,+�0.>:/6+=O6P4C>1@C�R964.�?.�,/.�:2,34.�+1�/.0512;+1�,44�0.>:/6+=�>12>./20F�?.�,55/.>6,+.�=1:/�A..;3,>-�,2;�+,-.�,44�/.51/+.;�>12>./20�0./61:04=CSTUT�VUWXTYZ�T[\�UXT[V]ZX̂�HIJ�60�41>,+.;�62�+9.�_26+.;�B+,+.0C�N./012,4�62A1/@,+612�>144.>+.;+9/1:89�1:/�R.306+.�,2;�B./76>.�@,=�3.�0+1/.;�,2;�5/1>.00.;�62�+9.�_26+.;�B+,+.0�1/�,2=�1+9./>1:2+/=�62�?96>9�HIJ�1/�6+0�,AA646,+.0�1/�0./76>.�5/176;./0�@,62+,62�A,>646+6.0C�'�̀�a�� ��b�������&������"���R.�@,=�>9110.�1/�3.�/.<:6/.;�3=�4,?�+1�5/176;.�;6AA./.2+�1/�,;;6+612,4�;60>410:/.0�/.4,+628�+1�+9.5/1>.00628�1A�5./012,4�62A1/@,+612�,31:+�/.06;.2+0�1A�>./+,62�>1:2+/6.0F�/.86120�1/�0+,+.0C�N4.,0./.A./�3.41?�A1/�;60>410:/.0�+9,+�@,=�3.�,5546>,34.�+1�=1:CcWUdeZ�]WX�fTgd]WX[dT�hZVd\Z[UVG960�0.>+612�,5546.0�+1�=1:�6A�=1:�,/.�,�/.06;.2+�1A�+9.�0+,+.�1A�i,46A1/26,�,2;�A1/�5:/510.0�1A�+9600.>+612�+9.�+./@�L5./012,4�62A1/@,+612L�9,0�+9.�@.,2628�5/176;.;�3=�+9.�i,46A1/26,�i120:@./�N/67,>=K>+�j+9.�LiiNKLkC�N4.,0.�21+.�+960�0.>+612�;1.0�21+�,554=�+1�B+:;.2+�l,+,�+9,+�?.�5/1>.00�12�3.9,4A1A�1:/�B>9114�>:0+1@./0C�m.>,:0.�HIJ�5/176;.0�+9.�B./76>.0�+1�B>91140�,0�,�LB>9114�nAA6>6,4FL�?.>144.>+F�/.+,62F�:0.�,2;�;60>410.�B+:;.2+�l,+,�124=�A1/�1/�12�3.9,4A�1A�1:/�B>9114�>:0+1@./0�A1/�+9.5:/510.�1A�5/176;628�+9.�B./76>.0�05.>6A6.;�62�1:/�,8/..@.2+�?6+9�+9.�B>9114�,2;�A1/�21�1+9./>1@@./>6,4�5:/510.C�HA�=1:�9,7.�,2=�<:.0+6120�1/�?1:4;�46-.�+1�.P./>60.�=1:/�i,46A1/26,�/689+0F�54.,0.>12+,>+�=1:/�B>9114�;6/.>+4=CM.06;.2+0�1A�i,46A1/26,�@,=�3.�.2+6+4.;�+1�>./+,62�/689+0�?6+9�/.05.>+�+1�5./012,4�62A1/@,+612�+9,+�?.9,7.�>144.>+.;�,31:+�+9.@�:2;./�+9.�iiNKop�hdYqU�UW�r[Ws �̂G9.�/689+�+1�/.<:.0+�+1�-21?�@1/.�,31:+�+9.�05.>6A6>�56.>.0�1/�>,+.81/6.0�1A5./012,4�62A1/@,+612�?.�9,7.�>144.>+.;F�+9.�>,+.81/6.0�1A�;,+,�01:/>.0F�,2;�+9.�>,+.81/6.0�1A�+96/;5,/+6.0�?6+9�?91@�?.�9,7.�09,/.;�+9.�5./012,4�62A1/@,+612�A1/�,�3:062.00�1/�>1@@./>6,4�5:/510.62�+9.�4,0+�tu�@12+90C
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+,-./-�012-�23.2�234/�5617-896-�4/�-:7,9/4;-,<�=16�0124=<40>�?@A�.08�42/�.==4,4.2-/�23.2�<196�715<64>32-8B.2-64.,�3./�C--0�40=640>-8D�E3-�56-7-840>�6-F946-B-02/�.6-�402-08-8�21�71B5,<�G423�?@AH/�64>32/�.081C,4>.2410/�908-6�23-�IJKLM�407,9840>�NO�PDQDKD�RSNTU7VM�C92�81�012�710/24292-�,->.,�.8;47-D�?2�B.<C-�.8;4/.C,-�21�7102.72�.0�.22160-<�6->.6840>�<196�64>32/�.08�1C,4>.2410/�908-6�23-�IJKL�.08�123-6.55,47.C,-�,.G/D?0�.77168.07-�G423�23-�IJKL�.08�123-6�.55,47.C,-�,.GM�?@A�3./�.8152-8�.�51,47<�1=�2-6B40.240>M�40.5561564.2-�74679B/2.07-/M�P/-6/�G31�.6-�8--B-8�21�C-�6-5-.2�40=640>-6/D�?@A�B.<�.,/1�.2�42/�/1,-84/76-2410�,4B42�.77-//�21�23-�Q-6;47-�.08W16�2-6B40.2-�23-�.771902/�1=�.0<�P/-6/�G31�40=640>-�.0<402-,,-729.,�5615-62<�64>32/�1=�123-6/M�G3-23-6�16�012�23-6-�4/�.0<�6-5-.2�40=640>-B-02D�
(��XY�����%�Z[�Z[��\Z]�[�Y][��Z[�����Y-̂71>04_40>�23-�>,1C.,�0.296-�1=�23-�?02-60-2M�<19�.>6--�21�71B5,<�G423�.08�.6-�/1,-,<�6-/510/4C,-�=16-0/9640>�71B5,4.07-�G423�.,,�,17.,�,.G/M�6->9,.2410/M�.08�69,-/�40�23-�̀964/8472410U/V�40�G3473�<196-/48-D�a19�.>6--�21�71B5,<�G423�.,,�.55,47.C,-�,.G/�6->.6840>�23-�26.0/B4//410�1=�8.2.�-:5162-8�=61B23-�P042-8�Q2.2-/�16�23-�̀964/8472410U/V�40�G3473�<19�6-/48-D��(�[%Y�[�bE1�23-�-:2-02�5-6B422-8�C<�.55,47.C,-�,.GM�<19�.>6--�21�408-B04=<�.08�31,8�?@AM�.08�42/�/9C/484.64-/M.==4,4.2-/M�1==47-6/M�.>-02/M�71cC6.08-6/�16�123-6�5.620-6/M�.08�-B5,1<--/M�3.6B,-//�=61B�.0<�7,.4B�168-B.08M�407,9840>�6-./10.C,-�.22160-</H�=--/M�B.8-�C<�.0<�23468�5.62<�89-�21�16�.64/40>�192�1=�U4V7102-02�<19�/9CB42M�51/2M�26.0/B42�16�B.d-�.;.4,.C,-�23619>3�23-�Q-6;47-M�407,9840>�G423192,4B42.2410M�P/-6�K102-02M�U44V�<196�9/-�16�B4/9/-�1=�23-�Q-6;47-M�U444V�<196�7100-72410�21�23-�Q-6;47-MU4;V�<196�;41,.2410�1=�23-�L>6--B-02M�U;V�<196�;41,.2410�1=�.0<�.55,47.C,-�,.G�16�23-�64>32/�1=�.0123-65-6/10�16�-0242<M�U;4V�<196�G4,,=9,�B4/7108972M�16�U;44V�.0<�123-6�5.62<H/�.77-//�.08�9/-�1=�23-�Q-6;47-G423�<196�904F9-�9/-60.B-M�5.//G168M�16�123-6�.5561564.2-�/-79642<�718-D�?@A�6-/-6;-/�23-�64>32M�.2196�1G0�-:5-0/-M�21�.//9B-�23-�-:7,9/4;-�8-=-0/-�.08�710261,�1=�.0<�B.22-6�=16�G3473�<19�.6-6-F946-8�21�408-B04=<�9/�.08�<19�.>6--�21�7115-6.2-�G423�196�8-=-0/-�1=�23-/-�7,.4B/D��(�[Z�]Y���Y�Z\��Y]e�Ya19�.>6--�012�21�6-561897-M�895,47.2-M�715<M�/-,,M�6-/-,,�16�123-6G4/-�-:5,142�=16�.0<�71BB-674.,59651/-/M�.0<�5162410�1=�23-�Q-6;47-M�9/-�1=�23-�Q-6;47-M�16�.77-//�21�23-�Q-6;47-D��(�[Z�\���Z[�X]Z�Y%�]Y���[%��Z%\���Z[���Z��f]YY�Y[�?@A�B.<�561;48-�0124=47.2410/M�G3-23-6�6-F946-8�16�561;48-8�C<�,.G�16�123-6G4/-M�21�<19�;4.�-cB.4,01247-M�G6422-0�16�3.68�715<�01247-M�16�23619>3�51/240>�1=�/973�01247-�10�196�G-C/42-M�./�8-2-6B40-8C<�?@A�40�196�/1,-�84/76-2410D?@A�B.<M�40�42/�/1,-�84/76-2410M�B184=<�16�958.2-�234/�L>6--B-02�=61B�24B-�21�24B-M�G3473�G4,,�C-6-=,-72-8�40�23-�g8.2-�,./2�B184=4-8h�/-2�=1623�C-,1GD�?=�G-�73.0>-�234/�L>6--B-02�40�.�B.2-64.,B.00-6M�G-�G4,,�958.2-�23-�gi==-724;-�I.2-h�.2�23-�215�1=�234/�5.>-�.08�0124=<�<19�23.2�B.2-64.,73.0>-/�3.;-�C--0�B.8-�21�234/�L>6--B-02D�a196�7102409-8�9/-�1=�23-�Q-6;47-/�=1,,1G40>�/973958.2-�710/24292-/�<196�.77-52.07-�1=�23-�6-;4/-8�E-6B/D�?=�<19�81�012�.>6--�21�.0<�1=�23-�2-6B/�40234/�L>6--B-02�16�21�.0<�=9296-�2-6B/�40�.�=9296-�6-;4/410�1=�234/�L>6--B-02M�81�012�9/-�16�.77-//�U167102409-�21�.77-//V�23-�Q-6;47-D
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+,-./-01-234/35�-06�7,865,/359�:;<�102==�3,-�>2?6�23@�>2-68/2=�A02356�-,�-06�B68>1�-02-�86=2-6�-,-06�A,==6A-/,3�,8�C16�,7�D-C463-�E2-2�./-0,C-�7/81-�5/F/35�3,-/A6�-,�-06�1A0,,=�,8�G2863-�234�G8,F/4/352�A0,/A6�H67,86�-06�D-C463-�E2-2�/1�C164�/3�2�>2-68/2==@�4/776863-�>23368�-023�.21�4/1A=,164�.063-06�/37,8>2-/,3�.21�A,==6A-64I:3�-06�6F63-�-02-�@,C�02F6�63-6864�/3-,�2�1/53649�.8/--63�25866>63-�./-0�:;<�/3�244/-/,3�-,�-0/1J5866>63-9�23@�A023561�-,�-0/1�J5866>63-�./==�3,-�H6�6776A-/F6�21�-,�@,C�C3-/=�6/-068�K2L�@,C277/8>2-/F6=@�2AA6G-�-06�A023561�-,�-0/1�J5866>63-9�6/-068�6=6A-8,3/A2==@�,8�/3�2�1/5364�.8/-/35�,8�KHLCG,3�8636.2=�2-�-06�634�,7�-06�AC8863-�-68>�,7�@,C8�2AA,C3-IM,C�./==�3,-�H6�G68>/--64�-,�A,3-/3C6�C1/35�-06�D68F/A6�234�:;<�86168F61�-06�8/50-�-,�A23A6=�@,C82AA,C3-�./-0,C-�3,-/A6�/7�@,C�867C16�,8�,-068./16�72/=�-,�2AA6G-�A023561�>246�H@�:;<�-,�-0/1J5866>63-I+,-/A61�-02-�286�86NC/864�,8�G68>/--64�-,�H6�163-�-,�:;<�>C1-�H6�163-�-,�-06�7,==,./35�>2/=/35�2448611H@�A68-/7/64�>2/=�./-0�2�A,G@�163-�H@�6O>2/=I<652=�E6G28->63-:;<�<6283/359�:3AIPPP�Q28/3681�:1=234�R=F4IDC/-6�STTD23�Q2-6,9�UJ�VWWTWXO>2/=Y�=652=3,-/A61Z/[=IA,>�\(��]%̂���]_�]̀ ��à �_��]_�]̂ ��à b�a:;<�86168F61�-06�8/50-�2-�23@�-/>6�234�78,>�-/>6�-,�-/>6�-,�>,4/7@�,8�-6>G,828/=@�4/1A,3-/3C6�-06D68F/A6�K,8�23@�G28-�-0686,7L�./-0�,8�./-0,C-�3,-/A6I�M,C�25866�-02-�:;<�102==�3,-�H6�=/2H=6�-,�@,C�,8-,�23@�-0/84�G28-@�7,8�23@�>,4/7/A2-/,39�1C1G631/,3�,8�-6>G,828@�4/1A,3-/3C23A6�,7�-06�D68F/A6I�:3�-066F63-�,7�G68>2363-�4/1A,3-/3C23A6�,7�-06�D68F/A69�:;<c1�=/2H/=/-@�/1�=/>/-64�-,�-06�G2/4�1CH1A8/G-/,3G8/A69�G8,O82-64�-,�-06�2>,C3-�,7�-/>6�86>2/3/35�,3�-06�1CH1A8/G-/,3IM,C�25866�-02-�:;<9�/3�/-1�1,=6�4/1A86-/,39�>2@�1C1G634�,8�-68>/32-6�@,C8�G211.,849�2AA,C3-�K,8�23@G28-�-0686,7L�,8�C16�,7�-06�D68F/A69�7,8�23@�8621,39�/3A=C4/359�./-0,C-�=/>/-2-/,39�7,8�=2A?�,7�C16�,8�/7:;<�H6=/6F61�-02-�@,C�02F6�F/,=2-64�,8�2A-64�/3A,31/1-63-=@�./-0�-06�=6--68�,8�1G/8/-�,7�-0/1�J5866>63-IM,C�25866�-02-�23@�-68>/32-/,3�,7�@,C8�2AA611�-,�-06�D68F/A6�C3468�23@�G8,F/1/,3�,7�-0/1�J5866>63->2@�H6�/>G=6>63-64�./-0,C-�G8/,8�3,-/A69�234�@,C�2A?3,.=6456�234�25866�-02-�:;<�>2@�/>>64/2-6=@462A-/F2-6�,8�46=6-6�@,C8�2AA,C3-�234�2==�42-2�86=2-/35�-,�@,C8�2AA,C3-�234d,8�H28�23@�7C8-068�2AA611-,�-06�D68F/A6I�eC8-0689�@,C�25866�-02-�:;<�102==�3,-�H6�=/2H=6�-,�@,C�,8�23@�-0/84�G28-@�7,8�23@-68>/32-/,3�,7�@,C8�2AA611�-,�-06�D68F/A6I�*(��_f�B06�D68F/A6�>2@�G8,F/469�,8�-0/84�G28-/61�>2@�G8,F/469�=/3?1�-,�,-068�:3-6836-�.6H1/-61�,8�861,C8A61IR6A2C16�:;<�021�3,�A,3-8,=�,F68�1CA0�1/-61�234�861,C8A619�@,C�2A?3,.=6456�234�25866�-02-�:;<�/1�3,-861G,31/H=6�7,8�-06�2F2/=2H/=/-@�,7�1CA0�6[-6832=�1/-61�,8�861,C8A619�234�4,61�3,-�634,816�234�/1�3,-861G,31/H=6�,8�=/2H=6�7,8�23@�A,3-63-9�24F68-/1/359�G8,4CA-19�,8�,-068�>2-68/2=1�,3�,8�2F2/=2H=6�78,>1CA0�1/-61�,8�861,C8A61I�M,C�7C8-068�2A?3,.=6456�234�25866�-02-�:;<�102==�3,-�H6�861G,31/H=6�,8
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+,-.+/0�1,2/34+5�62�,71,2/34+50�862�-75�1-9-:/�62�+6;;�3-<;/1�62�-++/:/1�46�./�3-<;/1�.5�62�,73677/34,67�=,4>�<;/�68�62�2/+,-73/�67�-75�;<3>�3674/740�:661;�62�;/2?,3/;�-?-,+-.+/�67�62�4>26<:>�-75;<3>�;,4/�62�2/;6<23/@�*(���A��BCDBCE��CF�CGH��I6<�-3J76=+/1:/�-71�-:2//�4>-4�4>/�K/2?,3/�-71�-75�7/3/;;-25�;684=-2/�<;/1�,7�3677/34,67�=,4>�4>/K/2?,3/�LMK684=-2/MN�3674-,7�O26O2,/4-25�-71�3678,1/74,-+�,78629-4,67�4>-4�,;�O264/34/1�.5�-OO+,3-.+/,74/++/34<-+�O26O/245�-71�64>/2�+-=;@�I6<�8<24>/2�-3J76=+/1:/�-71�-:2//�4>-4�,78629-4,67�O2/;/74/146�56<�4>26<:>�4>/�K/2?,3/�,;�O264/34/1�.5�36O52,:>4;0�42-1/9-2J;0�;/2?,3/�9-2J;0�O-4/74;�62�64>/2O26O2,/4-25�2,:>4;�-71�+-=;@�PQ3/O4�-;�/QO2/;;+5�-<4>62,R/1�.5�STU�62�-1?/24,;/2;0�56<�-:2//�764�4636O50�961,850�2/740�+/-;/0�+6-70�;/++0�1,;42,.<4/�62�32/-4/�1/2,?-4,?/�=62J;�.-;/1�67�4>/�K/2?,3/�62�4>/K684=-2/0�,7�=>6+/�62�,7�O-24@�V75�-<469-4/1�;32-O,7:0�>-2?/;4,7:0�,71/Q,7:0�9,7,7:0�62�-75�64>/2/Q42-34,67�68�-75�3674/74�8269�4>/�K/2?,3/�,;�/QO2/;;+5�O26>,.,4/1@W>/�K/2?,3/�,;�O264/34/1�.5�36O52,:>4�-71�64>/2�+-=;�,7�.64>�4>/�X7,4/1�K4-4/;�-71�/+;/=>/2/@�X71/24>/�4/29;�68�4>,;�V:2//9/740�,4�,;�/QO2/;;+5�862.,11/7�46�1,;42,.<4/�62�2/O261<3/�4>/�3674/74�68�4>/K/2?,3/�62�-75�O624,67�4>/2/68�.5�-75�9/-7;0�,73+<1,7:�.<4�764�+,9,4/1�46�/+/34267,3�-71�O2,74@STU�2/;/2?/;�4>/�2,:>4�46�3-73/+�56<2�-336<74�=,4>6<4�2/8<71�,8�,4�,;�1/4/29,7/1�4>-4�56<�>-?/�?,6+-4/14>,;�;/34,67�68�4>/�V:2//9/74@�Y(�%�����EC�DZ�[�CC�\�E�I]X�PT̂ _PKKUI�X̀ aP_KWV̀ a�V̀ a�Vb_PP�WcVWd

��(������D\�DZ���e��FW]�WcP�fVTSfXf�PTWP̀ W�̂P_fSWWPa�gI�V̂ ÛShVgUP�UVi0�S̀�̀]�PjP̀ W�KcVUU�STU0�SWK
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	Text10: IXL uses certain physical, managerial, and technical safeguards designed to preserve the integrity and security of your Personal Information and other information wemaintain in connection with IXL. For example, all data is secured and protected at all times, stored on servers located in the US, and only employees with a business need toaccess this Personal Information are able to do so. We cannot, however, ensure or warrant the security of any or all of the information you transmit to us, and you do so atyour own risk. Once we receive your transmission of information, we makes commercially reasonable efforts to ensure the security of our systems. We encrypt the transmissionof all data using secure socket layer technology (SSL) or similar technologies. However, please note that this is not a guarantee that such information may not be accessed,disclosed, altered, or destroyed by breach of any of our physical, technical, or managerial safeguards.Please also see the IXL Security Policies and Procedures attached
	CONTRACTOR S DATA PRIVACY AND SECURITY PLAN: 
	Outline how you will implement applicable data security and privacy contract requirements over the life of the Contract: Please see the attached IXL Security Policies and Procedures and IXL's Terms of Service andPrivacy Policy, found respectively at www.ixl.com/termsofservice and www.ixl.com/privacypolicy.
	Specify the administrative operational and technical safeguards and practices that you have in place to protect PII: We employ automated log collection and audit trails for production systems.Connections originating from untrusted networks segments will be governed by firewall rules and other security safeguards thatgrant the minimal access required to access the intended service provided by the company.System passwords and access keys are stored in a privileged location accessible only to our security administrators, and allcredentials are changed from factory default settings. Production systems receive regular maintenance to apply security patches; andPhysical access to systems requires security RFID badges and biometric authentication, and is limited to IT staffperforming physical maintenance.
	Address the training received by your employees and any subcontractors engaged in the provision of services under the Contract on the federal and state laws that govern the confidentiality of PII: IXL periodically provides such training to such individuals.
	Outline contracting processes that ensure that your employees and any subcontractors are bound by written agreement to the requirements of the Contract at a minimum: The security of your personal information is very important to us. We have implemented a variety of physical, administrative and technological safeguards designed to preservethe integrity and security of the personal information we collect and to protect against unauthorized access to data. These include internal reviews of our data collection, storage,and processing practices and security measures, as well as physical security measures to guard against unauthorized access to systems where we store personal data.We restrict access to personal information to IXL employees, contractors, and agents who need to know that information in order to operate, develop, or improve our services.Our employees may be subject to disciplinary action, including termination, if they fail to meet privacy and confidentiality obligations. However, no security system is impenetrable—for that reason, we cannot guarantee the security of your personal information. If personal information under our control is compromised as a result of a breach of security, we willtake reasonable steps to investigate the situation and take all steps required by applicable laws and regulations and our agreements with any affected Schools.
	Specify how you will manage any data security and privacy incidents that implicate PII and describe any specific plans you have in place to identify breaches andor unauthorized disclosures and to meet your obligations to report incidents to the EA: IXL uses certain physical, managerial, and technical safeguards designed to preserve the integrity and security of your Personal Information and other information wemaintain in connection with IXL. For example, all data is secured and protected at all times, stored on servers located in the US, and only employees with a business need toaccess this Personal Information are able to do so. We cannot, however, ensure or warrant the security of any or all of the information you transmit to us, and you do so atyour own risk. Once we receive your transmission of information, we makes commercially reasonable efforts to ensure the security of our systems. We encrypt the transmissionof all data using secure socket layer technology (SSL) or similar technologies. However, please note that this is not a guarantee that such information may not be accessed,disclosed, altered, or destroyed by breach of any of our physical, technical, or managerial safeguards.
	Describe how data will be transitioned to the EA when no longer needed by you to meet your contractual obligations if applicable: Within 14 days of termination of the Agreement, Contractor shall return all data to the School District using a format agreed upon by both parties.
	Describe your secure destruction practices and how certification will be provided to the EA: Please see the attached IXL Security Policies and Procedures and IXL's Terms of Service andPrivacy Policy, found respectively at www.ixl.com/termsofservice and www.ixl.com/privacypolicy.
	Outline how your data security and privacy programpractices align with the EAs applicable policies: Please see the attached IXL Security Policies and Procedures and IXL's Terms of Service and Privacy Policy, found respectively at www.ixl.com/termsofservice and www.ixl.com/privacypolicy.
	Asset Management IDAM The data personnel devices systems and facilities that enable the organization to achieve business purposes are identified and managed consistent with their relative importance to organizational objectives and the organizations risk strategy: We have asset management controls and policies in place for physical devices and software within our organization. We have mapped organizational comms and data flows and cataloged external subprocessors. We have also categorized information systems and organizational resources in accordance with applicable company policies.
	Business Environment IDBE The organizations mission objectives stakeholders and activities are understood and prioritized this information is used to inform cybersecurity roles responsibilities and risk management decisions: We have established and communicated priorities for organizational mission and objective. We have also put in place contingency plans and disaster recovery policies to inform decisions and deliver mission critical services.
	Governance IDGV The policies procedures and processes to manage and monitor the organizations regulatory legal risk environmental and operational requirements are understood and inform the management of cybersecurity risk: We have established and communicated organizational cybersecurity policies, and coordinated and aligned roles and responsibilities with internal roles and external partners. Legal requirements and obligations regarding cybersecurity and privacy are understood and managed.
	Risk Assessment IDRA The organization understands the cybersecurity risk to organizational operations including mission functions image or reputation organizational assets and individuals: We identify, document, and patch asset vulnerabilities on a regular schedule. We also identify, document, and remediate both internal and external threats. External vendors conduct monthly security scans of our website and a penetration test/audit is done annually for PCI compliances. We identify and prioritize risk responses.
	Risk Management Strategy IDRM The organizations priorities constraints risk tolerances and assumptions are established and used to support operational risk decisions: We have established risk management processes that are agreed upon by organizational stakeholders. We clearly express organizational risk tolerance, which is determined by security standards compliance and sector-specific regulations.
	Supply Chain Risk Management IDSC The organizations priorities constraints risk tolerances and assumptions are established and used to support risk decisions associated with managing supply chain risk The organization has established and implemented the processes to identify assess and manage supply chain risks: We assess and choose third-party subprocessors, including AWS, Cloudflare, and Cyxtera, using risk assessment processes. We use contracts with third-party partners to implement appropriate measures that manage security and risk tolerance. Our third-party partners are also routinely assessed using industry standard audits, such as SOC 2, to ensure appropriate security of information systems.
	Identity Management Authentication and Access Control PRAC Access to physical and logical assets and associated facilities is limited to authorized users processes and devices and is managed consistent with the assessed risk of unauthorized access to authorized activities and transactions: We manage and protect access to physical assets using RFID badges and biometric authentication, and access is limited to IT staff performing physical maintenance. We require unique user credentials and two-factor authentication to access network environments containing user data. We have policies in place for managing identity and credential lifecycles. Our production network hosts utilize intrusion detection system software, and our production data center, hosted by Cyxtera, is SOC 2 compliant. We limit remote access to VPN and manage ACLs by principle of least necessary privilege.
	Awareness and Training PRAT The organizations personnel and partners are provided cybersecurity awareness education and are trained to perform their cybersecurityrelated duties and responsibilities consistent with related policies procedures and agreements: We provide all personnel with IT onboarding training upon starting employment and randomly select employees for security assessment practical examination on an ongoing basis. Privileged personnel undergo additional training commensurate with their roles and responsibilities. We communicate expectations regarding additional roles and responsibilities to employees and third-party stakeholders as needed.
	Data Security PRDS Information and records data are managed consistent with the organizations risk strategy to protect the confidentiality integrity and availability of information: We protect data in transit using TLS and SSH. All data stored in IXL’s production environment is encrypted at rest using AES-256 bit encryption.We use real-time replication and verify the integrity of the replica on a continuous basis. Every few weeks, we create database clones from offline backups. We use over-provisioning, redundancy, geographic distribution, and uninterruptible power supplies to ensure high availability. We also separate development and testing environments from our production environment.
	Information Protection Processes and Procedures PRIP Security policies that address purpose scope roles responsibilities management commitment and coordination among organizational entities processes and procedures are maintained and used to manage protection of information systems and assets: We create and maintain baseline configuration of systems and put system lifecycle policies in place for managing information systems. We continuously conduct, maintain, and test backups of information. We destroy data in accordance with policy. We track changes to system configuration and put configuration change control processes in place. We also implement and manage incident response and disaster recovery plans. We include cybersecurity in HR practices. We also have developed and implemented a vulnerability management plan.
	Maintenance PRMA Maintenance and repairs of industrial control and information system components are performed consistent with policies and procedures: We perform and log maintenance and repair of organizational assets with approved tools. We also approve, log, and perform remote maintenance of organizational assets in a manner that prevents unauthorized access.
	Protective Technology PRPT Technical security solutions are managed to ensure the security and resilience of systems and assets consistent with related policies procedures and agreements: We have implemented mechanisms to achieve resilience requirements in normal and adverse situations, including using a third-party CDN/proxy to mitigate against possible DDoS attacks
	Anomalies and Events DEAE Anomalous activity is detected and the potential impact of events is understood: We have established a baseline of network operations and expected data flows and actively monitor for events. We analyze detected events to understand incidents and their impact. We collect and correlate event data from multiple sources and sensors, and determine the impact of events based on that data. We have also established incident alert thresholds.
	Security Continuous Monitoring DECM The information system and assets are monitored to identify cybersecurity events and verify the effectiveness of protective measures: We monitor the network to detect potential cybersecurity events. Our physical production environment is monitored 24/7. We run software internally to identify and alert us about real-time security events such as excessive failed login attempts, suspicious network traffic, etc and store event logs in a tamper-proof fashion.. We also have external vendors perform vulnerability scans on a monthly basis. 
	Detection Processes DEDP Detection processes and procedures are maintained and tested to ensure awareness of anomalous events: We have well-defined roles and responsibilities for detection and incident response, and our detection activities comply with applicable policies and requirements. We seek to continually communicate and improve detection information and processes.
	Response Planning RSRP Response processes and procedures are executed and maintained to ensure response to detected cybersecurity incidents: We have documented our incident response and recovery plan and made stakeholders aware of their roles. Steps include investigation by the appropriate members of our security team, resolution via engineering (for code vulnerabilities) or IT (for OS/networking vulnerabilities), testing the fix to ensure it truly resolves the issue, and quickly applying the validated fix to production.
	Communications RSCO Response activities are coordinated with internal and external stakeholders eg external support from law enforcement agencies: We ensure that personnel know their roles and order of operations when response is needed. Incidents are reported and information is shared consistent with policy criteria. We coordinate with stakeholders consistent with our response plans. 
	Analysis RSAN Analysis is conducted to ensure effective response and support recovery activities: We investigate notifications from detection systems and evaluate and categorize the impact of incidents consistent with our response plans. The goal of the investigation is to figure out where the vulnerability exists and what impact it has. Once the type of issue is identified, we can move on to resolution.
	Mitigation RSMI Activities are performed to prevent expansion of an event mitigate its effects and resolve the incident: We contain and mitigate threats to prevent expansion of an event. We mitigate or document newly-identified vulnerabilities based on their associated risk levels.
	Improvements RSIM Organizational response activities are improved by incorporating lessons learned from current and previous detectionresponse activities: We conduct thorough postmortems for all incidents and update response strategies to account for new information learned.
	Recovery Planning RCRP Recovery processes and procedures are executed and maintained to ensure restoration of systems or assets affected by cybersecurity incidents: We execute recovery plans during or after a cybersecurity incident to ensure that systems are restored. Through redundancy, geographic distribution, and offline backups, we can restore data to its state up to three weeks in the past.
	Improvements RCIM Recovery planning and processes are improved by incorporating lessons learned into future activities: Through thorough postmortems, we incorporate lessons learned and reflect new information in our recovery plans.
	Communications RCCO Restoration activities are coordinated with internal and external parties eg  coordinating centers Internet Service Providers owners of attacking systems victims other CSIRTs and vendors: We communicate recovery activities to internal and external stakeholders as well as executive and management teams. We also comply with all state and federal requirements for notifying impacted parties.


