EXHIBIT A - Education Law §2-d Bill of Rights for Data Privacy and Security

Parents (including legal guardians or persons in parental relationships) and Eligible Students (students 18 years and
older) can expect the following:

1.

A student’s personally identifiable information (PIl) cannot be sold or released for any Commercial or Marketing
purpose. Pll, as defined by Education Law § 2-d and the Family Educational Rights and Privacy Act ("FERPA"),
includes direct identifiers such as a student’s name or identification number, parent’s name, or address; and
indirect identifiers such as a student’s date of birth, which when linked to or combined with other information
can be used to distinguish or trace a student’s identity. Please see FERPA’s regulations at 34 CFR 99.3 for a more
complete definition.

The right to inspect and review the complete contents of the student’s education record stored or maintained
by an educational agency. This right may not apply to Parents of an Eligible Student.

State and federal laws such as Education Law § 2-d; the Commissioner of Education’s Regulations at 8 NYCRR
Part 121, FERPA at 12 U.S.C. 1232g (34 CFR Part 99); Children's Online Privacy Protection Act ("COPPA") at 15
U.S.C. 6501-6502 (16 CFR Part 312); Protection of Pupil Rights Amendment ("PPRA") at 20 U.S.C. 1232h (34 CFR
Part 98); and the Individuals with Disabilities Education Act (“IDEA”) at 20 U.S.C. 1400 et seq. (34 CFR Part 300);
protect the confidentiality of a student’s identifiable information.

Safeguards associated with industry standards and best practices including, but not limited to, encryption,
firewalls and password protection must be in place when student Pll is stored or transferred.

A complete list of all student data elements collected by NYSED is available at www.nysed.gov/data-privacy-
security/student-data-inventory and by writing to: Chief Privacy Officer, New York State Education Department,
89 Washington Avenue, Albany, NY 12234,

The right to have complaints about possible breaches and unauthorized disclosures of Pll addressed.

(i) Complaints should be submitted to the EA at: CA BOCES Data Privacy Officer, 1825 Windfall Road, Olean, New
York 14760, via email at DPO@caboces.org or by using the form available at the following website:
https://caboces.org/resources/new-york-state-education-law-2d/report-an-improper-disclosure/.

(i) Complaints may also be submitted to the NYS Education Department at www.nysed.gov/data-privacy-
security/report-improper-disclosure, by mail to: Chief Privacy Officer, New York State Education Department,
89 Washington Avenue, Albany, NY 12234; by email to privacy@nysed.gov; or by telephone at 518-474-0937.

To be notified in accordance with applicable laws and regulations if a breach or unauthorized release of PlI
occurs.

Educational agency workers that handle PIl will receive training on applicable state and federal laws, policies,
and safeguards associated with industry standards and best practices that protect PII.

Educational agency contracts with vendors that receive PIl will address statutory and regulatory data privacy
and security requirements.
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EXHIBIT B

BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY -

SUPPLEMENTAL INFORMATION FOR CONTRACTS THAT UTILIZE PERSONALLY IDENTIFIABLE
INFORMATION

Pursuant to Education Law & 2-d and Section 121.3 of the Commissioner’s Regulations, the
Educational Agency (EA) is required to post information to its website about its contracts with
third-party contractors that will receive Personally Identifiable Information (PII).

Name of Contractor

EdClub, Inc

Description of the
purpose(s) for which
Contractor will
receive/access PlI

Providing a subscription to EdClub products as licensed. EdClub
products include web-based education tools to teach users skills
such as touch typing, digital citizenship, spelling and vocabulary
(among others).

Type of Pll that
Contractor will
receive/access

Check all that apply:
Student PII
(] APPR Data

Contract Term

Contract Start Date July 1,2024
Contract End Date June 30, 2027

Subcontractor Written
Agreement
Requirement

Contractor will not utilize subcontractors without a written
contract that requires the subcontractors to adhere to, at a
minimum, materially similar data protection obligations imposed
on the contractor by state and federal laws and regulations, and
the Contract. (check applicable option)

[] Contractor will not utilize subcontractors.

Contractor will utilize subcontractors.

Data Transition and
Secure Destruction

Upon expiration or termination of the Contract, Contractor shall:
e Securely transfer data to EA, or a successor contractor at the
EA’s option and written discretion, in a format agreed to by the
parties.

» Securely delete and destroy data.

Challenges to Data
Accuracy

Parents, teachers or principals who seek to challenge the accuracy
of Pll will do so by contacting the EA. If a correction to data is
deemed necessary, the EA will notify Contractor. Contractor
agrees to facilitate such corrections within 21 days of receiving the
EA’s written request.
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Secure Storage and
Data Security

Please describe where Pll will be stored and the protections taken
to ensure PIl will be protected: (check all that apply)

Using a cloud or infrastructure owned and hosted by a third
party.

Using Contractor owned and hosted solution

[ Other:

Please describe how data security and privacy risks will be
mitigated in a manner that does not compromise the security of
the data:

Data will be stored on servers located within the United States of
America. Contractor will store and process data in accordance with
commercial best practices, including implementing appropriate
safeguards.

Encryption Data will be encrypted while in motion and at rest.
CONTRACTOR
Signature: Wofaon Jttzrpoun

Printed Name:
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CONTRACTOR'S DATA PRIVACY AND SECURITY PLAN

The Educational Agency (EA) is required to ensure thal all contracts with a third-party contracior
imclede & Data Security and Privacy Plan, pursuant to Education Law § 2-d and Section 121.6 of
the Commissioner's Regulations. For every contract, the Contractor must complete the following
or provide a plan that materially addresses its requirements, including alignment with the NIST
Cybersecurity Framework, which is the standard for educational agency data privacy and security
policies in Mew York state, While this plan is not required to be posted to the EA's website,
contractors should nevertheless ensure that they do nof include information that coold
compromise the security of their data and data systems,

|

Outline how you will implement applicable data security and
privacy contract requirements over the life of the Contract.

1E?un1:rant{:r will implement
applicable state, federal, and local
data security and privacy contract
requirements over the life of the
Contract and only use P11 in
aecordance with the Contract, and
tapplicable laws pertaining to data
privacy and security including
Education Law § 2-d. In addition,
Contractor will comply with its
data security policies, which
acddress the NIST CSF,

Specify the administrative, operational and technical
safeguards and practices that you have in place to protect PIL

The data will be stored in the
United States of America. The
Contractor shall store and process
confidential student records and
information in accordance with
commercial best practices,
including implementing
appropriate administrative,
physical and technical safeguards.

Address the training received by your employees, officers
and any subcontractors engaged in the provision of services
under the Contract on the federal and state laws that govern
the confidentiality of P

Contractor will provide annual training to
its officers, employees, or assignees who
have access to Pl on the federal and state
law governing confidentiality of such

data,




4

Qutline contracting processes that ensure that your
employees and any subcontraciors are bound by written
agreement o the requirements of the Contract, at a minimum.

Contractor will ensure that its
employees, subcentracters and
third-party service providers with
whom Confractor shares Pll abide
by alt applicable data protection
and security requirements by
entering into written agreements
whereby such parties will perform
their obligations in a manner
consistent with the data
protection and secuiity
requirements outlined therein.

Specify how you will manage any data security and privacy
incidents that implicate PII and describe any specific plans
you have in place to identify breaches and/or unauthorized
disclosures, and fo meet your obligations to repott incidents
to the BA.

Contractor will promptly notify EA
of any Breach or unauthorized
release of Pil in the most
expedient way possible and
without unreasonable delay but
no more than seven calendar days
after the discovery of such Breach.
Contractor will cooperate with EA
and law enforcement to protect
the integrity of investigations info
the Breach as provided in the DPA,

Describe how data will be transitioned to the EA when no
longer needed by you to meet your contractual obligations, if
applicable.

Upon expiration or termination of
the Contract, Contractor shall
transfer P11 to A, in a mutually
agreed upon format, provided that,
EA has made such a wriiten
vequest within 30 days of
expiration or termination of the
Contract.

Describe your secure destruction practices and how
cerlification will be provided to the EA,

Pl wili be securely destroyed
within 30 days of expiration or
termination of the Contract
utilizing an approved method of
confidential destruction, including
verified erasure of magnetic media
using approved methods of
eiectronic file destruction,

Thereafter, Contractor will provide




\Eﬁ. with certification of such

destruction upon written request.
8 Outline how your data security and privacy Contractor will implement the data
programfpractices align with the EA’s applicable policies. prodection and security
requirements as a “Third-Panty
Contractor” as outlined in 8
MY CRR Part 121 and in
accordance with the EA's Policy, as
well as include EA"s Parents Bill
of Righis and Supplemental
Information to the Service
Agreement,
9 loutline how your data security and privacy PLEASE USE TEMPLATE
program/practices materially align with the N1ST CSF v1.1 BELOW.,
using the Framework chart below.
OR

Outling how your data secority and privacy
program/practices materially align with the NIST C5F v 1.1,
Please include details regarding how you will identify,
protect, rezpond to, and recover from data security and

privacy threats, as well as how you will manage your security
contrals,

EXHIBIT C.1 — NIST C5F TABLE

IDENTIFY

(f | #) ]

Contractor Kesponse

Asset Management (ID.AM): The  |Employees are required to monitor their equipment
data, personnel, devices, syitenis,  [and Contractor closely mannges access to lts assets
and facilities that enable the according to Its Minlmum Access Policy,
argamization to achieve business
purpases are identiffed and
mictitaged consistent with thelr
relative impartance o
orqamizations! olfectives and the
organization’s risk firategy.




Function

Canagory

Business Environment (ID.BE): The
organization's mission, ohjectives,
stokeholders, ond activities are
iwndersiood and prioritized; this
Information is weed to inform
cybersecurily roles, responsibilities,
and risk management decisions.

Contraclor Responsea

Contractor's Data Frotection Standard and
Information Securlty and Acceptable Use Policies
explain lts information security goals and are
diztributed 1o all employees,

Governance (IDVGY): The policies,
procedures, ond processes o
manage and monltor the
organization’s regiilatory, legal,
rizk, environmental, amd
operational requirements are
wnderitond and inform the
management of cyberzecurity risk,

Contractor publishes a comprehensive set of data
security policies 1o all employess, which describe
how It expects employees and third parties with
access to its systems to behave and secure thase
EYSLEMS,

Risk Assessment (IDRA) The
organization wnderstands the
cybersecurity risk o organizational
operations {inclwding mission,
[uncrions, image, or repetation),
organizational agzets, and
Individuals.

Contractor's Audit Policy requites it to analyze the
risls associated with processing confidentlal
informatia,

Risk Management Strategy
(IDLRMY: The organization’s
priorities, constraints, risk
tolerances, and azspmplions are
established and wsed to support
aperational visk declsions.

Contractor's Audit Policy requires it vo analyze the
risks associated with processing confidential
information.

Supply Chain Risk Manpgement
{I5Ch

The organization’s priorities,
constraints, rick olerances, and
assumptions are establithed and

used to suppart rizk decizions
associated with managing supply
chaln risk. The organization has
established and implemented the
processed to identify, assess and

mwanage sepply chaln risks,

Contractor applies the requirements of its
Information security policies to third partes that
may have acoess to jis sysiems,

Identity Management,
Authentication and Access
Control (PR.ACYK Access to physical
and foglcal azzers and assocketed
[acilities is Nmited to authorized
users, procesies, and devices, and
iz anaged consistent with the
azsessed risk of wnauthorized
apcess fo authorized actlvities and
tranzactions.

PROTECT
(PR}

Contractor's Information Securlty and Acceptable
Use Policy, and Minimum Access Folicy, specifically
identify access controls,




DETECT
(DE}

Awareness and Tralning (PR.AT)
The arganization's persannel and
parmners are provided
cybersecurity mvareness education
and are trained to perform their
cybersecuriy-related dutles and
respansibilities conslstent with
related palicies, procedures, and
daFFEEHIERALE.

e

Contractor requires employess 1o be trained
according to its Data Protection Standard,

Daita Security (PR.OS): formabiog
and records (data) are managed
cansitent with the organization’s

risk strateqy o protect the
confidentiality, integrity, and
avallability of Infarmation,

Contractor's Data Protection Standard defines the

minimum security standards Contractor applles to
educational data.

Infarmation Pratection Processes
and Procedures (PRIP): Security
palicles (that address purpoase,
scope, roles, responsibilities,
management commitment, and
coordingtion among organizational

eritities), processes, and procedires

are mainiained and used o

manage profection af information
systems and Arsets,

Contractor's Minimum Access Policy sets forth
procedures for, eqg., privileged account creation,
terminating user access, use of authentication and
encryption, et

Maintenance (PRMAR Malntenance

and repairs of industrlal control
anhd information system
companents are performed
consiztent with policies and
procedures,

Contractor's Audit Polloy establishes routine review
[md maintenance procedures.

Protective Technology (PRPT)
Technical security solutions are
maivaged to ensure the secirrity
and resilfence of sysherms and
azsels, consistend with related
palicies, procedures, and
fMFFEEFIERNLS,

ontractor's Minimum Access Policy and Password
onstruction and Pratection Policy define how it
rotects relevant assets.

Anomalies and Events (DEAE):
Anomaleis activily [s detected and
the potential impact of events i
priclErs oo

Contractor requires menitaring for anomalous
activity in Its Data Breach Response Policy.

Securlty Contlnuous Manitoring
{DE.CMY The informabien System
and azsets are monitared o
identify cybersecurily events and
vierdfy the effectiveness of
profechive medinres,

Contractor's Audit Palicy enables continuous
rman ltering.




Function
1

Category
Detection Processes (DE.DF):
Detection provesies aind
procedures are maintained and
fested to ensure awareness of

anornaloirs EEnls.

Contractor Response

Contractor's Data Breach Response Policy enables

defines the criteria for detection and response to
anomalous events,

Response Planning (RS.HFk
Response processes aind procedures
are executed and meintained, fo
ENFire response to detected
cybersecurily incldents,

Contractor’s Data Breach Response Policy defines
the procedures for responding to eybersecurity
incidents and establishes a Data Breach Response
Team,

Communications (RS.COY:
Response activities are coordingled
with inrernal and external
stakeholders fe.q. external sppport
fram law enforcement agenciesh,

Contractor's Data Breach Response Pollcy
establishes communications roles.

Analysls (RS.AM): Analysis is
conducted to ensire effective
respanse aitd TUPPORT FEfaVery
achivities.

RESPOMND

[R5}

Mitigation (RS.MI: Actiwities are

performed (o prevent expansion of

an event, mitigate its effacts, and
refolve the incident.

Contractor's Data BEreach Response Paliey creates i
procedure for responding to incldents,

Contractor's Data Breach Response Policy
establishes mitigation procedures,

Improvements (R5.IM):
Organizational pesponie activities
are Improved by incorparating
lessons learned from current and
previows detec lomn/respone
acHvitles.

Contractor's Data Breach Response Policy require
Contractor to evaluate whether iImprovements to its
Processes are necessary.

Recovery Planning (RCRP):

Recovery processes and procedires

are executed and malntained to

ensure restoration of systems or

aizels affected by cybersecurity
fncidents,

Contractor's Data Breach Response Palley

establishes recovery procedures,

Improvements (RCIM): Recovery
planing and processes are
improved by incorparaling lesions
learned fode future activifes.

HELLIVER

Contractor's Data Breach Response Polloy requires
Contractor to evaluate whether Improvements to its
Processes arg necessary,

Communications (RC.CO
Restoration activities arg
coordinated with internal angd
external parties (e.g. coerdinating
cenfers, linternet Service Providers,
owners of attacking systems,

Contractor's Data Breach Response Policy requires
Contraclor 1o communicate As necessany to prevent
future incidents.




Funcuion | Cateqory Contractor Responsa

wictims, other CSIRTs, and
weHdarsl






