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BETWEEN

Wooclap SA

incorporated under Belgian law

with business number: BE 0563.691.645

with registered office at: 4 Rue des Péres Blancs, 1040 Etterbeek, Brussels, Belgium
represented by: Jonathan Alzetta

hereinafter referred to as the "Service Provider"

AND

CA BOCES

incorporated under US law

with business number:

with registered office at: 1825 Windfall Road Olean, N.Y. 14760, USA
represented by: Scott E. Payne

hereinafter referred to as the "Client"

Referred to individually as a “Party” and jointly as the “Parties”



Article 1

The Client and Service Provider shall comply with the applicable Data Protection Laws with respect
to the protection of personal data of natural persons in the event the Client processes personal
data, as defined in Article 4 of the General Data Protection Regulation 2016/679 (hereinafter
referred to as “Personal Data”), via Wooclap. In this event, the obligations of the Service Provider
towards the Client regarding the processing of personal data are determined hereunder in
compliance with article 28 GDPR.

Article 2

The Service Provider is a Data Processor and shall only process the personal data based on written
instructions in the name and on behalf of the Client (here : the Data Controller). The Client
acknowledges and agrees that the Service Provider may produce reports based on data processed
via Wooclap. Said reports will not contain any Personal Data.

Article 3

The Processor may grant its employees access to the Personal Data in accordance with the
need-to-know principle, i.e. to the extent the employees need such access to the Personal Data in
order to allow a proper performance of the Processor’s obligations under the Agreement. The
Processor will inform the concerned employees in writing about the Personal Data’s confidential
character along with the Personal Data's legal and contractual framework, and shall impose a
contractual confidentiality obligation upon the concerned employees. The obligation of
confidentiality shall continue to apply for 10 years after termination of the present Agreement.

Article 4

The Service Provider shall implement the appropriate technical and organisational security
measures according to Article 32 GDPR which are necessary for the protection of the personal
data. The Service Provider shall document these measures in the [Security Policy] document.

The Client and the Service Provider shall draft a register in conformity with article 30 GDPR.



Article 5

The Service Provider shall not disclose the Personal Data in any form and in no way to third parties
nor grant access to third parties to the Personal Data, including sub-processors, except in the
following circumstances and under the following conditions:

A. if similar contractual measures, and organisational and technical security measures have
been provided to protect the Personal Data with regard to the recipient of the Personal Data
equivalent to the provisions to which the Service Provider is itself subject vis-a-vis the
Client, and insofar the Client did not reject the new sub-processor(s) within a period of 14
days after notification in writing via dpo@wooclap.com.

B. if the Service Provider is required to grant such access under a mandatory Belgian or
European provision of law.

Article 6

The Service Provider undertakes to assist the Client in ensuring compliance with its legal
obligations with regard to the processing of Personal Data under the GDPR. The Service Provider
may only provide assistance insofar it received sufficient information regarding the processing of
the Personal Data as described in the [Record of Processing Activities (RoPA)] document. As soon
as the Client requests, the Service Provider shall :

Inform the Client regarding the modalities of the data processing and grant access to the
processed Personal Data (including the required documents, buildings, systems, software,
hardware, databases, installations and infrastructure);

Accept and cooperate with audits and inspections;

Provide assistance with a data protection impact assessment according to article 35
GDPR;

Immediately transfer to the Client any Data Subject’s request or question in connection with
the (processing of) Personal Data and insofar requested by the Client, the Service Provider
shall assist and support the Client in responding to such data subject’s requests insofar



reasonably possible for the Service Provider.

The Service Provider shall invoice all assistance provided to the Client in accordance with
the applicable rates.

Article 7

The Service Provider will immediately inform the Client by e-mail or phone of any (presumption of)
violation that could have an impact on the Client's Personal Data. The Service Provider shall assist
the Client as much as possible when reporting a Personal Data Breach to the supervisory authority
and/or the Data Subject(s).

Article 8

The Service Provider cannot transfer Personal Data to a country outside the European Economic
Area (i.e. at the moment the European Union, Liechtenstein, Iceland and Norway) unless that
country or the undertaking(s) concerned (including companies linked to the Service Provider) to
which the Personal Data are transferred guarantee(s) an adequate level of protection of Personal
Data, and the Client has given its prior written consent to the transfer. The Client agrees to transfer
the data to the countries listed in the [Record of Processing Activities] document.

In the event of a transfer of Personal Data by the Service Provider to a country outside the
European Economic Area, the adequate level of protection is guaranteed by the signature of the
most recent European Commission Standard Contractual Clauses (SCC).

The service provider (or Wooclap) will ensure that supplementary measures have been taken to
protect the transfer and the personal data hosted by the sub-processor. The supplementary
measures have to provide the same level of protection that the service provider guarantees to the
Client. Contractual, technical and organisational measures have to ensure a sufficient and
appropriate level of data protection as described in Article 5 of the GDPR.



wooclap

Article 9

Upon termination of the Contract the Service Provider shall anonymise the Personal Data after 90
days.

Done at Brussels on February 9th 2024

The Service Provider The Client

Jonathan Alzetta

wooclap



Changelog

Version names and publication dates of the different revisions of this document.
1.1.  Version v1.0 - 2nd of December 2020

Initial version of the Wooclap Data Processing Agreement (DPA) activities document.
1.2.  Version v1.1 - 21st of January 2021

Including the new branding.
1.3.  Version v1.2 - 10th of February 2021

Including suggestions by legal counsel.
1.4.  Version v1.3 - 29th of June 2021

Removing reference to article moved to the sales contract.

1.5.  Version v1.4 - 1st of July 2021

Sentence regarding the lack of European Commission Standard Contractual Clauses for transfers
"processor to sub-processor” removed following the Commission Implementing Decision (EU)

2021/914 of 4 June 2021 on standard contractual clauses.

1.6.  Version v1.5 - 4th of january 2023

New elements related to supplementary measures with Wooclap sub-processors in Article 8 and

minor changes.



Service Level Agreement
Version 1.2

Date of first creation: 2020-12-02
Date of last edition: 2021-02-15



Article 1 - Definitions

In the Service Level Agreement, the following terms shall have the following meanings:

i) Service Levels: The service levels specified under Article 3 of this Service Level
Agreement.

ii) Availability: The period, except for the time reserved for maintenance and updates,
during which Wooclap must be available in a user-friendly and high-quality manner in
accordance with the Service Levels.

iii) Fault: Failure of Wooclap to comply in full or in part with the Service Levels.

iv) Working Hours: Monday to Friday, from 09h00 to 18h00, except for public holidays in
Belgium.

v) Support: The provision of information and advice by the Service Provider by telephone,
by e-mail or via a website or helpdesk concerning the use of Wooclap.

Article 2 - Description of Services and Service Indicators

Through Wooclap, the Service Provider shall provide the following services (the “Services”),
which shall be monitored by means of the following service indicators (the “Service Indicators”):

i) Service: event creation - Service Indicator: Availability

ii) Service: questionnaire creation- Service Indicator: Availability
iii) Service: question creation - Service Indicator: Availability

iv) Service: participation to an event - Service Indicator: Availability
v) Service: answer creation - Service Indicator: Availability

Article 3 - Service Levels

i) Availability

The Service Provider endeavors to achieve an Availability of Wooclap of at least 99% for each
calendar month. Availability does not include unavailability notified beforehand due to
maintenance and updates, as well as unavailability due to force majeure.



“Availability” = (A- B + C) / A, where:

A = Total Monthly Time; the total number of minutes in the applicable calendar month.

B = Unavailable Monthly Time; the total number of minutes during which one of the Service
Indicators was unavailable

C = Excluded Monthly Times; the total number of minutes during which maintenance, updates or
faults that do not originate with the Service Provider occured

ii) Support - Faults

The Service Provider shall undertake all relevant support activities (i.e. interventions in case of
Faults), within a reasonable period (exact response times determined below).

The Service Provider may set conditions regarding the qualifications and number of Client
contact persons which may make use of support.

Faults can only be addressed if the Fault is demonstrable or reproducible. If the time that it
takes to resolve the Fault is of such a nature that the Availability of Wooclap is affected, the
Service Provider may provide a temporary, sufficient solution. For this purpose, the Service
Provider is entitled to apply program bypasses or restrictions to avoid problems.

The Client understands that Wooclap is an online application and that shall operate on the
servers of the Service Provider and/or its suppliers. The Service Provider cannot be held liable if
a Fault or disruption of Wooclap is attributable to i) network or communication problems
between the Users and these servers; ii) a disruption or a defect in software or hardware that
does not originate with the Service Provider; iii) the fact that changes or modifications were
made to Wooclap without authorization of the Service Provider; iv) incompetent use by the
User(s); or iv) if a User fails to immediately report a Fault to the Service Provider together with
documentation and information with respect to the circumstances of the Fault. Such Faults will
only be remedied at the request of the Client and at the then applicable rates.

If the guaranteed Availability level is not attained, and assuming the Client complies with its
obligations, the Client will be entitled at the end of the calendar year to the Service Extension of
a duration in proportion to non-attained Availability during the calendar months of the previous
year, as set out. These reimbursements are the sole remedy for failure by the Service Provider to
comply with the guaranteed Service Levels.



iii) Critical situations

The following situations are considered critical:

critical security incidents
major and sensitive data leaks
major data loss

unavailability of Wooclap

o 0 T o
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The Client shall inform the Service Provider of critical situations by means of e-mail to the
address security@wooclap.com.

The Service Provider will remedy this within a response time of up to 24 hours during Working
Hours and 72 hours in total (during or outside Working Hours).

If the Service Provider is unable to resolve a critical situation within the time period set out in

the above, it will owe the Client compensation equivalent to 1 month in Service Extension.

iv) Urgent situations

The following situations are considered urgent:

issue preventing login

issue preventing presentation of an event

issue preventing participation to an event

issue preventing contact with customer support

o 0O T o
—_— — — —

The Client shall inform the Service Provider of urgent situations by means of e-mail to the
address security@wooclap.com.

The Service Provider will remedy this within a response time of up to 72 hours during Working
Hours and 120 hours outside Working Hours.

If the Service Provider is unable to resolve an urgent situation within the time period set out
below, it will owe the Client compensation equivalent to 1 week in Service Extension.

v) Other situations

Other interventions include situations where an abnormal operation of Wooclap is observed but
cannot be considered critical or urgent, as defined in the above.


mailto:info@wooclap.com
mailto:info@wooclap.com

The Client shall inform the Service Provider of such situations by means of e-mail to the
address info@wooclap.com or by contacting the customer support team through the Intercom
chat widget in Wooclap.

The Service Provider will remedy this within a response time of up to 120 hours during Working
Hours and 168 hours outside Working Hours.

If the Service Provider is unable to resolve such a situation within the time period set out above,
it will owe the Client compensation equivalent to 1 day in Service Extension.

Changelog

Version names and publication dates of the different revisions of this document.

1.1.  Version v1.0 - 2nd of December 2020

Initial version of the Wooclap Service Level Agreement (SLA) document.

1.2.  Version v1.1 - 21st of January 2021

Including the new branding.

1.3.  Version v1.2 - 15th of February 2021

Including suggestions by legal counsel.
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Record of Processing Activities (RoPA)

Version 2.2

Date of first creation: 2020-12-02
Date of last edition: 2023-12-11



1._Categories of data subjects

Data subject category

Description

Teacher

An assistant, teacher, professor or trainer creating and presenting
events to participants.

Authenticated
participants

Participants to an event who created an account.

Anonymous
participants

Participants to an event
who didn't create an account.

Point of contact

Any point of contact within the Client organisation.

2. Types of Personal Data that are processed

Data type Description Personal?

Contact

Email

First name
Last name
Phone number

Yes

Profile

User ID

Email

First name

Last name

Organisation

Other profile information provided (like a student ID)

Yes




Content created on / uploaded to Wooclap:
- events

- questions

Content a No
- files
- presentations
- etc.
Type of content and statistics about features used on

Product usage . No
Wooclap (e.g. types of questions created)
Organisation

Billing Information |VAT number Yes
Address

Payment Credit card information Yes
Products purchased

Products . p No
Subscriptions purchased
Browser information
Device information

Browser . .

. 0S information No
Information

Other technology on the devices you use to access this
Site




3._Third-party providers and data sub-processors

This document is valid for the products Wooclap and Wooflash.
A line in each supplier table shows which product is concerned.

3.1.  Infrastructure

Company Legal Name

Amazon.com, Inc

Product Name(s)

Amazon Web Services (AWS)

Reason

Wooclap infrastructure and data stores.

Data Processing Agreement

Yes (and Standard Contractual Clauses (SCC))

Data Storage Location(s)

France (Paris)

Personal Data Transfers out of EU

No

Security compliance

Different ISO, SOC 1, 2, 3, PCI-DSS level 1, CISPE code
HDS (France), Data Privacy Framework (EU-US), etc. See
AWS Compliance Programs and AWS Security page

Data Types(s)

Products

Profile

Content

Browser Information
Billing Information

Accessors

Developer team

Concerned Products

Wooclap, Wooflash



https://d1.awsstatic.com/legal/aws-gdpr/AWS_GDPR_DPA.pdf
https://d1.awsstatic.com/Controller_to_Processor_SCCs.pdf
https://www.dataprivacyframework.gov/s/participant-search/participant-detail?id=a2zt0000000TOWQAA4&status=Active
https://aws.amazon.com/compliance/programs/?nc1=h_ls
https://aws.amazon.com/security/?nc1=h_ls

3.2

Payments

Only Applicable for Wooclap and Wooflash users with online licence subscription.

Company Legal Name

Stripe, Inc

Product Name(s)

Stripe

Reason

Online payment, invoicing and subscription
management.

Data Processing Agreement

Yes (contains SCC) - Internal document signed between
Stripe and Wooclap.

Data Storage Location(s)

United States

Personal Data Transfers out of EU

Yes

Security compliance

PCI-DSS level 1
Stripe security page

Data Privacy Framework (EU-US)

Data Types(s)

Profile

Products

Browser Information
Billing Information
Payment

Accessors

CTO, CFO, Customer support (limited scope)

Concerned Products

Wooclap, Wooflash



https://www.visa.com/splisting/searchGrsp.do?companyNameCriteria=stripe
https://stripe.com/docs/security
https://www.dataprivacyframework.gov/s/participant-search/participant-detail?id=a2zt0000000TQOUAA4&status=Active

3.3 Real time participation
3.3.1. Ably

Company Legal Name

Ably Real-time Ltd

Product Name(s)

Ably

Reason

Real-time messaging for interactive answers.

Data Processing Agreement

Yes (contains SCC)

Data Storage Location(s)

Europe (AWS)

Personal Data Transfers out of EU

No

Security compliance

S0C2
Ably Security page

Data Types(s)

Profile
Content

Accessors

Developer team

Concerned Products

Wooclap

3.3.2. Twilio

Necessary service for SMS answering Wooclap users. Can be disabled.

Company Legal Name

Twilio Inc.

Product Name(s)

Twilio

Reason

SMS messaging for interactive answers.

Data Processing Agreement

Yes (contains SCC)

BCRs, Contractual Security Agreement



https://ably.com/data-processing-addendum
https://ably.com/security-and-compliance
https://www.twilio.com/legal/data-protection-addendum
https://www.twilio.com/legal/bcr
https://www.twilio.com/legal/security-overview

Data Storage Location(s)

United States (AWS)

Personal Data Transfers out of EU

Yes - Transfer Impact Assessment (TIA) done.

Security compliance

SO 27001, 27017, 27018, SOC2
Twilio Security page

Data Privacy Framework (EU-US)

Data Types(s)

Contact (phone number only)
Message content

Accessors

Developer team

Concerned Products

Wooclap



https://www.twilio.com/en-us/security
https://www.dataprivacyframework.gov/s/participant-search/participant-detail?id=a2zt0000000TNLbAAO&status=Active

3.4.  Monitoring

3.4.1. New Relic

Company Legal Name

New Relic Inc

Product Name(s)

New Relic

Reason

Performance and error monitoring statistics.

Data Processing Agreement

Yes (contains SCC)

Data Storage Location(s)

Europe (AWS)

Personal Data Transfers out of EU

No (no personal data is stored)

Security compliance

ISO 27001, SOC2, FedRAMP
New Relic Security page

Data Privacy Framework (EU-US

Data Types(s)

Browser Information

Accessors

Developer team

Concerned Products

Wooclap, Wooflash

3.4.2. Sentry

Company Legal Name

Functional Software Inc

Product Name(s)

Sentry

Reason

Resolution of bugs encountered by customers.

Data Processing Agreement

Yes (contains SCC)

Data Storage Location(s)

United States



https://newrelic.com/termsandconditions/dataprotection
https://newrelic.com/security
https://www.dataprivacyframework.gov/s/participant-search/participant-detail?id=a2zt0000000TNPiAAO&status=Active
https://sentry.io/legal/dpa/

Personal Data Transfers out of EU

No (no personal data is stored)

Security compliance

SOC2 Type | & II, HIPAA Attestation, ISO 27001
Sentry Security page
Data Privacy Framework (EU-US)

Data Types(s)

Browser Information

Accessors

Developer team

Concerned Products

Wooclap, Wooflash



https://sentry.io/security/
https://www.dataprivacyframework.gov/s/participant-search/participant-detail?id=a2zt0000000YdenAAC&status=Active

3.5 Presentations support

Company Legal Name

Lunaweb GmbH

Product Name(s)

CloudConvert

Reason

Conversion of presentations to preview images.

Data Processing Agreement

Yes (contains SCC - Internal document)

Data Storage Location(s)

Germany (AWS)

Personal Data Transfers out of EU

No

Security compliance

See AWS Compliance Programs and
AWS Security page

CloudConvert Security page

Data Types(s)

Presentations

Accessors

Developer team

Concerned Products

Wooclap, Wooflash

10



https://aws.amazon.com/compliance/programs/?nc1=h_ls
https://aws.amazon.com/security/?nc1=h_ls
https://cloudconvert.com/security

3.6.  Support & customer success

3.6.1. Intercom

Company Legal Name

Intercom Inc

Product Name(s)

Intercom

Reason

Assisting users that have issues or questions and help
centre platform hosting.

Data Processing Agreement

Yes (Contains SCC)

Data Storage Location(s)

United States (AWS)

Personal Data Transfers out of EU

Yes - Transfer Impact Assessment (TIA) done.

Security compliance

SO 27001, SOC2
Intercom Security page
Data Privacy Framework (EU-US

Data Types(s)

Profile
Messages content

Accessors

Developer team

Concerned Products

Wooclap

3.6.2. Crisp

Company Legal Name

Crisp

Product Name(s)

Crisp

Reason

Assisting users that have issues or questions and help
centre platform hosting.

1



https://www.intercom.com/legal/data-processing-agreement
https://www.intercom.com/security
https://www.dataprivacyframework.gov/s/participant-search/participant-detail?id=a2zt0000000TNQvAAO&status=Active

Data Processing Agreement

Yes (Internal document)

Data Storage Location(s)

Netherlands

Personal Data Transfers out of EU

No

Security compliance

Security Page Crisp

SOC2 dedicated page SOC2

Data Types(s)

Profile
Messages content

Accessors

Developer team

Concerned Products

Wooflash

12


https://docs.crisp.chat/guides/others/security-practices/
https://help.crisp.chat/en/article/what-is-crisp-compliance-with-soc2-1xet2vz/

3.7.  Mailing

3.7.1. Mailjet

Company Legal Name

Mailgun Technologies Inc

Product Name(s)

Mailjet

Reason

Authentication and marketing emails.

Data Processing Agreement

Yes (contains SCC)

Data Storage Location(s)

Belgium, Germany

Personal Data Transfers out of EU

No

Security compliance

ISO 27001
Mailjet Security page

Data Types(s)

Contact
Authentication tokens

Accessors

Marketing team, Developer team, Product team

Concerned Products

Wooclap, Wooflash

3.7.2. SendinBlue

Company Legal Name

Sendinblue SAS

Product Name(s)

Sendinblue

Reason

Newsletter and product update emails.

Data Processing Agreement

Yes (contains SCC)

Data Storage Location(s)

France, Ireland, Belgium

Personal Data Transfers out of EU

No

13



https://www.mailjet.com/legal/dpa/
https://www.mailjet.com/legal/security-privacy/
https://www.sendinblue.com/legal/termsofuse/#:~:text=ANNEX%201%20%E2%80%93%20Agreement%20on%20the%20processing%20of%20personal%20data

Security compliance

See Google Compliance programs and
SendInBlue Security Policy document available.

Data Types(s)

Contact

Accessors

Marketing team

Concerned Products

Wooclap, Wooflash

14



https://cloud.google.com/security/compliance

3.8.  Usage statistics

3.8.1. Hotjar

Company Legal Name

Hotjar Itd

Product Name(s)

Hotjar

Reason

Resolution of bugs encountered by customers.

Data Processing Agreement

Yes (contains SCC)

Data Storage Location(s)

Europe (AWS)

Personal Data Transfers out of EU

No

Security compliance

See AWS Compliance Programs and
AWS Security page

Hotjar Security page

Data Types(s)

Profile (only user ID), Product Usage

Accessors

Developer team and Product team

Concerned Products

Wooclap, Wooflash

3.8.3. Mixpanel

Company Legal Name

Mixpanel Inc

Product Name(s)

Mixpanel

Reason

Understand product feature usage.

Data Processing Agreement

Yes (contains SCC)

Data Storage Location(s)

Netherlands

15



https://www.hotjar.com/legal/policies/terms-of-service/
https://aws.amazon.com/compliance/programs/?nc1=h_ls
https://aws.amazon.com/security/?nc1=h_ls
https://www.hotjar.com/security/
https://mixpanel.com/legal/dpa/

Personal Data Transfers out of EU

No

Security compliance

S0C2
Mixpanel Security page

Data Privacy Framework (EU-US)

Data Types(s)

Profile (only user ID), Product Usage

Accessors

Developer team and Product team

Concerned Products

Wooclap

3.8.4. Delighted

Company Legal Name

Delighted, LLC (Qualtrics, LLC)

Product Name(s)

Delighted

Reason

Understand product feature usage.

Data Processing Agreement

Yes (Contains SCC)

Data Storage Location(s)

United States (AWS)

Personal Data Transfers out of EU

Yes - Transfer Impact Assessment (TIA) done.

Security compliance

See AWS Compliance Programs and
AWS Security page
Delighted Security page

Data Types(s)

Profile (only user ID), Product Usage

Accessors

Product team

Concerned Products

Wooclap

16


https://mixpanel.com/legal/security-overview/
https://www.dataprivacyframework.gov/s/participant-search/participant-detail?id=a2zt0000000TOacAAG&status=Active
https://app.delighted.com/terms#:~:text=Exhibit%20A%3A%20Data%20Processing%20Agreement
https://aws.amazon.com/compliance/programs/?nc1=h_ls
https://aws.amazon.com/security/?nc1=h_ls
https://delighted.com/security

3.9.  Artificial Intelligence (Al)

No artificial intelligence models are trained using user data.
This feature can be deactivated in user settings. More info here.

Company Legal Name

OpenAl Global, LLC

Product Name(s)

OpenAl API

Reason

Al based features

Data Processing Agreement

Yes (Internal document signed between OpenAl and
Wooclap)

Data Storage Location(s)

United States (Microsoft Azure)

Personal Data Transfers out of EU

No

Security compliance

SOC 2, Confidentiality page OpenAl, Trustcenter OpenAl

Data Types(s)

Content

Accessors

Developer team

Concerned Products

Wooclap, Wooflash
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https://wooclap.notion.site/Wooclap-Trust-Center-d8810a5e70174c839775afcfa1f0531d?pvs=4
https://openai.com/enterprise-privacy
https://trust.openai.com/

Changelog
Version names and publication dates of the different revisions of this document.

1.1.  Version v1.0 - 2nd of December 2020
Initial version of the Wooclap Record of Processing Activities (RoPA) document.

1.2.  Version v1.1 - 21st of January 2021
Including the new branding.

1.3.  Version v1.2 - 15st of February 2021
Removing internal third-party tools.

1.4.  Version v1.3 - 3rd of March 2021
Clarified product usage tools.

1.5.  Version v1.4 - 4th of July 2022
Added description for Delighted tool.

1.6.  Version v1.5 - 27th of October 2022
Removed Google-related tools which are no longer used on the Wooclap web application
(app.wooclap.com) since September, 23rd 2022.

1.7.  Version v1.6 - 27th of October 2022

Remove IP addresses from browser information because those services never collected this.

1.8.  Version v1.7 - 4th of January 2023
New table design. Partners SCC links and partners Security page links added. New wording.
Transfer Impact Assessment (TIA) mentioned. Non-used tools removed.

1.9.  Version v1.8 - 20th of February 2023
European data hosting migration of New Relic.
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1.10.  Version v1.9 - 31st of March 2023
Crisp partner table added for Wooflash and one line added for every subprocessor table to specify
which product is concerned.

1.11.  Version v2.0 - 27th of July 2023
The supplier Zapier was removed for Wooclap, replacement was done by internal workflow.

1.12.  Version v2.1 - 31st of July 2023
EU-US Data Privacy Framework certificates links for sub-processors concerned and listed by the
U.S. Department of Commerce

1.13.  Version v2.2 - 11th of December 2023
Wooclap added OpenAl (API) as a subcontractor for artificial intelligence features.
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Cookie Policy

Version 1.5

Date of first creation: 2020-12-02
Date of last edition; 2022-09-23



This website and the associated cookies are managed by Wooclap SA with registered offices at 4
Rue des Péres Blancs, Etterbeek, BE-1040, Brussels, Belgium and CBE number BE 0563.691.645. We
act as a data controller when we process the personal data of the users of our online environment by
means of cookies.

We comply with applicable data protection regulations, such as the General Data Protection
Regulation 20716/679 (GDPR) and national data protection laws. These regulations relate to the
protection of your personal data and grant you rights with regard to those personal data.

The purpose of this policy is to indicate what personal data we collect through cookies and how we
use your data after you have visited our website via a desktop computer, tablet, smartphone or other
medium on which the cookies are installed.

Some features of this website are designed to give you a better online experience on our website
and will only work if we use cookies. We also use cookies to collect information about your online
preferences. Cookies are small pieces of information, sent by a web server to a web browser which
allows the server to uniquely identify the browser on each page. They will be stored on your
computer, tablet or phone when you visit a website.

Cookies may contain identifying information. Cookies enable us to gain information about the use
of its websites. This information may be analysed by third parties on our behalf.

Article 1 - Cookie categories on our website:

Cookies are small text files that contain small pieces of information and store information, such as
your language preference, when you visit our website. These cookies are stored on your computer,
tablet or smartphone when you visit our website. Cookies may contain personal identifying data, but
this is not always the case.

When you revisit the website at a later time, this cookie will send information to the website so that
the website recognises your browser and can remember your language preference, for example.
Some cookies make it possible to enable certain functions on our website or to measure how
website visitors use our website so that we can use this information to optimise the website.

Cookies often have an expiration date with the result that they are automatically deleted after a
certain time. Some cookies are deleted immediately after closing the browser, such as session
cookies, while others remain on your device for a longer period of time.



Strictly Necessary Cookies

These cookies are essential in order to enable you to move around the website and use its
features. Without these cookies, services you have asked for such as remembering your login
details or online payments cannot be provided.

Functionality Cookies

These cookies remember choices you make such as the country you visit our website from,
language and search parameters such as size, colour or product line. These can then be used to
provide you with an experience more appropriate to your selections and to make the visits more
tailored and pleasant. The information these cookies collect may be anonymised and they cannot
track your browsing activity on other websites.

Performance Cookies

These cookies collect anonymous information on how people use our Website. For example, we
use Google Analytics cookies to help us understand how customers arrive at our site, browse or
use our site and highlight areas where we can improve areas such as navigation, shopping
experience and marketing campaigns. The data stored by these cookies never shows personal
details from which your individual identity can be established.

Targeting cookies or advertising cookies

These cookies collect information about your browsing habits in order to make advertising more
relevant to you and your interests. They are also used to limit the number of times you see an
advert as well as help measure the effectiveness of an advertising campaign. The cookies are
usually placed by third party advertising networks. They remember the websites you visit and that
information is shared with other parties such as advertisers. For example, we use third party
companies such as Google Ads to provide you with more personalised adverts when visiting other
websites.

Web beacons

Some of our Web pages may contain electronic images known as Web beacons (sometimes known
as clear gifs) that allow us to count users who have visited these pages. Web beacons collect only
limited information which includes a cookie number, time and date of a page view, and a
description of the page on which the Web beacon resides. We may also carry web beacons placed
by third party advertisers. These beacons do not carry any personally identifiable information and
are only used to track the effectiveness of a particular campaign.



Article 3 - Cookie list and details

Category Cookie Name Service | Duratio Description
n
Essential | token Wooclap 00 Wooclap session token.
(local storage)
Essential | defaultLanguage Wooclap 00 Preferred language of the user
(local storage) for Wooclap.
Essential | state Wooclap 00 Verifies if user is logged-in
(local storage)
Essential | wc__cookie-consent Wooclap | 1year | Logs if the cookie banner has
already been presented to the
user or not.
Essential | __stripe_mid Stripe 1 year | Fraud prevention and detection
for Stripe online payment.
Essential | __stripe_sid Stripe 30 Fraud prevention and detection
minute for Stripe online payment.
s
Essential | m Stripe | 2 years | Fraud prevention and detection
for Stripe online payment.
Essential | _delighted_web Delighted | 1year | Used to determine if the Net
Promoter Score (NPS) should
be displayed.
Functionality | defaultLanguage Wooclap 00 Preferred language of Wooclap
(local storage) for the user.
Functionality | intercom-id-[app_id] Intercom 9 Anonymous visitor identifier
months cookie.
Functionality | intercom-session-[app_id] | Intercom | 1 week Unique browser session



https://stripe.com/cookies-policy/legal
https://stripe.com/cookies-policy/legal
https://stripe.com/cookies-policy/legal
https://delighted.com/
https://www.intercom.com/legal/cookie-policy
https://www.intercom.com/legal/cookie-policy

identifier.

Performance

_hiid

Hotjar

1 year

Hotjar cookie that is set when
the customer first lands on a
page with the Hotjar script. It
is used to persist the Hotjar
User ID, unique to that site on
the browser. This ensures that
behavior in subsequent visits
to the same site will be
attributed to the same user ID.

Performance

_hjRecordingLastActivity
(session storage)

Hotjar

Sessio

This gets updated when a
visitor recording starts and
when data is sent through the
WebSocket (the visitor
performs an action that Hotjar
records).

Performance

_hjTLDTest

Hotjar

Sessio
n

When the Hotjar script
executes we try to determine
the most generic cookie path
we should use, instead of the
page hostname. This is done
so that cookies can be shared

across subdomains (where
applicable). To determine this,
we try to store the _hjTLDTest
cookie for different URL
substring alternatives until it
fails. After this check, the
cookie is removed.

Performance

_hjLocalStorageTest
(local storage)

Hotjar

<100
ms

This cookie is used to check if
the Hotjar Tracking Script can
use local storage.

Performance

_hjincludedinPageviewSa
mple

Hotjar

30
minute
S

This cookie is set to let Hotjar
know whether that visitor is
included in the data sampling



https://help.hotjar.com/hc/en-us/articles/115011789248-Hotjar-Cookie-Information
https://help.hotjar.com/hc/en-us/articles/115011789248-Hotjar-Cookie-Information
https://help.hotjar.com/hc/en-us/articles/115011789248-Hotjar-Cookie-Information
https://help.hotjar.com/hc/en-us/articles/115011789248-Hotjar-Cookie-Information
https://help.hotjar.com/hc/en-us/articles/115011789248-Hotjar-Cookie-Information

defined by your site's pageview
limit.
Performance | _hjincludedInSessionSam | Hotjar 30 This cookie is set to let Hotjar
ple minute | know whether that visitor is
S included in the data sampling
defined by your site's daily
session limit
Performance | _hjAbsoluteSessionInPro Hotjar 30 This cookie is used to detect
gress minute | the first pageview session of a
S user. This is a True/False flag
set by the cookie.
Performance | _hjFirstSeen Hotjar | Sessio | Thisis set to identify a new
n user’s first session. It stores a
true/false value, indicating
whether this was the first time
Hotjar saw this user. It is used
by Recording filters to identify
new user sessions.
Performance | hjViewportld Hotjar | Sessio | This stores information about
n the user viewport such as size
and dimensions.
Performance | _hjRecordingEnabled Hotjar [ Sessio This is added when a
n Recording starts and is read
when the recording module is
initialized to see if the user is
already in a recording in a
particular session.

Article 4. How will your data be used and shared?

We may process and share the information we obtain through cookies:

o With companies belonging to the group and/or with subsidiaries of the group, or



https://help.hotjar.com/hc/en-us/articles/115011789248-Hotjar-Cookie-Information
https://help.hotjar.com/hc/en-us/articles/115011789248-Hotjar-Cookie-Information
https://help.hotjar.com/hc/en-us/articles/115011789248-Hotjar-Cookie-Information
https://help.hotjar.com/hc/en-us/articles/115011789248-Hotjar-Cookie-Information
https://help.hotjar.com/hc/en-us/articles/115011789248-Hotjar-Cookie-Information

o with any third party with whom you have asked us to share your personal information or with
organisations you have agreed to share your information with, such as Facebook or other social
media acting as data controllers; or

o with third parties who assist us with our products and services. Examples of third party
activities include data analysis, marketing support providers and payments systems. These
companies will have access to the information processed through the cookies, but only when
strictly necessary to carry out their activities. They may not use your data for other purposes.

Article 5. Transfer of your personal data

We may transfer your personal data to third parties located in third countries (outside the European
Economic Area (EEA)), i.e. the United States of America and the United Kingdom. This transfer of
data outside the EEA is lawful if the recipient of the data is in a country providing an adequate level
of protection following an adequacy decision of the European Commission. Some of these
countries may not have equivalent data protection laws to protect the use of your personal data. In
this case, we have examined whether appropriate precautionary measures such as within the EU
are possible, e.g. by providing for standard contractual clauses. In specific cases, we ask for your
prior consent to transfer your personal data outside the EEA. For more information about the
transfer of data, please refer to our privacy policy.

Article 6. Deletion of cookies and additional information about cookies

If you have given us your consent by clicking on the appropriate button on the cookie banner, you
can withdraw your consent at any time. You can do this by deleting the stored cookies via your
browser.

Some cookies are already deleted when you close your browser (session cookies). Others will
remain on your device until they expire or until you delete them from the cache (permanent cookies
or tracking cookies) as these cookies allow us to remember things about you when you revisit our
website.



By deleting our cookies or disabling future cookies, certain parts or functions of our website may
not be accessible.

If you want to delete cookies that are already on your computer, please refer to the help and
support function of your Internet browser where you will find instructions on how to find the file or
folder where cookies are stored. For most browsers, the toolbar help function also provides
information on how to prevent your browser from accepting new cookies, what to do to notify you
when you receive a new cookie, or how to disable cookies altogether. Please note that if you
choose to disable cookies, some personalised services may no longer be available.

Via the links below you will find more information about deleting cookies per browser:

...................................................................................................

' Firefox : Safari ' Internet Explorer : Chrome :
' Firefox (mobile) ' Safari (mobile) : Microsoft Edge ]

For more information about cookies and how to delete them, please visit www.allaboutcookies.org,
or go to www.youronlinechoices.eu where behavioural advertising and online privacy are further
explained. These websites exist only in English and are not affiliated with our website or company.

Article 7. Your rights

You have the right to access the information held about you and to receive a copy of the
information in our possession. If your personal data has changed, you have the right to ask us to
rectify the data, supplement or delete any outdated, incorrect or incomplete personal data that we
hold about you. You also have the right to limit the processing of your data and to object to the
processing of your personal data. Furthermore, you have the right to receive the personal data
concerning you that you have provided to a data controller in a structured, commonly used and
machine-readable format and to transmit that data to another data controller.


https://support.mozilla.org/en-US/kb/clear-cookies-and-site-data-firefox
https://support.apple.com/en-gb/guide/safari/sfri11471/mac
https://support.microsoft.com/en-us/topic/delete-and-manage-cookies-168dab11-0753-043d-7c16-ede5947fc64d
https://support.google.com/chrome/answer/95647?hl=en
https://support.mozilla.org/en-US/kb/enable-or-disable-cookies-firefox-android
https://support.apple.com/en-gb/HT201265
https://support.microsoft.com/en-us/microsoft-edge/delete-cookies-in-microsoft-edge-63947406-40ac-c3b8-57b9-2a946a29ae09
http://www.allaboutcookies.org/
http://www.youronlinechoices.eu/

If you have any questions about this cookie policy or how we process your personal data through
the cookies or if you wish to exercise your rights, please contact us at security@wooclap.com.

You have the right to lodge a complaint with the Data Protection Authority if you are not satisfied
with our response to your requests. If you would like more general information about the
processing of your personal data or about your rights and how to exercise them, please read our
privacy policy https://www.wooclap.com/en/privacy-policy/.

Article 8. Changes to this cookie policy

We may change and update this policy from time to time to ensure that it reflects which cookies
are used and how we process your personal information at any given time. The updated version of
this policy will be placed on the same webpage and will be effective immediately upon publication.
Please return to this web page regularly to ensure that you are always aware of the information we
collect and process, how and under what circumstances your data is used and in what cases we
share your data with third parties.

If you would like more information about how we process personal data and the use of our website,
please consult our privacy policy https://www.wooclap.com/en/privacy-policy/.

Changelog

Version names and publication dates of the different revisions of this document.



1.0. Version v1.0 - 2nd of December 2020

Initial version of the Wooclap Cookie Policy document.

1.1 Version v1.1 - 21st of January 2021

Including the new branding.

1.2 Version v1.2 - 15th of February 2021

Filling in suggested updates by legal counsel.

1.3 Version v1.3 - 16th of April 2021

Add missing local storage state value and reclassify defaultLanguage value as well.
1.4 Version v1.4 - 4th of July 2022

Added Delighted cookie description.

1.5 Version v1.5 - 23rd of September 2022

Removal of cookies related to Google Analytics and Google Tag Manager which are no longer used

on the Wooclap web application.
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1. Introduction

Security and user data privacy are two focal points of Wooclap’s mission statement.

Wooclap has worked hand-in-hand with universities and businesses to comply and implement
security and data privacy regulation with success since its inception. Outside legal counsel by
Deloitte and Agoria and security auditing by Telindus and Orange Cyberdefense have been
requested at the initiative of Wooclap to ensure regulatory compliance and infrastructure security
and development practices.

This document describes Wooclap's infrastructure on Amazon Web Services as well as the security
and business continuity measures that have been put in place.

These security and data privacy best practices are backed-up by governmental cryptographic
standards bodies, industry best practices, service level agreements (SLA) and third-party security
audits.

2. Staff training & awareness

All Wooclap staff members are required to sign a Non-Disclosure Agreement (NDA) to protect our
customers' information.

All Wooclap staff members are also required to follow regular security and awareness training
including phishing attempt detection and safe browsing.

Technical Wooclap team members also follow regular technical security training and sharing
sessions.


https://www2.deloitte.com/be/en.html
https://www.agoria.be/en/What-is-Agoria
https://www.telindus.lu/en
https://orangecyberdefense.com/
https://aws.amazon.com/
https://en.wikipedia.org/wiki/Service-level_agreement

3. Browser compatibility

Wooclap is compatible with all major, modern browsers (Google Chrome, Mozilla Firefox, Apple
Safari and Microsoft Edge), as well as the legacy Microsoft Internet Explorer 11.
However, Internet Explorer usage is discouraged for security reasons by Microsoft and Wooclap.

4. Accessibility

4.1. Localisation

Wooclap's event and question creation application interface, used by professors, training and event
organisers is currently available in 7 languages: English, French, Spanish, German, Dutch, Italian
and Russian. The language of the event and question creation interface can be changed by clicking
the down arrows on the top right corner of the page.

Wooclap's participation application interface is currently available in 8 languages: English, French,
Spanish, German, Dutch, Russian, |talian and Turkish. The language of the participation interface
can be changed by clicking the gear wheel on the top right corner of the page.

4.2. Web content accessibility

Wooclap is dedicated to making its web application accessible to everyone. As such, an
implementation of the Web Content Accessibility Guidelines 2.1 (WCAG) has been developed.

The participant interface is graded “AA” and as such improves access to Wooclap's web
application for people affected by visual or auditory impairments, motor control or mobility
difficulties as well as cognitive and intellectual disabilities. Specifically, the improvements focus on
better support of screen readers, screen magnifiers and other assistive hardware and software
technologies.


https://www.google.com/intl/en_us/chrome/
https://www.mozilla.org/en-US/firefox/new/
https://www.apple.com/safari/
https://www.apple.com/safari/
https://www.microsoft.com/en-us/edge
https://techcommunity.microsoft.com/t5/windows-it-pro-blog/the-perils-of-using-internet-explorer-as-your-default-browser/ba-p/331732
https://en.wikipedia.org/wiki/English_language
https://en.wikipedia.org/wiki/French_language
https://en.wikipedia.org/wiki/Spanish_language
https://en.wikipedia.org/wiki/German_language
https://en.wikipedia.org/wiki/Dutch_language
https://en.wikipedia.org/wiki/Italian_language
https://en.wikipedia.org/wiki/Russian_language
https://en.wikipedia.org/wiki/English_language
https://en.wikipedia.org/wiki/French_language
https://en.wikipedia.org/wiki/Spanish_language
https://en.wikipedia.org/wiki/German_language
https://en.wikipedia.org/wiki/Dutch_language
https://en.wikipedia.org/wiki/Russian_language
https://en.wikipedia.org/wiki/Italian_language
https://en.wikipedia.org/wiki/Turkish_language
https://en.wikipedia.org/wiki/Web_accessibility
https://www.w3.org/TR/WCAG21/

5. Cryptographic Standards

Cryptography is a critical part of computer infrastructure security. This section will give high level
descriptions of cryptographic algorithms and protocols used by Wooclap and referenced later in
this document, as well as their properties and guarantees.

These cryptography systems are used at every level of Wooclap's infrastructure, from encryption to
authentication and integrity checking. This multi-tiered approach, called “defense in depth”, is a
security engineering best practice.

see: National Institute of Standards and Technology's (NIST) Special Publication 800-27;
Engineering Principles for Information Technology Security.

5.1. User authentication

Users may authenticate to Wooclap using the authentication methods described below.

Using any authentication method besides the email & password method will also create a free
account if the user didn't have an existing Wooclap account prior to connecting.

5.1.1. Session authentication

Once Wooclap users are logged-in using one of the login methods described below, a session
token is generated using OpenSSL's cryptographically secure random bytes generator using a
custom OpenSSL build, compliant with NIST’s EIPS 140-2 standard.

Session tokens are used to authenticate browser API network requests to Wooclap’s servers as
originating from a specific Wooclap user.

These tokens are then hashed using SHA-256 and stored in our web application data store. In the
event of a database leak, the attackers would not be able to log into user accounts as the original,
plain text tokens are not stored in our database.



https://www.nist.gov/
https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=151294
https://www.openssl.org/
https://wiki.openssl.org/index.php/Random_Numbers
https://csrc.nist.gov/publications/detail/fips/140/2/final
https://en.wikipedia.org/wiki/Application_programming_interface#Web_APIs

The generated session tokens are stored in the browser’s localStorage with fallback storage to the
browser's sessionStorage, cookies or memory in case the localStorage feature isn't available.

Session tokens have a validity of 14 days after which they will expire and the user will be forced to
login again.

A user can connect to their Wooclap account using multiple devices up to a maximum of 10

concurrent devices. Any additional device will disconnect the first device, following a
first-in-first-out (FIFO) order.

51.2. Password Authentication Protocol (PAP)

Password Authentication Protocol (PAP), is a classic login method where a user provides a
username and password combination. In the case of Wooclap, the email address is used as a
username and the password is salted and hashed using Bcrypt before being stored.

After account creation, the user is sent an account verification email at the email address they
registered with. Email addresses can then be verified by clicking a unique link containing a
cryptographic token not unlike the ones described in the session authentication section.

Passwords are required to be at least 8 characters long and should include at least one numeric,
one uppercase letter, one lowercase letter and one non-alpha-numeric character.

No password complexity rules constrain user password choice as recommended by the NIST SP
800-63b recommendations.

Passwords are transmitted over an encrypted TLS connection and are later Bcrypt encrypted and
thus passwords cannot be read by Amazon or Wooclap employees.

The password authentication protocol has a rate limiting system in place to prevent brute force
attacks against user accounts.

5.1.3.  OAuth v1.0a and v2.0



https://developer.mozilla.org/en-US/docs/Web/API/Window/localStorage
https://developer.mozilla.org/en-US/docs/Web/API/Window/sessionStorage
https://developer.mozilla.org/en-US/docs/Web/HTTP/Cookies
https://en.wikipedia.org/wiki/FIFO_(computing_and_electronics)
https://en.wikipedia.org/wiki/Password_Authentication_Protocol
https://csrc.nist.gov/publications/detail/sp/800-63b/final
https://csrc.nist.gov/publications/detail/sp/800-63b/final
https://en.wikipedia.org/wiki/Rate_limiting

OAuth is an authorization protocol used by many large social networks, web service providers and
Learning Management Systems (LMS) to provide single sign-on capabilities to other applications.
Single sign-ons reduce friction during sign-up and delegate authentication to a commonly trusted
third-party service on which the user already has an account.

Wooclap currently authorises OAuth v2.0 logins from Facebook, Google, Linkedin and Azure Active
Directory (Azure AD). Wooclap also authorises OAuth v1.0a logins from Moodle instances or other
Learning Management Systems (LMS) via Learning Tools Interoperability (LTI), hosted by
whitelisted enterprise customers.

5.1.4.  Security Assertion Markup Language (SAML) v2.0

Security Assertion Markup Language (SAML) v2.0 is a single sign-on authentication protocol
developed by the Organization for the Advancement of Structured Information Standards (0ASIS), a
nonprofit organization working on development of open standards.

Single sign-ons reduce friction during sign-up and delegate authentication to a commonly trusted
third-party service on which the user already has an account.

The SAML single sign-on is mainly used to connect to federated education authentication methods

like eduGAIN worldwide and RENATER in France, as well as whitelisted education institutions and
enterprise customers.

5.1.5. Central Authentication Service (CAS) v2.0 and v3.0

Central Authentication Service (CAS) is a single sign-on authentication protocol similar to QAuth
and SAML, developed by APEREQ, a non-profit composed of a large network of educational
institutions.

Single sign-ons reduce friction during sign-up and delegate authentication to a commonly trusted
third-party service on which the user already has an account.

Wooclap currently provides CAS compatibility for whitelisted education institutions and enterprise
customers.


https://en.wikipedia.org/wiki/OAuth#OAuth_2.0_2
https://en.wikipedia.org/wiki/Learning_management_system
https://en.wikipedia.org/wiki/Single_sign-on
https://www.facebook.com/
http://google.com/
https://www.linkedin.com/
https://azure.microsoft.com/fr-fr/services/active-directory/
https://azure.microsoft.com/fr-fr/services/active-directory/
https://moodle.org/?lang=fr
https://en.wikipedia.org/wiki/Learning_management_system
https://en.wikipedia.org/wiki/Learning_Tools_Interoperability
https://en.wikipedia.org/wiki/Security_Assertion_Markup_Language
https://en.wikipedia.org/wiki/Single_sign-on
https://en.wikipedia.org/wiki/OASIS_(organization)
https://edugain.org/
https://www.renater.fr/
https://en.wikipedia.org/wiki/Central_Authentication_Service
https://en.wikipedia.org/wiki/Single_sign-on
https://www.apereo.org/

5.2. Email authentication

5.2.1. DomainKeys Identified Mail (DKIM)

The DomainKeys Identified Mail (DKIM) is a cryptographic email signature system.

Using a NIST FIPS 186-4 recommended algorithm called RSA-SHA256, an asymmetric algorithm
similar to the HMAC protocol described in this document, DKIM creates a signature that the
receiving party can compute and verify. Users can thus verify that the content of an email sent by
Wooclap hasn't been tampered with by an attacker in a man-in-the-middle position.

DKIM is part of the NIST “Email Authentication Mechanism” in their technical note n°1945 and of
its “Trustworthy Email” SP_800-177 recommendations.

52.2.  Sender Policy Framework (SPF)

The Sender Policy Framework is an email authentication system implemented on top of the Domain
Name System (DNS) protocol using its TXT type records.

Wooclap indicates in its DNS TXT records which |P addresses or third-party partners are allowed to
send emails on behalf of a “@wooclap.com” sender email address. This allows users receiving
email originating from Wooclap to verify the sender domain name and prevent malicious agents
from impersonating Wooclap in email “From” sender address headers.

SPF is part of the National Institute of Standards and Technology's (NIST) “Email Authentication
Mechanism” in their technical note n°1945 and of its “Trustworthy Email” SP 800-177
recommendations.

5.2.3. Domain-based Message Authentication, Reporting and
Conformance (DMARC)



https://en.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf
https://en.wikipedia.org/wiki/Man-in-the-middle_attack
https://nvlpubs.nist.gov/nistpubs/TechnicalNotes/NIST.TN.1945.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-177r1.pdf
https://en.wikipedia.org/wiki/Sender_Policy_Framework
https://en.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/TXT_record
https://en.wikipedia.org/wiki/IP_address
https://www.nist.gov/
https://nvlpubs.nist.gov/nistpubs/TechnicalNotes/NIST.TN.1945.pdf
https://nvlpubs.nist.gov/nistpubs/TechnicalNotes/NIST.TN.1945.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-177r1.pdf

Domain-based Message Authentication, Reporting and Conformance (DMARC) is an email
authentication protocol that extends the two previously described standards, DKIM and SPF.

DMARC describes directives to the receiver’s email client as to how to validate and authenticate
the email contents but also on how to notify Wooclap in case of a security incident or improper
configuration of security measures.

DMARC is part of the National Institute of Standards and Technology's (NIST) “Email
Authentication Mechanism” in their technical note n°1945 and of its “Trustworthy Email” SP

800-177 recommendations.

5.2.4. Opportunistic TLS

Opportunistic TLS, sometimes referred to as STARTTLS, is a security extension to the Simple Mail
Transfer Protocol (SMTP) protocol. It describes a protocol through which an email sender and
email receiver can negotiate an encrypted TLS connection, similar to HTTPS.

Opportunistic TLS adds an additional layer of security by encrypting emails, thus obfuscating its
content to potential malicious entities.

Opportunistic TLS has been defined in the REC3207 standard.

5.3. Encryption at-rest

5.3.1. Advanced Encryption Standard (AES)

Advanced Encryption Standard (AES) is the industry standard in symmetric cryptography making it
possible to encrypt data using a single secret key.

It has been validated by the National Institute of Standards and Technology (NIST) as the FIPS-197
standard. Wooclap uses AES using 256 bit keys, the largest and thus most secure possible key
size, following the NIST recommendations.
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Wooclap uses AES as a cryptographic building block for persistence layer encryption.

see: NIST FIPS-197 reference; https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.197.pdf

53.2.  Amazon Key Management Service (KMS)

Amazon's Key Management Service (KMS) is used by Wooclap to encrypt all its database
solid-state drives (SSD) at-rest.

During drive initialisation, a key exchange takes place between KMS and the server through an
asymmetric cryptographic protocol called Elliptic-curve Diffie-Hellman (ECDH).

Once the secret key has been communicated to the server, drives are encrypted using the AES
symmetric cipher in Galois Counter Mode (SP_800-38D NIST recommendation) using 256 bit keys.

Negotiated keys are then stored in a Hardware Security Module (HSM) that are tamper proof and
audited by NIST through their FIPS-140 program. Encryption keys are rotated yearly.

This cryptographic system allows Wooclap to protect data secrecy and integrity from third-party
interference, including Amazon itself.

see: Amazon Key Management Service (KMS) Cryptographic Details;

https://d0.awsstatic.com/whitepapers/KMS-Cryptographic-Details.pdf
see: RSA PKCS 1; https://tools.ietf.org/html/rfc8017

see: NIST FIPS-140 reference; https://csrc.nist.gov/publications/detail/fips/140/2/final

5.3.3.  Amazon S3 Server Side Encryption (S3-SSE)

Amazon Simple Storage Service's Server Side Encryption (S3-SSE) is used by Wooclap to encrypt all
file-based data at-rest, like user uploaded files (images, videos, audio, presentations) as well as

Wooclap’s own frontend application source code bundles.

Each file has a separate encryption key that itself is encrypted by a master key. The files are
encrypted using the AES symmetric cipher using 256 bit keys.
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see: Securing Data at Rest with Encryption;
https://d0.awsstatic.com/whitepapers/aws-securing-data-at-rest-with-encryption.pdf

5.4. Encryption in transit

5.4.1. Transport Layer Security (TLS)

Transport Layer Security (TLS) is the protocol that supersedes the now deprecated Secure Sockets
Layer (SSL) protocol. Both are building blocks for the commonly used HTTPS protocol and allow
two parties with no prior contact to setup an encrypted and secure communication channel based
on a common source of trust.

The TLS protocol configuration is set up with perfect forward-secrecy; a feature guaranteeing that
past data transmissions cannot be compromised by future secret key leaks.

This asymmetric cryptographic algorithm allows Wooclap to encrypt and prevent man-in-the-middle
(MitM) attacks on communications between internal services or user browsers.

Only TLS 1.2 or higher are used at Wooclap.

see: The Transport Layer Security (TLS) protocol - version 1.2; https://tools.ietf.org/html/rfc5246
see: The Transport Layer Security (TLS) protocol - version 1.3; https://tools.ietf.org/html/rfc8446

5.4.2. Secure Shell (SSH)

Secure Shell (SSH), is a server / client industry standard protocol that lets developers securely
connect on a secure and encrypted channel to infrastructure operating systems. Wooclap uses the
SSH protocol in version v2.0 together with cryptographic primitives provided by a NIST FIPS 140-2
compliant OpenSSL build.

SSH access is limited to Wooclap’s Chief Technical Officer (“CTO" hereinafter) and security
personnel and reserved for initial configuration, emergency situations and disaster recovery.
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Developers need to also be connected to Wooclap’s VPN and SSH key authentication is mandatory.
This double layer of security is part of Wooclap's “defense-in-depth” strategy.

SSH has been defined in the RFC standard RFC4253.

5.4.3. Virtual Private Network (VPN)

Virtual Private Networks (VPN), more specifically TLS tunneled VPNs, are a class of server / client
protocols that allow traffic from any upper layer network protocols to be tunneled through a TLS
encrypted channel originating from an internal machine.

Outside of the encryption and authentication benefits, a VPN connection also provides Wooclap
developers a way to connect to internal infrastructure locked within a Virtual Private Cloud (VPC)
network.

Wooclap’s VPNs are implemented with OpenVPN v2.4 (latest version at the time of writing), the
industry standard.

Two VPNSs currently exist. The first one, only accessible by developers, gives access to the

development and production private networks. The second one, accessible by every employee,
gives access to usage statistics dashboard and data visualization tools.

5.5. Cryptographic hashes & integrity checking

5.5.1.  BCrypt

Berypt is a password hashing function based on the Blowfish cipher. Hashing functions are
one-way, which means that the plain text password can't be recovered or decrypted from the
resulting hash.

Berypt's secure design makes it very resistant to password cracking attacks.
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A unique cryptographic salt per password is used to prevent cracking through pre-computed hash
tables, also called rainbow tables.

In Wooclap's setup, the algorithm applies 10 rounds of Blowfish, a processing intensive step which
renders brute-force attacks prohibitively expensive.

Wooclap user passwords are encrypted using the Berypt algorithm and can't be read or decrypted
by Amazon or Wooclap employees.

see: https://www.openbsd.org/papers/berypt-paper.pdf

5.5.2. Secure Hash Algorithm 2 (SHA-2)

Secure Hash Algorithm 2 (SHA-2) is a widely adopted one-way hashing function that is
standardized as FIPS-180-4 (the Secure Hash Standard (SHS)) by the National Institute of
Standards and Technology (NIST).

Wooclap uses the SHA-2 hashing function with 256 bit hash sizes to hash session tokens and as a
cryptographic primitive for other algorithms like HMAC.

It is not possible for Amazon or Wooclap employees to recover the original session token once it is
hashed.

see: Secure Hash Standard - FIPS 180-4;
https://nvlpubs.nist.qov/nistpubs/FIPS/NIST.FIPS.180-4.pdf

5.5.3. Hash-based Message Authentication Code (HMAC)

Hash-based Message Authentication Code (HMAC), is a message authentication method that is
standardized as FIPS-198 by the National Institute of Standards and Technology (NIST).
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HMAC's purpose is to authenticate the source of a message as well as verifying the integrity of
said message. It computes a cryptographic signature based on a secret key common to the sender
and receiver of the message and the message content.

Wooclap uses the HMAC-SHA256 variant of this algorithm which uses the SHA-2 hashing function
with 256 bit keys. HMAC is mostly used in Wooclap’s LMS (e.g: Moodle) and third-party webhook
authentication systems.

This cryptographic method prevents Amazon and Wooclap employees from forging messages
coming from third-party systems.

see: https://nvilpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.198-1.pdf

6. Infrastructure & Operational security

6.1. Network isolation

Wooclap’s infrastructure consists of four Amazon Virtual Private Clouds (VPC), private networks
that isolate different pieces of the infrastructure from each other and from the rest of the world
(Internet).

production, which contains all the core services needed to run the Wooclap application.
staging, which mirrors the production infrastructure for testing purposes.

developer, which mirrors the production infrastructure for development purposes.
customer success, which contains Wooclap usage related metrics and visualisations.

el o\

The production and staging networks can only be reached by the developer network.
The developer network can only be reached through the VPN and the customer success network.
The customer success network can be reached by non-technical employees.

Internet access for internal services goes through a NAT Gateway which prevents external inbound
connections.
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6.2. Access control

Access control is implemented using a layered security model. Outside of the HTTP and HTTPS
publicly available load balancers entry points, private networks are only accessible through
Wooclap's Virtual Private Network (VPN), described earlier in this document.

Individual servers are only accessible on a need-to-know basis through an additional encrypted
channel, Secure Shell (SSH), which requires secret keys.

Firewall rules are applied to each private network member so as to further limit access to specific
ports and only to whitelisted IP addresses or the VPN server.

Services used by non technical employees implement the Google Single Sign-On method for the
Wooclap organisation.

6.3. Data storage

6.3.1. Web application data store

MongoDB in v4.2, its latest version at the time of writing, serves as Wooclap’s main data store.
Data is retained indefinitely but anonymised after a year.

Persistent storage is implemented using KMS at-rest encrypted EBS block-level storage backed by
solid-state drives (SSD).

Network traffic between MongoDB and other services is encrypted with TLS.

Backups are run daily and stored on encrypted S3 buckets for 30 days.

6.3.2. Log data store

ElasticSearch in v7.1 is used by Wooclap as a log data store.
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Data is retained for 30 days for security and debugging purposes.

Persistent storage is implemented using KMS at-rest encrypted EBS block-level storage backed by
solid-state drives (SSD).

Network traffic between ElasticSearch and other services is encrypted with TLS.

Snapshots are taken hourly and stored on encrypted S3 buckets for 14 days.

6.3.3. Database migration store

SQLite in v3 is leveraged by Amazon’s Database Migration Service (DMS).

Persistent storage is implemented using KMS at-rest encrypted EBS block-level storage backed by
solid-state drives (SSD).

SQLite is only used as an embedded data store that isn't accessible through a network connection.

No backups are created since the SQLite data store is only used as a temporary queue.

6.3.4. Statistics data store

PostgreSQL v11 is used by Wooclap as a usage statistics calculation database.

Persistent storage is implemented using KMS at-rest encrypted EBS block-level storage backed by
solid-state drives (SSD).

Network traffic between PostgreSQL and other services is encrypted with TLS.

No backups are created since the PostgreSQL data store is only a partial mirror of the main
MongoDB database with derived views.
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6.4. File storage

User uploaded files like images, videos, audio and presentations are stored on S3-SSE encrypted
Amazon’s Simple Storage Service (S3) buckets.

File upload requests are authenticated by a cryptographic signature algorithm (AWS Signature
Version 4) agreed upon between Wooclap's backend application and S3. The signature allows
Wooclap and S3 to authenticate and apply access control on file uploads.

Files are transmitted through the encrypted network protocol TLS.
After a file has been uploaded, a virus scanner, namely Clam AntiVirus (ClamAV), scans the file to

block possible viruses, trojans and other malware. If a file is flagged as being malicious, access to
it will be blocked to other users. The virus scanner definitions database is updated every 3 hours.

Clam AntiVirus has been chosen because of its open source, GNU General Public License (GPL)
licensed source code and because its current maintainer is the well known network and security
appliance company, Cisco.

7. Secure development practices

7.1. Dependency management

Wooclap exclusively uses Open Source licensed software for which the source code can be audited
for code quality and potential security vulnerabilities. These dependencies are almost exclusively
covered by the MIT, BSD and Apache 2.0 open source licenses, granting Wooclap usage to their
code.

Wooclap actively monitors security advisory sources provided by the operating system
distributions, programming languages, package managers and database vendors or project
maintainers:
Amazon Linux - Node.js & Node.js Package Manager
Ubuntu NPM
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MongoDB - PostareSQL
ElasticSearch - CVE details

SQLite

7.2. Version control

Wooclap has used Git since its inception, the industry standard in source code distributed
version-control systems. This system allows Wooclap to track changes made by developers across
time.

Read and write access to the source code is only available to developers authenticated with
two-factor authentication or SSH keys.

Write access to the production source code branch are protected and only accessible to the CTO
and information security personnel.

If a bug or security vulnerability is detected in the source code, the version system facilitates a
quick rollback to a version of the source code that wasn't affected.

Git makes use of a cryptographic data structure called Merkle trees that guarantees the version
history can't be forged. Every copy of the project can thus verify the integrity of the full version
history.

7.3. Automated testing

During development, Wooclap writes automated tests that test for various failure scenarios and
verify the correctness of implementations and fixes.

This test suite of (at the time of writing) more than 750 individual tests, are automatically run every
time a developer sends changes to the common source code repository through GitHub's Actions
continuous integration system. Additionally, test code coverage lets Wooclap monitor the surface
of the application source code that has been tested.
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Automated test branch protection has been set up so that developers can't make changes to
staging or production code before it has been reviewed and approved by the CTO or security
personnel.

7.4. Code review

Newly developed source code is always peer reviewed which allows for a quick
review-improvement feedback loop, catching potential issues early.

ESLint and Prettier, automated static code analysis tools have been put in place in the continuous
integration (Cl) flow to maintain source code homogeneity and prevent dangerous code patterns
early.

Code review branch protection has been set up so that developers can't make changes to staging
or production code before it has been reviewed and approved by the CTO or security personnel.

7.5. Third-party solutions authentication

Authentication and access to third-party services used in the Wooclap infrastructure and by
Wooclap staff members is strictly controlled and regulated internally.

The default authentication method chosen by Wooclap when available, is to use the Google Sign-in
through Wooclap's G-Suite organization. This measure prevents access to Wooclap’s accounts on
third-party tools for non or past employees.

In cases where single sign-on isn't possible, complex, randomly generated passwords, using a large
character set are used in place. These passwords are saved and managed in a password manager
named 1Password.

Multi-factor authentication through mobile applications or QR codes is mandatory for third-party
tools containing sensitive information. Role-based access control (RBAC) rules are also set up
when the third-party provides the feature.
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8. Physical security

8.1. Data center security

All of Wooclap's infrastructure is located in Amazon Web Services'’s (AWS) Paris (eu-west-3) and
Dublin (eu-west-1) data centers.

Data is physically stored and located in France and Ireland (within the European Union). AWS's
regions are divided in three Availability Zones (AZ) operated by Amazon on top of carrier-neutral
colocation data centers.

Amazon ensures data center security through the presence of CCTVs, professional security staff,
electronic intrusion detection methods, multi-factor authentication and various other security

features and equipment.

Wooclap employees do not have physical access to Amazon data centers.

see: https://aws.amazon.com/compliance/data-center/controls/#Physical_Access

see: https://d0.awsstatic.com/whitepapers/aws-security-whitepaper.pdf
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8.2. (Office security

8.2.1. Building security

Wooclap currently operates out of two offices. Our headquarters are located in Brussels, Belgium
and our French branch office is located in Paris, France.

Office addresses can be found bellow:

Headquarter address:
ICAB

Rue des Péres Blancs, n°4
Etterbeek, B-1040
Brussels, Belgium

French branch office address:
Schoolab Saint Lazare

Rue de Milan, n°15

9° arrondissement de Paris, F-75009
Paris, France

All technical development is done at our Belgian office.

Access to these offices is protected by RFID badges for building entrance doors and Simons Voss
MobileKey transponders for office doors.

Transponders are only assigned to individual employees.

8.2.2. Device security

Professional devices of staff members are managed using a Remote Mobile Device Management
(MDM) solution called FleetSmith and owned by Apple.
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This remote management solution makes it possible to securely configure devices, pre-install
security software and remotely wipe or lock devices in case of theft.

Devices are also fitted with an antivirus software called Malwarebytes.

9. Business continuity & Disaster recovery

9.1. Backups & Snapshots

As described in the data storage section, Wooclap generates backups and snapshots daily for its
stateful services.

Backups are copies of the data stored in a database at a moment in time.
Snapshots are copies of the full disk file system at a moment in time.

Both methods allow Wooclap to roll back the state of the data to a past healthy state in case of
accidental or malicious data alteration or destruction.

9.2. Redundancy & Distribution

9.2.1. Distributed Denial of Service (DDoS) mitigation

Distributed Denial of Service (DDoS) attacks are mitigated by Amazon’s Shield service.

This always-on network monitoring system blocks malicious traffic using deterministic packet
filtering and priority based traffic shaping at the Open Systems Interconnection (0SI) model's layers
3 (IPv4 / IPv6) and 4 (TCP / UDP).

9.2.2. Load balancers
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Incoming network traffic is distributed to Wooclap's application servers by load balancers
implemented with Amazon’s Application Load Balancers (ALB). This prevents single application
servers from being overrun by malicious (DoS) and genuine (large events) traffic.

In case of an application server becoming unavailable, the load balancer redirects traffic to healthy
servers to limit downtime.

Wooclap currently runs three load balancers, one in each Availability Zone of the Paris eu-west-3
region of Amazon Web Services.

If a load balancer becomes unavailable or an availability zone encounters issues, the Domain
Name System (DNS) will adapt and redirect traffic to the remaining two healthy load balancers and
availability zones.

Amazon’s Application Load Balancers are bound by a Service Level Agreement (SLA) that commits
to a 99.99% monthly uptime.

9.2.3. Application servers

Wooclap's core logic runs on application servers in multiples of three hosted on Amazon Elastic
Cloud Compute (EC2) servers with Elastic Block Store SSD drives.

In case of an application server becoming unavailable, the load balancer redirects traffic to healthy
servers to prevent downtime. Each application server is located in a different Availability Zone of
the Paris eu-west-3 region of Amazon Web Services.

Server instance types used by application servers are burstable performance instances that can
sustain high CPU performance above the allocated baseline in case of peak traffic.

Amazon'’s Elastic Cloud Compute servers and their underlying Elastic Block Store drives are bound
by a Service Level Agreement (SLA) that commits to a 99.99% monthly uptime and availability.

9.2.4. Data storage
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Wooclap’s principal data store is a replica set of MongoDB databases in multiples of three.

This replication system allows for a distribution of the data over three different Availability Zone of
the Paris eu-west-3 region of Amazon Web Services.

In case of an application server becoming unavailable, a new primary database is elected using a
quorum consensus algorithm based on Raft. Application servers automatically redirect their
queries to the new primary database to limit downtime.

MongoDB replica sets have been thoroughly tested for common distributed systems failure causes
(CAP theorem) by the industry standard Jepsen test suite since 2013.

Server instance types used by data stores are burstable performance instances that can sustain
high CPU performance above the allocated baseline in case of peak traffic.

Amazon'’s Elastic Cloud Compute servers and their underlying Elastic Block Store drives are bound
by a Service Level Agreement (SLA) that commits to a 99.99% monthly uptime and availability.

9.2.5. File storage

Wooclap’s file storage mechanism uses Amazon's Simple Storage System (S3).

Amazon’s Simple Storage System is bound by a Service Level Agreement (SLA) that commits to a
99% monthly uptime and availability. Wooclap uses an intelligent storage class that commits to a
99.999999999% (11 9's) file durability.

9.2.6. Data center

As per Amazon’s data center secure design documentation, data centers have contingency plans in
place for a wide array of scenarios including pandemics, power failures and fires. Pandemic
response policies include alternative staffing methods and transfer of resources to different
operation regions.
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https://aws.amazon.com/compute/sla/
https://aws.amazon.com/s3/sla/
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Power systems are fully redundant and data centers are equipped with back-up power supplies.
Automatic fire detection and suppression systems are also in place.

10. Changeloqg

Version names and publication dates of the different revisions of this document.

10.1. Version v1.0 - April 2nd 2020

Initial version of the Wooclap security outline document after a first round of reviews, suggestions

and spell checking.

10.2. Version v1.1 - July 23rd 2020

Including the new branding.

10.3. Version v1.2 - August 10th 2020

Improve third-party service provider section and add information related to compliance after EU -

US Privacy Shield invalidation.

10.4. Version v1.3 - September 29th 2020

Introducing TLS v1.3 and deprecating TLS v1.1.

10.5. Version v1.4 - January 21st 2020

Move the third-party provider section to the Record of Processing Activities (RoPA) document.
Include the remote mobile device management section.
Include the new password policy rules.
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