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EQUCATION Law 2-D
RIDER

New York Stale Educeton Law 2-d wag enacted In 2014 to address concerns relaliva (o
securing certain personelly idenfifiable information. In order to comply with the requirements
of Education Law 2-d, aducalional agencias and cerlain third-party coniractors who contract
with educational agencles must take conaln addibona! sleps 10 secure such data. Thase
steps include enacting and complying with a Parents’ “Bd of Rights” relative to Protected Data,
ensurirg that each third-party contractor has a detaited data privacy plan in place to ensure
tha security of such data, and that each third-party coniracior sign a copy of the educational
sgency’s Parents’ Bill of Rights, theraby signifying that the third-party contractor wifl comply
with such Parents’ Bill of Rights. This Agreement is subject to the requirements of Education
Law 2-d and Vendor is a covered thizd-party contrector

In arder to comply with the mancales of Education Law 2-d. and notwithslanding any
provision of the Agreement between Ulister BOCES and Vendor to the contrary, Vendor
agrees as {ollows:

Vendor will treat ‘Protected Dala® (as defined below) as confidential and shail protect the
nature of the Protected Data by using the same degree of care, but not less than a reasonable
degree of care, as the Vendor uses to profect itls own confident:al data, so as (o prevent the
unautharized dissemination or pubfication of Protected Oata o thurd parties. Vendor shall not
disciose Protected Data other than to those of 15 empioyaes ar agents who have a need 10
know such Protected Data under this Agreement. Vendor shall nod use Protected Data for any
other purposas than those explicilly pravided for in this Agreement. All Prolected Data shall
remain tho property of the cisclosing party. As moro fully discussed betow, Vendor shall have
in place sufficient internal controts 10 ensure that Ulster BOCES' andfor its partcipants’
Protected Dalo i safeguarded In acoordance with afl applicable taws and regulations,
including, but not limited to, CIPA, FERPA, HIPAA and Part 121 of the Regulations of the
Commissiorar of Educatan, as it may be amended from time-to-tme, If applicable.

"Protected Data” indudes any information rendered confidential by State or federal law,
Intluding, but no! limited to student data, studert demographics, scheduling, attendance,
grades, hegith and discipline tracking. and all other dala reasonably considered Lo be sansitive
or confidential data by Ulster BOCES andvor a participant. Protected Dala also includas any
Information protected under Educaticn Law 2-d induding, but not limited (o:

“Personaly identifiable information” from student records of Ulster BOCES and/or ds
Participants as that term is defined in §95.3 of tha Family Educational Righls and
Privacy Act (FERPA),

-AND-

Personally identiiable infarmalion from the records of Ulsier BOCES and/ar its
parucipants redating 0 the annua! professional pecformance reviews of classroom
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teachars or principals that is confidential and not subjact to release under the
provisions of Education Law §3012-c.

Vendor andfor any Subcontractor, affiliate, or entity that may receive, callect, store, record or
display any Protected Data shall comply with New York Stale Education Law § 2-d. As
applicable, Vendor agrees to comply with Ulster BOCES' palicy(ies) on data securily and
privacy. Vendor shall promptly reimburse Ulster BOCES and/or its participants for the (ull
cost of natifying a parent, eligible student, isacher, or principal of an unauthorized release of
Protectad Dala by Vendor, its Subcontractors, andfor assignees. In the event this Agreement
expires, Is nol renswed or is terminated. Vendor shall return all of Uister BOCES' andfor its
particpants’ data, including any and all Protected Data, in s possaession by secure
transmission.

Data Security and
Privacy Plan

Vendor and/or any Subcontractor, affiliste, or entily that may receive, collect, store, record or
display any of Uister BOCES® and/or ils paricipant's Protected Data. shall maintain a Date
Security and Privecy Plan that includes the foilowing elements:

1. A provision incorporaling the requzements of Uister BOCES' Parents' 8! of Rights
for data security and privacy and Supplemental Information for Third Party
Contractors, to the exteat that any of the provisions in the Bifl of Rights applies to
Vendor's possession and use of Protected Data pursuant (o this Agreament.

2. An outline of how all state, federal, and local data secunty and privacy contract
requirements will be implemented over the life of the contract, consistent with Ulster
BOCES' policy on data security and privacy.

3. A pravision specifying the adminisiralive, operational and technical saleguards and
practices in place lo protect parsonafly identifiable information that Vendor will receive
under the centract.

4. A prowision spacifying how officers or employees of Vendor and its assignees who
have access 0 Prolecled Dala receve ar will recaive lraining en the federal and state
laws govern:ng confidentality of such data prior to receiving access.

5. An outline of how Vendor will ensure that any Subconiraciors, persons or enlities with
which Vendor will share Protecled Data. if any. will abide by the requiremanis of
Vender's policy on data security and privacy, and the contractual obkgations with
respecl lo Protected Dala set farth herein

6. A provision specifying how Vendor will manage data securily and privacy incidents that
mmplicate personally identifiable Information including specilying any plans to idantify
breaches and unauthorized disclosures. and to promptly notify Ulster County BOCES.

7. A provision specifying whether Protected Data will be retumed lo Ulster County

BOCES, transioned 1o a successor contractor, at the District's option and direclion.
detelaed or dastroyad by the Vendor when tho contract is lerminated or expires.

VENDOR DATA PRIVACY AND SECURITY PLAN"
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1. [VENDOR MUST INCLUDE COPY OF ITS DATA AND PRIVACY PLAN]} *

2. [VENDOR MUST PROVIDE A SIGNED COPY OF Uister BOCES' BILL OF
RIGHTS) *

*Inuts provision of Sarvices, Spectrum acts as a condult for Information
transmittal, and Spoctrum does not process, retain, store or have access to
custamers' dato and/or information, Including without limitation, studont data,
toacher data or principsl data. Theroforo, this Attachment E is not applicable to
Spectrum. Spoctrum agroos to comply with laws and regulations that govern its
Services, as more fully described in Section 20 (Privacy) In Spectrum’s Service
Agreemem. lncludlng Speclrum 8 Pﬂva:y Policy found at

: ) Y [ ahts. Spoctrum expreosly does
not hotoby obllnata ltcolf lo comply with practlcas. taws or ragulations that are not
otherwise apglicabla to its Sarvices.
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ATTYACHMENT “F"

PARENTS BILL OF RIGHTS
PARENTS BILL OF RIGHTS - DATA PRIVACY & SECURITY

Ulster BOCES Is committed to protecting the privacy and security of student,
teacher, and principal data. In accordance with New York Education Law §2-d,
Ulster BOCES wishaes to inform the community of the following:

1. A student's personally identifiable information cannot be sold or released for any
markeling or commerdial purposes.

2. Parents have the right 10 inspect and review the camplete conlents of their child's
education record.

3. State and federal laws protect the confidentialily of personally identifiable
infarmation, and safeguards associated with industry standards and best practices,
including but not limited to, encryption, firewalls, and password protection, must be in
ptace when data Is stored or transferred.

4. A complete list of afl studenlt data elements coliected by the Stale is available for
public review here, or by wriling to the Office of Information & Reporting Services,
New York State Education Depariment. Room B63 EBA, 89 Washington Avenuve.
Albany, New York 12234,

5. Parents have the right to have complaints aboul possible breaches of student data
addressed. Compiainls should be directed-in writing to:

Ulster BOCES
175 Route 32 North
New Paltz, New York 12561

or

Chief Privacy Officar
Naw York State Education
Department
8% Washington Avenue
Albany, New York 12234

Complaints may also be directad to
the Chisf Privacy Officer (CPO) via
email at CPO@mail. nysed.gov

6. The Districd Superirtendent shall develop regulations 1o ensure compliance with ail
state and federal laws and regulations regarding the pralection and security of student
data and teacher or principal data.



SUPPLEMENTAL INFORMATION REGARDING THIRD PARTY CONTRACTORS

in the course of complying with its obligations under the law and providing educational
services, Ulstar BOCES has entered into agreements with certain third-party contraclors.
Pursuant to such agreements, third-party contraclors may have access lo ‘student data®
and/or “teachar or principal data,” as those terms are defined by law.

Each contract Uister BOCES enters into with a third party contractor whare the
third party contractor receives student data or teacher or principal data will include
the following Information:

1. The exclusive purposes for which the student data or teacher or principal data will
be used by the third party contractor;

2. How tha third party contractor will ensure that the subcontractors, persons ar entities
with whom the third party contractor will disclose the studeni data or teacher or
principal data, if any, will abide by data prolection and securily requirements;

3. The duration of the contract, including when the agreement expires and what
happens to the sludent data or teacher or principal data upon expiraton of the
agreement,

4. If and how a parent, student, eligible student, leacher or principal may challange the
accuracy of the student dala or teacher or principal data thal is collected;

5. Wherae the student data or teacher or principal dala will be slored (described in such
a manner as to protact data security), and the security protect:ons taken to ensure
such data will be prolected and data securily and privacy risks mitigaled: and address
how the data will be protecled using encryption while in motion and at rest.

6. How tha data will be protected using encryption while in motion and al rest.

Charter Communicaticns Oporating, LLC

By: Charter Communications, Inc., its Manager

Proposar Signature":

pectrum Enlerprise Sales
Date: November 2, 20

“Inits provigslon of Sorvicea, Spoctrum acla as a condult for information transmittal,
and Specirum does not process, retain, store or have access to customers' data
andl/or informotion, Including without limitation, student data. teacher data ar
principal data. Therefore, this Attachment F 1s not applicable to Spectrum. Spectrum
agreos 10 comply with laws and regulations that govern its Servicos, as moroe fully
described in Section 20 (Privacy) in Spoclrum s Sarvice Aglaemant including
Speclrum's Privacy Policy found at hitp 5 ) ’

rights. Spectrum expressly does not heuby obllgale luel! ln comply wlth pmcllcca.
laws or regulations that aro not otherwise applicable to its Sarvices.
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