
Edmentum, Inc. 
Online Education - Courseware

Edmentum follows industry technology security best practices. Edmentum is committed to protecting students’ privacy and 
acknowledges that the District has a legal obligation to maintain the confidentiality and privacy of student records in accordance with 
applicable law and regulations. You will find our current documentation are public and reside on our website (links provided below). 
In the standard terms we reference our Customer Privacy Policy, within we reference our COPPA and FERPA Assurance Statement, 
which is already extremely thorough and should address any concerns.  
See Edmentum's links below in Section 2.   

1.           Edmentum’s Standard Terms -  http://www.edmentum.com/standardterms    
2.           Customer Privacy Policy -  http://www.edmentum.com/Privacy  
3.           Edmentum’s Assurance to COPPA -  http://www.edmentum.com/coppa  
4.           Edmentum’s Assurance to FERPA - http://www.edmentum.com/ferpa
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d. Student data and teacher and principal data will be stored in accordance

with the "Supplemental Information" appended to the Agreement.

e. Student data and teacher and principal data in motion and at rest will be

protected using an encryption method that meets the standards described
in 8 NYCRR 121.

4. Prior to receiving access to student data and/or teacher and principal data,

officer(s) and employee(s) of Contractor and any assignees who will have access to student data 

or teacher or principal data shall receive training on the federal and state laws governing 

confidentiality of such data. Such training shall be provided: 
Specify date of each training 

5. Subcontractors (check one):

D Contractor shall not utilize subcontractors.

D Contractor shall utilize subcontractors. Contractor shall manage the

relationships and contracts with such subcontractors in the following ways in 
order to ensure personally identifiable information is protected: 

6. Contractor has the following procedures, plans or protocols in place to manage

data security and privacy incidents that implicate personally identifiable information: 

Procedures, plans or protocols must, at a minimum, specify plans to identify breaches and 
unauthorized disclosures, and to promptly notify the School District. 

b. 

D 
Within __ days of termination of the Agreement, Contractor shall 
Return all data to the School District using ____ ; OR 

2 

Contractor employees, officers and assignees who have access to personally identifiable data:
• Undergo background checks consistent with local laws as a condition of hire;
• Undergo required data privacy and security training on an annual basis, addressing FERPA, COPPA, NYS
Education Law Section 2d and Part 121, and data security fundamentals;
• Sign agreements to maintain compliance with and adherence to all applicable federal and state privacy laws
as well as Contractor's privacy policies.

X

If Applicable, subcontractors would adhere to same policy above for employees. 

7. Termination of Agreement.
Upon 30 day written notice of contract termination from School District, Contractor will destroy 
based on School District's policy.
a. Within__ days of termination of the Agreement, Contractor shall delete or 
destroy all student data or teacher or principal data in its possession; AND

Please see Contractor's Standard Terms and Conditions at www.edmentum.com/resources/legal/standard-terms for detailed 
information. Additionally, also see our online Customer Privacy Policy at www.edmentum.com/privacy , where we state: 
Edmentum maintains a comprehensive security program that is reasonably designed to protect the security, privacy, 
confidentiality, and integrity of students’ personally identifiable information against risks—such as unauthorized access or use 
or unintended or inappropriate disclosure—through the use of administrative, technological, and physical safeguards 
appropriate to the sensitivity of the information.
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