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B@ES RESET
Data Security and Privacy Plan
1. Exclusive Purposes for Data Use

a. Please list the exclusive purposes for which the student data [or teacher or
principal data] will be used by the service provider.

-Provide Access and the services related to Magma Math.

-Allow students to answer math questions and receive assignments from teachers.
-Access math instruction for learning math concepts.

-Sending responses to teachers for visibility on progress.

-Sending student solutions to teachers to facilitate math discourse.

-Aggregate statistics so teachers can see student learning progress in math over
time.

Initial JS
2. Data Accuracy/Correction Practices
a. Parent [student, eligible student, teacher or principal] may challenge the
accuracy of the data by...

Sending an email to hi@magmamath.com with information about what data they
wish to challenge.
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3. Subcontractor Oversight Details
a. This contract has subcontractors: Yes |: | No | |
b. Describe how the contractor will ensure subcontractors abide by data protection
and security requirements, including but not limited to those outlined in
applicable state and federal laws and regulations:

Data processing agreement with subcontractor.
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4. Security Practices
a. Where is the data stored? (described in such a manner as to protect data security)
with a cloud & infrastructure service hosted by a third party

b. The security protection practices taken to ensure data will be protected include:

Legally-required, industry standard, and up-to-date security tools and
technologies such as anti-virus protections and intrusion detection methods in
providing services pursuant to the Service Agreement. We conduct periodic risk
assessments and remediate any identified security vulnerabilities in a timely
manner.
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5. Contract Lifecycle Practices
a. The agreement expires 06/30/2025
b. When the agreement expires,
i. How long will the student [or teacher or principal] data be retained?
PII data will be deleted within 21 days of the contract being terminated.

i. How will the student data be disposed of?
Encryption keys, and other Pll data will be deleted.

Initial JS
6. Encryption Practices
a. Data encryption is applied in accordance with Education Law 2-d 5(f)(5)
Yes[O]  No[] Initial JS

7. Training Practices
a. Annual training on federal and state law governing confidentiality is required
for any officers, employees, or assignees who have access to student [or teacher
or principal] data
Yes No_[] Initial JS

Radish Education Inc

Company Name

Strategy & Operations Manager
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