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Data Security and Privacy Plan

1. Exclusive Purposes for Data Use
a. Please list the exclusive purposes for which the student data [or teacher or
principal data] will be used by the service provider.

UWorld uses this data to establish user accounts, class rosters, and access
roles in the system. As students complete online activites this information is
used to create progress and performance reporting that is available to asociated
faculty and administraors. For a complete overview of the UWorld Privacy Policy
refer to: https://Ip.uworld.com/app/authenticate/privacy-policy
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2. Data Accuracy/Correction Practices A
a. Parent [student, eligible student, teacher or principal] may Lhallenge the
accuracy of the data by...

To exercise the access, deletion, and opt-out rights described above, please
submit a verifiable consumer request using one of the following methods:

1 Email us atlp_support@uworld.com.

2 Use the contact us from on our help page.

3 Fax us at 972.887.3293
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3. Subcontractor Oversight Details
a. This contract has subcontractors: Yes | l No | El
b. Describe how the contractor will ensure subcontractors abide by data protection
and security requirements, including but not limited to those outlined in
applicable state and federal laws and regulations:
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4. Security Practices
a. Where is the data stored? (described in such a manner as to protect data security)
UWorld data is stored in USA via Rackspace and Microsoft Azure servic

b. The security protection practices taken to ensure data will be protected include:

Industry-standard data security as provided by Rackspace and Microsoft Azure.
Please refer to their websites for their latest audit and certification
documentation. Also, for a complete overview of the UWorld Privacy Policy refer
to: https:/llp.uworld.com/app/authenticate/privacy-policy
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5. Contract Lifecycle Practices
a. The agreement expires
b.  When the agreement expires,
i. How long will the student [or teacher or principal] data be retained?
5 years or as mutually determined in the agreement. )
ii. How will the student data be disposed of? >
Data will be de-identifed. /
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6. Encryption Practices B
a. Data encryption is applied in accordance with Education Law 2-d S(Q(SD
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7. Training Practices
a. Annual training on federal and state law governing confidentiality is required
for any officers, employees, or assignees who have access to student }or €acher
or principal] data
Yes[v]  No [] Initial
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