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Data Security and Privacy Plan

1. Exclusive Purposes for Data Use

a. Please list the exclusive purposes for which the student data [or teacher or
principal data] will be used by the service provider.

Please see: Exhibit B: DeltaMath’s Data Privacy and Security Plan

Initial __TH
2. Data Accuracy/Correction Practices

a. Parent [student, eligible student, teacher or principal] may challenge the accuracy
of the data by...

Please see: Exhibit B: DeltaMath’s Data Privacy and Security Plan

Initial  TH

3. Subcontractor Oversight Details /
a. This contract has subcontractors: Yes No_-

b. Describe how the contractor will ensure subcontractors abide by data protection
and security requirements, including but not limited to those outlined in
applicable state and federal laws and regulations:



Initial _TH

Appendix B

4. Security Practices

a. Where is the data stored? (described in such a manner as to protect data security)
Please see: Exhibit B: DeltaMath’s Data Privacy and Security Plan
b. The security protection practices taken to ensure data will be protected include:

Initial _TH

5. Contract Lifecycle Practices
a. The agreement expires ___6/30/25

b. When the agreement expires,
i. How long will the student [or teacher or principal] data be retained?

ii. How will the student data be disposed of?

Initial __TH

6. Encryption Practices
a. Data encryption is applied in accordance with Education Law 2-d 5(f)(5)
Yes_ ™ No Initial __TH

7. Training Practices
a. Annual training on federal and state law governing confidentiality is required for
any officers, employees, or assignees who have access to student [or teacher or
principal] data



Yes \/ No

Initial __ TH
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EXHIBIT “B”

DeltaMath’s Data Privacy and Security Plan

DeltaMath shall use the Data solely for the purpose of providing services as set forth in the parties’
Agreement. DeltaMath and its subcontractors shall use the Data only for educational purposes in order
to provide the requested services. DeltaMath and its subcontractors will not use the Data for any other
purposes. Any Data received by DeltaMath or any of its employees, subcontractors, or assignees shall
not be sold or released for any commercial purposes, nor shall it be sold or used for marketing purposes.
All employees, subcontractors, or assignees with access to PII will undergo training in federal privacy
laws and proper handling of data before receiving access.

In the event that DeltaMath subcontracts with an outside entity or individual in order to fulfill its
obligations to the District, DeltaMath ensures that it will only share the Data with such subcontractors
if those subcontractors are contractually bound to observe the same obligations to maintain data
privacy and security as required by DeltaMath pursuant to the Agreement. DeltaMath will maintain
reasonable administrative, technical, and physical safeguards to protect the security, confidentiality,
and integrity of the Data in its custody.

Upon written request by the District made before or within thirty (30) calendar days after termination
of the Agreement, all Data will be disposed of in a mutually-agreeable format to the parties, and either
will be: (a) delivered to the District; (b) de-identified; and/or, (c) deleted from the computer systems
of DeltaMath. DeltaMath will provide written confirmation of such disposition to the District.

In the event that a parent or eligible student wishes to challenge the accuracy of the data concerning a
student that is maintained by the DeltaMath or its subcontractors, such challenge may be processed
through the procedures provided by the applicable educational agency/institution for amendment of
education records under the Family Educational Rights and Privacy Act (FERPA). In the event that
DeltaMath is notified of the outcome of any such errors made by DeltaMath, it will promptly correct
any inaccurate data that it or its subcontractors or assignees maintain. The District or the applicable
New York State education agency/institution will use FERPA’s data correction procedures, as
applicable, to update any data that is not a result of an error made by DeltaMath or its subcontractors.

All data in DeltaMath’s possession will be securely stored in the United States. DeltaMath represents
that security protections, including encryption where applicable, will be in place to ensure that the data
is protected. DeltaMath uses SSL / TLS encryption for data in motion. All student PII is also encrypted
at rest and at the application level so that it can only be decrypted by authorized accounts
(administrators or the students’ teacher, or the student themselves). Only DeltaMath employees with a
legitimate educational interest have access to student data.


Taylor Hersom
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