
Section 1: Does the Third-Party Contractor have access to student data and/or teacher or principal data as those 
terms are defined by law? 

□Yes
Please complete Sections 2, 3 and 4

l8J No 
Please complete Section 3 

Section 2: Supplemental Information Details 
Third-Party Contractors subject to New York Education Law§ 2-d - please complete the table below 

SUPPLEMENTAL INFORMATION SUPPLEMENTAL INFORMATION 

ELEMENT 

Please list the exclusive purpose(s) for which the 
student data or teacher or principal data will be used 
by the third-party contractor, as defined in the 
contract (or list the section(s) in the contract where this 
information can be found) 

Please list how the contractor will ensure that any other 
entities with which it shares the protected data, if any, will 
comply with the data protection and security provisions of 
law, regulation and this contract (or list the section(s) in 
the contract where this information can be found) 

Please list when the agreement expires and what 
happens to the protected data when the agreement 
expires (or list the section(s) in the contract where this 
information can be found) 

Please list how a parent, student, or eligible student 
may challenge the accuracy of the protected data that is 
collected; if they can challenge the accuracy of the data, 
describe how (or list the section(s) in the contract where 
this information can be found) 

Please list where the protected data will be stored 
(described in a way that protects data security), and the 
security protections taken to ensure such data will be 
protected and data security and privacy risks mitigated 
(or list the section(s) in the contract where this 
information can be found) 

Please list how the data will be protected using 
encryption (or list the section(s) in the contract where 
this information can be found) 

Section 3: Agreement and Signature 

By signing below, you agree: 
• The information provided in this document by the Third-Party Contractor is accurate
• KnowBe4 will not be processing teacher or principal data as defined by law. Student data is not currently in scope and, if

customer decides to phish students, then this agreement shall be applicable
• To comply with the terms of Broome-Tioga BOCES Parents' Bill of Rights for Data Privacy and Security

(applicable to Third-Party Contractors subject to New York Education Law§ 2-d only)
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Jun 26, 2023 

Section 4: Data Privacy Rider for All Contracts Involving Protected Data Pursuant to New York State Education Law 




