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New York 
 

dŚŝƐ�^ƚƵĚĞŶƚ��ĂƚĂ�WƌŝǀĂĐǇ��ŐƌĞĞŵĞŶƚ�;͞DPA͟Ϳ�ŝƐ�ĞŶƚĞƌĞĚ�ŝŶƚŽ�ŽŶ�ƚŚĞ�ĚĂƚĞ�ŽĨ�ĨƵůů�ĞǆĞĐƵƚŝŽŶ�;ƚŚĞ�͞Effective 
Date͟Ϳ�ĂŶĚ�ŝƐ�ĞŶƚĞƌĞĚ�ŝŶƚŽ�ďǇ�ĂŶĚ�ďĞƚǁĞĞŶ͗�Berne-Knox-Westerlo Central School District ;ƚŚĞ�͞Local Education 
Agency͟�Žƌ�͞LEA͟ Žƌ�͞New York Original LEA͟) and QuiverVision Limited ;ƚŚĞ�͞Provider͟Ϳ͘ 

WHEREAS, the Provider is providing educational or digital services to LEA.  

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and 
other regulated data exchanged between them as required by applicable laws and regulations, such as the 
&ĂŵŝůǇ��ĚƵĐĂƚŝŽŶĂů�ZŝŐŚƚƐ�ĂŶĚ�WƌŝǀĂĐǇ��Đƚ�;͞FERPA͟Ϳ�Ăƚ�ϮϬ�h͘^͘�͘�Α�ϭϮϯϮŐ�;ϯϰ��&Z�WĂƌƚ�ϵϵͿ͖�ƚŚĞ��ŚŝůĚƌĞŶ͛Ɛ�KŶůŝŶĞ�
WƌŝǀĂĐǇ�WƌŽƚĞĐƚŝŽŶ��Đƚ�;͞�KWW�͟Ϳ�Ăƚ�ϭϱ�h͘^͘�͘�Α�ϲϱϬϭ-6506 (16 CFR Part 312), applicable state privacy laws and 
regulations and 

WHEREAS, ƚŚĞ�ĚŽĐƵŵĞŶƚƐ�ĂŶĚ�ĚĂƚĂ�ƚƌĂŶƐĨĞƌƌĞĚ�ĨƌŽŵ�>��Ɛ�ĂŶĚ�ĐƌĞĂƚĞĚ�ďǇ�ƚŚĞ�WƌŽǀŝĚĞƌ͛Ɛ�^ĞƌǀŝĐĞƐ�ĂƌĞ�ĂůƐŽ�
subject to several state laws in New York.  Specifically, those are New York Education Law § 2-d; and the 
Regulations of the Commissioner of Education at 8 NYCRR Part 121; and  
WHEREAS, the Parties wish to enter into these additional terms to the DPA to ensure that the Services 
provided conform to the requirements of the privacy laws referred to above and to establish implementing 
procedures and duties;  
NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 

 

1. Provider agrees to offer the LEA all the same terms and conditions found in the MA-ME-NH-RI-VT-NDPA, 
Standard Version 1.0 Data Privacy Agreement between the Provider and Mansfield Public Schools 
(KƌŝŐŝŶĂƚŝŶŐ�>��͟Ϳ�which is dated 3/20/23 ;͞KƌŝŐŝŶĂƚŝŶŐ��W�͟Ϳ.  The terms and conditions of the 
Originating DPA are thus incorporated herein.   

2. Provider additionally agrees to the following additional terms ŽƵƚůŝŶĞĚ�ŝŶ�ƚŚĞ�ĂƚƚĂĐŚĞĚ��ǆŚŝďŝƚ�͞'͟�ĨŽƌ�EĞǁ�
York, which will control in the event of a conflict between the DPA and the Originating DPA. 

3. WƌŽǀŝĚĞƌ�ŵĂǇ͕�ďǇ�ƐŝŐŶŝŶŐ�ƚŚĞ�ĂƚƚĂĐŚĞĚ�ĨŽƌŵ�ŽĨ�͞'ĞŶĞƌĂů�KĨĨĞƌ�ŽĨ�WƌŝǀĂĐǇ�dĞƌŵƐ͟�ďĞ�ďŽƵŶĚ�ďǇ�ƚŚĞ�ƚĞƌŵƐ�ŽĨ�
the General Offer of Privacy Terms to any other LEA who signs the acceptance on said Offer. The form is 
limited by the terms and conditions described therein.  
 

4. Notices. All notices or other communication required or permitted to be given pursuant to the Originating 
DPA may be given for the LEA via e-mail transmission, or first-class mail, sent to the designated 
representatives below. 

 

The designated representative for the Provider for this DPA is:  

Name:  ____________________________________________________ 
Title:  _____________________________________________________ 
Address:  __________________________________________________ 
Phone:  ___________________________________________________ 
Email:  ____________________________________________________ 

 

 

Nischay Gupta
Consultant

support@quivervision.com
+64 225642464
56 Brown St, Ponsonby, Auckland 1021, NZ
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The designated representative for the LEA for this DPA is: 

Katelyn Singer, DPA Coordinator 
900 Watervliet-Shaker Road, Albany NY 12205 
518-862-5315 
katelyn.singer@neric.org 

 

 

QuiverVision Limited  

By: _________________________________________________  
Date: ____________________ 

Printed Name: ________________________________________  
Title/Position: ________________________________________ 

 

 

Berne-Knox-Westerlo Central School District 

By: _________________________________________________  
Date: ____________________ 

Printed Name: ________________________________________  
Title/Position: ________________________________________ 

  

Nils Reardon
CEO

21st Sept 2023

Timothy Mundell (Sep 25, 2023 08:11 EDT)
Timothy Mundell

Sep 25, 2023

Timothy Mundell
Superintendent of Schools
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�y,/�/d�͞�͟ - GENERAL OFFER OF PRIVACY TERMS 

1. Offer of Terms 
Provider offers the same privacy protections found in this DPA between it and Berne-Knox-Westerlo Central 
School District ;͞New York KƌŝŐŝŶĂƚŝŶŐ�>��͟Ϳ�ǁŚŝĐŚ�ŝƐ�ĚĂƚĞĚ�ͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺͺ͕�ƚŽ�ĂŶǇ�ŽƚŚĞƌ�>���
;͞^ƵďƐĐƌŝďŝŶŐ�>��͟Ϳ�ǁŚŽ�ĂĐĐĞƉƚƐ�ƚŚŝƐ�'ĞŶĞƌĂů�KĨĨĞƌ�ŽĨ�WƌŝǀĂĐǇ�dĞƌŵƐ�;͞'ĞŶĞƌĂů�KĨĨĞƌ͟Ϳ�ƚŚƌŽƵŐŚ�ŝƚƐ�ƐŝŐŶĂƚƵƌĞ�
below. This General Offer shall extend only to privacy protections, and ProvŝĚĞƌ͛Ɛ�ƐŝŐŶĂƚƵƌĞ�ƐŚĂůů�ŶŽƚ�
necessarily bind Provider to other terms, such as price, term, or schedule of services, or to any other provision 
not addressed in this DPA. The Provider and the Subscribing LEA may also agree to change the data provided 
by Subscribing LEA to the Provider to suit the unique needs of the Subscribing LEA. The Provider may withdraw 
the General Offer in the event of: (1) a material change in the applicable privacy statues; (2) a material change 
in the services and products listed in the originating Service Agreement; or three (3) years after the date of 
WƌŽǀŝĚĞƌ͛Ɛ�ƐŝŐŶĂƚƵƌĞ�ƚŽ�ƚŚŝƐ�&Žƌŵ͘� ^ƵďƐĐƌŝďŝŶŐ�>��Ɛ�ƐŚŽƵůĚ�ƐĞŶĚ�ƚŚĞ�ƐŝŐŶĞĚ��ǆŚŝďŝƚ�͞�͟�ƚŽ�WƌŽǀŝĚĞƌ�Ăƚ�ƚŚĞ�
following email address:  

_________________________________________________________________________. 

QuiverVision Limited 

BY: _________________________________________________Date: ___________________________ 

Printed Name: _____________________________Title/Position: ________________________________ 

2. Subscribing LEA 
A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, accepts 
the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same 
terms of this DPA for the term of the DPA between Berne-Knox-Westerlo Central School District and the 
Provider. **PRIOR TO ITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO 
PROVIDER PURSUANT TO ARTICLE VII, SECTION 5 of the Originating DPA. ** 

 

 

 

Subscribing LEA: (School District Name): __________________________________________________ 

BY: ____________________________________________________Date:_____________________________ 

Printed Name: _____________________________Title/Position: ________________________________ 

DESIGNATED REPRESENTATIVE OF LEA:  

Name:    _________________________________________________________________ 

Title:   _________________________________________________________________ 

Address:  _________________________________________________________________ 

Telephone Number:  _________________________________________________________________ 

Email:   ________________________________________________________________ 

 

21st Sept 2023

support@quivervision.com

Nils Reardon

21st Sept 2023

CEO
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�ǆŚŝďŝƚ�͞'͟ 

New York 

 
1. All employees of the Provider who will have direct contact with students shall pass criminal 

background checks.  
 

2. Student Data will be used by Provider exclusively to provide the Services identified in Exhibit A to the 
DPA.  
 

3. WƌŽǀŝĚĞƌ�ĂŐƌĞĞƐ�ƚŽ�ŵĂŝŶƚĂŝŶ�ƚŚĞ�ĐŽŶĨŝĚĞŶƚŝĂůŝƚǇ�ĂŶĚ�ƐĞĐƵƌŝƚǇ�ŽĨ�^ƚƵĚĞŶƚ��ĂƚĂ�ŝŶ�ĂĐĐŽƌĚĂŶĐĞ�ǁŝƚŚ�>��͛Ɛ�
�ĂƚĂ�^ĞĐƵƌŝƚǇ�ĂŶĚ�WƌŝǀĂĐǇ�WŽůŝĐǇ͘��dŚĞ�>��͛Ɛ��ĂƚĂ�^ĞĐƵƌŝƚǇ�WŽůŝĐǇ�ŝƐ�ĂƚƚĂĐŚĞĚ�ŚĞƌĞƚŽ�ĂƐ��ǆŚŝďŝƚ�:͘���ĂĐŚ�
Subscribing LEA will provide its Data Security PoůŝĐǇ�ƚŽ�ƚŚĞ�WƌŽǀŝĚĞƌ�ƵƉŽŶ�ĞǆĞĐƵƚŝŽŶ�ŽĨ��ǆŚŝďŝƚ�͞�͘͟��
Provider shall use industry standard security measures including encryption protocols that comply with 
New York law and regulations to preserve and protect Student Data and APPR Data. Provider must 
Encrypt Student Data and APPR Data at rest and in transit in accordance with applicable New York laws 
and regulations. 
 

4. Provider represents that their Data Privacy and Security Plan can be found at the URL link listed in 
Exhibit K and is incorporated into this DPA.  Provider warrants that its Data Security and Privacy Plan, 
at a minimum: (a)implements all applicable state, federal and local data privacy and security 
requirements; (b) has operational technical safeguards and controls in place to protect PII that it will 
ƌĞĐĞŝǀĞ�ƵŶĚĞƌ�ƚŚĞ�ƐĞƌǀŝĐĞ�ĂŐƌĞĞŵĞŶƚ͖�;ĐͿ�ĐŽŵƉůŝĞƐ�ǁŝƚŚ�ƚŚĞ�>��͛Ɛ�ƉĂƌĞŶƚƐ�ďŝůů�ŽĨ�ƌŝŐŚƚƐ�ĨŽƌ�ĚĂƚĂ�ƉƌŝǀĂĐǇ�
ĂŶĚ�ƐĞĐƵƌŝƚǇ͖��;ĚͿ�ƌĞƋƵŝƌĞƐ�ƚƌĂŝŶŝŶŐ�ŽĨ�Ăůů�ƉƌŽǀŝĚĞƌƐ͛�ĞŵƉůŽǇĞĞƐ͕�ĂƐƐŝŐŶĞĞƐ�ĂŶĚ�ƐƵďƉƌŽĐĞƐƐŽƌƐ�ǁŚŽ�ŚĂǀĞ�
Access to student data or APPR data; (e) ensures subprocessors are required to protect PII received 
under this service agreement; (f) specifies how data security and privacy incidents that implicate PII 
will be managed and ensuring prompt notification to the LEA, and (g) addresses Student Data return, 
deletion and destruction.  
 

5. In addition to the requirements described in Paragraph 3 above, the Provider's Data Security and 
Privacy Plan shall be deemed to incorporate the LEA's Parents Bill of Rights for Data Security and 
Privacy, as found at the URL link identified in Exhibit J.  The Subscribing LEA will provide its Parents Bill 
ŽĨ�ZŝŐŚƚƐ�ĨŽƌ��ĂƚĂ�^ĞĐƵƌŝƚǇ�ĂŶĚ�WƌŝǀĂĐǇ�ƚŽ�ƚŚĞ�WƌŽǀŝĚĞƌ�ƵƉŽŶ�ĞǆĞĐƵƚŝŽŶ�ŽĨ��ǆŚŝďŝƚ�͞�͘͟ 
 

6. �ůů�ƌĞĨĞƌĞŶĐĞƐ�ŝŶ�ƚŚĞ��W��ƚŽ�͞^ƚƵĚĞŶƚ��ĂƚĂ͟�ƐŚĂůů�ďĞ�ĂŵĞŶĚĞĚ�ƚŽ�ŝŶĐůƵĚĞ�ĂŶĚ�ƐƚĂƚĞ͕�͞^ƚƵĚĞŶƚ��ĂƚĂ�ĂŶĚ�
�WWZ��ĂƚĂ͘͟ 
 

7. To amend Article II, Section 6 to add:  Provider shall ensure that its subprocessors agree that they do 
not have any property, licensing or ownership rights or claims to Student Data or APPR data and that 
they will comply witŚ�ƚŚĞ�>��͛Ɛ����ĂƚĂ�WƌŝǀĂĐǇ�ĂŶĚ�^ĞĐƵƌŝƚǇ�WŽůŝĐǇ͘�WƌŽǀŝĚĞƌ�ƐŚĂůů�ĞǆĂŵŝŶĞ�ƚŚĞ�ĚĂƚĂ�
privacy and security measures of its Subprocessors. If at any point a Subprocessor fails to materially 
comply with the requirements of this DPA, Provider shall: (i) notify LEA, (ii) as applicable, remove such 
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^ƵďƉƌŽĐĞƐƐŽƌ͛Ɛ��ĐĐĞƐƐ�ƚŽ�Student Data and APPR Data; and (iii) as applicable, retrieve all Student Data 
and APPR Data received or stored by such Subprocessor and/or ensure that Student Data and APPR 
Data has been securely deleted or securely destroyed in accordance with this DPA. In the event there 
is an incident in which Student Data and APPR Data held, possessed, or stored by the Subprocessor is 
compromised, or unlawfully Accessed or disclosed, Provider shall follow the Data Breach reporting 
requirements set forth in the DPA. 
 

8. /Ŷ��ƌƚŝĐůĞ�/s͕�^ĞĐƚŝŽŶ�Ϯ͕�ƌĞƉůĂĐĞ�͞ŽƚŚĞƌǁŝƐĞ�ĂƵƚŚŽƌŝǌĞĚ͕͟�ǁŝƚŚ�͞ŽƚŚĞƌǁŝƐĞ�ƌĞƋƵŝƌĞĚ͟�ĂŶĚ�ĚĞůĞƚĞ�͞or 
ƐƚĂƚĞĚ�ŝŶ�ƚŚĞ�^ĞƌǀŝĐĞ��ŐƌĞĞŵĞŶƚ͘͟   
 

9. To amend Article IV, Section 3 to add: Provider shall ensure that all its employees and subprocessors 
who have Access to or will receive Student Data and APPR Data will be trained on the federal and state 
laws governing confidentiality of such Student Data and APPR Data prior to receipt. Access to or 
Disclosure of Student Data and APPR Data ƐŚĂůů�ŽŶůǇ�ďĞ�ƉƌŽǀŝĚĞĚ�ƚŽ�WƌŽǀŝĚĞƌ͛Ɛ�ĞŵƉůŽǇĞĞƐ�ĂŶĚ�
subprocessors who need to know the Student Data and APPR Data to provide the services and such 
Access and/or Disclosure of Student Data and APPR Data shall be limited to the extent necessary to 
provide such services. 
 

10. To replace Article IV, Section 6 (Disposition of Data) with the following: Upon written request 
from the LEA, Provider shall dispose of or provide a mechanism for the LEA to transfer Student 
Data obtained under the Service Agreement, within ninety (90) days of the date of said request 
and according to a schedule and procedure as the Parties may reasonably agree. Provider is 
prohibited from retaining disclosed Student Data or continuing to Access Student Data beyond 
the term of the Service Agreement unless such retention is expressly authorized for a 
prescribed period by the Service Agreement, necessary for purposes of facilitating the transfer 
of disclosed Student Data to the LEA, or expressly required by law. The confidentiality and data 
security obligations of Provider under this DPA shall survive any termination of this contract to 
ǁŚŝĐŚ�ƚŚŝƐ��W��ŝƐ�ĂƚƚĂĐŚĞĚ�ďƵƚ�ƐŚĂůů�ƚĞƌŵŝŶĂƚĞ�ƵƉŽŶ�WƌŽǀŝĚĞƌ͛Ɛ�ĐĞƌƚŝĨǇŝŶŐ�ƚŚĂƚ�ŝƚ�ĂŶĚ�ŝƚ͛Ɛ�
subprocessors, as applicable: (a) no longer have the ability to Access any Student Data provided 
to Provider pursuant to the Service Agreement and/or (b) have destroyed all Student Data and 
APPR Data provided to Provider pursuant to this DPA.  The Provider agrees that the timelines 
for disposition of data will be modified by any Assurance of Discontinuation, which will control 
in the case of a conflict.   
 
Upon termination of this DPA, if no written request from the LEA is received, Provider shall 
dispose of all student data after providing the LEA with ninety (90) days prior notice.  
 
The duty to dispose of student data shall not extend to Student Data that had been de-
identified or placed in a separate student account pursuant to section II 3.  The LEA may 
ĞŵƉůŽǇ�Ă�͞�ŝƌĞĐƚŝǀĞ�ĨŽƌ��ŝƐƉŽƐŝƚŝŽŶ�ŽĨ��ĂƚĂ͟�form, a copy of which is attached hereto as 
�ǆŚŝďŝƚ�͞�͕͟�or, with reasonable notice to the Provider, other form of its choosing.  No further 
written request or notice is required on the part of either party prior to the disposition of 
Student Data described in ͞Exhibit D".  
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11.     dŽ�ĂŵĞŶĚ��ƌƚŝĐůĞ�/s͕�^ĞĐƚŝŽŶ�ϳ�ƚŽ�ĂĚĚ͗�͚EŽƚǁŝƚŚƐƚĂŶĚŝŶŐ�ƚŚĞ�ĨŽƌĞŐŽŝŶŐ͕�WƌŽǀŝĚĞƌ�ŝƐ�Ɖrohibited from 
using Student Data or APPR data for any Commercial or Marketing Purpose as defined herein.  And add 
ĂĨƚĞƌ�;ŝŝŝͿ�ĂĐĐŽƵŶƚ�ŚŽůĚĞƌ͕�͞ǁŚŝĐŚ�ƚĞƌŵ�ƐŚĂůů�ŶŽƚ�ŝŶĐůƵĚĞ�ƐƚƵĚĞŶƚƐ͘͟ 
 

12. To replace Article V, Section 1 (Data Storage) to state: Student Data and APPR Data shall be stored 
within the United States and Canada only. Upon request of the LEA, Provider will provide a list of the 
locations where Student Data is stored.  
 

13. To replace Article V, Section 2 (Audits) to state: No more than once a year or following an 
unauthorized Access, upon receipt of a written request from the LEA with at least ten (10) business 
ĚĂǇƐ͛�ŶŽƚŝĐĞ�ĂŶĚ�ƵƉŽŶ�ƚŚĞ�ĞǆĞĐƵƚŝŽŶ�ŽĨ�ĂŶ�ĂƉƉƌŽƉƌŝĂƚĞ�ĐŽŶĨŝĚĞŶƚŝĂůŝƚǇ�ĂŐƌĞĞŵĞŶƚ͕�ƚŚĞ�WƌŽǀŝĚĞƌ�ǁŝůů�
allow the LEA to audit the security and privacy measures that are in place to ensure protection of 
Student Data or any portion thereof as it pertains to the delivery of services to the LEA. The Provider 
will cooperate reasonably with the LEA and any local, state, or federal agency with oversight authority 
or jurisdiction in connection with any audit or investigation of the Provider and/or delivery of Services 
ƚŽ�ƐƚƵĚĞŶƚƐ�ĂŶĚͬŽƌ�>��͕�ĂŶĚ�ƐŚĂůů�ƉƌŽǀŝĚĞ�ƌĞĂƐŽŶĂďůĞ��ĐĐĞƐƐ�ƚŽ�ƚŚĞ�WƌŽǀŝĚĞƌ͛Ɛ�ĨĂĐŝůŝƚŝĞƐ͕�ƐƚĂĨĨ͕�ĂŐĞŶƚƐ�
ĂŶĚ�>��͛Ɛ�^ƚƵĚĞŶƚ��ĂƚĂ�ĂŶĚ�Ăůů�ƌĞĐŽƌĚƐ�ƉĞƌtaining to the Provider, LEA and delivery of Services to the 
LEA.  
 
 
hƉŽŶ�ƌĞƋƵĞƐƚ�ďǇ�ƚŚĞ�EĞǁ�zŽƌŬ�^ƚĂƚĞ��ĚƵĐĂƚŝŽŶ��ĞƉĂƌƚŵĞŶƚ͛Ɛ��ŚŝĞĨ�WƌŝǀĂĐǇ�KĨĨŝĐĞƌ�;Ez^����WKͿ͕�
Provider shall provide the NYSED CPO with copies of its policies and related procedures that pertain to 
the protection of information. In addition, the NYSED CPO may require Contractor to undergo an audit 
of its privacy and security safeguards, measures, and controls as they pertain to alignment with the 
requirements of New York State laws and regulations, and alignment with the NIST Cybersecurity 
Framework. Any audit required by the NYSED CPO must be performed by an independent third party 
Ăƚ�WƌŽǀŝĚĞƌ͛Ɛ�ĞǆƉĞŶƐĞ�ĂŶĚ�ƚŚĞ�ĂƵĚŝƚ�ƌĞƉŽƌƚ�ŵƵƐƚ�ďĞ�ƉƌŽǀŝĚĞĚ�ƚŽ�ƚŚĞ�Ez^����WK͘�/Ŷ�ůŝĞƵ�ŽĨ�ďĞŝŶŐ�ƐƵďũĞĐƚ�
to a required audit, Provider may provide the NYSED CPO with an industry standard independent audit 
ƌĞƉŽƌƚ�ŽĨ�WƌŽǀŝĚĞƌ͛Ɛ�ƉƌŝǀĂĐǇ�ĂŶĚ�ƐĞĐƵƌŝƚǇ�ƉƌĂĐƚŝĐĞƐ�ƚŚĂƚ�ǁĂƐ�ŝƐƐƵĞĚ�ŶŽ�ŵŽƌĞ�ƚŚĂŶ�ƚǁĞůǀĞ�ŵŽŶƚŚƐ�ďĞĨŽƌĞ�
the date that the NYSED CPO informed Provider that it required Provider to undergo an audit.  Failure 
to reasonably cooperate with any of the requirements in this provision shall be deemed a material 
breach of the DPA. 
 

To amend the third sentence of Article V. Section 3 (Data Security) to read: The Provider shall 
implement security practices that are in alignment with the NIST Cybersecurity Framework v1.1 or any 
update to this Framework that is adopted by the New York State Department of Education. 
 

14. To replace Article V. Section 4 (Data Breach) to state: In the event of a Breach as defined in 8 NYCRR 
Part 121.1 Provider shall provide notification to LEA within seventy-two (72) hours of confirmation of 
the incident, unless notification within this time limit would disrupt investigation of the incident by law 
enforcement.  In such an event, notification shall be made within a reasonable time after the incident. 
Provider shall follow the following process:  

(1) The security breach notification described above shall include, at a minimum, the following 
information to the extent known by the Provider and as it becomes available: 
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i. The name and contact information of the reporting LEA subject to this section.  
ii. A list of the types of personal information that were or are reasonably believed to have been the 
subject of a breach. 
iii. If the information is possible to determine at the time the notice is provided, then either (1) the 
date of the breach, (2) the estimated date of the breach, or (3) the date range within which the 
breach occurred. The notification shall also include the date of the notice.  
iv. Whether the notification was delayed as a result of a law enforcement investigation, if that 
information is possible to determine at the time the notice is provided; and 
v. A general description of the breach incident, if that information is possible to determine at the 
time the notice is provided; and   
vi. The number of records affected, if known; and 
vii. A description of the investigation undertaken so far; and 
viii. The name of a point of contact for Provider. 
(2) Provider agrees to adhere to all federal and state requirements with respect to a data breach 
related to the Student Data, including, when appropriate or required, the required responsibilities 
and procedures for notification and mitigation of any such data breach.  
(3) Provider further acknowledges and agrees to have a written incident response plan that 
reflects best practices and is consistent with industry standards and federal and state law for 
responding to a data breach, breach of security, privacy incident or unauthorized acquisition or use 
of Student Data or any portion thereof, including personally identifiable information and agrees to 
provide LEA, upon request, with a summary of said written incident response plan.  
(4) LEA shall provide notice and facts surrounding the breach to the affected students, parents or 
guardians. Where a Breach of Student Data and/or APPR Data occurs that is attributable to 
Provider and/or its Subprocessors, Provider shall pay for or promptly reimburse LEA for the full 
cost of notification to Parents, Eligible Students, teachers, and/or principals.   
;ϱͿ�/Ŷ�ƚŚĞ�ĞǀĞŶƚ�ŽĨ�Ă�ďƌĞĂĐŚ�ŽƌŝŐŝŶĂƚŝŶŐ�ĨƌŽŵ�>��͛Ɛ�ƵƐĞ�ŽĨ�ƚŚĞ�^ĞƌǀŝĐĞ͕�WƌŽǀŝĚĞƌ�ƐŚĂůů�ĐŽŽƉĞƌĂƚĞ�ǁŝƚŚ�
LEA to the extent necessary to expeditiously secure Student Data. 

(6) Provider and its subprocessors will cooperate with the LEA, the NYSED Chief Privacy Officer and 
law enforcement where necessary, in any investigations into a Breach. Any costs incidental to the 
required cooperation or participation of the Provider will be the sole responsibility of the Provider 
if such Breach is attributable to Provider or its subprocessors. 

 

15. dŽ�ĂŵĞŶĚ�ƚŚĞ�ĚĞĨŝŶŝƚŝŽŶƐ�ŝŶ��ǆŚŝďŝƚ�͞�͟�ĂƐ�ĨŽůůŽǁƐ͗�� 
 

- ͞^ƵďƉƌŽĐĞƐƐŽƌ͟�ŝƐ�ĞƋƵŝǀĂůĞŶƚ�ƚo subcontractor.  It is a third party who the provider uses for 
data collection, analytics, storage, or other service to allow Provider to operate and/or improve 
its service, and who has access to Student Data.  

 

- ͞WƌŽǀŝĚĞƌ͟�ŝƐ�ĂůƐŽ�ŬŶŽǁŶ�ĂƐ�ƚŚŝƌĚ�ƉĂƌƚǇ�ĐŽŶƚƌĂĐƚŽƌ͘��/ƚ�any person or entity, other than an 
educational agency, that receives student data or teacher or principal data from an educational 
agency pursuant to a contract or other written agreement for purposes of providing services to 
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such educational agency, including but not limited to data management or storage services, 
conducting studies for or on behalf of such educational agency, or audit or evaluation of 
publicly funded programs. Such term shall include an educational partnership organization that 
receives student and/or teacher or principal data from a school district to carry out its 
responsibilities and is not an educational agency and a not-for-profit corporation or other non-
profit organization, other than an educational agency. 

 

16. dŽ�ĂĚĚ�ƚŽ��ǆŚŝďŝƚ�͞�͟�ƚŚĞ�ĨŽůůŽǁŝŶŐ�ĚĞĨŝŶŝƚŝŽŶƐ͗ 

- Access:  The ability to view or otherwise obtain, but not copy or save, Student Data and/or 
APPR Data arising from the on-site use of an information system or from a personal 
meeting. 

- APPR Data: Personally Identifiable Information from the records of an Educational Agency 
relating to the annual professional performance reviews of classroom teachers or 
principals that is confidential and not subject to release under the provisions of Education 
Law §§ 3012-c and 3012-d 

- Commercial or Marketing Purpose:  In accordance with § 121.1(c) of the regulations of the 
New York Commissioner of Education, the Disclosure, sale, or use of Student or APPR Data 
for the purpose of directly or indirectly receiving remuneration, including the Disclosure, 
sale, or use of Student Data or APPR Data for advertising purposes, or the Disclosure, sale, 
or use of Student Data to develop, improve, or market products or services to Students. 

- Disclose or Disclosure: The intentional or unintentional communication, release, or 
transfer of Student Data and/or APPR Data by any means, including oral, written, or 
electronic. 

- Encrypt or Encryption: As defined in the Health Insurance Portability and Accountability 
Act of 1996 Security Rule at 45 CFR § 164.304, encrypt means the use of an algorithmic 
process to transform Personally Identifiable Information into an unusable, unreadable, or 
indecipherable form in which there is a low probability of assigning meaning without use of 
a confidential process or key. 

- Release: Shall have the same meaning as Disclose 
- LEA:   As used in this DPA and all Exhibits, the term LEA shall mean the educational agency, as 

defined in Education Law Section 2-d, that has executed the DPA; if the LEA is a board of 
cooperative educational services, then the term LEA shall also include Participating School 
Districts for purposes of the following provisions of the DPA: Article I, Section 2; Article II, Sections 
1 and 3; and Sections 1, 2, and 3 of Article III. 

- Participating School District: As used in Exhibit G and other Exhibits to the DPA, the term 
Participating School District shall mean a New York State educational agency, as that term is 
defined in Education Law Section 2-d, that obtains access to the Services through a CoSer 
agreement with LEA, and shall include LEA if it uses the Services in its own educational or 
operational programs. 

 

-  
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�ǆŚŝďŝƚ�͞:͟ 

LEA Documents  

 

>��͛Ɛ��ĂƚĂ�^ĞĐƵƌŝƚǇ�ĂŶĚ�WƌŝǀĂĐǇ�WŽůŝĐǇ͕�WĂƌĞŶƚƐ��ŝůů�ŽĨ�ZŝŐŚƚƐ�ĨŽƌ��ĂƚĂ�^ĞĐƵƌŝƚǇ�ĂŶĚ�WƌŝǀĂĐǇ͕�ĂŶĚ�ƐƵƉƉůĞŵĞŶƚĂů�
information for this service agreement can be accessed at:  

https://www.bkwschools.org/about-us/annual-notification/ 
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�ǆŚŝďŝƚ�͞<͟� 

Provider Security Policy 

 

WƌŽǀŝĚĞƌ͛Ɛ��ĂƚĂ�^ĞĐƵƌŝƚǇ�ĂŶĚ�WƌŝǀĂĐǇ�WůĂŶ�ĐĂŶ�ďĞ�ĂĐĐĞƐƐĞĚ�Ăƚ: 

 

____________________________________________________________________________________ 

 

 

Quiver Privacy Policy: https://quivervision.com/privacy-policy 
Quiver Terms: https://quivervision.com/terms
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