























SCOIR
DATA PRI' __CY AI'™ SECURITY PLAN
Last Updated: January 6, 2022

This Data Privacy and Security Plan (the “Plan”) f~tms a part of and is incorporated into the Client Services
Agreement between Scoir, Inc. (“Provider”), and C...tomer, as defined herein. All capitalized terms not defined
herein shall have the meaning set forth in the Client Services Agreement.

ARTICLE I: DEFINITIONS

s“Applicable Law” means the federal and state statutes and regulations applicable to Customer Data and Student
Data including the following, to the extent applicable: Family Educational Rights and Privacy Act, 20 U.S.C. §
1232g (“FERPA”); Children’s Online Privacy Protection Act, 15 U.S.C. § 6501-6502 (“COPPA”); Protection of
Pupil Rights Amendment, 20 U.S.C. 1232h (“PPRA”); Individuals with Disabilities Education Act, 20 U.S.C. §
1400 et seq. (“IDEA”); and each specifically applicable state regulation, as provided in Exhibit A.

“Customer” means the educational institution, local educational agency, school administrative unit, education
industry association, company, or other legal or professional entity that utilizes or intends to utilize the Services.

“De-Identified Information” means data from which all Personally Identifiable Information has been removed or
obscured in a way that reasonably removes the risk of disclosure of the identity of the individual and information
about them (e.g., by blurring, masking, or perturbation). De-identification should ensure that any information when
put together cannot reasonably indirectly identify the student, not only from the viewpoint of the public, but also
from the vantage of those who are familiar with the individual. Information cannot be de-identified if there are
fewer than twenty (20) students in the samples of a particular field or category, e.g., fewer than twenty students in
a particular grade or fewer than twenty students of a particular ethnicity.

“Personally Identifiable Information” means any Student Data and metadata obtained by reason of the use of the
Services, whether gathered by Provider or provided by Customer or its Invitees. Personally Identifiable Information
includes, without limitation, indirect identifiers that, either alone or in aggregate, would allow a reasonable person
to be able to identify a student to a reasonable certainty. For purposes of this Plan, Personally Identifiable
Information shall include the categories of information listed in the definition of Student Data.

“School Official” means, consistent with 34 CFR 99.31(a)(1)(1)(B), a contractor that: (1) performs an institutional
service or function for which the agency or institution would otherwise use employees; (2) is under the direct control
of the agency or institution with respect to the use and maintenance of education records; and (3) is subject to 34
CFR 99.33 governing the use and re-disclosure of Personally Identifiable Information from student records.

“Services” means the online college search, guidance, application, and admissions management services provided
or made available by Provider through the website https://app.scoir.com, including any subdomain thereof, and
all associated mobile applications

“Student Data” means any Personally Identifiable Information, whether gathered by Provider or provided by
Customer or its Invitees, that is descriptive of Customer’s student Invitees, including, but not limited to, information
in the student’s educational record or email, first and last name, home address, telephone number, email address, or
other information allowing online contact, discipline records, videos, test results, special education data, juvenile
dependency records, grades, evaluations, criminal records, medical records, health records, social security numbers,
biometric information, disabilities, socioeconomic information, food purchases, political affiliations, religious
information, text messages, documents student identifies, search activity, photos, voice recordings or geolocation
information. Student Data includes Student Records and Student-Generated Content (to the extent identifiable to a
User) for the purposes of this Plan and for the purposes of Applicable Law. De-Identified Information or anonymous
usage data regarding a User’s use of the Services shall not be considered Student Data.



“Student-Generated Content” means materials or content created by a student during and for the purpose of
education including, but not limited to, essays, research reports, portfolios, creative writing, music or other audio
files, photographs, videos, and account information that enables ongoing ownership of student content.

“Student Records” means (1) any information that directly relates to a student that is maintained by Customer;
and (2) any information acquired directly from a student through the use of instructional software or applications
assigned to the student by Customer or its Invitees.

“Subprocessor” means a Third Party that Provider uses for data collection, analytics, storage, or other service to
operate and/or improve its software, and who has access to Personally Identifiable Information.

“Targeted Advertising” means presenting an advertisement to a student where the selection of the advertisement
is based on Student Data or inferred over time from the usage of the Services by such student or the retention of
such student’s online activities or requests over time.

“Third Party” means an entity that is not Provider or Customer.

ARTICLE HI: PURPOSE AND SCOPE

1. Purpose. The purpose of this Plan is to describe the duties and responsibilities to protect Student Data
transmitted to Provider from the Customer pursuant to the Agreement, including compliance with Applicable
Law. In performing the Services, to the extent Personally Identifiable Information from Student Data is
transmitted to Provider from Customer, Provider shall be considered a School Official with a legitimate
educational interest, and performing services otherwise provided by the Customer. Provider shall be under the
direct control and supervision of the Customer.

2. Nature of Services Provided. Provider has agreed to provide the Services described in the Agreement.

3. Student Data to Be Provided. In order to perform the Services described in this Article and the Agreement,
Customer or Invitees may provide some or all of the data described in the Schedule of Data, attached hereto as
Exhibit B.

4. Governing Terms. In the event of a conflict with the Agreement, the terms and conditions of this Plan shall
prevail with regards to the subject matter hereof.

ARTICLE III: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of Customer. All Student Data transmitted to Provider pursuant to this Plan is and will
continue to be the property of and under the control of the Customer or the party who provided such data (such
as the Invitee). Provider further acknowledges and agrees that all copies of such Student Data transmitted to
Provider, including any modifications or additions or any portion thereof from any source, are also subject to
the provisions of this Plan in the same manner as the original Student Data. The parties agree that as between
them, all rights, including all Intellectual Property Rights in and to Student Data contemplated pursuant to this
Plan shall remain the exclusive property of the Customer. For the purposes of Applicable Law, Provider shall
be considered a School Official, under the control and direction of Customer as it pertains to the use of Student
Data notwithstanding the above. Provider may transfer certain Student Data to a separate account according to
the procedures set forth below.

2. Parent Access. Customer shall establish reasonable procedures by which a parent, legal guardian, or eligible
student may review Student Data maintained by Provider, correct erroneous information, and procedures for
the transfer of Student-Generated Content to a personal account, consistent with the functionality of the
Services. Provider will cooperate and respond within five (5) days to Customer’s request to view or correct
Student Data maintained by Provider. In the event that a parent of a student or other individual contacts Provider




to review any of the Student Records or Student Data accessed pursuant to the Services, Provider shall refer the
parent or individual to the Customer, and Customer will follow the necessary and proper procedures regarding
the requested information.

Separate Account. Provider shall transfer Student Data transmitted to Provider by a student to a separate User
account for each student Invitee upon termination of the Agreement or a student’s earlier graduation from
Customer; provided, however, that such transfer shall only apply to such Student Data that is severable from
the Services.

Third Party Request. Should a Third Party, including, but not limited to law enforcement, former employees
of the Customer, current employees of the Customer, and government entities, contact Provider with a request
for Student Data held by Provider pursuant to the Services, Provider shall, to the extent permitted by Applicable
Law, redirect the Third Party to request the Student Data directly from the Customer and shall cooperate with
the Customer to collect the required information. Provider shall notify the Customer in advance of a compelled
disclosure to a Third Party, unless legally prohibited. Provider will not disclose, lend, lease, transfer, or sell the
Student Data and/or any portion thereof to any Third Party or allow any Third Party to use the Student Data
and/or any portion thereof, without the express written consent of the Customer or without a court order or
lawfully issued subpoena. Student Data shall not include De-Identified Information or anonymous usage data
regarding a student’s use of the Services.

No Unauthorized Use. Provider shall not use Student Data for any purpose other than as explicitly specified
in this Plan.

Subprocessors. Provider shall enter into written agreements with all Subprocessors performing functions
pursuant to this Plan, whereby the Subprocessors agree to protect Student Data in manner consistent with the
terms of this Plan.

ARTICLE IV: DUTIES OF CLIENT

1.

Privacy Compliance. Customer shall provide Student Data for the purposes of the Plan in compliance with
Applicable Law.

Annual Notification of Rights. If Customer is subject to FERPA, then Customer shall ensure that its annual
FERPA notice designates Provider as a “School Official” pursuant to 34 CFR § 99.31(a)(1)(i)(B) and that, in
providing the Services, Provider has a "legitimate educational interest" pursuant to 34 CFR §99.7(a)(3)(iii).

Unauthorized Access Notification. Customer shall notify Provider promptly of any known or suspected
unauthorized access. Customer will assist Provider in any efforts by Provider to investigate and respond to any
unauthorized access.

ARTICLE V: DUTIES OF PROVIDER

1.

Privacy Compliance. Provider shall comply with all Applicable Law with respect to the privacy and security
of Student Data and the handling of any breach or unauthorized release of Personally Identifiable Information.

Authorized Use. Student Data shared pursuant to this Plan, including persistent unique identifiers, shall be used
for no purpose other than the Services stated in this Plan, as authorized by Customer, or as authorized by the
applicable student or parent. Provider also acknowledges and agrees that it shall not make any re-disclosure of
any Student Data or any portion thereof, including without limitation, any meta data, user content or other non-
public information and/or Personally Identifiable Information contained in the Student Data, unless the
Customer has given express written consent, it is De-Identified Information, or this Plan otherwise allows its
disclosure.




Employee Obligation. Provider shall require all employees and agents who have access to Student Data to
comply with all applicable provisions of this Plan with respect to the data shared under this Plan. Provider
agrees to require and maintain an appropriate confidentiality agreement from each employee or agent with
access to Student Data pursuant to the Plan.

No Disclosure. De-Identified Information may be used by Provider for the purposes of development, research,
and improvement of educational sites, services, or applications, as any other member of the public or party
would be able to use de-identified data pursuant to 34 CFR 99.31(b). Provider agrees not to attempt to re-
identify De-Identified Information and not to transfer De-Identified Information to any party unless (a) that
party agrees in writing not to attempt re-identification, or (b) prior written notice has been given to the Customer
who has provided prior written consent for such transfer. Provider shall not copy, reproduce or transmit any
data obtained under this Plan and/or any portion thereof, except as necessary to fulfill the Plan.

Disposition of Data. Provider shall dispose, delete, or de-identify, in accordance with NIST Special Publication
800-88, all Personally Identifiable Information obtained under the Plan when it is no longer needed for the
purpose for which it was obtained. If requested by Customer prior to such disposition, Provider shall first
transfer a copy of said data to Customer, or Customer’s designee, according to a schedule and procedure
reasonable agreed between the parties. Nothing in the Plan authorizes Provider to maintain Personally
Identifiable Information beyond the time period reasonably needed to complete the disposition. Provider shall
provide written notification to Customer when the data has been disposed. The duty to dispose of Student Data
shall not extend to De-Identified Information or data placed in a separate User account, pursuant to the other
terms of the Plan.

Advertising Prohibition. Provider is prohibited from using Student Data to (a) inform, influence, or enable
Targeted Advertising to students or families/guardians; (b) develop a profile of a student, family
member/guardian or group, for any commercial purpose other than providing the Services; or (c) develop
commercial products or services unrelated to the Services provided to Customer.

ARTICLE VI: DATA PROVISIONS

1.

Data Security. Provider agrees to maintain and abide by a comprehensive information security program that
includes appropriate administrative, technological, and physical safeguards consistent with industry best
practices to protect the security, privacy, confidentiality, and integrity of Student Data. General security duties
of Provider are as follows:

a. Passwords and Employee Access. Provider shall secure usernames, passwords, and any other means of
gaining access to the Services or to Student Data, at a level suggested by Draft National Institute of
Standards and Technology (“NIST”) Special Publication 800-63-3 Digital Authentication Guideline.
Provider shall only provide access to Student Data to employees or contractors that are performing the
Services. Employees with access to Student Data shall have signed confidentiality agreements regarding
said Student Data. All employees with access to Student Records shall, where permissible by law, be subject
to criminal background checks.

b. Security Protocols. Each party agrees to maintain security protocols that meet industry practices regarding
the transfer or transmission of any data, including ensuring that data may only be viewed or accessed by
parties legally allowed to do so. Provider shall not copy, reproduce, or transmit data obtained pursuant to
the Plan, except as necessary to fulfill the purpose of data requests by Customer. The foregoing does not
limit the ability of Provider to allow any necessary service providers to view or access data as provided in
this Agreement.

¢. Employee Training. Provider shall provide periodic security training to those of its employees who operate
or have access to the system. Further, Provider shall provide Customer with contact information of an
employee who Customer may contact if there are any security concerns or questions.




Security Technology. When the Services are accessed using a supported web browser, Secure Socket
Layer or equivalent technology shall be employed to protect data from unauthorized access. The Services
security measures shall include server authenticatinn and data encryption. All data shall be encrypted in
transmission and at re * 'n accordance with NIS'1 _pecial Publication 800-57, as amended. Provider shall
host all Services data in SOC 2 compliant environments located within the United States of America.

Subprocessors Bound. Provider shall enter into written agreements whereby Subprocessors agree to secure
and protect Student Data in a manner consistent with the terms of this Article VI and in accordance with
Applicable Law. Provider shall periodically conduct or review compliance monitoring and assessments of
Subprocessors to determine their compliance with this Article.

Periodic Risk Assessment. Provider further acknowledges and agrees to conduct periodic risk assessments
and remediate any identified security and privacy vulnerabilities in a timely manner.

Backups. Provider agrees to maintain backup copies, backed up at least daily, of Student Data in case of
Provider’s system failure or any other unforeseen event resulting in loss of Student Data or any portion
thereof.

Audits. Upon receipt of a reasonable request from the Customer, Provider will allow the Customer to audit,
at Customer’s expense, the security and privacy measures that are in place to ensure protection of the
Student Record or any portion thereof. Provider will cooperate fully with the Customer and any local, state,
or federal agency with oversight authority/jurisdiction in connection with any audit or investigation of
Provider and/or delivery of Services to students and/or Customer, and shall provide full access to Provider’s
facilities, staff, agents and Customer’s Student Data and all records pertaining to Provider, Customer and
delivery of Services to Provider. ‘

Data Breach. In the event that Student Data is accessed or obtained by an unauthorized individual, Provider
shall notify Customer within a reasonable amount of time of its discovery of the incident, not to exceed forty-
eight (48) hours. Provider shall follow the following process:

The security breach notification shall be written in plain language, shall be titled “Notice of Data Breach,”
and shall present the information described herein under the following headings: “What Happened,” “What
Information Was Involved,” “What Provider Are Doing,” “What Customer Can Do,” and “For More
Information.” Additional information may be provided as a supplement to the notice.

The security breach notification described above in section 2(a) shall include, at a minimum, the following
information:

i. The name and contact information of the reporting Customer subject to this section.

ii. A list of the types of personal information that were or are reasonably believed to have been the subject
of a breach.

iii. If the information is possible to determine at the time the notice is provided, then either (1) the date of
the breach, (2) the estimated date of the breach, or (3) the date range within which the breach occurred.
The notification shall also include the date of the notice.

iv. Whether the notification was delayed as a result of a law enforcement investigation, if that information
is possible to determine at the time the notice is provided.

v. A general description of the breach incident, if that information is possible to determine at the time the
notice is provided.

vi. Information about what Provider has done to protect individuals whose information has been breached.




vii. Advice on steps that the person whose information has been breached may take to protect himself or
herself.

Provider further acknowledges and agrees to have a written incident response plan that reflects best
practices and is consistent with industry standards and federal and state law for responding to a data breach,
breach of security, privacy incident or unauthorized acquisition or use of Student Data or any portion
thereof, including Personally Identifiable Information and agrees to provide Customer, upon request, with
a copy of said written incident response plan.

Only upon the written request of, and with the assistance of, Customer shall Provider notify the affected
Invitee of the unauthorized access, which notice shall include the information listed in subsection (b) above.
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EXHIBIT “A”: APPLICABLE STATE LAW

If Customer is located
in:

the following laws will be included in “Applicable Law”:

Arizona Ariz. Rev. Stat. § 15-1046
Arkansas AR Code § 6-18-109, Student Online Personal Information Protection Act (“SOPIPA”)
California Cal. Ed. Code § 49073.1
Cal. Bus. & Prof. Code § 22584, Student Online Personal Information Protection Act
(“SOPIPA™)
Cal. Civ. Code § 1798.82
Colorado C.S.R. §§ 22-16-108 through 22-16-111, Student Data Transparency and Security Act
(“SDTSA”)
Connecticut Conn. Gen. Stat. §§ 10-234aa through 10-234dd
Delaware Del. Code tit. 14 § 81A, Student Data Privacy Protection Act
District of Columbia DC Code § 38-831.01 — 38-831.02
Florida Fla. Stat. § 1001.41
Fla. Stat. § 1002.22
Georgia GA Code § 20-2-666
Hawaii HI Rev. Stat. § 302A 499-500, Student Online Personal Information Protection Act
(“SOPIPA”)
Idaho Idaho Code § 33-133
Illinois 105 I1l. Comp. Stat. § 10, Illinois School Student Records Act (“ISSRA™)
105 11l. Comp. Stat. § 85, Student Online Personal Protection Act (“SOPPA”)
Iowa IA Code § 279.70, Student Online Personal Information Protection Act (“SOPIPA”)
Kansas Kan. Stat. § 72.6331 et seq., Student Online Personal Protection Act (“SOPPA”)
Kentucky Ky. Rev Stat § 365.734
Louisiana La. Rev. Stat. § 17:3914
La. Rev. Stat. § 51:3071 et seq.
Maine Me. Rev. Stat. tit. 20 § 951 et seq., the Student Information Privacy Act (“SIPA”)
Maryland MD Educ. Code § 4-131
Massachusetts 603 Code Mass. Regs. 23.00, Student Records
Mass. Gen. Laws ch. 71, §§ 34D - 34H
Michigan Mich. Comp. Laws §§ 388.1291 — 388.1295, Student Online Personal Protection Act
(“SOPPA”)
Nebraska NE Code § 79-2,153 — 79-2,155, Student Online Personal Protection Act (“SOPPA”)
Nevada NV Rev Stat § 388.281 — 388.296

New Hampshire

NH Rev. Stat. § 189:1-¢
NH Rev. Stat. § 189:65 through 189:68-a




New York

N.Y.Ed. Law § 2-d

North Carolina N.C. Gen. Stat. § 115C-401.2, Student Online Privacy Protection Act (“SOPPA”)

Oregon Or. Rev. Stat. § 336.184, Oregon Student Information Protection Act ("OSIPA”)
Or. Rev. Stat. § 326.565, et seq.

Rhode Island R.I. Gen. Laws § 16-104-1

Tennessee Tenn. Code Ann. § 49-1-708, Student Online Personal Protection Act (“SOPPA”)

Texas Tex. Ed. Code ch. 32 §§ 151-157

Utah Utah Code § 53E-9-301 et seq.

Virginia Va. Code § 22.1-289.01

Washington Wash. Rev. Code § 19.255.010
Wash. Rev. Code § 28A.604, Student User Privacy in Education Rights (“SUPER”) Act
Wash. Rev. Code § 42.56.590

Wisconsin Wis. Stat. § 118.125

Wis. Stat. § 134.98
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