


























GrammarFlip Data Security and Privacy Plan

The GrammarFlip Data Security and Privacy Plan (DSP) describes procedures and data handling
protocols that will be implemented to secure data and protect confidentiality. The DSP
complies with relevant laws, regulations, and policies governing the security of data and the
protection of confidentiality, including the Children’s Online Protection and Privacy Act
(“COPPA”) and the Family Education Rights and Privacy Act (“FERPA”). Approaches and
procedures to secure data and protect confidentiality will evolve as new security risks are
identified.

Vulnerability is reduced by limiting the collection and use of personally identifiable data to the
essential data required to utilize services, and this DSP ensures the implementation of
commercially-reasonable measures that are intended to keep personal information safe from
unintended disclosure.

Administrative Safeguards

Appropriate administrative safeguards will be employed to the protect the security of sensitive
and confidential information. It will be ensured that all administrative personnel and
individuals in positions of authority are trustworthy and meet security criteria, information and
information systems are protected during personnel actions, and that formal sanctions for
personnel failing to comply with security policies and procedures are enforced.

Operational Safeguards

Appropriate operational safeguards will be employed to the protect the security of sensitive
and confidential information. Only authorized staff will have access to systems and/or data,
and access security controls will be in place, including but not limited to the following:

- user identification and authentication rules

- strong password requirements

- system messages that explain authorization limitations
- monitoring of system/data use and access




Technical Safeguards
Appropriate technical safeguards will be employed to the protect the security of sensitive and

confidential information. Guidelines to ensure this protection will be in place, including but
not limited to the following:

- Access to documentation is secured and controlled while in use and while in storage.

- All communication is conducted through secure SSL connection.

- Databases are encrypted both in transit and at rest.

- Servers are located in facilities secured by Microsoft’s Azure Platform and adhere to
security policies maintained therein.

GrammarFlip Data Incident Response Plan

Grammar Flip, LLC (GrammarFlip) must protect restricted, confidential, or sensitive data from
breach or loss to avoid adverse impact to its users. This response plan outlines the actions to
be undertaken should any unauthorized access to sensitive data occur.

Upon becoming aware of any unlawful or unauthorized access to user records maintained by
GrammarkFlip, the following primary measures shall be taken:

e A key representative of GrammarFlip will promptly notify affected users of the
suspected or actual incident within 24 hours of knowledge of the suspected or actual
incident having occurred.

e GrammarFlip shall promptly investigate the incident and provide affected users with
detailed information regarding the incident, including how it may affect said users.

e GrammarFlip shall undertake commercially reasonable steps to mitigate the resulting
effects and to minimize any damage resulting from the incident.

The protection of data is a critical business requirement, and GrammarFlip will uphold best
practices and industry standards to ensure the protection of its users’ data and information.
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