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MASSACHUSETTS STUDENT DATA PRIVACY AGREEMENT
VERSION (2018)

Wayland Publie Schools
and

Don Johnston Incorporated

Augusc 17, 2018




This Massachusetts Student Data Privacy Agreement (“DPA”) is entered Into by and between the school
district, Wayland Public Schools {hereinafter referred to as “I.EA™) and Don Johnston Incorporated
{hereinaficr referied to as “Pravider™) on August 17, 2018. The Parties agree to the terms as stated
herein,

RECITALS

WHEREAS, the Provider has agreed or wiil agree to provide the Local Education Agency (“"LEA")
with certain digital educational services (“Services™) as described in Article Tand Exhibit "A"; aud

WHEREAS, the Provider, by signing this Agreement, agrees to altow the LEA to offer school districis
in Massachuseits the opportunity to accept and enjoy the benefits of the DPA for the Services deseribed,
without the need to negotiate terms in a separate DPA; and

WHEREAS, in order to provide the Services described in Artlele 1 and Appendix A, the Provider may
receive or ereate and the LEA may provide documents or data that are covered by several federal
statutes, among them, the Federal Educational Rights and Privacy Act ("FERPA”) at 20 U.S.C, 1232¢
and 34 CFR Part 99, Children’s Online Privacy Protection Act ("COPPA"), 15 U.S.C, 6501-6502;
Protection of Pupil Rights Areridment (“PPRA") 20 U S.C. 1232k; the Individuals with Disabllities
Education Acl (“IDEA™), 20 U.S.C. §§ 1400 gt. geq.; and

WHEREAS, the documents and data transferred from Massachusetts LEAs and created by the
Provider's Services are also subject to several Massachusetts student privacy laws, including
Massacliusetts student record regulations, 603 C.M.R. 23.00, Massachuselts General Law, Chapter 71,
Sections 34D to J4H and 603 CMR 28.00; and

WIHEREAS, the Tarties wish to enter into this DPA to ensure that the Seivices provided conform to the
requirements of the privacy laws referred to above and lo establish implementing procedures and duties,

NOW THEREFORE, for good and valuable consideration, the partics agree as follows:

ARTICLY, I: PURPOSE AND SCOPE

1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to
protect Student Dala (as defined in Exhibit “C") transmilted to Provider from the LEA pursuant
to Exlifbit “A”, Including compliance with all applicable state privacy statutes, including the
FERFA, PPRA, COPPA, IDEA, 603 C.M.R. 23.00, 603 CMR 28.00, and Massachusetts General
Law, Chapter 71, Sections 34D to 34H. In performting these services, to the extent Personally
Identifiable Information (s defined in Exhibit “C") from Pupil Records (as defined in Exhibit
“C"} are transmitted to Provider from LEA, Ihe Provider shall be considered a Schoot Official
with a legitimate educational interest, and performing services otherwise provided by the LEA.
Provider shall be under the divect control and supervision of the LEA. Control duties ave set
forth below.

2, Natuore of Sevvices Provided. The Provider has agreed to provide the following digital
educational services described In Bxhibit “A*,
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3. Student Data to Be Provided. In order to perforin the Services described in this Article and
Exhibit *A", LEA shall provide the categories of data deseribed in the Schedule of Data,

altached hereto as Exhibit “B".

4, DPA Definltions. The definltion of terms used in this DPA is found in Exhibit “C". In ihe
event of a conflicl, definitions used in this DPA shall préevail over terms ysed in all other
writings, including, but not limited to, a service agreement, privacy polictes or any terms of
service.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Propcrty of LEA. All Student Data or any other Pupil Records transmitted to the
Provider pursnant to this Agreement Is and will continue to be the property of and under the
control of the LEA , or o the party who provided such data (such as the student or parent.}, The
Provider further acknowledges and agrees that all copies of such Student Data or any other Pupil
Records transmitied to the Provider, Including any modifications or additions or any portion
thercof from any source, are also subject to the provislons of this Agreement in the same manner
as the original Student Data or Pupil Records. The Parties agree that as belween them, all rights,
Including all inteliectual property rights In and to Student Data or any other Pupil Records
contemplated per this Agreement shall remain the exclusive property of the LEA, For the
purposes of FERPA and state law, the Provider shall be considered a School Official, under the
control and direction of the LEAs as It pertains to the use of student data notwithstanding the
above. The Parties agree that the LEA will be able to access and transfer Student Data to a
separate account as necessary.

2. Pareut Access. LEA shall cstablish reasonable procedures by which a parent, legal guardian, or
¢ligible student may review personally identifiable information on the pupil's records, correct
erroneous Informatlon, and procedures for the transfer of pupil-generated content to d personal
account, consistent with the funclionality of services. Provider shall cooperate and respond
withln ten (10} days to the LEA’s request for personally identifiable information in a pupil's
records held by the Provider 1o view or correct as necessary, In the event that a parent of a pupil
or other individual contacts the Provider to review any of the Pupil Records of Student Dala
accessed pursuant lo the Services, the Provider shall refer the parent or individual to the LEA,
who will follow the necessary and proper procedures regarding the requested information.

3, Scpavate Account. Provider shall, at the request of the LEA, transfer Student Generated
Content to a sepatate student account,

4. Thivd Party Request. Should a Third Party, including, but not limited to law enforcement,
former employees of the LEA, current employees of the LEA, and government entities, contact
Provider with a request for data held by the Provider pursuant to the Services, the Provider shall
redirect the Third Party to request the data directly from the LEA and shall coogierate with the
LEA to collect the required information. Provider shall notify the LEA In advance of a
compelled disclosure to a Third Party, unless legally prohibited. The Provider will not use,

108101 1l




5

1

2.

3.

1,

disclose, compile, iransfer, scll the Student Data and/or any portion thereof to any third party or
other entity or allow any other third party or othicr eatlty to use, disclose, complle, transfer or sell
the Student Data and/or any portion thereof, without the express written consent of the LEA or
without a court order or lawfully issued subpoena, Student Data shall not constitute that
information that has been anonymized or de-ldentified, or anonymous usage data regarding a
stndent’s use of Provider's sctvices.

No Unauthorized Use. Provider shall not use Student Data or information in a Pupil Record for
any purpose other than ds explicitly specified in this DPA,

Subprogessoxs. Provider shall enter into writien agreements with all Subprocessors performing
functions pursuant to this DPA, whereby (he Subprocessors agree to prolect Student Data fn
mantier consistent with the terims of this DPA.

ARTICLE TII; DUTIES OF LEA

Proylde Data Iy Compliance With Layys, LEA shall provide data for the puiposes of the DPA
in compliance with the FERPA, PPRA, IDEA, 603 C.M.R. 23,00, 603 CMR 28.00, and

Massachusetts Qeneral Law, Chapter 71, Sections 34D to 34H, and the other privacy slatutes
quoted in this DPA. LEA shall ensure that its annual notice under FERPA Includes vendors,
such as the Provider, as “School Officials.”

Reasonable Precautions. LEA shall take reasonable precautions to secure usernames,
passwords, and any other means of gaining access to the services and hosted data.

Unauthorlzed Access Notifieatlon. LEA shall notify Provider promptly of any known or
suspected unauthorized access. LEA will assist Provider In any efforts by Provider to investigate

nnd respond to any unauthorized access.

ARTICLE I'V: DUTIES OF PROVIDER

Prlvacy Complisnce. The Provider shall eemply with all Massachusetts and Federal laws and
regulations pertaining to data privacy and security, including FERPA, COPPA, PPRA, , 603
C.M.R. 23.00 and Massachuselts General Law, Chapter 71, Seclions 34D to 34H.

Authorized Use, Student Data shared pursuant to this DPA, including persistent unique
jdentifiers, shall be used for no purpose other than the Services slated jn this DPA and as
authorized under the stalutes referred to in subsection (1), above. Provider also acknowledges
and ageees that it shall not make any re-disclosure of any Student Data or any portion thereof,
including without imitation, any student data, meta data, user content or other non-public
Information and/ar personally identlfiable information contained in the Student Data, without the
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expiess wrilten consent of the LEA, unless 1t fits into the de-ldentified information exception in
Article TV, Section 4, or there Is a court order or lawfully Issued subpoena for the infonmation.

3. Employee Obligation. Provider shall require all employees and agents who have access to
Student Data to comply with all appllcable provisions of this DPA with respect to tle dala shared
under this DPA. Provider agrees to require and maintain an appropriate confidentiality
ngreemnent from each employee or agent wilh access to Student Data pursuant to the DPA.

4. NoDlsclosure. De-identified inforination, as defined in Bxhibit “C", may be used by the
Provider for the purposes of development, research, and improvement of educational sites,
services, or applications, as any other member of the public or party would be able to use de-
Identified dala pursuant to 34 CFR 99.31(b). The Provider and LEA agres that the Provider
cannot successfully de-identify information if there are fewer than {wenty (20) students in the
samples of & particular ficld or category of information collecled, j.e., twenty students Ina
particular grade, twenly students of a particutar race, or twenty students with a parttcular
disability. Provider agrees not to attempt to re-Identify de-identified Student Data and not to

* transfer de-identlfied Student Data to any parly unless (a) that party agrees in writing not to
attempt re-identification, and (b) prior written notlce has been given to the LEA who has
provided prior written consent for such transfer, Provider shall not copy, reproduce or lransmit
any data obtalned under this DPA and/or any portion thereof, except as necessary to fulfill the
DPA.

5. Disposition of Daia. Provider shall delete all personally identifiable data obtained under the
DPA upon termination or when it Is no longer needed for the purpose for which it was obtained,
within thirty (30) days for the data end within sixty-five (65) day for any back-ups, according to
a schedule and procedure as the Partles may reasonably agree, Notliug in the DPA authorizes
Provider o maintain personally identifiable data obtained under any other writing beyond the
time period reasonably needed to complete the disposition. Disposition shall include (1) the
shredding of any hard copies of any Pupil Records; (2) Erasing; or (3) Otherwise modifying the
personal Information in those records to make it unreadable or indecipherable. Provider shall
provide written nolification to LEA when the Data has been disposed. The duty to dispose of
Student Data shall not extend to data that lias been de-identified or placed in a separate Student
aceount, pursuant to the other terms of the DPA. The LEA may employ a “Request for Retum or
Deletion of Student Data” FORM, A Copy of which is altached hereto as Exhibit "D*

6. Advertising Prohibitlon. Provider is prohibited from using Student Data to {a) market or
adverlise 1o students or families/guardians; (b) inform, infiuence, or cnable marketing or
advertising efforts by a Provider; {c) develop a profile of a student, family member/guardian or
group, for any commercial purpose other than providing the Service to Client; or (d) use the
Student Data for the developmeist of conuuercial products or services, other than as necessary to
provide the Service to Clicnt.
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ARTICLE V: DATA PROVISIONS

1. Data Securlty. The Provider agrees to abide by and maintain adequate data secutity measures,
consistent witl Industey standards and technology best practices, to pratect Student Data from
unauthorized disclosure or acquisition by an unauthorized person. The general securily duties of
Provider ate set forth below. Provider may further detail its securily programs and measures in
Exhibit “F" hereto. These measures shall include, but ave not limited to;

e,
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Passwords and Employec Access. Provider shall secure usernames, passwords, and any
other means of galning access to the Services or to Student Data, al a level suggested by
Atticle 4.3 of NIST 800-63-3. Provider shall only provide access to Student Data lo
employees or conlractors that are performing the Services. Bmployees with access to
Student Data shall have signed confidentiality agreements regarding said Student Data,
All employees with access to Student Records shall pass criminal background checks.

. Destruction of Data. Provider shall destroy or delete all Personally Ideatifiable Data

contained in Student Data and obtained under the DPA when it is no longer needed for
the purpose for which it was obtained or transfer said data to LEA or LEA's designee,
according to a schedule and procedure as the patties miay reasonable agree, Nothing In
the DPA authorizes Provider to melntaln personally identifiable data beyond the time
period reasonably needed to complete the disposition.

Securily Protocols. Both partics agtee to maintain securlty protocols that meet industry
best practices In the transfer or transmisslon of any dala, Including ensurlug that data may
only be viewed or accessed by paities legafly allowed to do so, Provider shall maintain
all data obtained or generated pursuant to the DP'A In a secure computer environment and
not copy, repraduce, or transmit data obtained pursuant to the DPA, except as necessary
to fulfill the puipose of data requests by LEA. The foregoing does not fimit the ability of
the Provider to allow any necessary service providers to view or access data as set forth
in Attlcle IV, section 4.

. Employee Tralulng, The Provider shall provide periodic securily lraining to those of its

employees who operate or have access to the system. Further, Provider shall provide
LEA with contact information of an employee who LEA may contact if there are any
secutity concerns or questions,

Securlty Technology. When the service Is accessed using a supported web browser,
Secure Socket Layer (“SSL"), or equivalent techuology shall be employed to protect data
from unawtherized aceess. The service secutlty measures shall include server
authentication and data encryption. Provider shall host data pursuant to the DPA in an
environment using a firewall that is periodically updated according to industry standards.

Sccurlty Coordinator. Provider shall provide the name and contact information of
Provider’s Security Coordinator for the Student Data received pursuant to the DPA.

Subpraocessors Bound. Provider shall entet into written agreementls whereby
Subprocessors agree to secuve and protect Student Data in & manter consistent with the
teims of this Article V. Provider shall perlodically conduct or review compliance
monitering and assessments of Subprocessors to détermine their compliance with this
Atticle,




h, Perlodic Risk Assessment. Provider further acknowledges and agrees (o conduct

perlodic risk assessments and remediate any ldentified sccurity and privacy
vuinerabilities in a timely manner.

Backups. Provider agrees to maintain backup copies, backed up at least daily, of Student
Data in case of Providers system fallure or any other unforeseen event resulting in loss
of Student Data or any portlon thereof.

Audits. Upon receipt of a request from the LBA, the Provider will atlow the LEA to
audit the securlty and privacy measuges that are In place to ensure protection of the
Student Record or any portion thereof. The Provider will cooperate fully with the LEA
and any local, state, or federal agency with oversight authority/jurisdiction in connectlon
with any audit or investigatlon of the Provider andfor delivery of Services to students
and/or LEA, and shall provide full access to the Provider’s facilitles, staff, agents and
LEA’s Student Data and all records pertaining to the Provider, LEA and delivery of
Services to the Provider, Failure to cooperate shall be deeined a material breach of the
Agrecment. Costs for the audit nre the responsibitity of the LEA

2. Data Breach. Inihe event that Student Data is accessed or obtained by an unauthorized
Individual, Provider shall provide notllication to LEA within ten (10) days of the Incident.
Pravider shall follow the following process:
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a. The securily breach notification shall be written in plaln language, shall be titled “Naotice

of Data Breach,” and shall present the information described herein under the following
headings: “What Happened,” *‘What Information Was Involved,” “What We Are Doing,”
“What You Can Do,” and “For Morc Information.” Additional Information may be
pravided as a supplement to lhe notice.

. The security breach natification described above hn section 2(a) shall include, at a

minimum, the following Information:
I, The name and contact Infoimation of the reporting LEA subject to this section.

fl. A list of the types of personal information that were or are reasonably believed to
have been (he subject of a breach,

i, If the informatien s possible to determine at the time the notice Is provided, then
elther (1) the date of the breach, (2) Ihe estimated date of the breach, or (3) the
date range within which the breach occurred. The notification shall also include
the date of the notice.

lv. Whether the notification was delayed as a result of a law enforcement
investigation, if that Information is possible to determine at the time the notice is
provided. ‘

v. A general descrlption of the breach iucident, if that Information is possible to
detenmine at the time Lhe notice s provided.

¢ At LEA’s discretion, the security breach notification may also include any of the

following:




1. Tnfonmation about what the agency lins done to protect individuals whose
Informatton has been breached.

Il Advice on steps that the person whose information has been breached may take to
protect himself or herself,

d, Provider agrees {o adhere lo all requirements in the Massachusells Data Breach law and
In federal law with respeet to e data breach related o the Student Data, in¢iuding, when
appropriate or required, the required responsibilities and procedures for notification and
mitigation of any such data bréach.

¢. Provider further ackuowledges and agrees to have a written incident response plan that
reflects best practices and Is consistent with Industry standards and federal and statc law
for responding to a data breach, breach of security, privacy incldent or unauthorized
acquisition or use of Student Data or any portion thereof, including personally
identifiable information and agrecs to provide LEA, upon request, with a copy of said
wrilten incident response plan. :

f. At the request and with the essistance of the District, Provider shall notify the affected
patent, legal guardian or efipible pupil of the unauthorized access, which shall include the
information tisted in subsections (b} and (c), above.

ARTICLE VI: MISCELLANEOUS

1. Term. The Provider shall ba bound by this DPA for so long as the Provider malntains any
Student Data and is providing services pursuant to a subscription

2. Termination. In the event that elther party sceks to terminate this DPA, they may do so by
mulual written consent and as long as any service agreement or terms of service, to the extent
one exisls, has lapsed or has been terminated,

The LEA may terminate this DPA and any service agreement ot conlract with the Provider I the
Provider breaches any terms of this DFA.

3, Effect of Teyminatlon Suvylval. Ifthe DPA Is terminated, the Provider shall desteay all of
LEA’s data pursuant to Article V, section 1(b).

4, Prlovity of Agreements. This DPA shall govern the treatment of student records in order to
comply with the privacy protections, including those found In FERPA, IDEA. COPPA, PPRA,
603 CMR 28.00, 603 CM R, 23,00, and Massachusells General Law, Chapter 71, Seclions 34D
to 34H. In the event there Is conflict belween the terms of the DPA and any other writing, such
as service agreenent or with any other bid/RFDP, terms of service, privacy policy, license
agrecment, or writing, the terms of this DPA shall apply and take precedence. Excepl as
deseribed in this parageaph hereln, all other provisions of any other agreement shall remain in
effect.

5. Notice. All notices or other communlcation required or permiited to be given hereunder must be
in wriling and glven by personal delivery, facsimile or ¢-mail transmission (if contact
information is pravided for the specific made of delivery), or first class mail, postage prepaid,
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sent ta the designated representatives below.
The designated representative for the Provider for this Agreement Is:

Name ?(th Z 10/ kocwsk: .

Title Phestolent

Adlress 26799 (. (pmmeree Dr. Jeolo 14- GLOOF3
Tetephone Number §i¢ - Filo -OFHG

Email & BH 00t s . 0O

The desiguated representative for the LEA for this Agreement is:

Name Leisha Simon

Title Director of Technology

Address 41 Cochituate Road, Wayland, MA 01778
Telephone Number 508,358.3714

Email leisha_simon@wayland.k12.ma.us

6. Entlre Agreement, This DPA constitules the entire agreement of the parties relating to the
subject matter hereof and supersedes all prior communications, representations, or agrcements,
aral or written, by the partles relating thereto. This DPA may bo amended and the obscrvance of
any provision of this DPA may be waived (clther generally or in any particular instance and
eitlier retroactively or prospectively) only with the signed wrilten consent of both parties.

Neither faifure nor delay on the part of any parly in exercising any right, power, or privilege
hereunder shall operate as & waiver of such right, nor shall any single or partial exercise of any
such right, power, or priviiege preclude aty further exercise thercof or the exercise of any other
right, power, or privilege.

7. Severabllity. Any provision of this DPA (hat Is prohibited or unenforceable In any jurisdiction
shall, as to such jurisdiction, be ineffective to the extent of such prohibitian or unenforceability
without invatidating the remaining provisions of this DPA, and any such prohibitlon or
unenforceability in any jurisdiction shall not Invalidate or render unenforceable such provision in
any other jurisdiction. Nolwithstanding the foregoing, if such provision could be more harrowly
drawn 50 as not to be prohibited or unenforceable in such jurisdiction while, at the same time,
maintalning the intent of the partics, it shall, as to such jurisdiction, be so narcowly drawn
without fnvalidating the remaining provisions of this DPA or affecting the validily or
enforceability of such provislon In any other jurisdiction.

8. Goverping Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF
MASSACHUSETTS, WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH
PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION
TO THR STATE AND FEDERAL COURTS OF [COUNTY OF LEA] COUNTY FOR ANY
DISPUTE ARISING QUT OF OR RELATING TO THiS DPA OR THE TRANSACTIONS
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CONTEMPLATED HEREBY.

9, Authorlty, Provider represents that it Is authorized to bind to the terms of this Agreemeat,
Including confidentiality and destruction of Student Data and any portion thereof contained
therein, atl related or associated Institutions, Individuals, employees or contractors who may have
access to the Student Data and/or any portion thereof, or may own, leasc or control equipment or
facililies of any kind where the Student Data and portion thereof stored, ntaintained or used in
any way.

10. Walver, No delay or omission of the LEA to oxcrcise any right hereunder shall be construed as
& walver of any such right and the LEA reserves the right to exerclse any such right from time to
time, as often as may be decmed expedient.

11. Electronic Signatures The partics understand and agree that they have the right to execute this
Agreement through paper or through electronic signature technology, which is in compliance
wllh Massachuiselts and Federal law governing eléctronic signatures. The partles agree that to
the extent they sign electronically, their electronic signature Is the legally binding equivalent to
thelr handwritten signature. Whenever they execule an electronic slgnature, It has the same
validity and meaning as their handwrillen slgnature. They will not, &t any time in the future,
repudiate the meaning of my electronic signature or claim that their electronic signature is not
tegatly blnding. They agree not to object to the admissibility of this Agreement as an electronic
record, or a paper copy of an electronic document, or a paper copy of a document bearing an
clectronic signature, on the grounds that it is an electronic record or electronic signature or that ]
Is not in 1ts original form or is not an original.

Bach party will immediately request that their electronlc signature be revoked in writing if they
discover or suspect that it has been ar is in danger of being lost, disclosed, compromised or
subjected to unauthorized use In any way. They understand (hat they may also request
revocation at any time of thelr electronic signature for any other reason In writing.

If either parly would like a paper copy of this Agreeraent, they may request a copy from the
other party,

12. Multiple Counterparts: This Agrecment may be exccuted in any number of identical
counterparls. If so executed, ¢ach of such counterparts shall constitute this Agreement. In
proving this Agreement, it shall not be necessary to produce or account for more {lan one such
counterpart. Bxecution and delivery of this Agrecment by .pdf or other electronic format shall
conslitute valid execution and delivery and shall be effective for all purposes (it being agreed
{hat PDF email shatl have the same force and effect as an original signature for all putposes).

ARTICLYE VII- GENERAL OFFER OF TERMS

Provider may, by signing the attached Form of General Offer of Privacy Terms (General Offer,
attached hereto as Exhibit “B"), be bound by the terms of this to any other school district who signs the
acceptance {n said Exhibit.
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[Signature Pfllge Foilows)




IN WITNESS WHEREOT, the partics have exceuted this Massachusetls Student Dala Privacy
Apgreement as of the last day noted below.

- Date: ;i Q S"’té

Title: Superintendent of Schools

WAYLAND PUBLIC SCHOOLS

Printed Name: Arthur Ul

HNSTON TNCORPORATED ‘
3’ Da;e: 8 / ZU }l V
Printed Name; @,{ r” ZIO LKOULSUIIHG Pﬁﬁ{ L>6N T
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EXHIBIT “A*
DESCRIPTION OF SERVICES

Online reading evaluation application

lttps://lenminptoots.dot johnston.com/praduct/npar!
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EXHIBIT “B*

SCHEDULE OF DATA
Cheek Il used . Check [f used
Catepory of Data Elenuents by your Calegary of Data Flemeats by your
syaleni sys{em
. I Addresses of wscrs, Use of Siudenl acheduled courses
T .?ppl'lcll[oMnCIl cookles ele. y Schedule Teacher nanies
Data Onhier spplication technology '
mela data-Please specilys English language earner
Applicatlon Use Meta dala on oser Interactlon ¥ Low incoms status
Statistles with application Medical sleits
} . Seudent disability information
Standardized tesl scores Speclal Indleator {1 goociglized education
R : Observatlon dala services (IEP or S04)
: Ofhee asscsmnrenl delg Please (\ (l‘j"h‘x,"'“:"““’“u)
apechfy: i
peilyReoding frecomimodations et Ifcator omiarion:
3 eenditions : B Pleass spesify:
Student school {daily) . — - —
Altend St;n!‘ 1‘“““ W o , ) Chéckifvsed
udent class attendance data Cafegory of Data Flemends by your
: ‘ 1 syslem
Online communications that
[ leations are capluted (emails, bl Address
entries) ¢ o8 'Sllfldenl .(I:ontul [ Evall
[ Thone
Conduct Conduct of behavloral data :
Local (Sehool district) 1D
Date of Binh number
Place of Birth State 1D numiber
Gender Student Tdentifiens Vender/App assigned snident
Ethnlcity of rnee D number
Detiographkcs | Language faformation | Siudent app username 14
{ustlye, preferred or primacy Studenf app passwords [Y
language spoken by sludent) o
Olliec demographlc Student Name First and/or Last
Information-Plzase speelfy: )
Student school éncolimient Programfappliestion
Student grade level performancs (fyplng
o y Student I App program-studenl {ypsa 60
mu“:'ﬂﬁ""" Performance wpm, reading program- )C
et counselor atudens reads below grade
Speelfic curroalem progrants level)
Year of graduation
Other earollment Academla or extracurricular
Information-Please speclfy: ﬂ::f::ﬂ' hl : grRm welivilies & studeal may
P belong lo ot padiclpate in
“Add
ParentCQuacdi rI:ss Student Survey Studend resporses (o surveys
Contact Information Fl'nl i | Responses oc questionnalres
5 T 5 Studenl génerated content;
. arenl ID number (created 10 wriling, pictures el
PocentiGuardian 10| ok parenis to students) Student work "o_dx::r%_i ok et
Pleass spesily;
Parent/Guardian First and/or Last
Nama ‘Frans¢ript Studanl course prades
Studenl course data
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Cheek Ifused

Check Ifused

Category of Dala Eleruents by your Categary of Daln Elemenis by your
system syafenl
Studenl course Student bus ¢ard ID number
des/performince scores Other tramspontation data -
Other transeript dala -Pledse Pleass spelfy:
apecily:
Pleasa Nl esch addillonal
Student bus asslgnment Other data elenrend wsed, stored or
Tranapadatlon ‘Student phek up nd/or drop colfceted by your applicalion
off Jocalion
14
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EXHIBIT “C”
DEFINITIONS

De-Identifiable Information (DII): De-Identification refers to the process by which lhe Vendor
removes or obscures any Personally Fdentifiable Information (“P11") from student records in a way that
removes or minimizes the risk of disclosure of the identity of the individual and information about them.
The Provider's specific steps to de-identify the data will depend on the clrcumstances, but should be
appropriate to prolect students. Some potential disclosure limitation methods are blutring, masking, and
pecturbation. De-identification should ensure that any information when put together cannot indirectly
{dentify the student, nat onty from the viewpoint of the public, but also from the vantage of those who
are familiac with the individual. Information cannot be de-identificd if there are fewor than twenty (20)
students In the samples of a particular field or category, Le,, twenly students |n a particular grade or less
{han twenly studénts with a particular disability.

NIST 800-63-3: Draft Natlonal Institute of Standards and Tectmology (“NIST") Special Publication
800-63-3 Digital Authentication Guideline.

Personally Identiflahle Information (PL1): The terms “Personally Identifiable Information” or “PII*
shall include, but are not limited to, student data, metadata, and user or pupil-gencrated conlent obtained
by reason of the use of Provider's software, website, service, or app, including mabile apps, whether

" gathered by Provider ot provided by LEA or its users, students, or students’ parcnts/guardians. PII
includes, without limitation, at least the following:

First Name Home Address

Last Name Subject

Telephone Number Enail Address

Discipline Records Test Resulls

Special Education Data Juvenile Dependency Records
Grades Evaluations

Criminal Records Medical Records

Health Records Soclal Security Number
Biomelric Information Disabililies '
Socioeconomic Tnformation Food Purchascs

Political AfTiliations Religlous Information
Text Messages Documents

Student Identifiers Search Activity

Photos Voice Recordings

Videos Date of Birth

Grade Classes

General Categories:

Indirect Identifiers: Any information that, either alone or in aggregate, would allow a reasenable person
to be able to identify a student to & reasonable certainty

Information in the Student’s Educational Record
Tnformation in the Student's Bmail
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Provider; Tor purposes of the DPA, the term “Provider” means provider of digital educational software
or services, including cloud-based services, for the digital storage, management, and retrieval of pupil
records,

Pupll Generated Content: The term “pupil-gencrated content™ means matertals or content created by a
pupll during and for the purpose of education Including, but not limited to; essays, rescarch reports,
portfolios, creative writing, music or other audio files, photographs, videos, and account information that
cnables ongoing ownership of pupil content,

Pupll Records: Means both of the following: (1) Any information that directly rtates to a pupil that is
niaintained by LA and (2) any information acquired directly from the pupil through the use of
instructional software or applications assigned to the pupil by a teacher or other local educational LEA
cmployee,

School Offlcial; For the purposes of this Agreement and pursuant to 34 CER 95.31 (B), a School
Official is & contractor that; (1) Performs an institutional servlce or function for which the agency or
jnstitution would otherwise use employees; (2) Is under the direct control of the agency or Institution
with respect to the nse and maintenance of education records; and (3) Is subject to 34 CFR 99.33(a)
governing the use and re-disclosute of personally identifiable infermation from student records. The
definition of "school officlal™ encompasses the definilion of “authorized school personnel” under 603
CMR 23.02. e

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its
users, students, or students’ parents/guardians, that is descriptive of the student including, but not limited
to, information in the student’s educational record or email, first and last name, home address, telephone
number, cmail address, or other information allowing online contacl, discipline recards, videos, test
results, special education data, juvenile dependency records, grades, evaluations, criminal records,
medical records, health records, sacial securlily numbers, biometric information, disabilities,
socioeconomic information, food purchases, political affiliations, religious information text messages,
documents, student identifies, search activity, photas, voice recordings or geolocation information.
Student Data shail constilute Pupil Records for the purposes of this Agreement, and for the purposes of
Massachuselis and Federal faws and regulations. Student Data as specified in Exhibit B is confirmed to
be collected or processed by the Provider pursuant to the Services. Student Data shalt not conslitute that
information that has been anonymized or de-identified, or anonymous usage data regarding a student’s
use of Provider's services.

Subseribing LEA: An LEA that was not parly to the original Services Agreement and who accepls the
Pravider’s General Offer of Privacy Terins.

Subprocessor: For the purposes of this Agreement, the term “Subprocesser” (sometimes referted lo as
the “Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection,
analylics, storage, or otlier service to operate and/or improve its software, and who has access to PIL

Targeted Advertlsing: Targeted adverlising means presenting an advertisement to a student where the
selection of the advertisement [s based on student information, student records or student generated
content or inferred over time from the usage of the Provider’s website, online service or mobile
appllcation by such student or the retention of such student’s online activities or requests over time.

Thivd Parly: The term “Third Patty” ineans an entity that is not the provider or LEA.
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EXHIDBIT “D*
DIRECTIVE FOR DISPOSITION OTF DATA

[Names or District or LEA] directs [Name of Company] to dispose of data obtained by Company
putsuant to the terms of the DPA between LEA and Provider. The terms of the Disposition are set forth
below:

1, Extent of Dispositlon

Disposition is partial. The categorics of data to be disposcd of are set forth below or are found in
an attachment to this Directive:

[Tnseit categories of data here]

_____ Disposition is Complete, Disposition extends to all categorles of data.
2. Nature of Disposition

__'Disposition shall be by destruction o.r delet.ion (;f data,

___Disposition shall be by a transfer of data, The data shall be transferred to the following site as
follows:

[Insert or attach special instructions.]
3. Timing of Disposition
Data shatl be disposed of by the following dale:

As soon as commercinlly practicable

4, Sigualure

(Authorized Itepreseniative of LEA

Date

5. Verification of Disposition of Data

Authorized Representative of Company Date

10810t 1w




OPTIONAY, EXHIBIT “E”
GENERAL OFFER OF PRIVACY TERMS

1, Offer of Terms

Provider offers the same privacy protections fouad jn this DPA between it and the LEA to any other school
district ("Subscribing LEA”) who accepts this General Offer though its signature below. The Provider agreces
that the information on the next page will be replaced throughout the Agreement with the information specific
to the Subscribing LEA filled on the nexi page for the Subscribing LEA. This General Offer shali extend only
to privacy protections and Provider’s signature shall not necessarily bind Provider to other terms, such as price,
termn, or sclhiedule of services, or to any otier provision not addressed in this DPA. The Provider and the
Subscribing LEA may also agree to change the data provide by LEA to the Provider to suit the unique needs of
the Subscribing LEA. The Pravider may withdraw the General Offer in the event of: (1) a materlal change In the
applicable privacy slatues; (2) a materlal change in the services and products subject listed In the Originating
Service Agrecment; or three (3) yeats after the date of Provider's signature to this Form. Provider shall notify
the LEA in the event of any withdrawal so thal this Information may be transmitted to the Subscribing LEAs.

DON JOF }TONIN RPORATED

BY: | / " Date: CX_ZO][?/ ..
Prinled Name: QJA‘}H U OLKG Wt Title/Positicn: LIO fe{féf DE:WJ— :

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its siguature below, accepls
the General Offer of Privacy Tenns. The Subscribing LEA’s Individual information is contained on the next
page. The Subscribing LEA and the Provider shall thereforc be bound by (he same terms of this DPA.

BY: Date;

Printed Name: Title/Posltion:
SCHOOL DISTRICT NAME:

DATE:

DESIGNATED REPRESENTATIVE OF LEA:

Name

Title

Address
Telephone Number
Email

COUNTY OF LEA:
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OPTIONAL: EXHIBIT “I*
DATA SECURITY REQUIREMENTS

Having robust data securlty policies and controls In place are the best ways to ensure data privacy. Pleass
answer the following questions regarding (he security ineasures in place in your organization:

L. Does your organization have a data security policy? }(Yes o No

If yes, please provide it.

2. Has your organization adopted a cybeisecurity framework to minimize the risk of u data breach? If so
which one(s):

SO 27001/27002
CIS Critical Security Controls

NIST Framework for Improving Critical Infrastructure Security

& other: Panetration Taeﬁhg by Thivd Qtrﬁ/

3 Docs your organizatlon slore any customer data outside the United States? o Yes @No
4, Docs your organization encrypt custoiner data both in transit and at rest?  Yes o No

5. Please provide the name and contact info of your Chief Information Security Officer (C1SO) or the
person tesponsible for data securily should we have follow-up questions,

Name: Keum J;h nsbm

Contact information: 4;’?@1 @ Aa? Fdh ﬂSZ'D_ﬂ Lo

6. Please provide any additional information that you desire.
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Securlty ahd Privacy Procedures

Introduction

Don Johnston Incorporated [0Jl) takes Pavacy and Securlty serlously, We axpact slafl te be knowledgeable
slowards lo our cuslomers and {o the bsers of our tools. We expect each slaiff member to be knowledpeable
dighal cltizens and Lo protect customer sl sludent informalion.

Our Promise to our Customars:

4. Wa lroat your privacy Iike we would want oujs lreated. If you asked us If we would personally use a lool
olrselves, as well as with our own childron {or studentls), If It adhered to tha following privacy policy... the
answer would be "yes”

2. We ore commilled {o makdng owr privacy practices lransparenl, We want you to know exaclly what
Informalion we collect, why, end how ItIs used. If any questions arlse, gel In touch, we are happy lo go
into more delall.

4. Swudenls' data should ba used solely for educalional purposes {not for adverlising, scillng to, or
finonclally profiling from such data).

4. "We toke the security of your ddla serdoysty, We haye edinlitlstrative, 1eclumiog!cal and physical
safeguords as well as procedures lo secure your dela and privacy.

Security Process Management

Organizational Safeguards

1. Roles

a. Presldent; Rulli Ziolkowskl
Responsibliities:
Responslbla for Company‘s vislons and cullwre related to Privacy and Securlly, Provide
back-up for Chief Privacy Ollicers.

L. Clilef Privacy Officar-Software as a Setvice: Kevin Johnston
Rasponsibllitles:
Responsible for all privacy and security policles and procedures for D) Services. Lead
archltecture of servicas so that we can provide the best privacy and securlly possible,
Monller COPPAJFERPA and other state leglslation In order to meet the needs of our
customers and users, Create aiid monllor Terms of Setvice and Privacy Policles for our
seivices. Monltor third parlies for compliance with pollcles and proceduras, Act as first
resporxder n case of a reportad breach for DJl services.

Dan Jehnslon Inoorporsted  800-990-1080 kegui@denjohnsion.com Paga § Lasimodifod Apil 24, 2010
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c. Chief Pilvacy Ofiicer-Markeling/Sales: Ben Johnston
Responsibliities:
Responsible for sll privacy end securlty policles and procedures for DJI Sales &
Marketlng. Monltar practices comply with permisslon markeling. First responder In case
of & reported brench for our wehslte/markellng. Responisibie for communicating
Prvacy/Securlly policles and Issues to customers.
d. Internal IT Systems: Roxine Taylor
Responslbllitles:
Interrial IT Infrastructure & Systems Management. Contracls with third paily annually 1o
audit our IT infrastructure, Responsible for dally monitoring and management of network,
servers and systems whlle implamenting perodic securly audlts and updates. Creata
procedures for guarding egalnst, detecling, and reporting maliclous softwarelvruses on
Internal servers and systems,
All Managers
Responsibllities;
Bulld a culture of security and privacy. Proactively inanage depaitment with checks and
halances. Ongoing continuing educolion provided. Relnforca contpany policies and
proceduras,

e

Sacurily Awareness and Trafning
Conducted annually 10 all staff and third party contractors.

- Included in New Employae Orientatlon Tralning.

" Ongolng securlly ewarenass s pait af the DJI eulture. Managers traln as needed within

department noeds,

. Securily Incldent Procedures

Sea Breach Procedures below

. Human Resourca Pollcles

Employaes slgn Confldantiallly Agreement as wel! as Employee Handbook Policy agresments.
Pollcies ate aligned and conslstant for privacy and securlly measures, Disciplinary procedures
are oullined |n Employes Handbook. Background checks ore completed for all employees snd
new eniployees.

. Risk Managemenl/Anelysis

A formo! onnual risk nssessment Is conductad every January. Goals Include evalualing privacy
threals for the organlzation, business partners end customers, This Indudes ) Identfi¢atlon of
tIsks to Parsonally Identilable mformation (P, (i) assessing the lkellhood and potentlal
damage of such Hsks, taking Into account Lhe sensitivily of the Pi (i) Identifying Intainal and
axternal threats that could resuit In & Breach and [Iv} taking appropyiate protection agalnst such
Informally, Hsk assessment Is engolng and Includes:
I Review key roles and permlsskon lavels, policies arxl separalion of dutias for
checks and bslances.
i, Review miligation conlrots deslgned to prevent and detect unauthorlzed nccess,
theft, or misuse of sensllive data
i, Review securlly controls, such as encryplion of sensitive dala in molion and al rest
{whete feaslble);
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Iv.  Review data destruclion policies, to minimize the risk of data breaches lrough
unauthorized acceass o archived medla or computers that are no longer In use,

6. Redundancy and Conlinully
All of our Instances are hosted by Amazon Web Services (AWS), which have, al minimum, a
99,95% upllme, ’
Wa use auto scaling to Improve avallabllilly as Inslances are scaled up automalically when
demand splkes, Impalred Instances end/or unhealthy spplications are also replaced
autoratically.
Application updates end upgrades are deployed with zero downtinie.
7. Conlingency Plan
Data Backup Plan - Backups are performed at schedulad Inteivals and stored in gecgraphically
discreta reglons. They are secured by AWS and ore enciyplad using the AES-256 algodthm.
Access Is limited uslng S5H keys,
Dlsaster Recoveiy Plen & Emergency Mode Operatlon Plan
I, Backups may be restored In geographically discrela regions In the event of &
disasler affecting the orlginal reglon.
il. The tools ate also deslgned, ehce logged I, to work offline so even scrver
dewntime wiil not alfect usage of tha 1ools.

8, Work with Third Party Business Assoclales
Third Paity Associates are expécted la:
Comply with all Secunlty Pollcles and Procedures.
Particlpate In Tormal ennhual risk assassment.
All activity of third panty assotigles Is monltored.

9. Evaluallon
Polley Is raviewed annually. Policles are updated as new leamings, procedures and regulalions
chainge,
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Learning bs for Life'”

Tachnologleal Safeguards

1. Localloh

a. All datals located In geographically discrete [ocations within the Unlled States.

b, AWS hosls all date, and is an 1SO 27001 cerdifed provider. In the event thal payment (s
pracessad onling, we use Stipe, a PCI Sarvice Provider Leve! 1, to process such
paymenls,

Oata at Rast - All dala at rest Is encrypted with AES-256 enctyption olgorithm.
Data in Transil - All data belng transmillled Is prolected with Secure Sockel Layer and password
hashing.
4. DJ Dala access
a. Access s limied using AWS Identily and Access Management pollcles.
b. Access s futher secured using ptiblic-key encryplion andfot Two-step aulhoilzation.
¢. Data access Is (imited by Job roles, and just the essentlal data to perforni one’s job
funclions Is made avallable 1o individuals,
d. All access Is logged.
. [ncldent Investigations
0. A Securlly Informallon and Event Management (SIEM) overlay Is used lo Invesligate and
monltor security Instances ongolng.
. Perlodic securlty sudlls - Audils are performed on a pedodic basls and when:
o, There are changes In the organkzatich (su¢h as pecple Ieav]ng)
b, ¥¥hen services are addad or removed
¢. When sofiware Is added or removed
d. Whenever suspiclons of unaulhorlzed access may have occurred
7. Lostar Stolen Equipmidnt
a, Inthe event that hardware [s lost or stolen, access Is managed by AWS Identity and
Access Management JAM), and all access Is Inmediately revoked.
b, No dala Is aver kept locally or oulslde of AWS,
¢. Logs ara kept on oll actions and resources accessed, Logs are monitored for any
unoulhotlzed access,
d. Securlty sudit will be peidormed,

@n

o

o

Phystcal Safeguards

1. All dato Is kept on AWS (Amazon) servers.

2. AWS has the most stringent physlce! safeguards that has eamed It ISO 27001 compliance, &
Departnient of Defense (mpecl Level 4 Provisional Authotlzation, over 400 Natlonal Institute of
Standards and Technology securlty controls, and a PCI DSS Level t cedlfication among othar
secuiily standards,
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Breach Procedures:

Anyona can repoH a suspected breach. Services are constantly monltored for breaches. Suspected
breachas refated to DJi Services are reportad diraclly ta the Chlel Privacy Qfficer for Sollware as 8
Service, Suspected breaches related to Don Johnston markeling, webslte are reported direclly to the
Chlef Privacy Officer for Marketing/Sales, This stails the Identlficallon Phese of Incldent response. The
Identification Phase hes as its goal the discovery of potential secuily incldents and the assembiy of an
Incldent technical response team that cah effectively contaln and mitigate the Incldent.

Cnea the lssua Is Kantiled as a breach sifacting privacy and information Is avallable, lhe Chlef Privacy
OHtcer will work with the company President ord VP of Morketing to communicata both internally and
externally. The President will contact and work with our Business Insurance Providar. Individual
customers and parents or consumers who have set up accounls directly will be communicated through
the web seivice, Schools who have purchased organlzstional accounts will have all Information
directed to the key license contacl, To help with communication, we will provide Informatlon and
language to inform parents.

Chlaf Privacy Ofilcer and President will also determina whethar le notify the aulioritlesfiaw
enforcement (situallon depandent) Chief Privacy Officer and President will consult our legal counsel to
axamine any applicable federal, state, and local breach raporting requirements to determine which
addlilonal authorlties or enlllies must be nollfied In order to sallsfy compllance regulreients. Chief
Privacy Officer and President will sesk Involvement of law enfercemen! when 1hare Is a reason lo
belleve that a crime has been commiltad of to malntain campllanca with federal, State, or locet legel
requiremants for breach notlilcation. Chiaf Privacy Offlcer and President will determing responsibliity
and roles in communlcation, Any sltualion will be added to the Risk Analysis and Mitigation for ture
policles/procadures for risk inltigation.
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