Montana Data Privacy Agreement For use with vendors providing student record
management services and online applications utilized to deliver services to students.

|. PARTIES:

Il. PURPOSE:

lll. TERM OF AGREEMENT,
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voice recordings, gr geolocation information.

“‘Confidential Information” means information, not generally known, and
proprietary to the Contractor or the School District or to a third party for whom
the Contractor or the|School District is performing work, including, without
limitation, information concerning any patents or trade secrets, confidential or
secret designs, processes, formulae, source codes, plans, devices or
material, research and development, proprietary software, analysis,
techniques, materials |or designs (whether or not patented or patentable),
directly or indirectly useful in any aspect of the business of the Contractor or
the School District. Confidential Information includes all information which
Contractor or the Schaol District acquires or becomes acquainted with during
the period of this Agreement, whether developed by Contractor, the School
District or others, whith Contractor or the School District has a reasonable
basis to believe to be Confidential, such as data that is personally identifiable
to an individual student and information within the definition of “Education
Record.” The parties dgree that the following will be treated as “Confidential
Information™: (i) all database information (“Data”) provided by or on behalf of
the School District to Gontractor: (it) all information provided by Contractor to
the School District peftaining to the Services; (jii) all information which is
labeled as such in writing and prominently marked as “Confidential,”
“Proprietary” or words| of similar meaning by either party; or (iv) business
information of a party which a reasonable person would understand under the
circumstances to be copfidential.

V. WORK PRODUCT — OWNERSHIP:

Unless otherwise noted in this agreement, all work product completed in
whole or in part under this Agreement, including but not limited to records,
reports, documents, pleadings, exhibits and other materials related to this
Agreement and/or obtained or prepared by, or supplied to Contractor in
connection with the performance of the services contracted for herein shall be
confidential, shall not be discussed or otherwise disseminated by Contractor
without the authorization of District, and shall remain the exclusive property of
District. Contractor shall return all such work product to District upon
termination or expiration of this Agreement. Contractor further agrees to
supply a copy of all documents prepared or maintained in an electronic format
to District in such electronic format.
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Parents/guardians or ¢ligible pupils may ask the School District to transfer
possession of personal information held by the Contractor to the pupil.
Parents, guardians, or pupils should submit to the school principal written
request identifying the information they wish to transfer. Contractor will
cooperate with the Sg¢hool District to accommodate any transfer request
including providing options by which a pupil may transfer pupil-generated
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necessary for performance of this Agreement. Any such confidential
information and copigs thereof made by a party, or any representative of a
Party, shall be completely and promptly destroyed at the conclusion of
contract performance subject to this Agreement

Upon termination or gompletion of the Services hereunder, upon request of
the School District, Gontractor will delete the School District's Confidential
Information as housed in the Contractor production database(s), provided that
Contractor may maintain archival copies for audit purposes and dispute
resolution purposes |and Contractor may retain copies of Confidential
Information on back-up media in which such Data is co-resident with other
employment and income data. Contractor shall remain under its contractual
obligation of confidentiality and security to the School District and such
obligations shall survive termination of the Agreement. This Section shall
survive the termination| of this Agreement.

Contractor may use d¢-identified Data for product development, research, or
other internal purposes. De-identified Data will have all direct and indirect
personal identifiers removed. This includes, but is not limited to, name, ID
numbers, date of birth, demographic information, location information, and
school ID. Furthermore, Contractor agrees not to attempt to re-identify de-
identified Data.

Contractor is prohibited from mining the School District's Data for any
purposes other than thpse agreed to by the parties. Data mining or scanning
of user content for the purpose of advertising or marketing to students or their
parents is prohibited. Apy and all forms of advertisement, directed towards

children, parents, guardians, or District Employees will be strictly prohibited
unless allowed with express written consent of the District. Contractor shall
not use information to amass a profile about a pupil, except in furtherance of

K-12 school purposes. Operators shall not sell a pupil's information to
unauthorized third parties.

4

Contractor will not change how School District Data are collected, used, or
shared under the terms of this Agreement in any way without advance notice
to the School District. This Agreement is the entire agreement between the
School District (including all District end users) and the Contractor. All other
agreements or understandings, whether electronic, click-through, verbal or in
writing, with District Employees or other End Users shall be null and void.
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and technical safeguards to: 1) ensure the security and confidentiality of PII
and Confidential Information; 2) protect against any anticipated threats or
hazards to the security or integrity of Confidential Information; 3) protect
against unauthorized access to or use of Confidential Information that could
result in substantial harm or inconvenience to any customer or to any School
District employee and/or student; and 4) dispose of PIl and Confidential
Information in a secure|manner.

VIIl. DATA BREACHES;
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IX. LEGAL COMPLIANCE AND NON-DISCRIMINATION:
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present on District property, behave in a manner appropriate to a school
setting. Contractor shall discipline or terminate the employment of any of
Contractor's employees performing services under this Agreement for
engaging in any conduct inappropriate to a school setting, including, but not
limited to, being under the influence or in possession of alcohol or any
controlled substance while on District property; use of foul language; bullying
or harassment of Disfrict students or staff: or such other conduct deemed
inappropriate by the District. The District shall have the authority, in the
discretion of the District Superintendent, to prohibit Contractor from permitting
any employee to perform services under this Agreement based upon one or
more instances of employee misconduct as described herein.

XIl. TERMINATION PRIOR TO EXPIRATION OF CONTRACT TERM:

This Agreement may pe terminated at any time prior to expiration of the
contract term by mutual agreement of the parties in writing. This Agreement
may be terminated unifilaterally by either party for cause or noncompliance
with the terms, conditions, and requirements set forth herein, provided,
however, that the nopcompliant party shall first be entitled to a written
demand for compliance and a reasonable opportunity to cure any
noncompliance therein fidentified. Failure to cure any identified noncompliance
within 20 days of receipt of written demand shall constitute a material breach
of this Agreement, ang shall entitle the non-breaching party to immediately
terminate this Agreement. All parties subject to a contract voided under this

subdivision shall return all pupil records in their possession to the school
district

XIll. ENTIRE AGREEMENT, MODIFICATION, AND WAIVER:

This Agreement embofdies the complete agreement of the parties hereto,
superseding all oral and written previous and contemporary agreements
between the parties. Np alteration or modification of this Agreement shall be
valid unless evidenced by a writing signed by the parties to this Agreement. A
waiver of any term or condition of this Agreement or breach of this agreement
shall not be deemed a waiver of any other term or condition of this Agreement
or any part hereof or of any later breach of this Agreement. Any waiver must
be in writing each time a waiver occurs.

XIV. SAVINGS CLAUSE:
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submit a dispute to arbitration but the default dispute resolution shall be

litigation. Contractor s

ipulates that the School District is a political subdivision

of the State of Montana, and, as such, enjoys immunities from suit and liability
provided by the Constitution and laws of the State of Montana. By entering
into this Agreement, the School District does not waive any of its immunities
from suit and/or liability, except as otherwise specifically provided herein and
as specifically authorized by law. In any adjudication under this Agreement,
reasonable and necessary attorneys' fees may be awarded to the prevailing

party. The parties ag

knowledge that, as a public entity in the State of

Montana, the School District and entities contracting with the School District

must comply with the g

pen records laws of the State.

I have read this Agreement, understand its terms, and agree to be bound
thereby. DATED this 20 day of April , 2022

Year

Date: 04/20/2022

Ron Christian . Contractor

Title/Position: President

Company Name: Scribbles Software

Company Address: 10617 South

ern Loop Blvd

Pineville, North

Carolina 28134

Company Phone Number: 962-7

298-2619

Company Website: WWW.Scrik

soft.com

a%ﬂ%

— S 2
Date: 7799!/ Jo 22—
, Board Chajr Billings Public School District
ATTEST: ¥ Moy
C_//.5 0 %\.F Date: l7[/ }2(/ sl o -
, District Clerk Billings Public School District
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The Subscribing LEA and the Prd
bound by the same terms of this

BY:

vider Scribbles Software

shall therefore be

DPA.

Date: 04/20/2022

Printed Name:

Title/Position:

SCHOOL DISTRICT NAME:

DESIGNATED REPRESENTATIVE OF LEA:

Name

Title

Address

Telephone Number

Email

COUNTY OF LEA:
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