CALIFORNIA STUDER

AGREEME

VT Version 2.0 {Septeniber 26, 2018)

School District/Local Education Agency:

Los Alamitos Unified School District

Provider:

Parchment Ine,

Datex

Ostober 3id, 2019



‘his California Student Data Privacy Agreement (“DPA™) is enfered into by and betwoen the
Los Alarnitos Unifisd School Disfrict

“yand: Parchmeht inc. |
) o Oetober 3rd, 2019 + The Parties agree to

RECITALS

R -AS, tha medef has &greed to pzowde the Lcoal Ed """twn A ney {(“LEA™) with cerfain:

the Serﬁﬁeé desmbed,herém, Wiﬂmui the ricsd to negotiate ters ina separate DPA. o
NOW THEREFORE, for good and valuable consideration; the parties agree as follows;
ARTICLE I: PURPOSE AND SCOPE

1. Purpose of DPA. The purpose of this DPA is to deseribe the duties and vesponsibilities to
protect . smtieﬁt data transxmtteé to PII)Vldf:I ff‘ﬁm LEA pursuant to the Servme Agreement

p 1]
Ir otfnitig these services, “the
fegitimate educations! interest, and perfor Aing. , S8 PR
With re o the nse and maintenance of S‘{huﬂm Daaa Pm..ider shali be undcr the direct
c@n’trol anid supervision of the LEA.




2. Nature of Sevviees Provided. The Provider has agreed to provide the following digital
educational pro tiets and services described below and 4§ fay be fither outlinéd in Bxhibit “4”

hereto:
Slectronic Transcripts, Gradugtion Vetification;, and Immunization

3. Student Data to Be Provided. The Parties shall indicate the categories of student data to be

provided it the Schedule-of Data, attached hereto as Bxhibit “B”,

. The definition of terss used in this DPA is found in Bxhibit“C?, In the event
sitions used in this DPA shall prevail aver term used in the Service Agreement,

 AND AUTHORIZED ACCESS

days froprl
by the Provid
mdwldual cg

mcessaryand ﬁmpﬁr pmcedures regafdmg Eﬁe' requested mﬁmﬁa_mon

Se arate Accoung_ 54 pupzl g' 'nerated content 1s storeﬁ or mamfamad by the Prﬁwder as part Gf

severable ﬁ:ém f.he Ssmce

Third Party Reqiest. Should a Thisd Pariy mciudmg taw enfercement and gavermnent

entities, contact Provider with a request for data held
the Provider shall redirect the Third Party to requ & data dn‘ectly ﬁ:ﬁm the LEA Pmmder-
shallnotify the LEA in advance 6f 8 compelled disclosure fo a Third Party.
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Sfudent ata 10 1 mply w:th. all apphcablﬁ pmwsmns c}f "ih_ 3 D?A Wrih respect o the: data shared
wnder the Service Agreement,

. Nﬂ }}Esclasure De-:&dent;ﬁed mfaﬂnatlen may be. used hy the vazder for the purpeses of

99 31(b) Prov et agrees nat to attempt ﬁ) f 4 1dénﬁfied Student T Data and not t@
fransfer de-identiffed Student Déta. to any party unless (a) that parcy sgiees in wiiting: ot to

i



abtained 'ﬁnder the’ Servma Agraemant and/or' any_ p@rtwn thersof, emept a;s-necessary to ﬁjlﬁll
the Service Agreement.

1. Bata Secnﬂ';: The Provider agrﬁes todbide by and maintain adequate data Security measvres
Sy Stat d Fech ; 3, 107 prot ot Student Pata from
unauth@nzed dlsciﬁsure ot acqmsmon by an unauthorized persori. The peneral Secutity duties of

g



set. forth below:. S Ay ﬁgfther dctaﬂ rts scauri__ty pmgmms and measures i

.Eéf. 1der s Smurﬁy G@érdma*mr (fm;ﬁ "Student Data 18 Wed pursuant to the
Servite Agresient,

g. Subprocessors Bound. Proyider shaﬁ enter mte Wntteﬂ agreergents whereby

Subprocessors aghee 1o:s tudent . :
the terms of this Atticle V. .Provzder :shaﬂ periodlcally cenduct or rewew conphiance




momtermgﬁ and assessments of Subprocessots to determine their comphance with

| datefm meatthe txma the nﬂm:e i prmnded

€ At LEA’s discretion;, the security breach notification whay-alse inelude any of the
following:

i Information about what the agency lias done to protect individuals whose

information has beeti breached. ) S
H. Advice on steps that thie petson whose inforiation has been breachied may take to

protect himself or herself.

d. Provider agrees to-adherc to all requirements in applicable State and in federal Jaw
with respect to a data breach. related to the Student Data, including, when.appropriate
of reqau"edm the requ ibilities and pmcedm:as for mnotification and

mitigation of any such data breach.




on msmd Exhibit, Tﬁe Fm:m is lnmteﬂ {)3:? the: iems and -candmem described ﬂ:{&fem-

& Provider further acknowiedges :and agrees to have a written mcldent respome plan
that re‘ﬂec:ts bestp ' f with. mdu ; né :

Zeg ss, and siich, ass.lﬁtanca Is 11(5#; unduly
er sh 18 n, tlfy tha aﬁectéd parent, Iegai guardxan or

use of the: Service, Provider shall
,_1t1ws1y secure Stident Dyata.

ARTICLE VII: MISCELEANBOUS

2. I

Tel‘m The @Vléer Sﬁﬁﬁ bﬁ” b{mnd b}' ti:ns BPA fOI’ the dugation of the Service Agresiment of 5o

shail have ﬁm zfgh o ermmate ths BP& and Serwce Agraemfmt in i:he event of ' inatenal
bteach of the tertms of this DPA.

Effect of Termination Swurvival. If the Service Agreement is terminated, the Provider shall
destioy all of LEA’s dafa pursuanit to Article V, section 1(b), and Article I, section 3, above.

Priority of Agreemients. This DPA shall govern the weatment of swident data in order to comply
with privacy protections, including those found in FERPA and all applicable privacy statutes
identified tn this DPA. In the event there is conﬂmt batween the DPA and the Service
Agreement, the DPA shall apply and ke precedence. Except ag desceribed in this paragraph
therein, all other provisions of the Service Agreement shall remain in effect.

Notice. All nistiees or other commuriication réquited or permitted to be piven herender must be
in writing and given by personal delivery, or e-mail transmiission (if eontaet information is

%



provided for the specific: mode of delivery), or firstclass mail, postage prepaid, sent 1o the
desxgna*ted representatives before:

a. Designated Representatives

The desighated répreseritative for the LEA. for this Agreement ds:

‘The designated representative for the notice of acgeptance o the General Ofter of Privacy Terms is:

Title:

Centact Information:

6. Entire Asreement. This DPA constitutes the enitive agteement of the patties relating to the
S’U.bjecf. matter hereof and supersedes all prior comnyanications, representations, or agreenients,

3, by the pa ating thereto. This DPA may be amended > pbgervance of

any prews_ o1 @f this DPA may be waived {either generally ot in any pasticular instance and




OUT OF OR RELATIN
CONTEMPLATED

any Way I’m,tde:r agreeslthat any purchaser of the Pmmder shail alss be.%uné 1o the
Agreement,

[Signutiure Page Follows)
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IN WITNESS WHEREOF, the partics have executed this California Student Data Privacy Agreenient
as of the last day noted bélow.
Provider: Parchrent inc.

BY: /éaémtgl. Collattz Date: 19712019

Prinfed Name: RoPertJ. Colletll pyy o ition. President & CFO

Local Education Agency: | as Alamitos Unified School District

i'd %_—ﬁate _ ‘/ O/ f/ 5— B
f 4

) .. Direstorof information Tachnology
 Title/Position: _

Printed Name:

Neote: Electronic signntuie woi permitied.

11



typesmcluie iranscnp‘tl-:- gradua‘tien versf‘ caticn, and it umzaisan recofds
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SCHEDULE OF DATA

Bata

Category of |

Elements

- Appfmatmﬂ

| Adsessment

- Attendance

atfcndance

Commumications

Oiﬁlne |

communications]

(emaﬁs biocx
_enfries)

13

| Enrcllment

Year af

_ Piease spemfy A

Contast

PEERCmdn |

Address

 Fmail

Information.

- Ph(me _x




Guardian Name |

- Schedule

| Studert Nagne |

- Indicator

y

| Responses

W i

- Contact | At .
Information ¢  Pheng

§<

- Student work

Student Letal (School % .  ier ”

Identifiers | distric}ID 7 :

| Other student |
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| Student course’ |,

| Transcript

| Othier

OTHER: Use this box, if more space needed.

1%




AB 1584, Buchanan: The statutory designation for what is-now California Education Code §49073.1,
refatmg to pﬂpﬁ BECoRds.

Operator: The perator
'anhne appitcatmn,. or :




Agreamem' ‘

Seryice Agreement: Refers to the Contract or Purchase Order to which this DPA supplements and

pmvxée:rs addresgmg real~w0rid, adaptaMe and implementable o
Coneems.
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e o1t : i Rher thar - Pr zder .who ,rov,{der uses far data c@llactmn,
-anaiytwsﬁ storage, or @ﬂaer service t& ‘operate andlor i 1mpr0ve its: software, and who has aceess to PIL

argeted Advertising: Torgted advertsing means pe
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EXHIBIT “D”

Par«chment Inc. io

of the Service Agreement

fﬁﬂmmng dai:&,

reially

by Authﬁrized Representatwa‘af va:lder
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EXHIBIT *g»

1.0ffer of Torms

LEA thay also apres t
umqﬁe nésds of the

sviobet Q. Collitts __ vas 1072019
PreS|dent & CFO

7.
Printed Name:_Robert ). Coletl Title/Position:

2. Subscriblig LEA

shali fher fer ‘be

Subscnhmg LEA

Priged Naie: Title/Position;_____

Name:

Tithe:

Fmail Address:

B



HIBIT “F” DATA SECURITY REQUIREMENTS

[INSERT ADDITIONAL DATA SECURITY REQUIREMENTS HERE]

OBE1S-00001/A 38 T
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