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This Utah Student Data Privacy Agreement ("DPA") i!> <mlered in10 by uad between the Provo 
City School District (hereinafter referred 10 as "LEA") ond Zyantc Inc (hcrcinnl\er referred 10 as 
"Contractor") on November 20, 2019. The Patties agree to 1he t.eTmS as stated herein. 

RECITALS 

WHEREAS, the Comractor has agn,--ed 10 provide the Local Education Agency ("LEA") with 
c.enain digital educational services ('·Services") pursuant to a contract dated 
("Service Agreement"): and 

WHEREAS, in order l0 provide the Services described in the Service Agreement. the Conu-actor 
may receive or create, and the LEA may provide documen1s or dau1 1hat are covered by several 

.
federal statutes, an1ong 1hem, W.e Family Educational Rights and Privacy Act ("f'ERPA . ) at 20 
U.S.C. 1232g (34 CFR Part 99), Children's Online Privacy Protection Act ("COPPA"), 15 U.S.C. 
6501-6506; Protcclion of Pupil Rights Amendment ("l'PRA") 20 U.S.C. 1232h; and 

WHEREAS, the documents and data traosterred fTOm LEAS nod crealed by the Conlrnclor's 
Services arc also subject to Utah scare srudent p:rivacy laws. including the U1ah Studcnl Data 
Protcclion /\cl UCA Sec1ion 53E-9; and 

WHEREAS. for the purposes of this DPA, Contraclor is a school olli,cial with legitimate 
educational interests in accessing Edl1ca1ion Records pursuant lo the Service Agreement for the 
limited plU'poses of this DPA; and 

WHEREAS. lhe Parlics wish to enter imo this OPA 10 ensure that the Service Agrccmcm 
c.ooforms to the requirements of the privacy laws referred to above and to establish implementing 
procedures and duties; a.nd 

WHEREAS. the Contractor may. by signing the --General oner of Privacy Terms" (Uxhibit •·E"), 
ag«-e to allow other U5As in Utah the opportunity 10 acce.pt and e1Jjoy the beaefi1s of this DPA 
for the Services described herein, without the need to negotiate tem1s in a separate DPA. 

NOW THEREFOREt for good and vahulble consideration, the partjes agree as follows: 

ARTICLE I: PURPOSF. AND SCOPE 

J. I!ur.posc of OPA. The purpose of this OPA is to describe the duties and re$ponsibilitie.s 
to protect s1udent data cransmitted to ContnlCl0r lirom LEA pursuant to the Servic.e Agreement. 
including compliance with all applicable stc1tutes. including the FER.PA, COPPA, PPRA and other 
applicable Utah State laws. all as may he amended from time to time. In perforn)ing these 
services, the Contractor shall be considered a School Official with a legitimate educational 
interest, and performing services otherwise provided by the LCA. \Vilh respect to the use and 

maintenance of StudenL D�ta, Contractor shall be under the direct control and supervision or the 
LEA.
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2 IS:Uurt of Serl'h-es Pcorided. ll1e Contractor has agreed to provide digital educational 
products and services outlined in Exhibit ·'A". 

3. Student Ila.ta to Be-Pro,1 ided. The Parties shall indicate the categodes of studem da1a to be 
provided in the Schedule of Data. auachcd as Exhibit.�·B'�. 

4.. Oe:A. Definitions. The definition of terms used in d1is DPA is found in F:xhibil "C". 1n the 
cvcm of a conflict, definitions used in this DPA shall prevail ovel' te.rm used in the Service 
Agreement. 

ARTICLE II: DATA OWNERSHIP AND AUTHORIZRl> ACC�;ss 

1, Student Dara Prt).Jlel:ty. of I ,EA. AU Student Data transmined co the Contrac-tor pursuant to the 
Service Agreement is and will continue to be the propcny of the student 

2 enrent At::ccss. The LEA shall establish rea..••mnabfe procedures by which a parent, legal 
guardian. or eligible smde.nt may request lhe opportunity to inspect and review Studem Data in 
the smdent's records. and seek to ame.nd Srnde.nt Oma rhat are inaccunue. misleading or in 
violation of the student's right of privacy. Contractor shall respond in a timely manner (and no 
later than 45 days from the date of the request) to the LEA 's request for Student Data in a 
st11dent's records held by the Contractor 10 view or correct as necessary. Jn the event that a parent 
of a student or other individual contacts the Contrcu,::lor to review any of the Smdem l)aca accessed 
pursuant to the Services, the Contractor shall reter the pare11t or individual to 1he LEA, who will 
follow the necessary and proper procedures regardi:ng the reques1ed information. 

l Third Pat:Q'�Rt.Q.u.ts.t. Should a Third Party� including law e11forcemen1 and government
entities., request data held by the Contractor purst1a11t 10 the Services Agreement the Contractor
shall redirect �,e Third f>a,ty 10 '°''"""' the data directly from the l,1;,A. Contractor shall notify the
LEA in advance of a compelled disclosure to a Third Pa,·ty. Contrnc1or shaJI share Student Data
with law enforc.emem if required by law or court ol!'der.

4. Su.b.:.ptn<:essors. Contractor shall enter into written agreements with all Sub-processors
performing Cunctions pursuant to the Service Agt'eement, whereby the Sub-processors agree. to
protect Student Data in a manner co11sistent with (he,;: terms of this DPA. Contractor sha.11 provide
lhe LEA with u description of the. sub-processors or types of sub-pr(J(:c.;:-Ssors who have access to
the LEA 's studenl data and shall update the list as new sub-processors are added.

ARTICLE ffl: DUTIES OF CONTRACTOR 

I. Prh•acy Comp.liao.tt. The Contractor shall comply with all applicable state a11d federal law-s
and regulatiotls pertaining to data privacy and sceu.rity. including FER.PA, COPPA. PPRA and all
other Utah privacy statutes as they relme 10 the coll.ection, use, storage, or sharing of student data.

2. AuthorrLl!tLU.se. The. data shared pursuant U) the Service Agreemeot, incJudi,,g persistent
unique identifiers, shall be used for no purpose other than the Se .rvices s1aied in the Service
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Agreement and/or otherwise authorized under the. statutes referenced in the prior subsoctio,,. 
Comractor also acknowledges and agree.� that it shall 001 make any re-disclosure of any Su1den1 
Data. 

3. Employee..O.b.Uga.tion. Contrnclor shall rcqufrc all employees and sub-pl'Ocessors who have
access 10 Student Data to comply with all appUc-able provisions or lhis DPA with rcspecl to tl1c
data shared under the Service Agreement.

4. Ilse· of Dt::id1•ntifiecLinfcu:nu1.tirul.. l)e-identified infonnation may be used by the Contrnctor
for the purposes of development. research. and improvement of educational sites, services, Qr
applications. as any other member of Lhe public Qr party would be able to use de-identified data
pursuant to 34 CFR 99.31 (b). Contractor agrees not lo attempt to re-identify de�identified Student
Data.

5. D.isp.ns.i.tion of Data. Upon written request Conb·actor shall dispose or delete all Student Dahl
obtained under the Service Agreeine.m when ii is no longer needed for the purpose for which it
was obtained. The duty to dispose of Swdenl Data shall not extend to data that has bee.n. de.�
identified. The LEA may employ a ·"Request tbr Return or l)eletion of Student DHltl'' form, a copy
of which is anachcd hereto a� E:xhibi1 "D''. Up0n rooeipl of a request from the LE/\, tJ1e
Contractor will immediately provide the LEA wilh any specified portion of tlle Student Data
within IO calendar <h1ys of receipt of said request.

6. Additi.nnal.Ace<pJ..sbkJ.i>cs..oLStudeo.LData .. Contractor is prohibited from using Student
Data for any secondary use not described in this ng-reeme:nt except:

a. for adaptive learning or customized student learni,,g purposes;
b. to market an educa1ional upplication or product to a parent or legal guardian of a

student if Contrac1or did nol use Data:, shared by or collected per 1his Contract. to
market the educational application or product;

c. 10 use a recommendation engine. to recommend 10 a student
1. content that re.Jares 10 leanting or employment, within the dlird.party

contract0r's internal application, if the recommendation is no1 motivated by
payment or other consideration from another party; or

u. services that relate to learning or employme111, within the lhird-party
comractor's internal tipplicalion, if the recommendation is not motivmcd by
paymen1 or other consideration from anothe.r party;

d. to re-spond to a sn1dent request for i.nforllJttlion or feedback, if the. conte.1H of lhe
response is not motivated by payment or other conside.ration froin another pany.; and

e. to use Data to allt.Wl or improve operability and functionaJity of the third•patty
contractor's imcrnal application ..

ARTICLE IV: DAT A PROVISIONS 

1. Data Security. The Contractor agrees co ab-idc by and maimai,, adequate daH1 sc.-curity
measures, consistent with standards and best practi,ces wid,in 1he educational ccchnology industry.
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and to protect Student Data from u11autl1orize.d disclosure. or acquisition by an ui1at1thori1.ed 
pe.rson. These measures shall include, but an: not limited to: 

a. Passwords :ind Employe.e Acc.es.s. Contractor shaJI se.cure usernames, passwords,
and any other mear,s of gaining ,1ccess to the Services or to Student Data. Contntc1or
shall only provide access to Student Data to employee.s or contractors that are
performing the Services.

b. Security Protocols. Both parties agree to maintain security protocols that meet
industry standards in the transfer or trn1ts1nission of any data. including en.suring that
dam 1uay only be viewed or accessed by parties legaJly allowed to do so. Contractor
shall maintain all data obtained or genernted pursuant to the Service Agreement in a
secure digital environment and not copy, reproduce. or trnnsmit data obtajncd pursmmt
to the Service AgreemcnL. except as n¢C¢S.Sary to fulfi11 the purpose of data requests by
LEA.

c Security Technology. Contractor shall employ internet industl)r standard 
measures. to protect data from unauthori:zed access whHe the dala is in ,ransit or a1 rest. 
The service secudty measur¢S shall incl.udc server authentication and data encryption. 
Con1ractor shall host data pursuam to the Service Agree,ne.nl in an euvfronmenl \lSing a 
fircwaJI that is updated according co industry standards. 

d Audit Rights. Upon reasonable notice, and at the request of lhe LEA, the LEA or
the LEA 1s designee nrny a-udil the Coniructor to verify compliance with this DPA, as 
required by 1,he Utah Student Data Protection Act 

2 llata Breach. In the event thal Contractor discovers that Student Data has been accessed or 
ob1ained by an unauthl)rized individual. Contrac«>r shaJI provide notification to LEA within a 
reasonable amount of time of 1he incident. not to exceed 72 hours. 

ARTICLE V-GENERAL OFFER OF PRIVACY TERMS 

Contractor may, by signing the attached Forni of  General Offer of Privacy Terms in Exbibj� 
be bound by the 1enns of this DPA [O any other LEA who signs the acceptance on in said E.xhibit. 

ARTICLE VI: MJS.C£LLANEOUS 

1. Turm. The Contractor shall be botutd by this DPA for the duration of the Service Agreement
or so long as the Contractor rnaimaius any Student Data.

2. Icrmination. In the event thai ejlher party seeks to tenninate this DP.A.. 1hey may do so by
mutual wrinen consent so long as the. Se-rvice Agreement has lapsed or has been terminated. LEA
shall have the right h) lc:rminatc the DPA and Service Agreement in the event ofa material breac .h
ofdte terms of this DPA.

J. Effect of'.I.e.1:111i11a.rion SuoiY.al. If the Service Agree-ment is terminated. the Contractor shall
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destroy all of LEA 's data pursuanl to Article Ill, seclion 5 abo\le.

4. P1inrity nf Agreements. This DPA shall govern the treatmem of student data in order to
comply with privacy prote<:tions. including. th0Se found in FERP A tmd all appJicable privacy 
s1annes idenlified in this DPA. In the event there is contlict between the OJ->A and the Service
Agreement, the DPA shaJI apply and t'..tkc precedence. Except as described in this paragraph
herein. nil other provisions of the Service Agreement shall remain in effect. 

S. !S..o.ticc. All notices or other communication required or pe.rmitted to be give.n hereunder must
be in writing and given by personal dclivCI)', or e-mail transmission (if contact information is
provided for the specific mode of delivery). or firsl·dass mail, postage prepaid. sen1 to the
designated representa1ives below: 

a. Designnted Rer,rcscotativcs

The designated representative for the. LF,.A for this Agreement is:

Name: ________ _
Title: _________ _

Contact lnforma1ion:

The designated representative for the Contractor for this Agreeinenl is:

b. Notifieation of Acceptance of Gcoeral Offer of Terms. Upon execution of Es.bibiJ.
"E'', General Offer ofTe.rnl$, Subscribung LEA shall provide notice of such accepmnce 
in writing and given by personal delivery, or e�mail 1raosmission (if conlact
information is pro"'idcd for the specific mode of delivery}. or first-class mail. postage
prepaid. to the designated represe.nrative below. 

The desig:nmed representative for norice or ac.ceptanc-e of the General Office of Privacy Terms is:

Name:�(\,t., °11'1.C.
Title: __ :ie.">1d o fC

Contact lnJ()rmation:
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6. Entl.ttulgtt.eru.e.n.t. This DPA constitulcs the entire agreement of the panics relating to the
.subjec1 mnttcr hereof aud supersedes all pr-ior cominunicatiortS. represencations, or agreeme.nts,
oral or v.'l'itten, by the parties relating lhcrclo, This DPA may be amended and the observance of
any provision of this OPA may be waived (either generally or in any particular instance and
either retroactively or prospectively) only \\lith ,he signed wriuen conscnl or both parties.

7. S.eyec.abili()'.. Any provision or this DPA that is prohibited or unenforceable in any jurisdiction
shaJI, as to such jurisdiction, bt: ineffcc�ivc lo the extent of such prohibition or uncnforoeability
without invalidating the remaining provisions of" this DPA, nnd any such prohibition or
unenforceability in any jurisdiction shall not invali.date or render unenforceable such p{Ovision in
any otller jurisdic1ion. Notwithstanding the forego ,ing, if such provision could be more narrowly 
drawn so a� 1l0t to be prohibited or unenforceable in such jurisdiction while. at the same time, 
maintaining the in1ent of the parties, it shall. as to such jurisdiction, be so narrowly drawn \\�thout 
invalidating the. remaining provisi<ms of this DPA or affecting the validity or enforceability of 
such provision in any other jurisdiction. 

H. Gow:cnin1: I ,n,;_\(enu.e..an.Uuri£<Li<.ti.ro1. TM!$ DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF UTAH,
WlTl-lOUT REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS
AND SUBMITS TO THI; SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND
l'EDERAL COURTS OF UTA! I FOR ANY DISPUTE ARISING OUT OF OR RELATING TO
THIS SERVICE AGREEMENT OR THE TRANSAC170NS CONTEMPLATED HEREBY.

9. Aurhocit)'.. Contractor represems tJmL i1 is m.11horized to bind to the terms of chis DPA.
including confidentiality Md <lesLruction of Student Data and any pMtion I.hereof coniaiue<I
therein, all related or assoch11c:d institutions, individuals. employees or conu·actor:s who may htwc
access lO the Student Data and/or any poriion 1hereol� or may own, lease or control e.q_uipme,u or
facilities of any kind \Vhere the Student Data and por1ion thereof stored. maintained or used in an>'
way. Cont{ilttor ngrces that any purc.haser of 1be Contractor shall also be. bound to this OP A.

1 O. Waiv,·r. No de.lay or omission of lhe LEA to exercise any righ1 hereunder shall be <:ons1rued 
a:s a waiver or any such right and the LEA reserves the righ1 10 exercise any such right from time 
to time, as ofte1l as may be deemed expe<lient. LEA hereby waives and releases any and all clai,ns 
against the U1ah State Board of Education and/or its members, depaJ1rnems. o11'ice. and staff 
(collectively, "lJSBE"), for USBE's efforts and conduc1 relatt.--d to the negotiations and/or 
formation of this f)PA. The parties agree that USBE i:s not an agent nor a represe.!ltative of LEA 
in the formation or execution of this OPA. and �hal LEA negotiated wit1l Conirac.1or at arm's 
lenglh in the creation of this DPA. USBE is thus not respon.sihle or liable 10 either party under this 
OPA. and ov,•es no dULy lo ei1her party under this DPA. 

JO..S.Uccessots Bound. This DPA is and shall be binding upon the respective successors in 
interes1 lO Contractor in lhe event of a merger

,. acquisition. consolidation or 01her business 
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rcorganiza1ion or sale of all or substantially all or lhe assets of suc.h business.
IN WITNESS \YHEREOF, 1he par1ies have execu1od 1his U1ah Smdenl Da1a PrivllCY Agreementas or the las1 duy noted below.
Conlraclor:
B�� , � Date: ----1.� ... --::,\'""'-'-�-'-\'J----'-----

Prinled Na,n�Cte)�\ Title/Position:� v� MI'\!:.._.,_

Local &location Agency:

BY:. · ________ ...JJ:ale: ____________ _

Printed Name: ______ TitleiPo�ition: _________ _

s 

12/31/2019

Clint Smith Data Privacy Coordinator



EXHIBIT "A" 

OE$CJUPTION OF SERVICES 

[INSERT DETAILED DESCRJPTION OF PRODUCTS AND SERVICES HERE. IF MORE 
THAN ONE PRODUCT OR SERVICE IS INCLUDED, LIST EACH PRODUCT HER£] 

�"('�� c,..U.L";,S \o � ,v\.W Q,c,h �

-t .e,�\-,\.oa=l..'3, - 1-y '\3.cx::k..s. 
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EXHlBlI..!B.: 

SCHEDULE OF s·ruOENT DATA 

Check Check 
Cate�ory of 

Elements 
if used Category of 

Elements 
if used 

Data by )'Ollr D•t• by your 
system system 

IP Addresses of 

/ 
Place of Birth 

users, Use of Gender 

AP(>licntion 
cookies elc. Ethnicitv or race 
Other I...a�uage Technology 

Meta Data •pplication information 
technology meta (native, 
data-Please prererred or 
SD<..."Cify: prinrnry 

language sp0ken 

;\pplication Use 
Meta d:ua on bv student) 
user imeraction ✓ Other Statistics 
with annlication demographic 

information• 
Standardized Please SfV'Cifv: 
test scores Student school 
Observation 

✓ 
enrollment 

Assessmen1 data Studem grade 
01her level 
assessment dam- Homeroom 
Please Snt"CiJv: Guidanc-c 

c-ounsclor 
Student school 

Enrollment Specific 
(daily) curriculuiu 

Allcndance. auendance data oro£?rams 
S1Udcnt class Year of 
attendance dma uraduation 

Other 
Online enrollmen1 

Communication 
comm\Jnicat ions information• 
tha1 are captured ✓ Please snecify: s 
(emails, blog 
entries) !Parent/Guardian Address 

ContaCI Email 

Condt1Ct 
Conduct or lnfonnatiotl Phone 
behavioral data 

Parent/Guardian Pt1rcnt ID 
Demon-•·aohics Date of Birth ID number (crealed 
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Check Check 

Category of 
i,:lcmcnts 

if used Category of 
Elements 

if used 
O•t• by your Data by your 

s,•stem S"t'stcm 
lo link parents number 
10 studentsl State ID number 

\I endor/ A pp 
Parent/Guardian First and/or assigned student 

Name Last ID !'lumber 
Studem •Pi' 

Studem usemame 

sc.hedule 
sc.heduled Student app 
courses msswords 

Teacher names .;" 

Student Name Firsl and/or 
English Last 
language leamer 
information Prog.ram/applica 
Low income lion 
status pe.rfom1ai1ce 
Medical alerts (t)1ling
/health data Student lo App pro&ram-sludent 
Student T>erfom1ance types 60 wpm, 
disability readi11g 

Special information prognun-studcn1 

Indicator Specializ.ed reads below 
educatjon I •rade level) 
services (IEP or 
504) Academic. or 
Living 

Studcnl 
extracurricular 

siru.ations 
Program 

activities a 
(homeless/foster student may 
carel },lcmbcrship belong to or 
Other indicator nanicin(ll¢ in 
informmion-
Please soecifv: Sn,den1 

Studenl Survey responses to 
Responses surveys or ✓ 

auesl'ionnaires 

Studeni Coatac1 Address 
Emajl ../ Smde,u 

Information 
Phone generated 

Stt1dcn1 work content; writing, 
Student Local (School 

,/ 
oicmres etc. 

[dentifiers districn ID Other student 
\\.'Ork <laia -
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Check 
Category or 

Elements 
if used 

Data by your 

svstem 

Plec1se snecifv: 

Student course 
grades 

Stt1dcnt course 
� data 

Transc.ripf 
Student course 
grades/perform a #-
nee scores 
Other 1ransc-ripl 
data -Please 
specify: 

Student bus 

assignmem 
Smdent pic.k up 
and/or drop off 
location 

Transportation Smdent bus card 

ID number 
Otl1cr 
mmsportation 
data -Please 
soecifv: 

Please list euch 
addilional data 

Other element used. 
stored or 
collected by 
voui· aMJication 

No Student Data Collected at this time��
•Contractor shall immediately notil)' 1..13A if 
this 
designation is no longer applicable. 

OTHER: lJse this box, if more space needed 
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EXHIIUT "C" 

DEFINITIONS 

Contractor: For purposes of the Sen•icc Agrccm,cnt, the temi "Comractor" means Contractor of 
digital educationat software or scn'lces. including cloud-based services, for lhe digiu:il storage, 
mana.gemcn1. and rctrievaJ of pupil records. With.in the DPA the term ··Contractor" includes the 
cerm "Third Party Contrac.tor'· as used in the Student Data Protection Act and ··Ope.rator" as used 
in COPPA. 

De-ldentiftcd Information (Dll): De-Identification refors to the process by which the 
Co1urac.tor n:mo"cs or obscures any Personally Idenlifiablc Jnformation ("PU-") from Education 
Re<:ords ln a way that re,noves or minimizes the risk of disclosute of the. identity of the 
individual and information about them. 

Educ,ation Records: Educational Records a.l'e officia_l records, files and data directly related to 
a student and maintained by 1hc school or Jocal education agency, including but not limited to. 
records enc,ornpas.sing all the material kepi io th,e sruden1's cumuhn.ive folder. such as general 
idenlifying data. records of aue,ulance and of <1Cl1demic work completed, records ol' ac-hievement, 
and res\llts of evaluative tes1s. health data. disciplinary status, 1est protocols and individuali1..ed 
edt1cation programs. For porpOs<.-s of this DPA, Education Records ore referred to as  Student 
Data. 

Personally ldentifi:.tb1e l nform:Hion (PJJ): The terms ·"Persona11y Jdentifiable Information" or 
"PU" has the same rneaning as thal found in U.C.A § 536-9•301. and includes both direct 
identifiers (such as a student'� or other family membe1•'s name, add�. student number. or 
biometric number) and indirect identiliers (such as a student's date of birth, place of birth. or 
rnother•s maiden name) . .Indirect idcnrifiers that constitute PII a.lso include metadata or othel' 
information that, alone or in combination, is Jinked 0I' linkable to a specilic student that would 
allow a reasonable person in the school communi,y. who does not have personal kOO\V(edge of 
the 1·elevao1 circumstances, to ide1Hi1)' lhe student with reasonable certainly. For purposes of this 
OPA, Per-sonally lden.tifiable Jnfonmaion :-;halJ i.n�ludc the categories of inrormatio11 1,isted in the 
definition of Snident Data. 

Student Generated Content: The tenn "sludent-generated content·• me.ans mulerfals or content 
creaied by a student during and for the purpose of education including. but not limited to. essays. 
research reporLS, portfolios, creative writing, oulSic or other audio files, photographs, videos, and 
account information drnt enables ongoing ownership of student content. 

R.277-487, Public School Data Contidcnti:dity :md Disclosure: The implementing Rule 
authorized by Utah Cons1inuion Article X. Section 3, which vests general comrol aod 
supervision over public education in tJ1e Board, aDd CurtJ,cr authorities the Boar<l 10 make mies to 
establish student dau\ protection standards for public educatioo, pursuant to Subsection 53:6-9-
302(1) 01'1hc U1ah Srudent Da1a Protection Act. 

Scn•ice Agretauent: Refers to the ContnlCl or Purchase Order to whkh this DP/\ SUJ)J)lemcnts 
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and modifies. 

School Official: For 1he purposes vfthis r\greement ;md pursuant to 34 CFR 9<>.31 (B). <• School 
O-fticiaJ is a contmc-tor that: (I) Pcrfonus an institutional service or function for which the agency 
01· institution would otherwise use employees; (2) [s under the direct comrol or the agency or 
institution with respect to lhe use a,,d maimenanc.e of education records; and (3) l s  subjecl lO 34 
CFR 99.33(a) goverr1ing the use and re-disclosu.re of personally identifiable infomrntion from 
Education Records. 

Sludent D.1ta: Srudem Data means personally identifiable information, whether gathered by 
Contractor or p1·ovided by LEA or iLS users. sh1dcnts, or students' parents/guardians, that is 
descriptive of the student including, but not limited to, information in lhe s1udent's educational 
record or email, first and last name, home address. telephone number. email address. or other 
information allowing onJine contact. discipline records. videos. test results, special education 
data, juvenHe dependency records, grades. evaluations, criminal records, medical records, health 
records, sociaJ security numbers, biometric infonnation. disabiJitics. socioeconomic information. 
food purchases. political affiliations, religious infonnation iext messages. documents. studenl 
identifies, search activity, photos, voice recordi.ugs or geolocution information. Student Data 
shed! constitute. Education Records for the purposes of this Agreement, and for the pul'f>OseS of 
Utah and federal hhvs and regulations. Student Data a.1, spec.ified in Exhihil ·'B" is confirmed to 
be collected or processed by the Contractor pursuant 10 the Services. Stude.nt Data shall not 
constin1te tha� information that has been an.onymi1.ed or de-identified, or anonymous usage data 
regarding a student's use of Contractor's services. 

Subscribing LEA: An LEA that was not pal'ty tt) the ori_ginal Services Agreement and who 
accepts 1.he Contractor's General Offer ofJ>rivac)' Terms. 

Subproc.essor: For lhe purposes of rhis Agreement, tJ1e 1c:rm "Subprocessor" (sometimes 
referred to as 1he "Subcontractor'') meaos a party other than LEA or Contractor, who Contractor 
uses for data colleclion. analytics, stonlge. or other service co operate aud/or improve its 
software. and who has access to PH. 

Targeted Advertising: means presenting advi:;rti.semcnts to a student where the adver1isemcn1 is 
selec1ed basc.d on infor,nation obtained or inferred over time frorn that student's onHne behavior, 
usage of applications. or student data. Targeted advertising docs not include advenising lO a 
student (i) at an online location based upon that studem's current visit lo that location; or (ii) in 
response to that studenf s request for infonnation or feedback, without rete.ntion of thm student's 
online activitie.s over time for the purpose of targeting subsequent ads. 

Utah Student Data Pr()tttfion Act (Utah Title 53E-9-301 through 53E-9-310): Nl'�ns the 
applicable Utah regulations regarding student data, as forlher implemented by the Supe.rinle.ndent 
pursuant to R277-487. 
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EX tu Brr "0" 

DIRECTIVE FOR DISPOSITION OF STUDENT DATA 

(Name or Distl'icl or LEA) directs [Name of Cont.rath)r) to dispose of data obtnim:d by 
Contractor rmrsuant 10 llle te.rms of the Sen•icc Agreement between LEA and Contractor. ·ne

terms of the Disposition arc se1 forth below: 

' 

�teJl.l.O.U!is.(lJW.ti.OJl Partial. The c.ateiories of data to be disposed of 
hre as follows: 

Disposition shall be: 

Complete. Disposition extends to a.JJ c.ategol'ie.c; o 
iaUI. 

"'
1 at u re o Ulis.p.os.ilio.n Destruction or d�letion of data. 

Disposition shall be by: 
, , .. nsfer of data. l1le data shall be transferred as 

se1 fortlh in an ana..::hment tO this Directive. f'ollowing 
k:onfinnation from LEA tha1 daw. was successfully 
ransferred, Comrac.tor shall destroy or delete all 

'.lnMJjcable dara. 

��iming of Disp.i.Wtio.n 
I-

As soon as commercially practicable

Data shall be dispose<I of by the "y (lnS<:r1 D•te)
ollowing date: 

Llnser1 or attflch speciaJ insln1ctions] 

Authorized Representa�ive of LEA Date 

Verification of Disposition of Data Date 
by Authorized Represeoh:)live of Contractor 
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EXHlBLL!:E:: 

GENERAL OFFER OF PRVACY TERMS
Provo City School District

1. Offer of Terms
Contractor offers the same privacy prot<.,-ctions found in tJ1is DPA between it and Provo City SD
and which is dated 12/31/2019 10 any 01hcr LEA (·'Subscribing LEA") who accepts thisGenera] Offe.r lhoug}l ilS sigm1lurc below .  This General Offer shafl exte11d o,,Jy to privacy 
protection � .. and Contractor's signature shall not necessarily hind Contractor to other terms. such 
as price-. term, or schedule of services, or to any other provision not addrcs.scd in this DPA. The 
Contractor and the other LUA may also agree to cJumgc the data provided by LEA to the 
Contractor in Exhibit ··B" to sujt the unique needs of the LR.A. The Cc11uracwr anny \,•i,hdraw rhe
General Offtr in the event of: { 1) a mate.rial chfl!'lge 

j 
in lhe applicable priv�1cy statutes: or (2) a

1

material chaoge i11 1he strvices and products sub ect listed in the Originnting Sen ice Ag:reemen1.
Contractor shall notify 1he U1ah Staie Board of Ed:uc-ation (privacy@}schools.utah.gov) in the 
evem it withdraws Exhibil E so  that the withdrawal may be dis.�minated to I.be LEAs.

Contractor: 

Printed Name: Kallee Noel 

2. Subsc.ribing LEA

Date : _November20, 2019 

Title/Position: Director of Finance

A Subscribing LEA� by signing a separate Service Agreement wi1h Contractor, and by i ts
signature below, accepts the General Ofter of Pri,•ac.y Terms. The Subscribing LEA and the
Contractor �hit11 therefore be bound by the same terms of this DP/\.

Subscribing LEA: 

BY: _ _ _ _ _ ____ __ _ Da1e: ___ __ _ _ _ _ _ _ _  _ 

Primed Name:. _ __ _ _ _ _ _ __ Title/Position: _ ___ ___ _ _  _

TO ACCEPT THE.GEiSE8AL OFFER, THE SI
I

Bs.cRllllNG LEA MHST DELIVER. 

IHIS SlGNED EXIIIRIT TO THR.C.E8SQN AND EMAIL ADilJlESS LISTED (lf':LOW 

Name: _ _ _ ____ _ _ _ _ __

Title: ___ __ _ _ ____ _ __ 

Email Address: ___ _ _ _ _ ____ _ _ _ _ _ _ ____ _ 
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Kallee Noel

Director of Finance
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