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This california student Data Privacy Agreement ("DPA") is entered into by and betwecn the

Westsi.de Union, $choot D'istrict'

(hereinafter ref,erred to as "LEA") and Vkidz Holdings lnc

(hereinafter referred to as "Provider") on 912412018
the terms as stated herein.

The Parties agree to

RECITALS

WHEREAS, the Provider has agreed to provide the Local Education Agency ("LEA") with celtain

digital educational services ("Sewices") pu(suant to a contfact dated gl24l2O18

("Service Agreement"); and

\THEREAS' in order to provide the Services described in the Sen¿ice Agreement, the Provider

may receive or creâte and the LEA rnay provide documents or data that are covered by several

federal statut6s, among them, the Famiiy Educational Rights and Prívacy Act ("FERPA') at 20

U.S.C. l132gea Cñn paú 99), Chiidren's Online Privacy Protection Acl ("COPPA"), 15

U.S.C. 6501:6506; Protection of Pupil Rights Amendrnent ("PPIL4"¡ 20 U-S-C. 1232h; wtd

\ryHEREAS; the documents and data transferred from LEAs and created by the Provider's Services are

also subject to California state student privacy laws, including AB 1584, found at California

Education Code Secti:on 49A73.1 and th! Student Online Personal Information Protection Act

(*SOpIpA.) found at California Business and Professions Code section 22584: and

ryHEREAS, for the purposes of this DPA, Provider is a school offìcial with legitimate educational

interests in accessing eduiational records pursuant to the Service Agreement; and

\ilHEREAS, the parties wish to enter into this DPA to ensure that the Service Agreement confotms

to the requiremcnts of the privacy laws referred to above and to establish implementing procedures

and duties; and

WIIEREAS, the Provider may, by signing the "General Offer of Privacy Terms" (Exhibit "E"), agree to

allow other LEAs in Califoinia the opportunity to accept and enjoy the benefits of this DPA for

the Services described herein, without tlie need to negotiate terms in a separate DFA.

NOW THER-EFORE, for good and valuable consideration, the parties agree as follows:

l. plroose of DpA. The purpose of this DPA is to describe the duties and responsibilities to

ARTICLE I: PURPOSE AND SCOPE

protect südent data transmitted to Provider from the LEA pursuant to the Sewice Agreemetrt,

including compliance with all applicable statutes, including the FERPA, PPRA, COPPA,

SOpIpA, Ag ti3+, and other applicable California State laws, all as may be amended from time

to time. tn.performing th€se ,.*i""s, the Provider shall be considered a School Official with a

legitimate ËducationaT interest, and performing services otherwise provicled by the LEA- With

reãpect to the use and maintenun.. bf Sudeni Data, Provider shall be under the direct control

and supervision of the LEA' 
.



2. Nature of Services P4ovide4. The Provider has agreed to provide the following digital

edircatìonal products and services described below and as may be further outlined in Exhibit "A"

hereto

See Exhibit A

3. Student,Data.to Be PJovided. The Parties shall indicate the categories of student data to be

pt*i¿"¿ i" ttt" Schedule of Data, attached hereto as Ëxhiþìt "8"'

4, DpA-Definitions. The definition of terms used in this DPA is found in Exhibit "C", In the event

of u *nRlrt, definitions used in this DPA shall prevail over term used in the Service Agreement'

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student DataPLoperty,of LEA. All Student Data transmitted to the Provider pufsuant to the

Service Agr""*.niìffillãntinue to be the property of and under the control of the LEA.

The proviãer further acknowledges and agrees thai all copies of such Student Data transmitted to

the provider, including aoy *.odift"ations or additions or any portion thereof û'om any soul:ce,

are subject to the provîsions of this Agreement in the same manner as the original Student Data'

The parties ugr"" ihut as between them, all rights, including all intellectual property rights in and

to Student Data contemplated per the ServicJ Agreement shall remain the exclusive property cf
the LËA. For the pu¡por"r of ËERPA, the Provider shall bc considered a School Official, under

the control and diiection of the LEAs as it pertains to the use of Student Daø notwithstanding

the above. provider may transfer pupil-geneiated content to a separate account, according to the

procedures set forth below.

2. pare¡t Acc¡Ês. LEA shall establish reasonable procedures by which a parsnt, legal guardian, or

ãtgtbl" rt d*t may review Student Data in the pupil's records, coffect erroneous information,

anã procedures for rhe ffansfer of pupil-generated content to a personal accottnt, consistent with

the i'rnclionality of services. Providêr shall respond in a timely manner' (and n9 later than 45

days from the däte of the request) to the LEA's request for Student Data in a pupil's records lteld

Uy ttre provider to view or correct âs necessary. In the event that a parent of a pupil or other

individual contacts the Provider to review any of the Student Da[a accessed pursuant to the

Services, the Provider shall refer the parent or individual to the LEA, who will follow the

necessary and proper procedures regarding the requested information.

3. Separatç Acco]rnt. If pupil generated conterlt is stored or maintained by the Provider as pan of

tn" S"*lces ¿-sctiUeO in fitriUit "4", Provider shall, at the request of the LEA, transfer said

pupil generated content to a separate student account upon termination of the Service

igr..rã"nt; provided, however,. suóh transfer shall only apply to pupil generated content that is

severable from the Service.

i, Third partv Requgst. Should a Third Party, including law enforcement and goverrunent

""ttt'"r, 
.ôrt*t Provider with a request for data held by the Provider pursuant to the ServiceE,

the provider shall redirect the Thirã Pafiy to request the data directly from the LEA. Provider

shall notiff the LEA in advance of a compelled disclosure to a Third Party'



5. Sqbproc.çssors. Provider shall enter into written agreements with all Subprocessors performing

firtt"ti"nr porruunt to the Service Agreernent, whereby the Subprocessors agree to protect

Student Data in marìnet consistent with the terms of this DPA'

ARTICLE III: DUTIES OF LEA

1. Privaçy Jq¡qpli4æg. LEA shall provide data for the purposes of the Selice Agreement

ffiA,coPPA,PPRA,SoPIPA,AB1584arrdallotherCalifornia
privacy statutes.

Z. An$,ual Notificatign of RiEhts. If the LEA has apolicy of disclosingeclucation records under

@),LEAshallincludeaspecificatiorrofcriteriafordetermining
who constitutes a school ofÍicìal and what constitutes a legitimate educational ¡nterest in its

Annual notification of rights.

3. Reasonable P,recauJigns. LEA shall take reasonable precautions to secure usetnames,

@ermeansofgainirrgacceSstotheservicesandhosteddata.

4. Ilnaulhofized A$cess. Notification- LEA shall- notiff Pr-ovide¡- promptly oi any kno-wn- or

,*p*t.¿ r*"tmzed access. LEAwill assist Provider in any efforts by Provider to investigate

and respoud to any unauthorized access.

ARTICLB IV: DUTIES OF PROVIDER

1. p.Tivacv Compli4nce. The Provider shall comply with all applicable statc and federal laws and

*grt"t¡"6 p*t"t"*g to data privacy and security, including FERPA, COPPA, PPRA, SOPIPA,

AB i584 and all other Califbrnia privacy statutes.

Z, Authorized Vse. The data shared pursuant to the Service Agreenrent, including persistent unique

td*t',ft.trñh"tt be used for no purpose other than the Services stated in the Service Agreement

and/or otherwise authorized under the statutes referred to in subsection (1), above. Provider aiso

acknowledges and agrees that it shall not make any re-disclosure of any Student Data or any

portion thãreoi inc-tuaing without limitation, meia data, user content or other non-püblic

information und/o. per.onãlly identifiable inforrnation contained in the Student Data, without the

express written consent of the LEA.

3. Emplovee OþJisatio+,. Provider shall require all employees and agents who have access to

Student Dutu to cIffi with all applicable provisions of this DPA with respect to the data shared

under the Service Agreement.

4. No Disclosure. De-identified information may be used by the Provider for the purposes of
dev"lopme"t, .esearch, and improvement of educational sites, services, or applications' as ally

other member of the public or þarty would be able to use de-identified data pursuant to 34 CFR

9g.31(b). Provider agrees not to attempt to re-identify de-identified Studeut Data and not to

transfer de-identified Student Data to any pil1y trnless (a) that parry agrees in writing not to
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attempr re-identification, and (b) prior written notice has been given to LEA who has provided

prior 
-written 

consent. for such transfer. Provider shall not copy, reproduce or transmit any data

äbtained under the Service Agreement and/or any portion thereof, except as necessary to fulfill
the Service Agreement.

5. Disnosition of Data. Upon written request and in accordance 'r,vith the applicable terms in

ffilow,ProvidershalldisposeordeleteallStudentDataobtainedunderthe
Service Agreement when it is no longer needed for the purpose for which it was obtained.

Disposition shall inclucle (1) the shredding of any hard copies of any Student Data; (2) Erasing;

or 1:¡ Othenvise modifying the per:sonal information in those records to make it unreadable or

indàólpherable by human-or digital means. Nothing in the Service Agrcemenl authorizes

Provider to maintain Student Data obtained under the Sewice Agreement beyond ths time period

reasonably needed to complete tlre disposition. Provider shall provide written notification to

LEA when the Student Data has been disposed. The duty to dispose of Student Data shall not

extend to data that has been de-identified or-placed in a se-parate Student account'.pursuant to the

other terms of the DPA. The LEA may employ a "Request for Return or Deletion of Student

Data', form, a copy of which is attached hereto as Exhibit "D". Upon receipt of a request frorn

the LEA, the pròíiOer will immediately provide the LEA with any specified portion of the

Student Data within ten (10) calendar days of receipt of said request.

a. Partial Disposal During Term of Senice Agreement. Throughout the Term of the

Servicæ Agreen:rent, LEA may r€quest partial disposal of Student Data obtained under

the Seríice Agreement that is no longer needed. Paltial disposal of data shall be

subject to LEÑs request to transt'er data to a separate account, pursuâllt to Article II,

section 3, above.

b. Complete Disposal Upon Termination of Sen'ice Agreement. Upon Termination of
the Service Ágt.".rnt Provider shall dispose or delete all Student Data obtained

under the Serviçe Agreement. Prior to disposition of the data, Provider shall notiff
LEA in writing of its option to transfer data to a separate âccotlnt, pußuant to Article

II, section 3, 
-above. In no event shall Provider dispose of data pursuânt to this

provision unless and until Provider has received affirmative written confinnation

from LEA that data will not be transferred to a separate acc.ount.

6. AdvertisiEg Prohibition. Provider is prohibited from using or selling Student Data to (a) rnarket

ot "d*rtft iò rtu¿"ntr or families/guardians; (b) infonn, influence, or enable marketing,

ailverfising, or other commercial efforts by aTrovider; (c) develop a proTìle oT a student, lamily

memberþardian or group, for any commercial purpose other than providing the Service to

LEA; or (A; ur" the Stude;t Data for the development of commercial products or services, other

tlian as necessary to provide the Service to LEA. This section does not proliibit Piovider from

using Student Data for adaptive learning or custolnized student learning purposes.

ARTICLA V: DATA PROVTS(ONS

1. Data Securitv. The Provider agrees to abide by and maintain adequate data security measures'

.onsistr"t *ith industry standards and technology best practices, to protect Sfudent Data from

unauthorized disclosuré or acquisition by an unauthorized person; The general seeurþ duties of
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provider are set forth below. Provider may further detail its securiry programs and measures in

Exhibit,,F" hereto. These measures shall include, but are not limited to:

a. passwords and Employee Access. Provider shall secure usernames, passwords, and

any other means of gaìning access to the Services or to Student Data, at a level

suggested by the applicable standards, as set forth in Article 4.3 of NIST 800-63-3.
provider shåll only provide access to Student Data to employees or contractors that

are.perfornring the Services. Emplqyees with access to Student Data shall have

signãd con{identiality agreements regarding said Student Data' All employees with

access to Student Rr"ã.dr shall be subject to cri¡linal background checks in

compliance with state and local ordinances'

b. Destruction of Data. Provider shall destroy or delete all Student Data obtained

under the Service Agreement when it is no longer needed for the pulpose for wbich

it was obtained or úansfer said data to LEA or LEA's, designee, according to the

procedure identified in Anicle IV, section 5, above. Nothing in the Service

Agreement authorizes Provider to maintain Student Data beyond the time Beriod

reasonably needed to complete the disposition'

c. Security Protocols. Both parties agree to maintain securþ protocols that meet

ihdustry standards in the transfer or ti'ansmission of any data, including ensuring that

data may only be viewed or accessed by parties legally allowed to do so. Provider

shall maintaili all data obtained or generated pursuant to the Service Agreement in a

secure digital envi¡onment and not copy, reproduce, or transmit data obtained

pursuant to the Service Agreement, except as rìecessary to flilfill the purpose of data

requests bY LEA'

d. Employee Training. The Provider shall provide periodic security training to those

of its employ""* *llo opeïate or have acsess to the system. Further, Provider shall

provide ign *ittt confr"t information of an employee who LEA may contact if
. there are any security concerns or questions'

e. Security Technology. When the service is accessed usiirg a supported web browser,

Provider shall employ industry standard measures to protect data from unauthorized

access. The service security m€asures shall include server authentication and data

encryption. Provider shall host data pursuant to the Service Agreement in an

environrnent using a firewall that'is updated according to inilustry standards'

f, Security Coordinator, If different from the designated representative identifìed in

Article VII, section 5, Provider shall provide tlie name and contact information of
Provider's Security Coordinator for the Student Data received pursuant to the

Seruice Agreement.

g, Subprocessors Bound. Provider shall enter into written âgreements whereby

Subþrocessors agree to secure and protect Student Data in a lnanner consìstent with

the terms of this Article V. Provider shall periodically conduct or review compliance
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h. Feriodic Risk Assessment. Frovider further acknowledges and agrees to conduct

digital and physical periodic (no less than semi-annual) risk assessments and

remediate any iãentified security and privacy wlnerabilities in a timely nlanner'

z.9@'IntheeventthatStudentDataísaccessedorobtainedþyalrunauthorized
irr¿iffit, p.*l¿er shall provide notification to LEA within a reasonable âmount of time of the

incident, and not exceeding fotty eight (48) hours. Provider shall follow the following process:

monitoring and assessments of Subprocessors to determine their compliance with

this Article.

a. The security breach notification shall be written irr plain language, shall be titled
,,Notice of Data Breach," and shall present the information described herein under

the following headings: "What Happened," "What Information Was Involved,"
*What 'We Are Doiãg," "What You Can Do," ând "For More Information'"

Additional information may be provided as a supplement to the notice'

b. The security breach notification described above in section 2(a) shall include, at a

minimum. the following information:

i. The name and contact infor¡nation of the reporting LEA subject to this sectiou.

ii. A list of the types of personal information that were or are reasonably believed to

have been the subject of a breach'

iii. If the informatioli is possible to determine at the time the notice is provided, then

either (l) rhe date of th" breach, (2) the estimated date of the breach, or (3) the

date range within which the breach occurred. The notification shall also include

the date of the notice.

iv. Whether the notification was delayed as a result of a law enforcement

investigation, if that information is possible to detennine at the time the notice is

provided.
v. À gcleral description of the breach incident, if that information is possible to

determine at the time the notice is provided'

c. At LEA's cliscretion, the security breach notification may also include any of the

following:

i. Infonnation about what the agency has done to protect individuals whose

information has been breached.

ii, Advice on steps that the person whose informatìon has been breached may take to

protect himself or herself.

d. Provider agrees to adhere to all requirements in applicable State and in federal law

with respect to a data breach related to the Student Data, including, when appropriate

or reqriired, the required responsibilities and procedures for notifìcation and

mitigation of any such data breach'
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e. provider further acknowledges and agrees to have a written incident response plan

that reflects best practicer und ir consistent with industry standards and federal and

state law for resionding to a data breach, breach of security, privacy incident or

unauthorized acqìisition or use of Srudent Data or any portion thereof inciuding

personally iclentihable information and agrees to provide LEA, upon request, with a

copy of said written incident response plan'

f. provider is prohibited from directly contactirlg.parent' legal guardian or eligible

pupil unless expressly requested by LEA. If LEA requests Provider's assistance

providing notice of unauthorized access, and such assistance is not unduly

burdenso-me to Provider, Provider shall notiff the affected parent, legal guardian or

eligible pupil of the unauthorized access, which shall include the information listed

in iuUsections (b) and (c), above. If requested by LEA, Provider shall reimburse

LEA for costs incuryed to notify parents/families of a breach not originating from

LEA's use of the Service'

g. In the event of a breach originating from LEA's use of the Service, Provider shall

cooperate \,vith LEA to the extent necessary to expeditiously secure student Data.

ARTICLE YI. GENERAL OFF'ER OF PRIVACY TERMS

provider may,by signing the attached Form of General Offer ofPrivacy Terms (General Offer, attached

hereto ^ f,xïiUi ..Ë.1, õ" bound by the terms of this DPA to any other LEA who signs the acceptance

on in said Exhibit. thã Form is limited by the terms and corrditions described therein.

ARTICLE VII: MISCELLANEOUS

1. Terln. The provider shall be bound by this DPA for the duratioll of the Service Agreement or so

long as the Providet maiÑains any Student Data' '

z.I@.IntheeventtlrateitherpartyseekstoterminatethisDPA,theymaydosoby
mutual written consent so long as the Service Agreement has lapsed or has been terminated. LEA

shall have the right to termiirate the DPA and Serr¡ice Agreement in the event of a material

breach of the terms of this DPA.

3. Ðffecf .of Termjnartion Survivat. If the Service Agreement is terminated, the Provider shall

d.rt.y 
"lt "f 

LENi dutu purruant to Article V, section 1(b), and Article II, section 3, above.

4. Frioritv of Aereeglents. This DPA shall govern the lreatment of student data in order to comply

*itfr ptiu*V prot""tlo*, including those found in FERPA and all applicable privacy stâtutes

identified in this DPA. In rhe event there is conflict between the DPA and the Service

Agreemen! the DPA shall apply and take precedence. Except as described in this paragraph

helein, all other provisions of the Service Agreement shall remain in effect.

S. Notice. All notices or other communication required or permitted to be given hereunder must be

in writing and given by personal delivery, or e-mail transmissíon (if contact infotmation is

I



provided for the specific mode of delivery), or first class mail, postage prepaid, sent to the

designated representatives before :

a. Designated Rcpresentatives

The designated representative for the LEA for this Agreement is:

Name Shawn Cabey

Title, Asst. superint€ndent, Adminlstrat¡vê servìces

Contact Information:
s.cabey@westside.kl 2.ca.us

661 .722.07 1 6 exl. 72122

p.sterk@westsidê.k1 2.ca.us (Adm Assistant)

The designated representative for the Provider for this Agreement ts

Name: Robert Laundríe

Title. Nâtional Sales Director

Contact Information:
Robert Laundrlâ

Ph: 954-357-1 150

.robert.laundrie@spellingcity.com

lr. Notification of Acceptance of General Offer of Terms. Upon execution of Exhibit E,

General Offer of Terrns, Subscribing LEA shall provide notice of such acceptance in writing

and given by personal delivery, or e-mail trausmission (if contact inforrnation is provided for

the ãpecific inode of delivery), or first class mail, postage prepaid, to the designated

representative below.

The designated representative for the notice of acceptance of the General Offer of Privacy Terms is:

Name: Robert Laundrie

Title' Nåtional Salès Director

Contact Information
Robêrt Laundr¡e

Ph: 954-357-1 150

robert.laundrie@spellingcity.com

6. Entire Agreement. This DPA constitutes the entire agreement of the parties relating to the

gbþ.t matter hereof and supersedes all prior communications, representations' or agreements,

o.ui o, written, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this bPe ttruy be waived (either generally or in any particular instance and
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either rerroacrively or prospectively) only with the signed r,vritten consent of both parties. Neither

failure nor delay on the pátt of any party in exercising any right, po'wer, or privilege hereunder

shall operate as a waiveiof such right, nor shall any single or partial exercise of any such right,

po*"r, or privilege preclude arry further exercise thereof or the exercise of any other right,

power) or privilege'

7. Severabilit.v. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction

.lr"¡, .* t" *ch juiisdiction, be ineffective to the extent of such prohibition or unenforceability

rvithout irrvalidating the remaining provisions of this DPA, and any such prohibition or

unenforceability in ãny jurìsdiction shall not invalidate or render unenforceable such provision in

any other ¡urisáictiop. Nonvithstanding the foregoing, if such provision could be more narrowly

drawn so as not to be prohibited or unenforceable in suclr jurisdiction while, at the same time,

mairrtaining the intent of the parties, it shall, as to such jurisdiction, be so nanowly drawn

without invalidating the remãining provisions of this DPA or affecting the validity or

enforceability of such provision in any otherjurisdiction'

8. Governine Laï: venue and Juris-dictio,n. THIS DPA WILL BE GOVERNED BY AND

coNsrnugo rn eccOPOÀ¡¡CE WITH T}IE LATVS OF THE STATE OF THE IN WHICH

THIS AGREEMENT IS EXECUTED, WITHOUT REGARD TO CONFLICTS OF LAW

PRTNCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND

EXCLUSNE JURISÐICTION TO THE STATE AND FEDERAL COURTS FOR" THE

COUNTY IN V/HICH THIS AGREEMENT IS FORMED FOR ANY DiSPUTE ARISiNG

OUT OF OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS

CONTEMPLATED HEREBY.

9. Authorifv. Provider represents that it is authorized to bind to tlre terms of this Agreement,

in"fuãing 
"onfidentiality 

and destruction of Student Data and any portion thereof contained

therein, ãll related or asiociated institutions, individuals, employees or contractors who may have

açcess to the Student Data and/or any portìon thereof, or may own, lease or control equipment or

facilities of any kind where the Student Data and portion thereof stored, maintained or used in

any way. provider agrees that any purchaser of the Provider shall also be bound to the

Agreement.

10.l@f.No delay or omission of the LEA to exercise any right hereunder shail be construed as a

*uirr.. of any such right and the LEA reserves the right to exercise any such right from tirne to

time, as often as may be deemed expedíent.

1f .@grs BoJnd. This DPA is and shall be biriding upon the respective successors in interest

io provider i¡ thñvent of a rnerger, acquisition, consolidation or other business reorganization

or sale ofall or substantially all ofthe assets ofsuch business'

lS ignalw:e P age Follow sf
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BY

IN WITNESS \ilIIEREOF, the parties have executed this California Student Data Privacy Agreement

as of tlre last day noted below.

Vkidz

BY Date 9t2412018

Robert Laundrie Title/Position
National Sales Ðirector

Piinted Name:

Westside Union School District

October 4. 20l R

Printed N bêY ,nt"æosirion
Asgt. Suparintendsnt, Admln¡strative Servlc€s

Nole: Electronìc signatare not.permítted.
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F.XHIRIT *A"

DESCRIPTION OF SERVICES

IINSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE. IT'MORE TI-IAN

ONE PRODUCT OR SERVICE IS INCLUDED, LIST EACI{ PRODUCT HERE]

VocabularySpellingCity is a teacher productive. tool which allows students to

independently praõt¡ce vocabulary and spelling words aligned to the

á¡stricfs gradä'level curriculum. lt is recommended students play for 5

minutes with new words and then for 5 minutes with words previously

taught for maximum results.

VocabularySpellingCity su pple ments any instructional unit by providing

students with indeþendent practice based on the distrìcls curriculum across

all content areas. VocabularySpelling0ity works best when aligned with

classroom instruction.

Students can access their VocabularySpelling0ity account on any computer

or mobile device with an lnternet connection. Teachers can adapt word lists

to match students' individual needs; however, VocabularySpellingCity is not

computer adaPtive.

Tèachers can ìmport ready made interdisciplinary words lists, create their

own word lists, and share word lists with other VocabularySpellingCity
màmOers aligned to their curriculum. lndependent student pract¡ce provides

the necessary multiple exposures to move words into long term memory.

VocabularySóellingb¡ty allows students to read, hear, write, and manipulate

words and their sounds.

Teachers can create an assignment using the TestMe aclivities to verify

readiness for the next lesson, AllVocabularyspellingcity's assessments are

delivered digitally and automatically administered to individual students'

Once studeñts supm¡t their assessment, it is immediately scored and results

are shared with the student. Simultaneously, students' Scores entered into

the teacher's records.
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Category of
Data

Elements
Check if used

by your
sYstem

Application
Technology
Meta Data

IP Addresses
of users, Use

ofcookies etc.

Other
application
technology
meta data-

PJease specifu:

Application
Use Statistics

Meta data on
usel

interaction
with

application

Assessment

Standardized
test scores

0bservation
data

Other
assesslnent

dat+.Please
specifu:

Attendance

Student school
(dailY)

attendance
data

Student.class
attendance

data

Communicatiotrs

Online. 
I

communlcatlons
that are
captured

(ema s, blog
entries)

EXITIBIT "B'

SCHEDULE OF DATA

Conduct
Conduct or
behavioral

data

Dernographics

Date of Birth
Place of Birth

Gender
Ethnicity or

race
Language
information

(native,
preferred or

primary
language
spoken by

Other
dernographic
information-

Please specify:

Enrollment

Student school
enrollment

Student grade
level

Homeroom
Guidance
counselor
Specifrc

curriculum
programs

Y-ear.of
graduation

Other
enrollment

information-
Please specify:

Contact
Address
Email
Phone
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Parent ID
number

(created to

link parents to

Parent/
Gualdian iD

Firsi and/or
LastName

Parent/

Student
scheduled

courses

Teacher
names

Schedule

English
language
leatner

information
Low income

ståtus

Medical alerts
/health data

Student
disability

informatìon

or 504

SpecialÞed
education

services (IEP

foster care

Living
situations

(homeless/

Please

Other
indicator

information-

Special
Indicator

Address
Email

Student
Contact
lnformation

Local (School
iD

Student
Identifrers

number
State ID
number

Vendor/App
assigned

snrdent ID
number

Student app
usemame

yes
Student app
passwords- yes

Student Narne
First and/or

Last
Only ¡f provided bY the dlËlricl

Student In
App
Performancê

Program/appli- 
I

cation
perfornranee

(typing
program-student
types 60 wpm,

reading
program-student

reads below
grade level)

Speltlng &
Vocabulary
test scores.
Amount of
time spent on
an activity

Student
Program
Mernbership

Academic or
extracurricular

activities a

student maY

belong to or
participate in

Student
Sutvey
Responses

Stud€nt
responses to
surveys or

questionnailes

Student work

Student
generated
content;
writing,

oictures etc.

yes

Other student
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woËk datå-
Please specifu:

Transcript

student course
grades

Student course
dala

Student course
grades/perfor-
mance scol€s

Other'
transcript data

-Please
speciff:

Transportation

Student bus
assisrunent
Shrdent pick

up and/or drop
off location
Student bus

card ID
number

Other
transportation

data -Please
specifu:

Other

Please list
cach

additionaldata
element used,

stored or
collected by

your
application

No Student Data.Collected at thís time
*Provider shall immediately notify LEA if this

designation is no longer applicable.
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A.B l5g4, Buchanan: The statutory designation for what ìs now California Education Code $ 49073'1,

relating to pupil records.

De-Identifiable Infor¡nation {DII): De-Identification refers to the process by which the Vendor

removes or obscures uny Þ"rronully lclentifiable Information ("PIÏ') front student-records in a way that

removes or minimizes túe risk of disclosure of the identity of the individual and information about them'

Educational Records: Educational Records are offìcial records, files and data directly related to 
-a

student and maintained by the school or local education agency, including but not limited to, records

"nco*pasring 
all the matÉr¡al kept in the student's cumulaiive folder, such as general identifying data,

records of attendance and of âcademic work completed, records of achievement, and results of

evaluative tests, health data, disciplinary status, test protocols and individualized education programs'

For prrrposes ofthis DPA, Educational Records are refenred to as Student Data.

NIST: Draft National Institutc of Standards and Technology ("NIST") Special Publication Digital

Authentication Guideline.

Operator: The term "Operator" means the operator _of 
a¡r Internet Website, online service, online

uþii"ution, or mobile application with actual knowledge that the site, service, or application is used

primurily for K-12 ,cnoài purposes and was designed and marketed for K-12 school purposes' For the

i.rrpor"if flle Service Agr".m"nt, the term "Op-erator" is replaced by the term "Provider'" This term

,huil 
"n"o*pass 

the tenn "Third Patty," as it is found in applicable state statutes'

personally Identifiable Information (PII): The terïrs "Personally Identif,rable Information" or "PII"

shall include, but are not limitsd to, studerídata, metadata, and user or pupil-generated-content obtained

by reason of the use of provider's software, website, serice, or app, including rnobile apps, whether

gäthered by provider or provided by LEA or its users, students, or students' parents/guardians' PII

includes Indirect ldentifieis, which is any information that, either alone or in aggregate, would allow a

reasonable person to be ablè to iiièntify â shrdent to a reasonable certainty- For purposes of this DPA,

personally identifiable Information shall include the categories of infbrmation listed in the definition of

Snrdent Data.

provider: For purposes of the Service Agreement, the teml "Provider" means provider of digital

educational software or services, including cloud-based services, for the digital storage, management,

and retrieval of pupil records. 
'Within the ópR the term "Provider" includes the term "Third Party" and

the term "Opetator" as used in appl'icable sfate statutes'

pupil Generated Content: The term "¡rupil-generated.contelìt" means materials or content created by a

pupil doring and for the purpose of eàuiatiãn including, but not limited to, essays, research reports,

bonfolìoq, Jreative writini, musi" or other audio hles, phãtOgraphs, videos, and accotlnt information that

enables ongoing ownership of pupil content,

EXHIBIT'OC'

DEFINITIONS
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pupil Records: Means both of the following: (l) Any information that directly relates to a pupil that is

maintained by LEA and (2) any informati"i ã"qrit"a directly from the pupil throug¡ the use of

instructional software ol. uppíi"utions assigned to thå pupil by a teacher or other LEA employee' For the

purposes of this agr""meni Pupit RecorJs shall be tlh""totnô as Educational Records, Student Personal

Information and Coverecl lnformation, all of which are deemed Student Data for the purposes of this

Agreement.

Service A€,rcement: Refers to rhe Contract or Purchase Order to which tllis DPA supplements and

modifies.

school official: For the purposes of this Agreement and pursuant to 34 CFR 99'31 (B), a School

official is a contractor thåt: (t¡ terforms an institutional se¡:vice or ñrnctíon t'or which the agency or

institution would othcrwise use employees; (2) Is untler the direct control of the agency or institution

with respect to the use and maintenance of Láucution records; and (3) Is subject to 34 CFR 99'33(a)

.Jou"*iqg the use and re-disclosure of.personaily identifrable ìnformation from student records'

SOPIPA: Once passed, the requirements of SOPIPA were added to Chapter 22'2 (commencing with

Section 22554)tð Uivislon I ofìhe Business and Professions Code relating to privacy'

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its

users, students, or students' parents/guardiunr, it at is desiriptive of the student including, but not limited

tq i"b"r"ioí in tlre student's educãtional record or enrail, first and last name, home address, telephone

núrnb"r, email address, or other information allowing online contact, discipline records, videos, test

results, special educatíon dat4 juvenile dependency records, grades, evAluations' criminal records'

medical 
'ecords, 

health ,"ro.ãr, social security numbers, biometric information' disabilities'

socioeconomic information, food purchases, political affiliations, religious information text messages,

documents, student identiies, seäch activity, photos, voice-recordings or geolocation information'

Student Data shall constitute Pupil Recor¿t fór ttre purposes of this Agreement, and for the purposes of

california and fedeml 1aws and ìegulations. studsn{ Dãta as specified in Exhibit "B" is confirmed to be

collected or processed by the Provider pursuant to the Serviões. Student Data shall not constitute that

information that has been anonymized or de-identified, or anonylnous usage data regarding a student's

use of Provider's setvices.

SDPC (The Student Data Privacy Consortium): Refers to the national collaborative of schools,

districts, regional, territories and state agencies, policy makers, trade organizations and marketplace

provideis Jaa."rrinf ,"ul-world, adapøËle, and'impiemenþble solutions to growing data privacy

concerns.

Stutlent personal Information: o'student Personal Information" means information collected through a

school service tt,ut p.rronully identifìes an individual student or other information collected and

maintained about an ¡n¿i,ri¿.,uí student that is linked to information that identifies an individual student,

as identifred by Washington Compact Provision 284.604.010. For purposes of this DPA, Student

Personal Infortnation is referred to as Student Data'
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Subscribing LEA: An LEA that was not party to the original Services Agreement and who accepts the

Provider's General Offer of Privacy Terms.

Subprocessor: For the purposes of this Agreernent, the term "Subprocessor" (sometimes referred to as

the "subcontractor") means a paúy other than LEA or Provider, who Provider uses for daba collection,
analltics, storage, or other service to operate and/or improve its software, and who has access to PII.

Targeted Advertising: Targeted advertising meâììs presenting an advertisement to a student where the
selection of the advertisement is based on student information, student records or student generated

content or inferred over time from the usage of the Provider's website, online service or mobile
application by such sTr.rder¿t or the retention of such student's online activities or requests over time.

Third Party: The term "Third Party" means a provider of digital educational software or services,

including cloud-based serices, for the digiøl storage, management, and retrieval of pupil records.
However, for the_purpose of this Agreement, lhe term "Third Party'' when used to indicate the-provider
of digital educational software or services is replaced by the term "Provider."
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úÉI)':

DIRECTIVE FORDISPOSITION OF DATA

Westside tJnion School District directs Vkidz Holdings lnc.

dispose of data obtained by company pursuant to the terms of the

between LEA and Company. The terms of the Disposition are set forth below:

LEA Date

9l24l1B

Verilication ition of Data Date

by Authorized Representativc of Provider

to
Sen¿ice Agreement -.--

Extent- o.f DisPositipn

Disposition shall be:

X purtiut. The categories of dat¿ to be disposed of are as

follows: Student and teacher data, along with
associated activities,

Complete. Disposition extends to all categories of data'

Natu.fe of Disnositio.U

Disposition shall be by

X Destruction or deletion of data.

Transfer of data. The data shall be transferued as set fofth

in an anachmerrt to this Directive. Following confirmation from

LEA that data was successfully transferred, Provider shall

destroy or delete all applicable data'

Timins of Disnosition

Data shall be.disposed of bY the

following date:

As soon as çomrïetcially practicable

X-", (Insert Date) Ju[y 'l
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EXHIBIT'*:E"

GENERAL OFFER OF PzuVACY TERMS

Westside,U nion Sohool Distric't

1. Offer of Terms , \Âfaetsirte
provider offers the same privaoy protections found in rhis DpA between i¡ *¿ westside union schoolDis'

and which is dated gl24t18 to any ott'er L'EA f'stbseribir4 LEA'1) who accæpts 'this

General Offer though its signature below. this éeneral Offer shall extend only to privacy protections

and Provider's sìgnattrre sñall not necessarity bind Provider.to:iher terms' such as price' term' or

schedule of services, of to any olåer provisioi not addressed in this DPA' The Provider and the other

LEA may also agr.ee to change th9 dätq prouia"d by LEA, to the Provider in Exhibit "8" to suit the

*t* î*,f"-"i."it* inÅ. ïn¿^þrJvraji 
"tuy 

*r{,eraw rhe. gbÍ€rdl offer in the event of; {l'} I -- '-'--'

material change in the applicable privacy statues; (2) a material 
-change 

ín the servÍses and prodr¡cts

-subject listed in -ttre -Originating S"*i... Agt";;*t;.or three (3) years after the date of Þrovider's

signature to this por*.îrãni¿"rîhull notify*beTea in thg event of any withdrawál so that this

in-formation may be transmÍtted to the Alliance's users'

vki ngs

.BY:

PrinædName:
Robert Laundrie National. Sales- Director

gl24l18
Ðde:

Date:

2. Su:bscribíng LEA

A Subsffibing LEA, by signing a separate Sewice Agreemqnt 1$.Provider, 
and by its signature below'

accepts óe Gbneral Of.f"r:oifti""cy T".n s. The Su"bscribing LEA and the Provider shall therefors be

Uound by the sanle terms of thìs DPA'

BY

Prinfed N

Name:- ,, --

Email Address:
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EXHIBIT "F" DAT,A SBCURTTy REOUIRSMENTq

IINSÉRT ADDITIONAL DATA SECUzuTY REQUIREMENTS HERÊ]

00ó l 8-00001/4274378. I
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