AN OVERVIEW OF THE CALIFORNIA STUDENT DATA PRIVACY AGREEMENT

[ntroduction: Sinee the passage of AB 1584, (now found at California Education Code section 490731 3,
school districts have struggled to incorporate its required provisions in their contracts with digitat
providers. Two reasons account for a large portion of these difficulties, First, school districts often do
not have the legal resources to negotiate with legally compliant privacy provisions, especially when they
are negotiating with digital providers who may be resistant to change contract provisions the providers
have crafted for their own purposes ofien at considerable expense. Second. other school districts are
often reluctant 1o adopt the praducts for their school district, especially if they do not know whether

these other agreements have been legally reviewed, and by persons who are comfortable in the new law
of data privacy,

The California Student Data Pr vacy Agreement (referred to here as the "DPA™) attempls to tackle these
two challenges head on. First, it has been reviewed by several sets of legal and subject matter eXpelts
ranging from the Federal government, private attomneys, and cducators working in the data privacy field
both within the State of California and beyond, Users of this document can know, with a high degrec of
confidence, that it mects both the requiremnents of Federal and California State law,

3chool districts using this DPA For their digital contracts can, by uploading the executed DPA inlo the
California Student Privacy Alliance {"CSPA") websilc, make the DPA available for usc by other school
districts. This includes school distriels both within California and outside of California, since California
is now a member of a nationwide data contract exchange maintained by the Student Data Privacy
Consortivm ("SDPC™,

Practical Document: Legal compliance was not the only objective of the drafters of this DPA. They also
sought to make this a practical and useful document; therefore this document contains provisions that
will be of assistance (o those persons, at (he District and the Vendors who will administer the digital

program established by the underlying ugreement, We will briefly note some of the mare important
provisions of the DPA:

(a) Natwre of Digital Services: Paragraph 2 of Article [ of the DPA describes the service to be
provided by the digital vendor. Such a description is often missing in many digital contracts. Having a
short and workable summary of the services will also pravide a description of the benefits of such a
service 10 members of the educational community, & vital component in the aceeptance and
dissemination of educational digital products,

(b) Types of Data to be Transferred: Paragraph 3 of Article I, provides an opportunity for the
Vendor and the District to list the types of studenl data that the providers will need in order to perform
its services. T'his listing can be accomplished either by listing the types of data to be transferred in the
text of the DPA or by cheeking the data "hoxes® in Exhibit B, the Schedule of Data, attached to the
DPA,



(c) Descriptions of Data Security, This provision is found at Paragraph 1 ol Article V. It was
perhaps the most challenging section of the DPA, especially given the lack of specific data security
requircments in - California  Jaw. We therefore resorted o some helpful categories of
data protection, (including regulating Provider Subprocessors. a topic often neglected in the law}. The
paragraph while also allowing the provider to flesh out their securily measutes in an attachment I the
DPA, We are optimistic that provider attachments will increase public confidence in digital products,
because it has been our experience that many digital providers have elaborate and robust data security
systems,

() Definitions: In development of the DPA, we found that different laws used identical terms
Bt with different meanings. To avoid confusion and enable all stakeholders to understand the DPA, we
felt an important component was a Definition of Terms or Exhibit €.

Pyrincrship: Readers of this DPA may detect a more "neutral” lone than that found in many DPAs and
which takes into account provider interests, This includes the creation of commensutate <data protection
dutics for schoal districts. This approach is deliberate. The authors of this DPA believe that w0 be
cffective, digital contracts must create a partnership, a recognition that is as vitally important to
providers as well as school district t profect the integriiv o[ student data.

Scalability; Perhaps the most ambitious section of the DPA is the "General Offer of Terms” by the
Provider regarding student data privacy rights. Providers making this voluntary offer (found at Exhibit
"E"), agree to be bound to the same privacy terms as found in the DPA to other, future school distrigts
who alsa sign the DIPA, Why would a provider ascribe to this offer? Because they, like school
districts, ulso wish o avoid the transaction costs and uncertainties of separately negotiating the privacy
sections of their data agreements with individual school districts. They are also protected by the fact
that the privacy offer does not include such items as pricing, which the providers are free to negoliate
saparalely, and by the limited duration ol the offer.

Length: The drafting of contracts frequently involves the sacrifice of certain principles, Here the
sacrificed qualily may be compaciness. This DPA is rather long, but it is long for four reasons. First, it
hopes to be versatile and used in a number of settings. To do so it must be comprehensive, Secondly in
order 10 be useful, it employs several atlachments which could, in the appropriate circumstances, be
discarded. Third, the formatting and font size is generous for ease of reading. The fonl size can be
decreased, Finally, the world of digital education is complicated and changing. Perhaps it is in this is
the one context where we can venture to say that brevity is not a virtue.

Mechanijes: Here are a fesw practical tips ko help you complete the DPA;
The DPA is provided in pdf format with fillable ficlds. To see the text that needs 1o be replaced,

hover over the fillable fields, On a MAC, to see the lext that needs o added,
you may need to hover on the fillable field and sclect Control,

On the specified pages, you will need 1o



o Cover Page:

Locate Fllable field Insert Name Of School District ar Local Education Agency atd insert the rame of your LEA,
Lecate fillable fizld insert Mame of Pravider and insert the name of the Provider.

Locate fillable fiald Date of Service Agrerment and insert the actual date of the agreement.

On Page 1

Lacate fillable fleld Insert Name Of Schoal District or Lacal Education Agency and Insert the name of your LEA.
Lacate fillable field thsert Name of Providar and insert the name of the Provider.

Lecate fillable field insert Date and insert the date of the agreamant.

Locate second Fillable figld Insert Date and insert the date of the agreemant.

On Page 2:

Lacate fillable field Insert Brief Description of Services and insert See Exhibilt A or mark Mot Applicable.

On Page 3:

Locate flllable fisld Insert Categories of Student Data to he provided to the Provider and insert See Exhibit B or
mark Mot Applicable.

On Page B:

Lacate flilable field lnsert Cotunty and insert the natne of the jurisdictional county.

2n Page 9:

Locate fillable fleld Insert Mame of Schoo! District or LEA and insert the name of the LEA.

Locate fillahle field Signature Na Ekctronic Signatures Allowed and manuaily slgn the CD5RA.

Locate Rllable field Date of Service Agreement and insert the date signed by the LEA.

Locate fillable field Printed Name and insert the name af the indidual signing an behall of the LEA,

Locate fillaile fickd Titla/Pesition and insert the title/position of the Individual signing on behalf of the LEA.
Locate second Fillable field Insert Name of Provider and insert the name of the Provider,

Locate second flllabke field Signature No Elactronic Signatures Allowed and manually sign the CDAPA.

Lacate second flllable field Date of Service Agreement and Insert the date signed by the Provider.

Locate second fillable field Printed Name and insert the name of the individual signing on behalf of the Provider.
Locate secand fillable field Title/Position and Insert the tite/positien of the individual signing on behalf of the
Provider.

On Fage 10:

Lacate Fillable field lnsert Detalled Description of Services Here found as Exhibit & and insert Descrlption of
Services or mark Not Applicabiz,

On Pages 11-12:

Locate fillabie flelds Cheek If Use By Your System and check appropriate data element boxes,

On Page 16:

Lacate fillable field Insert Additional Data Security Requirements Here found 45 Exhibit D and insert Data
Securlty Requirements or mark Mot Applicable.

For Providers who wish to sign the General Offer of Terms:

On Page 17 #1 Cffer of Terms:

Locate fillable field tnsert Wame of Initiatisg LEA and insert the mame of the initiating LEA.

Locate flilable field tnsert Date and Inserk the date of the original initiating DPA,

Locate fillable field Insert Provider Nama and insert the name of the Provider,

Locate fillable fleld Signature Mo Electranic Signatures Allowed and manuatly sign the General Offer of Terms.
Lacate fillable fleld Date and insert the date signed by tha Provider,

Lacate fillable field Printad Name and insert the narae of the individual signing an behalf of the Provider.
Lacate flilable field Titlef Position and insert the title/position of the individual signing an behaif of the Provider.
For Subscribing LEAs who wish to accept the General Offer of Terms signed by a given Provider:

On Page 17 #2 Subscribing LEA [without making any changes to #1)

Locate fillable field insert Subscribing LEA Marma and insert the name of the LEA,

Locate fillable field Signature No Electronic Signatures Mlowed and manually sign the General Offer of Terms.
Locate fillable field Date and insert the date the Subscribing LEA accepts the General Offer of Terms,

Lecate fillable fizld Printed Name and ingert the rame of the individual signing on behalf of the Subscribing LEA.
Locate fillable fiald Tile/Positlon and insert the titke/position of the indlvidual signing en behalf of the
Subscribing LEA.

Commua Uza s she Future: 0061 B-00001E372504.1
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ey Agreement {"DPA") is entered into by and between the
hereinafter referred to as "LEA™) and

L}

o - " (hereinafter refmed to as "Provider™) I::n|02“4f2m 8
The Parties agree to the temms as stated herein.

HECITALS

WHEREAS, the Provider has apreed to provide the Locsl Education Agency ("LEA") with ceetain
digital edvcational services ("Services™) pursuant to & contmel dated[02/1472013 {"Service
Agreement™); and

WHEREAS, in order to provide the Services described in the Service Agreement, the Provider may
teceive atid Lhe LEA may provide documents or data that are covered by several federal and statutes,
among them, the Family Educational Rights and Privacy Act ("FERPA™) et 20 U.S.C. 1232g, Children's
Online  Privacy Protection Act ("COPPA"), 15 USC. 6501-6302; Protection of Pupil Rights
Amendment ("PPRA™ 20 U.5.C, 1232 h; and

WHEREAS, the documents and dats iransferred from California LEAs are also subject o several
California student privacy laws, including AB 1584, found at California Educalion Code Section
49073.1 and the Student Online Personal Information Protection Act (sometimes referred to as either
"SB 1177”7 ar "SOPIPA") found at Califormis Business and Protessions Code section 22584 and

WHEREAS, the Parties wish Lo cnter into this DPA 1o ensure that the Service Agreement conforms to
the requirements of the privacy laws referred to above and to establish implementing procadures and
duties; and

WHEREAS. the Provider may, by signing the "General Offer of Privacy Terms”, agrces to allow ather
LEAs in California the opportunity to accept and njoy the bemefits of this DPA for the Services
described hercin, without the need 1o ncgotiate terms in a separate DPA.

NOW THEREFORE, for good and valuable consideration, the partics agree as follows:

ARTICLE I: PURFMOSE AND SCOPE

1. Purpose of DPA. FThe purpose of this DPA is to describe the duties and responzibilities to
protect student data transmitted to Provider [rom the LEA pursuant to the Scrvice Agreement,
including compliance with all applivable privacy statutes, including the FERPA, PPRA, COPPA,
5B 1177 (SOPIPA). and AR [584. In performing these scrvices, the Provider shall be
considered a School Official with a legitimate educational interest, and perlorming services
otherwise provided by the LEA, Provider shall be under the direct control and supervision of (he
LEA. Control dutics are set forth Below,

2. Nature of Scrvices Provided. The Provider has agreed lo provide the following digital
educational services described below and as may be further oullined in Exhibit "A™ hereto:
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Student Data to Be Provided. In order to perlorm the Services described in the Service
Agreement, LEA shall provide the catcgones of data described below or as indicated in the
Rehedule of Data, attached hereto as Exbibit "B™

QEEEE ExigsT "

DPA Definitions. The definition of tetms used in this DPA is found in Exbibit "C". In the event
of 2 conflict, definitions used in this DPA shall prevail over fertn used in the Service Agreetment.

ARTICLE 1I: DATA OWNERSHIP AND AUTHORIZED ACCESS

Student Data Property of LEA. All Student Data or any other Pupil Records fransmiteed Lo the
Provider pursuant to the Service Agreement is and will continue to be the property of and under
the control of the LEA, 'The Parties agree that as between them all rights, including all
intellectual property rights in and to Stwdent Data or any other Pupil Recoeds contemplated per
the Service Apresment shall remain the exclusive property of the LEA. For the purposes of
FERPA, the Provider shall be conzidered a School Official, under the control and direction of the
LI3As as it pertaing to the use of student data notwithstanding the above, Providet may transfer
pupil-gensrated contant to a separate accoun, according to the procedures sct forlh below,

Parent Access. LEA shall establish reasomable procedures by which a parent, logal guacdian, or
eligible student may review personally identifiable information on the pupil's records, cormeet
grronecus information, and procedurcs for the rsnsfer of pupil-generated content o @ personal
account, consistent with the functionality of services, Provider shall respond in a ressonably
timely manner to the LEA's request for personally idemtifiable information in a pupil's records
held by the Provider to view or correct a5 necessary, I the evend that a parent of a pupil or other
individual contacts the Provider to review any of the Pupil Reconds of Student Data accessed
pursuant to the Services, the Provider shall tefer the parent or individual to the LEA, who will
follow (he necessary and proper procedurcs regarding 1he requested information,

Separate Account. Provider shall, at the request of the LEA, transfer Snedent generated content
o A scparate shudend avcoit,

Third Party Request. Should a Third Party, including law enforcement and government
entities, contact Provider with a request for data held by the Provider pursuant to the Services,
the Provider shall redirect the Third Parly i0 request the data directly from the LEA. Provider
shall nonify (he LEA in advance of a compelled disclosure o a Third Party unless legally
prohibited.



No Unauthorized Use. Provider shall not use Student Data or informatian in a Pupil Record for
apy purposs other than as explicitly specificd in the Service Agreemenl.

6. Subprocessors. Peovider shall enter into written agreements with all Subprocessors performing

functions pursuant to the Service Agreemenl, whereby the Subprocessors agree protect Student
Data in manner consisient with the eems of this DPA

ARTICLE III: DUTIES OF LEA

. Provide Data In Compliance With FERPA. |.EA shall provide data for the purposcs of (he

Service AR Agreement in compliance with the Family Edueatiopal Rights and incy Act
{"FERPA"}, 20 1.5.C. section 1232 g, A} 1584 and the other privacy statutes guoled in this
DPA,

Reasonuble Precautions. LEA shall take rcasonable precoutions to scourc usernames,
passwords, and any other means of gaining access to the services and hosted data.

Unauthorized Access Notification. LEA shull aotify Provider prompily of any known or

suspected unauthorized secess. LEA will assist Provider in any efforts by Provider to investigate
and respond o any unauthorized access.

4. District Representative, Al request of Provider, LEA shall designate an employee or agent of

1.

the District as the District represemalive for the coordination and fulfillment of the dutics ol this
DPA.

ARTICLE IV: DUTIES OF PROVIDER

. Privacy C iance, The Provider shall comply with all California and Federal laws and

regulations pertaining to data privacy and secarity, including FERPA, COPPA, PPRA, AB 1584,
and SOPIPA.

Authurp_ag_d_!he The data shared pursuani to the Service Agreement, inchuding persistent
unique identifiers, shall be used for no purpose other than the Services stated in the Service
Agreement and/or otherwise suthorized under the statuies relermed 10 in subsection ¢ 1), above.

3, Employee Obligation. Provider shall require all emplovecs and agenls who have access to

Student Data to comply with all applicable provisions of FERPA lasws with respect to the data
shared under the Service Apreement. Provider aprees to require and maintain an appropriate
confidentiality apreement from each employee or agenl with access to Student Data pursuant to
the Service Apreement.
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No Disclosure. Provider shall not diselose any data obtained under the Service Agresment in &
manner thal could identify an individual student w any other entity in published results of studies
as authorized by the Service Agreement.  Deidentified information may be used by the vendor
tor he purposes of developruent and improvement ot educationat ailes, services, ar upplications.

Disposition of Data. Provider shall disposc of all personally identifiable data obtained under the
Service Agreement when it is no longer needed for the purpose for which it was obtained and
transfer said data to LEA or LEA's designee within 60 duys of the date of termination and
according lo & schedule and procedure as the Parties may reasonably agree, Nothing in the
Service Agreement authorizes Provider to maintain personally identifiable data obieined under
the Service Agresment heyond the time peried reasonably needed o complete the disposition,
Disposition shatl include (1) the shredding of any hard copies of any Pupil Records; (2) lirasing;
or (33 Otherwise modifying the personal information in those records to make it unreadable or
indecipherable. Provider shali provide written notification to LEA when the Data has been
disposed. The duty 1o dispose of Student Data shall nol extend to data that bas bean de-identified
or placed in a separate Student accounl, pursuant to the other terms of the DPA. Nothing in the
Service Agrestnent anthorizes Provider to maintain personally identifiable data beyond the time
period reasonably necded to complete the disposition.

Advertising Prohibition, Provider is prohibited from using Student Datn to conduct of assist
tarpgeted advertising directed at students ot their families/guatdians. This prohibition includes the
development of a profile of a student, or their families/guardians or group, for any commencial
purpose other than providing the service to client, This shall not prohibit Providers {rom using
data to make product or servive recommendations to LEA,

ARTICLE ¥V: DATA PROVISIONS

Data Security. The Provider agrees 1o ebide by and maintsin adequate data security measures to
protect Student Dala from unauthorized disclosure or acquisition by an unauthorized person.
The general security dutics of Provider are sel forth below. Provider may further detail ils
security programs and measures in in Exhibit "D" hereto, These measures shalt include, but are
it lienited to;

a. Passwords and Employec Access. Provider shall make best eiforts practices w scoure
uscrnames, passwords, and amy other means of gaining access to the Services or to
Student Data, ot a level suggesied by Article 4.3 of NIST 800-63-3. Provider shall only
provide acecss (o Student Data to cmpleyses ov contractors that are performing the
Services. As stated elscwhere in this DPA, employees with aceess to Student Data shall
have signed confidentiality agreements regarding said Student Data. All employees with
acress to Student Records shall pass criminal backgreund checks,

b. Destruction of Data. Provider shall destroy all personally identifiable data obtained
under the Service Agreement when it is no longer needed for the purpose for which it was



2.

E:

obtained or transfer said data o LEA or LEA's designee, sccording to a schedule and
procedure as the parties may reasonable agree. Nothing in the Service Agreement
authorizes Provider to maintain personally identifiable data beyond the time period
teasonably needed o complete the disposition.

Security Protocols. Hoth parties agree o mainlain security protocols that meet industry
best practices in the transfer or transmission of any data, including ensuring that data may
only be viewed or accessed by parties legally allowed to do so, Provider shall maintain
all data obtained or generated pursuant to (he Service Agreoment in a secure computer
environment and not copy, reproduce, or transmit data obtained pursuant to the Service
Agrecmenl, except as necessary (e fulfill the purpose of dala requests by LEA.

Emplayee Training, The Provider shall provide periodie securiey training 1o these of iis
employees who operate or have access to the system.  Further, Provider shall provide
LEA with contact information of an emploves who LEA may contact if there are any
SECHFILY CONCErns or queslions,

Secarity Technology. When the service is secessed using a supported web browser,
Secure Socket Layer ("SSL"), ur equivalent technology protects information, using both
server authentication and data encryption 1o help ensure that data are safe secure only to
authorized wsers, Provider shail hust data pursuant to the Service Agresment in an
environment using a ficewal] that is periodically updated according to induwstry standards.

Seewrity Coordinator. Provider shall provide the name and contact information of
Provider's Security Coordinator for the Student Data received pursuant 1o the Service
Agrestent

Subprocessors Bound.  Provider shall enler imto written agreements whepeby
Subprocessars agree ta sevure and protect Student Data in a manner ¢onsistent with the
terms of this Article V. Provider shall periodically conduct or review compliance
monitering and assessments of Subprocessors to determine their compliance with this
Article.

2. Data Breach In the event thal Student Data is acocssed or obtained by an unauthorized

individual, Provider shall provide notification to LEA within a reasonable amount of time of the
incident, Provider shall follow the following process:

The security breach notification shall be wrilten in plain language, shall be titled "Notive
of Data Breach,” and shall present the information described herein under the following
headings: "What Happened,” "What Intormation Was Involved,” “What We Are Doing,"
"What You Can Do," and "For More Information.”  Additional information may be
provided as a supplement to the notice,

The security breach notification described above in zection 2(a) shall include, at a
mimmurm, the following information:

i. The name and contact information of the reporting LEA subject tu this section.

it. A hist of the types of personal information that were or are reasonably believed to
have been the subject of a breach.



til. If the information is possible to determine at the time the notice is provided, then
cither (1) the date of the breach. (2) the estimated date of the breach, or (3) the

date range within which the breach oceurred. The notification shall also include
the dale of the notice,

iv. Whether the notification was delayed as a result of a law enforcement
investigation, if that information is possible 1o determine ai the Hme the notice is
providad,

v. A general description of the breach incident, if that information is possible 1o
determine at the time the notice is provided,

. At LEA's discretion, the secunity breach notification may ulso include any of the
following:

i. Information about what the agency has dore to protect individuals whose
information has been breached.

il. Advice on steps that the person whose information has been breached may take to
protect himself or berself,

d. Any agency that is required to issue a secuirity breach notification pursuant to this ssction
to morc than 500 California residents as a result of & single breach of the security system
shall electronically submit a single sample copy of thal sceurity breach notification,
excluding any personally identifiable informalion, to the Atlomney General. Provider shall
assist LEA in these efforts.

¢ At the request and with the assistance of the District, Provider shali notify the affected
parent, legal guardian or eligible pupil of the unauthorized access, which shall include the
information Fisted in subsections (b) and {¢), above,

ARTICLE Vi: GENERAL OFFER OF PRIVACY TERMS

Provider may, by signing the attached Form of General Offer of Privacy Terms ("General
Offec”), (attached hereto as Exhibit "E"). be bound by the terms of this IDPA to any other LEA who
signs the Acceptance on said Exhibit. The Form is Fmited by the terms and conditions deseribed
therein,

ARTICLE VII: MISCELLANEQUS

1. Term. The Provider shall be bound by this DPA for the duration of the Service Agreement or so
long as the Provider maintains any Swdent Data.  Notwithstanding the foregoing, Provider
agrees to be bound by the terms and obligations of this DPA for no less than theee (3} vears.

2. Termination. In the evenl that either party seeks to terminate this DPA, they may do so by
mutual written consent so long as the Service Agreement has lapsed or has been terminated,

3. Effect of Termination Survival. If the Service Agresment is terminated. the Provider shall
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destroy alt af LEA's data pursuant to Article ¥, seclion Bk,

Priority of Agreements. This DPA shall govern the Ireatment of student records in order (o
comply with the privacy protections, including those found in FERPA and AR 1584, In the
event there is conflict between the terms of the DPA and the Bervice Agreement, or with any
other bid/RT'P, license agreement, or writing, the terms of this DPA shall apply and take
precedence. Lixeept as described in this paragraph hercin, all other provisions of the Service
Agreement shall remain in cffect.

Notice. All notices or vther communication required or permitied to be given hereunder must be
in writing and given by personal delivery, favsimile or e-mail transmission (if contact
information is provided for the specific mode of delivery, or first class mail, postage prepaid.
senl to the addresses set forth herein,

: of ent t her A ies. Provider may agrec by signing the General
Ofter of Privacy Terms be bound by the terms of this DPA for the services described therein for
any Successor Agency who signhs a Joinder to this DPA.

Entire Agreement. This DI'A constitutes the entire agreement of the parties relating to the
subject matter hereof and supersedes all priotr communications, representations, or agreements,
oral or written, by the parties relating thereto, This DPA may be amended and the obscrvance of
any provision of this DPA may be waived (either generally or in any parlicular instance and
either retroactively or prospectively) only with the signed written consent of both parties.
Neither failure nor delay on the past of any party in cxercising any right, power. or privilege
hereunder shall operate as a waiver of such right, nor shall any single or partial exercise of any
such right, power, or privilege preclude any further exercise thereof of the exercise of any other
right, power, or privilege,

Severability. Any provision of this DPA thal is prohibited or unenforceuble in any jurisdiction
shall, as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability
without invalidating the remaining provisions of this DPA. and any such prohibition or
unenforeeability in any jurisdiction shall not invalidate or render unenforceable such provision in
any ather jurisdiction. Notwithstanding the foregoing, if such provision could be mare narrowl ¥
drawn so as not to be prohibited or unenforceable in such Jurisdiction while, at the same time,
mainlaining the inlent of the partics, it shall, as to such jurisdiction, be so narrowly drawn
without invalidating the remaining provisions of this DPA ar aflecting the walidity or
enforceability of such provision in any other jurisdiction.

Governing Law; Venue and Jurisdiction. THIS DPA WILI, BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITIL THE LAWS OF THE STATE OF CALIFORNIA,



WITHOUT REGARD 10O CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS
AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND
FEDERAL COURTS LOCATED IN| San Diego COUNTY, CALIFGRNIA
FOR ANY DISPUTE ARISING OUT OF OR RELATING TO TITS SERVICE AGREEMENT
OR THE TRANSACTIONS CONTEMPLATED HEREBY.

[Sigrature Page Follows)




IN WITNESS WHEREOQF, the parties have executed thiz Califomia Studen] Data Privacy Agreement

as of the last day noted below.

Solana Beach School Diftrict

a7/ I

LA AT
4

Printed Mame:

John Leland

Wonder Workshop, Inc.

,A.,"‘S-,)i/_ —

Printed Name:

Mike Lorion

Date:;

2/14/2018

Title'Pasition:

Director of Technology

Date;

Title/Position:

VP, GM, Eduzation

Note: Electronic signature not permitted.




EXHIBIT "A"
DESCRIPTION OF SERVICES

& ops 1€ pa PP a HINg a
important computer science concepts to students. Students will use a suite of
applications on a tablet or smart phone to create programs and interact with the
robots. Wander Workshop will also provide tools for teachers to manage their
students and enhance their use of the Wonder Workshop services.

0



EXHIBIT "B"
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EXHIBIT "C"
DEFIMITIONS

AB 1584, Buchanan: The statutory designation for what is now California Education Code § 49073.1,
relating Lo pupil records.

De-Tdentifiable Information (DII):  De-klentification refers to the process by which the Vendor
removes or obscures any Personally Identifiable Information ("PII"} from student records in a way that
removes or minimizes the risk of disclosure of the identity of the individual and information about them,

NIST 800-63-3: Draft National Institute of Standards and Technology ("NIST™) Spocial Publication
800-63-3 Digital Authentication Cuideline.

Operator:  For the purposes of SB 1177, SOPIPA. the term “operator” means the operator of an
Intemet Website, online service, anline applicalion, or mobile application wilh actual knowledge that the
site, service, or application is used primarily for K12 school purposes and was designed and marketed
for K~12 school purposes. For the purpose of the Service Agreement, the term "Operator” is replaced
by the term "Provider." This term shall encompass the term "Third Party,” as it is found in AB 1584.

Personally Identifiable Information (PI): The terms "Personally ldentifiable Information™ or "PII"
sball include, but are not limited to, student data, raetadata, and user or pupil-gencrated content obtained
by reason of the use of Provider's software, website, service, or app, including mobile apps, whether
gathered by Provider or provided by LEA or its users, students, or students' parents/guardians, Pl
includes, without limitation, at least the following:

First and Last Name Home Addness
Telephone Number Litnail Address
Discipline Records Test Results

Bpecial Education Data Juvenile Dependency Records
Grades Evaluations

Criminal Records Medical Records

Health Records Social Security Number
Biometric Information Disabilities
Socioeconomic Information  Food Purchases
Political Affiliations Religious Information
Text Messages Documeants

Student Identifiers Search Activity

Pholos Volce Recordings
Widaos

{rneral Categorics:

Indirect Identifiers: Any information that, either alone or in agaregate, would allow a reasonable person
to he gble to identily 4 student to 4 reasonahle wertainty

Information in the Student’s Educational Record
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Information in the Student’s Fmail

Provider: Vor purposes of the Service Agreement, the term "Provider” means provider of digital
educational software or services. including cloud-based services, for the digital storage, management,
and retrieval of pupil records. Within the Service Agreement the term "Provider" replaces the term
"Third Party as defined in California Education Code §49075.1 (AB 1584. Buchanan). and replaces the
tetm as "Operator” as detined in SB 1177, SOPIPA.

Pupil Generated Content: The term “pupil-generated content” means materials or content created by a
pupil during and for the purpose of education including, but not limited 1o, essays, rescarch reports,
portfolios, creative writing, music of other audio files, phatagraphs, videos, and account information that
enables ongoing ownership of pupil content.

Pupil Records: Means both of the following: (1) Any information that directly relates to a pupil that is
maintained by LEA and (2) any information acquired directly from the pupil through the use of

instructional software or applications assigned to the pupil by a teacher or other local educational LEA
employee,

SB 1177, SOPIPA: Once passed, the requirements of SB 1177, SOPIPA were added to Chapter 222
(commencing with Section 22584) to Division § of the Business and Professions Code relating to
privacy.

Service Apreement: Refers to the Contract or Purchase Order to which this DPA supplements and
modifias,

School Official: For the purposes of this Agreement and pursuant to CFR 99.31 (B), a School Official is
a contractor that: (1) Performs an institutional service or function tor which the agency o institution
would otherwisc use employees: (2) Is under the direct control of the agency of institution with respect
to the use and maintenance of education records: and (3) Is subject to CFR 99,33(a) governing the use
and re-disclosure of personally identifiable information from student records,

Student Data: Student Data includes any data, whether gulhered by Provider or provided by LEA or its
users, students, or students’ parents/guardians, that is descriptive of the student including, but not limiled
ta, information in the student's educational recard or email, first and last name, home address, telephone
fwmber, email address, or other information allowing online contact, discipline records, videos, test
results, special education data, juvenile dependency records, grades, evaluations, criminal réecords,
medical records, health records, social security  numbers, biometric information, disabilities,
socioeconomic information, food purchases, political affiliations, religious information toxt messages,
documents, student identifics, search activity, photos, voice recordings or geolocation information.
Student Data shall constitute Pupil Records for the purposes of this Agreement, und for the purposes of
California and Federal laws and regulations. Student Data as specified in Iixhibit B is confinmed 1o be
collected or processed by the Provider pursuant to the Services, Student Diata shall not constitule that
information that has been anonymized or de-identified, or anonymaus usage data regarding & student's
use of Provider's services.

Subscribing LEA: An LEA that was not party v the ori ginal Services Agreement and who accepts the
Provider's General Offer of Privacy Terms.

Subprocessor: Tor the putposes of this Agreement, the term "Subprocessor" (sometimes referred 1o as
the "Subcontractor") means a party other than LEA or Provider, who Provider uses for data colleetion,

14



analytics, storage, or other service to operate andior improve its software, and wha has access ta PIL
This term shall also include in it meaning the term "Service Provider,"” as it is found in SOPIPA.

Targeted Advertising: Targeted advertising means presenting an advertisement to & student where the
selection of the advertisement is bused on student information, student recornds or student gencrated
content or inferred over tme from the usage of the Provider's website, online service or mobile
application by such student or the retention of such student’s ankine activities or requests over time.

Third Party: The term "Third Party" as uppears in California Education Code § 49073.1 (AB 1584,
Buchanan) means a provider of digital educational software or services, including cloud-based services,
for the digital storage, management, and retrieval of pupil records. However, for the purpose of this
Agreement, the term "Third Party" when used to indivate the provider of digital educational software or
services is replaced by the tem "Provider,"
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EXHIBIT *'p"
DATA SECURITY REQUIRFMENTS

- I -pro SEfvers in secure fions

2. Separate testing vs, production environments

3. Internal access control procedures (e.g., access limited to personnal
with strict need-to-know and valid login credentials, password
management procedures, ete.)

4, Encryption of certain user data such as passwords

5. Data backups and disaster recovery pracedures

6. Confidentiality agreements with employees

Sacurity Cocrdinator; Gabe Chang, support@makewonder.com,
408-785-7981
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EXHIBIT LiE il
GENERAL OFFER OF PRIVACY TERMS

. Offer of Terms

Provider ollers the same privacy protections found in this DPA between it and LSolana Beach School Di:
and which is <:Im¢d|023r 14/201 By o any other LEA ("Subscribing LEA™) 0 anywho acceps this
Gieneral Offer though its signature below, This General Offer shall extend only to privacy protections
and Provider's signature shall not necessarily bind Provider to other terms, such as price, term, ot
schedule of services, or 1a any other provision not addressed in this DPA. The Provider and the other
LEA may also agrec to change the data provided by LEA to the Provider 4o suit the unique needs of thic
LEA. The Provider may withdraw the General Offer in the event of: (1) a material change in the
applicable privacy statwles; (2) a material change in the services and products lsted in the Originating
Bervice Agrecment: or three (3} years aiter the date of Provider's signature to this Form. Provider shall
notify the California Student Privacy Alliance in the event of any withdrawal so that this information
may be tmasmitted 10 the Alliance's users,

Wonder Werkshop, Inc.

pWﬂJ 02/14/2018
J Dgte;

'ﬁm Lorion VP, GM. Education
Printed Mame: _ Title/Position:

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Apresment with Provider, and by s signature below,
accepts the General Olfer of Privacy Terms. The Subserd bing LEA and the Provider shall therefore he
bound by Lhe same terms of thiy DEA.

r Date:

Printed Name; Tille/Pasition|

17



