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This Student Data Privacy Agreement (“DPA”) is entered into on the date of full execution (the "Effective Date”]
and Is entered into by and between:

[ J-located at [ 1 {the “Local Education Agency” or “LEA"} and

Dwoncar Medis, LLG], Tocated gt [ somesrmssease | (the “Pravider”),
WHEREAS, the Provider is providing educational or tigital services to LEA.
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and
other regulated data exchanged between them as required by appiicable faws and regulations, such as the Family
Educational Rights and Privacy Act {“FERPA} at 20 U.S,C. § 12325 (34 CFR Part 99); the Children’s Online Privacy
Protection Act {"COPPA”) at 15 U.5.C. § 6501-6506 (16 CFR Part 312), applicable state privacy Iawa and regulations
and
WHEREAS, the Provider and LEA desive to enter Into this DPA for the purpose of estab?icﬁmg their respective
obligations and duties i arder to comply with appticable laws and regulations,

NOW THEREFORE, for good and valuahle cansideration, LEA and Provider agree as follows!
1. Acdescription of the Services to be provided, the categories-of Student Data that nuay be provided by LEA
to Provider, and other information specific to this DPA are-tontained in the Standard Clausas hereto,

2. Special Provisions. Check if Required
I¥ checked, the Supplemental State Terms and atfached hereto as Exhibit "GY are hereby
incorporated by reference into this DPA in their entirety.
if checked, LEA and Provider agree ta the additional terms of modifications set forth in Exhibit
“H. {Optiorial)
# Chacked, the Provider, has signed Exhibit "E” to the Standard Clauses, otharwise known as
General Offer of Privacy Terms

3. in the event of a conflict between the SPPC $tandard Clauses, the State or Special Provisions will control,
i thie event there is conflict hetwieen the terms of the DPA and any other writing, including, but not
fimited to the Service Agreement-and Provider Terrs of Service or Privacy Poiicy the terms of this DPA
shall contrel.

4, This DPA .ghsall stay tn effect for three years. Exhiblt £ will expire 3 years from the date the origing DPA
was signed.

5. The services ta be provided by Provider to LEA pursuant to this DPA are detailed in Exhibit “&" {the
“Services”).

6. Notices. All notices or other communication required or permitted to be given hereunder may be given
via e-raaif transmission, or first-class mail, sent o the designated representatives below.
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'. a A é@m\fé\g‘fem%hv
Address: Wb\)h g@{ ' WW . ULWQ
Phone: D—(‘ ’I)ﬁ?(" 7)?0& Email: W&/YWL\ @/W %

The designated representative for the Provider for this DPA is:
* Name: GNEYENNE Vaughan - Te: Project Manager

Address: 811 Agueduct Way, 36?%1‘19 GA 83463

phone: S00-889-7249 Emalt: CvaUghan@wondermediagroup.net

IN WITNESS WHEREOF, LEA and Provider execute this DPA as of the Effective Date,
1EA:

By: Dater

¥

?r_imed Mame: : Titfef?cslmn:

Provider: . Wonder ?’vft@ﬂéa LG

ch NTRY h Clyitally signéd hy Cheyanne W.
oyaennea augnan Maughan : | y
By: Y 9 Dale: 20214041 140000400 Dyayer 1ol 1172021

Printed Mame: Cheyenne Vaughaﬁ . | Titéﬁ/Pngiﬁm: pm}ed Mang@?
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3.

STANDARD CLAUSES
Version 1.0
ARTICLE |: PURPOSE AND SCOPE
1. Purpose of DPA. The purpose of this DPA i to descrlbe the duties and respansibilities to protect Student

Data including compliance with all applicable federal, state, and tocal privacy laws, rules, and regulations,
all as may be amended from time to time, In performing these services, the Provider shall be considered
a School Official with a legitimate educational interest, and performing services otherwise provided by
the LEA. Provider shall be under the direct control and supervision of the LEA, with respect to its use of
$tudent Data

Student Data to Be Provided. In erder to perform the Services described above, LEA shall provide
Student Data as identifjed in the Schedule of Data, attached hereto as Exhibit “B”

DPA Definitions. The definitlon of terms used in this BPA is faund in Exhibit “C". 1n the event of conflict,
definitions used In this DPA shall prevail-over terms used in any other writing, mc!ud ing, but not limited
t the Service Agreement, Tarms of Sarvice, Privacy Policles ete,

ARTICLE [1: DATA OWNERSHIP AND AUTHORIZED ACCESS

Student Data Property of LEA. All Student Data transntitted to the Provider purstmnt to the Service
Agreement s and will continue to be the property of and under the control of the LEA. The Provider
further acknowledges and agrees that all copies of such Student Data transmitted to the Provider,
including any modifications or additions or any portion thereof from any source, are subject to the
provisions of this DFA In the same manner as the original Student Data, The Parties agres that as between
them, all rights, Including all intellectual property rights in and to Student Data contemplated per the
Service Agreement, shall remain the exclusive property of the LEA. For the purposes of FERPA, the
Provider shall be considersd a Schaol Official, under the controf and direction of the LEA as i pertains 1o
the use of Student Data, notwithstanding the above.

Parent Access. To the extent required by law the LEA shall establish reasonable procedures by which a
parent, legal guardisn, or-eligible student may review Education Records andfor Student Data correct
erroneous Information, and procedures for the transfer of student-genarated content to a parsonal
account, consistent withy the functienality of services, Provider shall respond in & reasonably timely
manner (and no later than forty five [45) days from the date of the reguest or pursuant 0 the Hime frame
required upder state law for an LEA te respond to a parent or student, whichever fs sogner] to the LEA's
request for Student Data in a student’s records held by the Provider to view of correct as recessary. In
the evant that & parent of s student or other individual contacts the Frovider to review any of the Student
Data accessed purswant to the Services, the Provider shall refer the mirent or individual to the LEA, who
will follow the netessary and proper procediires regarding the raquested information,  °

Separate Account, if Student-Generatad Content is stored or maintained by the Provider, Pravider shall,
at the request of the LEA, transfer, or provide & mechanism for the LEA to transfer, said Student-
Generated Content to a separate account created by the student.
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Law Enforcement Reguests. Should law enforcement or other government entities {“Requesting
Partyl{ies}”} contact Provider with a request for Student Data held by the Provider pursuant to the Services,
tha Provider shall netify the LEA In advance of a compelled disclosure to the Requesting Party, unless
lawfully directed by the Requeasting Party not to Inform the LEA of the reguest. '

Subprocessors, Provider shall entér into written agreements with all Subprocessors performing fuictions
for the Provider in order for the Provider to provide the Services pursuant to the Service Agreement,
whereby the Subprocessors agree to protect Student Data in a manner no less stringent than the terms
of this DPA. '

ARTICLE {11: DUTIES OF LEA

Provide Data ln Compliance with Applicable Laws. LEA shall provide Student Data for the purposes of
ohtaining the Services In compliance with all applicabie federal, state, and Incal privacy laws, rules, and
regulations, all as may be amended from time to fime.

Annual Notification of Rights. If the LEA has a policy of disclosing Education Records and/or Student
Data under FERPA (34 CFR § 99.31(a){1)), LEA shall include a specification of criterla for determining who
constitutes a school official and what constitutes a legitimate educational iInterest in ity wnnwal
notification of rights.

Reagonable Precautions. LEA shall take reasonable gregautions 1o secure usernames, passwaords, and
any other means of gaining access to the services and hosted Student Data,

Unauthorized Access Notification. LEA shall notify Provider promptly of any known unauthorized access,
LEA will assist Provider In any efforts. by Provider to investigate and respond fo any unauthorized access,

ARTICLE IV: DUTIES OF PROVIDER

Privacy Complisnce. The Provider shall comply with ali applicable federal, state, and local laws, rules, and
regulations pertalning to Student Data privacy and security, all as may be amended from time to time,

Authorized Use. The Student Data shared pursuant to the Service Agresment, Including persistent unique
identifiers, shall be used for no purpose other than the Services outlimed I Exhibit A or stated in the
Service Agreement and/or otherwlise authorized under the statutes referrad to herain this BPA.

Provider Emplovee Obligation. Provider shall require all of Provider's employees and agents who have
access to Student Data 1o comply with all applicable provisions of this DPA with respect to the Student
Data shared under the Service Agreement, Provider agrees to réquire and maintain an appropriato
confidentiality agreement from each employes or agent with access to Student Data pursuant to the
Service Agreement,

No Diselosure. Provider acknowledges and agrees that It shall not make any re-disclosure of any Student
Data or any portion thereof, Including withgut limitation, user content or ather ngn-public information
and/or personally identifiable informiation contained o the Student Data other than as directed or




permitted by the LEA or this OPA. This prohibltlon agalnst disclosure shall not apply to aggregate
summaries of De-ldentified information, $tudent Data disclosed pursuant 1o a lawfully issued subpoena
or other legal provess, or to subprocessors performing services on behalf of the Provider pursuant to this
DPA. Provider will not Sell Student Data to any thirt! party.

De-ldentified Data: Provider agrees not to attempt to re-identify deidemtified Student Data. De-ldentified
Data may be used by the Provider for those purposes allowed under FERPA and the following purposes:
{1) assisting the LEA or other governmental agencles in conducting research and other studies; and (2)
research and development of the Provider's educational sites, services, or applicatlons, and to
demonstrate the effectiveness of the Services; and {3} for adaptive learning purpose and for customized
student learning. Provider's use of De-ldentified Data shall survive ternination of this DPA or any request
by LEA to return or destroy Student Data. Except for Subprocessors, Provider agress. not to transfer de-
identified Student Data to any party unless {a) that party agrees In writing not to attemnpt re-identiflcation,
and (b} prior written notice has been given to the LEA who has provided prior written consent for such
transfer, Priorte publishing any document that namies the LEA explicitly.or indirectly, the Provider shall
obtaln the LEA's written approval of the manner In which de-identified duta s presented,

Bisposition of Data. Upon wrltten request from the LEA, Provider shall dispose of or provide a mechanism
for the LEA to transfer Student Data obitained under the Service Azresment, within shdy [60] days of the
date of said request and accerding to a schedule and procedure as the Parties may reasonably agres,
tpon termination of this DPA, If nowritten request from the LEA s recelved, Provider shall dispose of all
Student Data after providing the LEA with reasonable prior notice. The duty o dispose of Student Data
shall not extend to Student Data that had been De-ldentified or placed in & separate student account
pursuant to section || 3. The LEA may employ a "Directive for Disposition of Data” form, a copy of which
is attached hereto as Exhibit D, IF the LEA. and Provider employ Exhibit “D," no further written request
or notice is required on the part of gither party prior to the disposition of Student Data descrived in Exhibit
«‘D'

Advertising Limitations, Provider is prohibited from using, disclosing, or selling Student Data to (a)inform,
influence, or enable Targeted Advertising; or (h) develop a profile of a student, family member/guardian
ar group, for any purpose other than providing the Service to LEA, This section does not prohilik Provider
from using Student Data (i) for adaptive learning or custombzed student learning lincluding generating
persanalized learning recommendations); or (i) to mrake product recorsmendations (o teachers or LEA
employees; or {i#) to notify account holders about new education product updates, features, or services
or from ofherwise using Student Data as permitted in this DPA and its accompanying exhibits

ARTICLE V: DATA PROVISIONS | .

Data Storage. Where required by applicable law, Student Data shalt be stored within the United States.
Upon requast of the LEA, Pravider will provide a list of the locations where Student Data Is stored.

Audits, No more than once a year, of following-unmrh-orized access, upon receipt of 3 written request
from the LEA with at least ten {10) business days’ motice and vpon the executlon of an appropriste
confidentiality agreement, the Provider will allow the LEA to audit the security and privacy measures that
are in place to ensure protection of Student Data or aay portion thereof as it pertains to the defivery of
services to the LEA ., The Provider will cooperate reasonably with the LEA and any local, state, or federal
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agency with oversight authority or jurisdictlon inconnection with any audit or investigation of the Provider
and/or delivery of Services to students andfor LEA, and shafl provide reasonable access to the Froviders

! facllitles, stalf, agents and LEA's Student Data and all records pertaining to the Provider, LEA and delivery
of Services to the LEA, Failure to reasonably cooperate shall be deemed a material breach of the DPA,

3. Data Speurity. The Provider agrees to utilize administrative, physlcal, and techrical safepusrds designed
to protect Student Data from unauthorized access, disclosure, acguisition, destruction, use, or
modification, The Provider shall adhere to any applicable law relating to data security. The provider shall
implement an adecquate Cybersecurity Framework based on one of the natlonally recognized 5tand_ards
set forth set forth in Exhiblt “F'. Exclusions, variations, or exemptions to the identified Cybersecurity
Framework must be detailed in an attachment to Exhibit "H”, Additionally, Provider may choose to
further detail its sequrity programs and measures that augment or are in additian to the Cybersecurity
Framework In Exhibit “F”, Provider shall provide, in the Standard Schedule to the DPA, contact
information of an emplayee who LEA may contact if there are any data security concerns or guestions,

4. Data Breach. In the event of an unauthorlzed release, disclosure or acquisition of Student Data that
comprermises the security, confidentiality or integrity of the Student Data maintained by the Frovider the
Provider shali provide notification to LEA within seventy-two (72) hours of canfirmation of the incident,
unless notification within this time timit would disrupt investigation of the Incident by law enforcement,

In such an event, notification shall be made within a reasonable time after the incldent. Provider shail
follaw the following process:

{1) The security breach notification described zbove shall include, at @ minimum, the following
information to the extent known by the Provider and as it becomes avaliable:

i. The pame and-contact information of the reporting LEA subject to this section,

it. Alist of the types of personal information that were or are reasonably believed to have
baen the subject of a breach, :

ili. If the information is possitie to determine at the time the notice is provided, then either
(1) the date of the breach, (2) the estimated date of the breach, or (3} the date range’
within which the breach vceurred. The notification shall also nclude the date of the
netice.

iv. Whether the notification was delayed as 8 result of 3 law enforcement nvestigation, if
that information ts possible to determine at the time the notice is provided; and

v. A general description of the breach incident, if that information is possible to determine
at the time the hotice s provided. '

(2) Provider agrees to adhere to alt federal and state requirements with respect to a data breach
ralated to the Student Dats, including, when appropriate or required, the required responsibilities
and procedures for notification and mitigation of any such data breach.

{3) Provider further acknowledges and agrees to have a written incident response plan that reflects
best practices and is consistent with industry standards and federa! and state law for reéspanding
to a data breach, breach of security, privacy incident or unauthorized acquisition or usé of Student
Data or any portion thereof, including personally identifiable information and agrees to provide
LEA, upon reguest, with a summary of sald written Incident response plan,

Last Updated 2021-03-15 ~ Mew Hinods Bxhilit G

© NDPAVLOs Page 7 ol 23




1.

2,

3.

&,

(4} LEA shall provide notice and facts surrounding the breach to the affected students, parents or
guardians,

{5) Inthe event of a breach orlginating from LEA's use of the Service, Provider shall cooperate with
LEA to the extent necessary to expeditiously secure Stugdent Data.

ARTICLE VI: GENERAL OFFER OF TERMS

Pravider may, by slgning the attached form of “General Offer of Privacy Tarms” (General Offer, attached hereto
s Exhibit “E*), be bound by the terms of Exhibit "E” to any other LEA whe signs the acceptance on sald Exhibit,
The form is limited by the terms and conditions described therein, -

ARTICLE VIl MISCELLANEOUS

TIe rm' ination. In the pvent that either Party seeks to terminate this DPA, they may do so by mutus] written
consent so long as the Servite Agreement has lapsed or igs baen terminated. Either party may terminate
this DPA antd any service agregment ar contract if the other garty breaches any terms of this DPA.

Effect of Termination Survival. If the Service Agreement s terminated, the Provider shall destroy all of
LEA’s Student Dats pursuant to Article 1Y, section 6,

Priority of Agreements. This DPA shall govern the treatment of $tudent Data in order to comply with the
privacy protections, including those faund in FERPA and all applicable privacy statutes dentified in this
DPA, In the event there is conflict between the terms of the DPA and the Service Agreement, Terms of
Service, Privacy Policles, or with any other bid/BFP, license agreement, or writing, the terms of this DPA
shall apply and take precedence. Inihe event of a conflict batween Exhiliit H, the SDPC Standard Clauses,
and/or the Supplemerdal State Tarms, Exhibit 1 will control, followed by the Supplemental $tate Terms.
Except as described in this paragraph herein, all other provisions of the Service Agresment ghall remain
in effect.

Entire Agreement. This [PA and the Service Agreement constitute the entire agreement of the Partiss
relating to the subject matter hereof and supersedes all priov communications, representations, or
agreements, oral or written, by the ‘Parties relating thereto. This DPA may be amended and the
abservance of any prisvision of this DPA may e walved (either generally or in any particular Instance and
either retroactively or prospectively} oaly with the signed written consent of bath Parties. Neither failura
nor delay on the part of any Party in exercising any right, power, or privilege herounder shall operate as
waiver of such right, nor shall any single or partial ekercise of any such right, power, ar privilege preclude
any further exerdse thereof or the exercise of any other right, power, or privilege,
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5. Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as to
such jurisdiction, be ineffective to the extent of such prohibition or unenforeeability without invalidating
the remaining provisions of this DPA, and any such prohibition or unenforceability in any jurlsdiction shall
not invalidate or render unenforceable such provislon in ary other jurlsdiction. Notwithstanding the
foregoing, if such provision could be more narrowly drawn 50 as not to be prohibited or unenforcenble in
such jurisdiction while, at the same time, maintaining the intent of the Parties, 1t shall, as to such
Jurisdiction, be sp narrowly drawn without invalidating the remaining provisions of this DPA or aﬁemmg
the validity or enforceability of such provision in any other jurisdiction,

6. Governlnp Law; Venue and lurlsdiction, THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN
ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TQ CONFLICTS OF LAW
PRINCIPLES, EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE
STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR
RELATING TO THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

7. Successars Bourgl: This DPA I and shall be binding upon the respective successors in interest te Provider
in the avent of a merger, acquisitlon, consolidation or other business reorganization or sale of all or
substantiaily all of the assets of such business In the event that the Provider sells, merges, or otherwise
disposes of s business to # successor during the term of this OPA, the Provider shall provide written
nolice (o the LEA no later than sixty (60) days after the closing date of sale, merger, or disposal, Such
notice shall Include a writien, signed assurance that the successor will assume the obligations of the DPA
and any ebiigations with respect to Student Data within the Service Agreement. The LEA has the authority
to terminate the DPA If it disapproves of the successor to whom the Provider is selling, merging, or
atherwise disposing of its business.

8. Authority. Each party represents that it s authorized to bind fo the terms of this DPA, including
confidantiality and destruction of Student Data and any portion thereof contained thereln, all related or
assoclated Institutions, individuals, employees or contractors who may have sccess 1o the Student Data
and/or any portioh thereof.

8, Waiver, No delay or omission by either party to exercise any right hereprider shall be construed as a
waiver of any such right ang both parties reserve the right 1o exercise any such right from time totime,
as often as may be deemed expedient.
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EXHIBIT “A”
DESCRIPTHON OF SERVICES

Wonder Media (www.wondergrovelearn.net) provides licenses to digital libraries of animated
videos and printable (PDF) extension lessons.

All accounts are teacher-oniy logins, Teachers log into the websile and stream videos in class
on a smartboard or projecter.

The only data collection we use is time spent on site (no pages or activity recorded with this
feature). We never sell data. We do not record any data on a student-level,
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EXHIBIT "B"
SCHEDULE OF DATA

l;afegdry of Data o

Application Technology
Meta Data

IP Addresses of users, Use of cookies, etc.

Other application technology meta data-Please specify:

Application Use Statistics

Meta data.on user interaction with application

Assessment Standardized test scores

Qbservation data

Other assesstant data-Please specify:
Attendance

Student schogl (dally) attendance data

Student class attendance data

Commiunications

Online communications captured [émails,-i:lcg entries)

Conduct

Conduct or behavioral data

| N—

Demographics

Date of Birth

Place of Birth

Gender

Ethnlcity or race

Language inforraption (Hative, or primary language spoken by
stugent)

“Uther demographic Information-Please specify:

[

Enrollment

Stirdent school enrollment

Student grade tevel

Homerpom

Guidance counselor

Specific currictium programs

Year of graduation

Other enroliment Informatian-Please spacify:

Parent/Guardian Contact
lnformation

Address

Ernall

Larst Upddated) 2021-03-15 - New Hircis Exbibit G

L-NDPA v Ga Page 11 0f 23



'ta‘tégory of bqta :_

T Checkifused
- By Your Systemn

Fhone

Parent/Guardian 1

Parent 1D number {created to link parents to students)

Parent/Guardian Name

First and/or Last

Schedule

Student scheduled courses

Teacher names

Special Indicator

english language learner information

Low income status.

Medical alerts/ health data

Student disabHity Information

Specialized education services (IEF or 504}

Living situations (homeless/foster care)

Other indicator information-Please specify;

Student Contact
Information

Address

Email

Fhone

Student identifiers

Local (Schoal district) 1D nurmber

State 1D numbar

Provider/App asslgned student 1D number

Student app username

Student app passwo}&s

Student Name

First antfor Last

Student In App
Performance

Program/application performance (typing program-student
types 58 wpm, reading programi-siudent reads helow grade
level)

Student Program

Academis or extracurricylar activities a student may belong ta

Membership or participate in I:]
Student Survey T ‘

&5 ta surveys or questionnal
Responses Student respo sest ys Or questionnaires L—_l

Student work

‘| Student generated content; writing, pictures, atc,

Other stutlent.work dats -Plegse spacify:

Transcript

Student course grades

Student course data
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T Checkit
| by Yous

Used .
ystarn:]

- Catdgory of Data -

-{ Student course grades/ performance scores
Other transeript data - Please specify:

Transportation Student bus assignment

Student pick up and/or drop off location

Student bus ¢ard ID number
Other transportation dats - Please specify;

Cther Please list each additional data element used, stored, or M
coltected by your application: ‘

Application Use Statistics: We have a timer funclion
on our website in which we can see how long
someone has been logged on using WonderGrove, i
does not track what pages or lessong someona has
visitied, It does not track clicks or behaviors, All
accounts are teacher acoounts, so this function does
not track student data,

Nona No Studesnt Data coflectad at this time. Provider will ' i)ZI
immedlately notify LEA if this designation Is no longer
applicable.
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EXHIBIT “C”
DEFINITIONS

De-ldentified Data and De-Identification: Records and Informatlon are considered to be De-Tdentifled when all
personally identifiable Information has been removed or abscured, such that the remaining information dees not
reasonably identify a specific Individual, including, but not limited to, any Information that, alone or in
cambination is inkabrle 1o a specific student and provided that the educational agency, or other party, has made
a reasonable determination that a student’s Identity is nat personally dentiflable, taking frite account reasonable
available information.

Educationat Records: Educational Records are records, illes, dociiments, and other materials directly related to a
student and maintained by the school or local aducation agency, or by & person acting for such school or local
education agency, including but not limited ta, records encompassing all the material kept in the student’s
cumulative folder, such as general identifying data, records of attendante and of academic work completed,
records of achievernent, and results of evaluative tests, health data, disciplinary status, test protocols and
Individualized education programs,

Metadata: means Information that provides meaning and context to other data being collected; including, but not
fimited to; date and time records and purpose of creation Metadata that have been stripped of all direct and
indirect identiflers are not considered Persenally [dentifiable Information.

Operator: means the operator of an Internst website, anline service, online application, or mohile appilcation with
actual knowledge that the site, service, or application Is used for K~12 schiool purposes. Any entity that operstes
an jnternet website, online service, online application, or moblle application that has entered Into a signed, written
agreement with an LEA to provide a service to that LEA shall be congidered an "operator” for the purposes of this
section.

Qriginating LEA: An LEA who originally executes the DPA In its entirety with the Provider.

Frovider: For purposes of the DPA, the term “Provider” means provider of digital educational software or services,
inciuding cloud-based services, for the digital storage, management, and retrigval of Student Data, Within the [3pa
the term "Provider” includes the term “Third Party” and the term “Operator” as used in applicable state statutes.

Student Generated Content: The term "Stadent-Generated Content” means materials or content created by a
student in the services including, but not-linyited to, essays, research raports, portfolios, creative writing, music or
ather audio files, photographs, videos, and account information that enables ongoing ownership of student
content, :

School Official: For the purposes of this DPA and pursuant to 34 CFR § 99.31(b), a School Official is a contractor
that; (1) Performs an Institutlonsd service or function for which the agency or institution would otherwise use
employess: {2) Is under the direct control of the agency or Institution with respect to the use and maintenance of
Student Data including Education Records; and (3) Is subject to-34 CFR § 99.33(a) governing the use and re-
disclosure of Personatly Identifiable Information from Education Records,

Service Agreement: Refers to theContract, Purchase Order or Terms of Service or Terms of Use.

Student Data: Student Date inclodes any data, whethar pathered by Provider or prdvid'ed; Ty LEA or its users,
students, or students’ parents/guardians, that is descriptive of the student including, but not limited to,
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information in the student’s educational record or email, first and last name, birthdate, bame or other physical
address, telephone number, emall address, or other Information allowing physical or onfine contatt, discipline
records, videos, test results, speclal education data, juvenile dependency records, grades, evaluations, crimipal
records, meddical records, health records, social security numbers, hiometric information, disabilities,
suciveconomic information, individua! purchasing behavior or preferences, food purchases, political affiliations,
religious information, text messages, documents, student identifiers, search activity, pholos, voice recordings,
geolocation information, parents’ names, or any other informatlon or identification number that would provide
information about a specific student. Student Data includes Meta Data, Student Data further includes “Personally
tdentifiable information {PIN,” as defined in 34 C.E R, § 99.3 and as defined under any applicable state law. Student
Data shall constitute Education Records for the purposes of this DPA, and for the purposes of federal, state, and
local laws and regulations. Student Data as specified in Exhibit “B” is confirmed to be collected or grocessed by
the Provider pursuant to the Services. Student Data shall not constitute that information that has been
angnymized or De-ldentified, or anonymous usage data regarding a student’s use of Provider's servites,

Subprocessor: For the purposes of this DPA, the term “Subprocessor” (sometimes referred to as the
“Subcantractor”) means a party other than LEA or Provider, who Provider uses for data collection, analytics,
storage, or othar service to operate and/or imprave its service, and who has access to Student Data,

Subscribing LEA: An LEA that was not party to the original Service Agraement and who accepts the Provider's
General Offer of Privacy Terms.

Targeted Advertising: means presenting an-advertisernent to a student where the selection of the advertisement
Is based on Student Data or inferred over time from the usage of the operator's Internet web site, ontine sarvice
or mobile application by such student or the retention of such student’s online activities or requests over time for
the purpose of targeting subsequent sdvertisements. *Targated Advertising” does nat Include any advertising to
a student on an Internet web site based on the content of the web page or in response to a student's résponse or
request for information or feedback,

Third Party: The term “Third Party” means 4 provider of digital educational software or services, ingluding cloud-
based services, for the digital storage; management, and retrievat of Education Records and/or Student Data, as
that term Is used in some state statutes. However, farthe purpose of this DPA, the term *Third Party” when ysed
to Indigate the provider of digital educational software or services is replaced by the term *Provider.”
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EXHIBIT "D _
DIRECTIVE FOR DISPOSITION OF DATA

Pravider to dispose of data obtained by Provider pursuant to the terms of the Service Agreement between
LEA and Provider, The terms of the Disposition are set forth below:

i, Extent of Disposition

Disposition is partial. The categories of data to be disposed of are set forth below or are-found in
an attachment €0 this Directive:

!

_I¥] . oisposition is Complete. Disposition extends to all categories of data,

2, Nature of Disposition
Disposition shall be by destruction or deletion of data.
Dispasition shall be by a transfer of data. The data shall be transferred to the following site as
follows:

( i

3. Schedule of Disposition
Data shall be disposed of by the following date;
As spon as commerclally practicable,

= ]
4. Sienature
Aigthorlzed Representative of LEA - Date

. Veruﬁcatlon of D{snosmon af Data

LA 10/11/2021°
Autﬁonm’g Raprespnta:tlve of(fﬁm;}any ~ Date
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EXHIBIT "E"
GENERAL OFEER OF PRIVACY TERMS

1. Offer of Tevins

Pravider offers the same privacy protections faund In this DPA between it and

{“Ciripinating LEAY) which is dated ' . 10 any other LEA {"Subscriblng LEA”) who accepts this General
Offer of Privacy Terras (“General Offer”) shrough. its signature below. This General Offer shall extend enly to
privaty protections, and Provider's signature shall not necessarily bind Provider to other terms, such as price,
term, or schedule of services, or to any other provision not addressed in this DPA, The Provider and the
Subseribing LEA may also agree to change the data provided by subscribing LEA to the Provider to sult the
unigue needs of the Subscriblng LEA. The Provider may withdraw the General Offer in the event of: {1) &
material change in the applicable privacy statues; (2) a matetial change in the services and products listed In
the originating Service- Agreement; or three (3) years after the date of provider's signature to this Form.

Subseribing LEAS should send (the signed Exhibit "E”
to Provider at the following email address:CGNTﬂﬁTa)WQ&ﬁgﬁ MEPA GROUE, N ET

PROVIDER: Wonder Media, LLC
sy Cheyenne W, Vaughan Jaei s ooty pate: 10/11/2021

Printed Name: Cheyer‘me VHUQhan Title/Position; Pr-oject M&I’?QQEF

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, accepts
the General Offer of Privacy Terms. The Subscribiing LEA and the Provider shall therefore be bound Ty the same
terms of this DPA for the term of the OPA between the

and wondar Medla, LLG

**PRIGK TO TS EEFECTIVENESS, SURBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTANCE TO PROVIDER
FURSBANT TO ARTICLE VI, SECTION B, **

Subscribing LEA: _
B — Date:,
printed Name; | : Title/Position:
SCHOOL DISTRICT NAME: '

RESIGNATED REPREf-ENTATiVE OF LEA:

Name;

Tithe: -

Addrass:

Telephone Number;

E il
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EXHIBIT “F”

DATA SECURITY REQUIREMENTS

Adequate Cyberseeurity Frameworks
2282020

The Education Security and Privacy Exchange (“Edspex”) works in partnership with the $iudent Data Privacy
Consortium and industry leaders to maintain-a list of known and credible cybersecurity frameworks which can

protect digital learning ecosystems chosen based on a set of guiding cybersecurity principlas” {"“Cybarsecurlty

Framaworks™) that may be utilized by Provider,

Cybersecurity Framewarks

MAINTAINING QRGANIZATION/GROUP

FRAMEWORK(S)

Mational Institute of Standards and
Technology

[]

MIST Cyhessecurity Framnewerk Version 1.1

National [nstitute of Standards and
Technology

MIST 5P 800-53, Cybersecurity Framewark for
Improving Critical [nfrastructure Cybersecurity
(C&F), Special Publication 800171

International Standards Organization

informatior technology — Security technigues
- ntarmation security management syslems
(150 27000 series)

Secure Controls Framework Council, LLE

Security Controls Framewaorl (SCF}

Cenier for Internet Security

€15 Critical Security Contrals (C5C, CIS Top 204

Office of the Under Secretary of Defense for
Actuisition and Sustainment {QUSD{ARS!)

LI 1) O

Cyhersecurity Maturity Model Certitication
{CMPAC, ~“FAR/DFAR) '

Please visit bttn/fwww edspex.org for further detgils about the noted framaworks,
*Cybersecurity Principles used to-choose the Cybersecurity Frameworks are located here

Via
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&XH!EIT "G" - Supplermental SDPC (Student Data Privacy
Consortium} State Terms for |llinols

Version (L-NDPAv1.0a (Revised March 18, 2021)

T’his Exhibit G, Supplemental SDPC State Terms for llinols ("Supplementsl State Terms™, offactive
simultaneously with the attached Student Dala Privecy Agreement ("OPAY) by  and  between’

he " | E
"LEAT and VRN BRI, T0C ¢ Loca du%atsagrg?&(

incorporated in the allached DPA and amends the DPA {and allsupplemental terms and conditions and
policies applicable to the DPA} as follows:

1. Compliance with lilinols Privacy Laws, In performing its obligationis under the Agragment, the
Frovider shall camply with 2 llinols laws and ragulations pertaining to student data privacy, confidentiality;
and maintenance, including but not limited 1o the Hiindls School Siudent Records Act (ISSRA", 105 ILCS
10/, Mental Heaith and Developmental Disabilities Gonfidentiality Act ("MHDDCA", 740 ILCS 110/, Student
Oniine Personal Protection Act ("SOPPA™, 105 LGS B8/, idantily Protection Ast ("IPA"), 5 ILCS 179/, and
Personal lriformation Protection Ast ("PIPA"), 815 LGS 530/, and Local Records Act (‘LRA"), 50 ILES 205/,

2. Definitien of "Student Date." n addition to the definition set forth in Exhibit C, Student Data
includes any and all informatien concerning a student by which a sludent may be individually identified
under applicable Minols faw and regulations, including but not imited to {a) "covered information,” as
defined in Saction § of SOPPA {105 ILGCS 85/5), (o} "school student records™ as that term s defined in
Beotion 2 of ISERA (105 ILCE 10/2d)) (¢) “records” as that lerm [s defined under Section 110/2 of the
MHDDCA (740 LG8 110/2), and {d) 'personal information” as defined in Section 53015 of PIPA.

3. School Officlal Designation. Pursuant to Article [, Paragraph 1 of the &PA Standard Clauses,
and in ascordance with FERPA, 155RA and SOPPA, in perorming its obligations under the DPA, the
Provider is acling as & school official with legliimate educational intersst; is performing an institutional
service or funclion for which the LEA would stherwise use s own eraployees; s under the direct control of
the LEA with respect to the use and melmenance of Sludent Data; ard s using Stugent Data only for an
authorized purpose and In furtherance of such legitimate educational interest,

4. Limitations on Re-Disclosure, The Provider shall not re-disclose Student Data to any other pary
or affitiate withou the express written permission of the LEA or pursuant to court ordef, unless such
disclosure Is olherwise permitted under SOPPA, I88RA, FERPA, and MHDDCA. Provider will fiot sell or
rant Studant Data. Inthe-event anether party, including law enforcement or a governmant entity, contacls
the Provider with a reguest or-subpoena for Student Data in the possession of the Frovider, the Provider
ahall.rediract the other party fo seek the data directiy from the LEA. In the event the Provider fs compeiled
to produce Student Data lo another parly in sompliance with a court order, Providar shall notify the LEA af
least five (5) school days it advance of the court ordered disclosure and, upon request, provide the LEA
with & copy of the court order requiring such disclasure,

5. Notiges. Any nolice delivered pursuant 1o the DPA shall be deemed aeffective, as applicatila, upon
reseipt as evidenced by tha date of transmission indicaled on the fransmission material, i by e-mall; or four
(4} days after mailing, if by first-class mutl, postege prepaid,

8. Parent Right to Access and Chalenge Student Data, The LEA shall establish ressonable
procedures pursuant fo which a parent, as that term is defined In 105 ILGS 102g). may nspect andfor
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copy Student Data andfor chalienge the accuracy, relevance or propriety of Student Data, pursuant to
Sections & and 7 of 1SSRA (105 LGS 10/5, 105 1LCS 10/7) and Section 33 of SOPPA (105 ILCS 85/33). The
Frovider shall respond to.any request by the LEA for Siudent Data in the possession of the Provider when
Provider cooperation Is required 1o afford a parent an oppariunity to Inspect and/or copy the Student Data,
no later than 5 business days from the dale ofthe request. In the event that a parent conlacts the Provider
directly to inspest andior copy Sludent Uata, the Provider shall refar the parent fo the LEA, which shall
fallow the necessary and proper prosedures reganding the requested Student Data.

7. Corrections to Factual Inaccuracles. In the event that the LEA detarmines that the Provider is
maintaining Student Data that contains a factual inaccuracy, and Provider cooperation is required in order
to make & correction, the LEA shall notify the Provider of the factual inaccuracy and the correction to be
made. No later than 80 calendar days =fter receiving [he nolicerof the factual inaceuragy, the Provider shatl
carrect the factual inaceuracy and shall provide written confirmation of the corraction 1o he LEA.

8. Securlty Standards. The Provider shall implement and maintain commerclally reasonable
security procedures and practices that otherwlse meet or exceed industry siandards designsd to proteci
Student Data from unauthorized access, destruction, usis, madification, or disclosure, including but not
limited to the unavthorized acguisition of computerized data that compromises the security, confidentiality,
or integrity of the Student Data (a2 "Security Breach"). For purposes of the DRA and this Exhibit G,
"Security Breach” does not include the good faith dequisition of Student Deta by an employee or agent of
the Provider or LEA for a leg#fimate educational or adminisirative purpose of the Brovider or LEA, 8¢ fong
as the Student Data s used solely for purposes permitted by SOFRPA and other appficable law, and so
tong as the Student Data ls restricted from further urtauthorized disclosure.

9. Becurity Breach Noﬁﬁ;atinn. In addition to the Information enymeraied in Arlicle V, Section 4(1}
of the DPA Standard Clauses, any Security Breach notificafion provided by the Provider to the LEA shall
inchide: .

a. A list of the students whase Student Data was invelvedt in o is reasonably believed io
have bean involved in the breach, if known; and

b. The name and contact information for an employee of the Provider whom parents may
contact to inquire about the breach,

10, Relmburgement of Expenses Assoclated with Securlty Breach. In the event of a Security
Braach that is attribulable to the Provider, the Provider shall reimburse. and indemnify the LEA for any and
all costs and expenses that the LEA incurs in invesligating and remedigting the Security Breach, without
regard to any limitation of liability provision othenwigs agreed to between Provider and LEA, including but
riot Jimited to costs and expenses associsted with:

a. Providing notification to the parents of those sludents whese Student Dala was
compromised and regulatory agencies or other entities as raquired by law or contract;

b. Providing credit monitoring to those sludents whose Student Data was exposed In a
manner during the Security Breach that a reasomable person would belisve may impact
the student's. eredit or financial security;

c. Legalfees, sudlt costs, fines, and any other fees or damages imposed against the LEA
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as a result Qf’ the security breach; and

d. Providing any other notifications or fulfilling any other requfrémems adoptad by the
[tinecis State Board of Education or under other Sisle or faderal laws.

11. Transfer ar Deletion of Student Data. The Provider shall review, on an annual basis, whether
the Student Data it has received pursuant fo the DPA continues to be needed for the purpose(s) of the
Bervice Agreement and this DPA. I any of the Studenl Data is no longer needed for purposes of the Sewvice
Apreemant and this DPA, the Provider will provide wrilten notice Lo the LEA as fo what Student Data is nio
longer neaded, The Provider will delete. or transfer Student Data in reatable farm o the LEA, ss direcled
by the LEA (which may be effactuated through Exhibit D of the DPA), witfin 30.calendar days if the LEA
requaests defetion or transfgr of the Student Data and shall provide written cordirmation (o the LEA of such
deletian or transfer. Upon termination of the Service Agreement betwean the Provider and LEA, Provider
shall condurt a final review of Student Data within 80 calendar days.

If the LEA receives a request from a parent, as thal term is defined in 105 ILCS 10/2(g), that Student
Data being held by the Provider be deleter, the LEA shall determine whether the requested deletion would
violate State andfor faderal records laws, I the event sueh deletion would not violate Stale or federal
racords laws, the LEA shallforward the raquest for deletion to the Provider, The Provider shall comply with
the request and delete the Studant Data within 2 reasonable time period after receiving the raquest.

Any provision of Student Data to the LEA from the Provider shall be transmitied in & format
readable by the LEA.

12. Public Posting of DPA. Pursuant (o SOPPA, the LEA shall publish on its websile a copy of the
DFA betwesn the Provider and the LEA, including this Exhibit G,

13, Subcontractors, By no later than (5) business days after the date of execution of the DPA, tha
Provider shall provide the LEA with @ list of any subcontraclors towhom Student Dala ray be disclosed or
alinkto a page on the Provider's website that clearly lists any and ali subrontractors to whom Student Data
may be disclosed. This list shall, at & minimum, be updated and provided to the LEA by the beginning of
each fiscal year{(July 1) and at the beginning of each calendar year (fanuary 1).

14. DPA Term.

2. Original DPA&, Paragraph 4 on page 2 of the DPA selting a thres-year term for the DPA
shall be- deleted, and the following shall be inserted in lieu thereof: “This DPA shall be
effective upon the date of signature by Providar and LEA, and shalt rernain
in effect as between Provider arid LEA 1) for so long as the Services are being
provided to the LEA ar 2) until the: DA i terminated pursuant o Section 18 of this Exhibit
3, whichever comes first, The Exhiblt E General Offer will expire three (3) years from the
date the original DPA was signed.”

b, General Offer DPA. The foilowing shall ba inserted as a new second sentence in
Paragraph 1 of Exhibit E: "The provisions of the ariginal DPA offered by Provider and
accaptad by Subscribing LEA pursuant ¢ this Exhibit £ shall remain in effect as between.
Provider and Subscribing LEA 1) for so long aes the Sarvices are being provided to
Subscribing LE&, or 2) until the DPA is terminated pursuant to Section 1% of this Exhibdt @,
whichever comes first.” '
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15 Termination, Paragraph 1 of Article VI shall be deleted, and the following shall be inserted i lieu
thareof: *In the event gither Party seeks to terminate this DPA, they may do so by mutual writien
consent so Jong asthe Service Agreemant has lapsed or been tarminated. One pardy may lerminate
this DFA upon a material breach of this DPA by the other parly. Upon terminalion of the DPA, the
Horvice Agreament shall terminate.

- 18. Privacy Policy. The Provider must publicly disciose.material information sbout its collastion, use,
and disclosure of Sludent Data, including, but net limited to, publishing & terms of servica
agraement, privacy policy, or similar document. ‘ h

17 Minimum Data Necessary Shared. The Provider attests that the Student Data requsst by the
Provider from the LEA in order for the LEA to aceess the Provider's products and/or services is
lirmited to the Student Data that is adeguate, relevant, and limited o what is necessary in refation
tn the K12 school purposes for which it is processed,

18. Btudent and Parent Access, Access by students of parentsiguardiaiis to the Provider's programs
ar gervices governed by the DEA orto any Student Data stored by Provider shall not be conditionad
upon agreement by the parents/gquardians to waive any of the student data confidsntiality
rastrictions or & lesgening of any of the confidentiality or privasy requirements containgd In thig
DFA, ‘

19, Data Storage. Provider shali store all Btudent Data shared under the DPA within the United States.

20, Exhibits A and B. The Services described in Exbibit A and the Schadule of Data in Exhibit B o
the DPA satisfy the requirements in SOPPA t include a statement of the product or service being
provided to the schiool by the Providerand a listing of the categories ar types of covered information
{obe providid to the Providar, respaclively,
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EXHIBIT “H*
Additional Terms or Modifications
Varsion

LEA and Provider agree to the following additional terms and modifications:

This & a free text field that the parties can use to add or modify tarms in or to the DPA, If there are no
additionsl er modified terms, this figld should read "None:”

None
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