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VoiceThread’s mission is to enable people to have better conversations in an online world dominated by short, ambiguous, and flat text
communication. Humans connect more richly and successfully when multiple senses are engaged in the conversation, and we want to make that
possible for everyone. The first step in accomplishing the mission was to build an easy to use toolset to create and participate in these conversations.
But the real key to the long term success of the mission is to provide a place for people to practice their communication skills that is as safe, inclusive,
and accessible as we can make it. The foundation of that environment is built up and out of our Privacy Policy and Terms of Service.
The Privacy Policy establishes:
What information VoiceThread collects from you (and why we collect it).
How we use and share that information.
The control you have, including how to update, delete, or access your information.
There are three different Privacy Policies and Terms of Service in use by VoiceThread. We’d have preferred to have only one, but it turns out our
community of users is so diverse, and their needs so diverse, that there just isn’t a one-size-fits-all option.
Ed.VoiceThread Terms of Service and Privacy Policy (for the grade-school community)
VoiceThread Terms of Service and Privacy Policy (for higher education, personal, and business communities)
Custom Terms of Service and Privacy Policy are available for large enterprises that require customized terms
Overview
This Privacy Policy applies to all registered users of VoiceThread.
Personal information is any information you provide to us that personally identifies you, like your name, email address, or other information which
could be reasonably linked to such identifying information by us. We will only collect, use, and share your personal information in accordance with
this Privacy Policy. This policy applies whether you use VoiceThread through https://www.voicethread.com (the “VoiceThread Website”), our mobile
applications (the “VoiceThread Apps”), or any of our other products or services that link to this Privacy Policy (collectively, the “Service”). In
addition, this Privacy Policy also covers VoiceThread's treatment of any personal information about our users that our partners or other services might
share with us.
This policy does not apply to websites or services or practices of companies that VoiceThread doesn’t own or control, such as third party services you
might access through links or other features (e.g., social media buttons or links shared by users) on the Service. These other services have their own
privacy policies, and we encourage you to review them before providing them with personal information.
VoiceThread is also a signatory to the Student Privacy Pledge, a set of principles intended to safeguard student privacy, including responsible
stewardship, protection, and transparent handling of student personal information. Read more about the Student Privacy Pledge here.
VoiceThread also adheres to the the Privacy Shield framework which establishes principles concerning the transfer of personal data from the
European Union to the United States. Read more about Privacy Shield here.
What is VoiceThread?
VoiceThread is a communication platform that helps people collaborate and communicate better online. For over a decade it’s been used by
kindergarteners, medical and law schools students, and professionals in a broad array of fields, and they continue to use it in an amazingly diverse
number of ways. However, in every case, whether young or old, expert or novice, they’re developing and honing communications and critical
thinking skills that are critical to a happy and fulfilled life. There has been a great deal of third party research on VoiceThread’s effectiveness for
teaching and learning and we encourage you to take a look to see if there’s applicable research about your area of interest.
People use the platform via Mobile Apps or the VoiceThread Website to upload media (images, videos, presentations, and documents) and then make
comments on the media using voice, video, and text comments. No matter which method they use, their work will sync across all the other apps that
use the platform. There’s no need to worry about losing your work because it’s all stored in VoiceThread’s cloud infrastructure, which has highly
redundant backup infrastructure.
What information does VoiceThread collect?
We collect two types of information about all users of the VoiceThread Service:
1. Information you provide
2. Information collected automatically
Information you provide to us
Account sign-up and profile information: to create a voicethread account you may be asked to provide some basic information such as your first
and last name, email address, telephone number, password and a profile photo.
Inviting others: you can invite other people to view or even comment on your work. we will collect and store the names, email addresses, and
phone numbers of those people and they will be treated as personal information in accordance with this privacy policy. if any of these people
would like their information removed from our system they may contact us at https://voicethread.com/contact.
Contact information: at times you may choose to provide us with your personal information through the service in some other manner (e.g.,
when you send us an email asking a question, submit a support request, participate in a video testimonial about our service, or choose to
participate in any research efforts with voicethread to improve the service).
Our use of the information above is described below in the "How Does VoiceThread Use the Information it Collects” section. If you are using the
VoiceThread App, we may ask you for certain permissions. Please click here for more detail about those permissions.
Information collected automatically
Like most web-based services, we (or our service providers) may automatically collect information on our server logs from your browser or your
device when you use the Service. For example, this could include the frequency and duration of your visits to VoiceThread. If you use VoiceThread on
different devices, we may link the information we collect from those different devices to help us provide a consistent Service across your different
devices. If we do combine any automatically collected information with personal information, we will treat the combined information as Personal
Information, and it will be protected as per this Privacy Policy.
The technologies and information we automatically collect include:
https://voicethread.com/privacy/
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Cookies and other similar technologies: We (or our service providers) may use various technologies to collect and store information when you
visit our Service. We use both session and persistent cookies. A session cookie disappears after you close your browser; a persistent cookie
remains after you close your browser (although it can be removed) and may be used by your browser to identify you on subsequent visits to the
Service. We may also use, collect and store information locally on your device using mechanisms such as browser web storage (including
HTML5). Like many services, VoiceThread uses these technologies to tailor the Service for you, and to help the Service work better for you, for
example, by remembering your language or accessibility preferences.
Device information: We collect device-specific information such as your operating system, hardware version, device settings, file and software
names and types. This helps us monitor the Service’s performance and make improvements based on the data.
Log information: Like most online services, when you use our Service, we automatically collect and store certain information in our server
logs. Examples include things like:
Details of how you used our service, such as your activity on the Service, and the frequency and duration of your visits to the
VoiceThread Website or VoiceThread App.
Telephony log information like your phone number and SMS information.
IP Address.
Device event information, including but not limited to: system activity, hardware settings, crashes, browser type, browser language, the
date and time of a request and referral URL.
This information helps us make decisions about what we should work on next, for example, by showing which features are working well and
those that need more attention.
Location information: When using our Service we may collect and process information about your geographic location, through GPS, WiFi and
similar technologies. Such data may be general (i.e., city or region-level) location data and precise location data. If we collect precise
geolocation information (“precise” meaning detailed enough to identify street name and name of city or town) from you, we will ask for your
explicit opt-in permission. We will not store or track your device location on an ongoing basis or without your permission. We do not share
precise geolocation data with third parties, other than our service providers as necessary to provide the Service. If you no longer wish to allow
us to track your location information, you may opt-out at any time.
Will VoiceThread share the information it collects?
First and foremost, you should know that VoiceThread does not sell or rent any of our users’ personal information to any third party for any purpose,
including for advertising or marketing purposes. Third-party advertising is not permitted on VoiceThread. Furthermore, we do not share personal
information with any third parties except in the limited circumstances described in this Privacy Policy.
Other users you share and communicate with on VoiceThread: Users may choose to share information or content through the Service via
publishing or sharing work they have created (such as VoiceThread conversations, participating in public Threadboxes, or submitting content to
our Digital Library or other public venues for content). Please keep in mind that information (including personal Information or children's
personal information) or content that you voluntarily disclose to others, including to other VoiceThread users you interact with through the
Service, can, like all digital information that appears on a screen, be viewed, copied, stored, and used by the people you share it with. We cannot
control the actions of people with whom you choose to share information.
Third-party integrations on our Service: When, as a user of VoiceThread, you use third-party apps, websites or other services that use, or are
integrated with, our Service, those third-party services may receive information about what you post or share. For example, when you access
your Google Drive or Flickr account in order to import work into a VoiceThread, these services receive the information that you share through
this functionality, and information that you are sharing this from VoiceThread. Information collected by these apps, websites or integrated
services is subject to their own terms and policies.
Service Providers: Third party advertising is not permitted on VoiceThread. We do work with vendors, service providers, and other partners to
help us by performing tasks required to deliver the Service. We may need to share or provide information (including personal information) to
them to help them perform these business functions, for example sending emails on our behalf, database management services, database
hosting, providing customer support software, and security. Please see here for a list of the third parties we work with to provide the Service.
Generally, these service providers do not have the right to use your personal information we share with them beyond what is necessary to assist
us. Additionally, these service providers must adhere to confidentiality and security obligations in a way that is consistent with this Privacy
Policy.
Testimonials: We post testimonials on our Service and in marketing materials which may contain personal information such as the name, photo
and/or a video of the individual in the testimonial; however, we obtain the individual’s consent in advance to ensure we have permission to post
this content publicly. To request removal of your personal information from any testimonials, please contact us at
https://voicethread.com/contact.
Analytics: We use analytics services, including mobile analytics software, to help us understand and improve how the Service is being used.
These services may collect, store and use information in order to to help us understand things like how often you use the Service, the events that
occur within the application, usage, performance data, and from where the application was downloaded. A current list of analytics providers
that we use is located here.
Aggregated Information and Non-Identifying Information: We may share aggregated, non-personally identifiable information publicly,
including with users, partners or the press in order to, for example, demonstrate how VoiceThread is used. Any aggregated information shared
this way will not contain any personal information.
Change of control: In the event that all or a portion of VoiceThread or its assets are acquired by or merged with a third party, personal
information that we have collected from users would be one of the assets transferred to or acquired by that third party. This Privacy Policy will
continue to apply to your information, and any acquirer would only be able to handle your personal information as per this policy (unless they
ask for, and you give consent to, a new policy). We will provide you with notice of an acquisition within thirty (30) days following the
completion of such a transaction, by posting on our homepage, or by email to your email address that you provided to us. If you do not consent
to the use of your personal information by such a successor company, you may request its deletion from the Service.
Out of business: In the unlikely event that VoiceThread goes out of business or files for bankruptcy, we will protect your personal information
and will not sell it to any third party.
Legal Requirements: We may disclose personal information if we have a good faith belief that doing so is necessary to comply with the law,
such as complying with a subpoena or other legal process. We may need to disclose personal information where, in good faith, we think it is
necessary to to protect the rights, property, or safety of VoiceThread, our employees, our community of users, or others, or to prevent violations
of our our Terms of Service or other agreements. This includes, without limitation, exchanging information with other companies and
organizations for fraud protection or responding to government requests.
Sharing with VoiceThread Companies: Over time, VoiceThread may grow and reorganize. We may share your personal information with
affiliates such as a parent company, subsidiaries, joint venture partners or other companies that we control or that are under common control
with us, in which case we will require those companies to agree to use your personal information in a way that is consistent with this Privacy
Policy.
With your consent: Other than the cases above, we won’t disclose your personal information for any purpose unless you consent to it.
Additionally, as discussed above, we will never sell or rent your personal information to advertisers or other third parties.
How does VoiceThread protect and secure my information?
Your VoiceThread account is protected by a password. You can help us protect against unauthorized access to your account by keeping your password
secret at all times and selecting a password that is appropriately robust. We work hard to protect our community of users, and we maintain
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administrative, technical and physical safeguards designed to protect against unauthorized use, disclosure of or access to personal information. In
particular:
Our engineering team is dedicated to keeping your personal information secure.
We work with a team of world class security experts who periodically test VoiceThread’s security practices for vulnerabilities.
We periodically review our information collection, storage and processing practices, including physical security measures, to guard against
unauthorized access to systems.
We continually develop and implement features to keep your personal information safe - for example, when you enter any information
anywhere on the Service, we encrypt the transmission of that information using secure socket layer technology (SSL) by default.
We ensure passwords are stored and transferred securely using encryption and salted hashing.
Although we make concerted good faith efforts to maintain the security of personal information, and we work hard to ensure the integrity and security
of our systems, no practices are 100% immune, and we can’t guarantee the security of information. Outages, attacks, human error, system failure,
unauthorized use, or other factors may compromise the security of user information at any time. If we learn of a security breach, we will attempt to
notify you electronically (subject to any applicable laws) so that you can take appropriate protective steps; for example, we may post a notice on our
homepage (voicethread.com) or elsewhere on the Service, and may send email to you at the email address you have provided to us. Depending on
where you live, you may have a legal right to receive notice of a security breach in writing.
VoiceThread’s commitments to providing transparency and choice
We try to be transparent about what information we collect so that you can make meaningful choices about how it is used. For example, you can:
Opt-out of providing certain information.
Access and manage your account information by using the account settings within VoiceThread.
Control who you share information with.
Delete your information from VoiceThread.
Take information out of VoiceThread.
Can I opt-out of providing information?
Because a primary goal of VoiceThread is to create a safe and accountable environment, we don’t allow users to decline to share with us certain
personal information, e.g., a valid email address. However, as we mentioned in our commitment to providing transparency and choice, you do have a
lot of options for controlling your personal information with us. It’s also possible to block all cookies in your web browser. However, it’s important to
remember that many of VoiceThread’s features may not be accessible, or may not function properly if you do this. For example, we may not be able to
remember your language or accessibility preferences for you.
How can I access and manage my personal information?
VoiceThread aims to provide you with easy access to any personal information we have collected about you. If that information is incorrect, we give
you easy ways to update it, or to delete it, unless we have to keep that information for legitimate business (e.g., we need at least an email address for
your account) or legal purposes.
Accessing your information: Your basic account information can be found on your account page and much of it is editable by you. So if you
find any mistakes and want to change them you can do so right there. If you find information that is not correct, and not editable on that page,
just contact us at https://voicethread.com/contact and we’ll help get that mistake corrected. There will be some cases where we won’t be able to
guarantee complete access to all your data due to legal restrictions. For example, you will not be allowed to access data that contains
information about other users personal information or information that is confidential to us. We also may not be able to fulfill requests that are
unreasonably difficult, repetitive, or impractical.
How can I delete my account?
If for any reason you ever want to delete your account, you can do that at any time by contacting us at https://voicethread.com/contact. If you are an
educator, or school administrator using the VoiceThread Website, you may also delete accounts that you have administrative control over by logging
into the management portal. When you delete your account or a student’s account, we delete the profile information and any other content those
accounts have provided to the Service (such as your name, username, password, email address, profile photos, comments that have been made, etc.).
Information that you have shared with others, others have shared about you, or content other users may have copied, is not part of your account and
may not be deleted when you delete an account.
How long does VoiceThread keep information about me?
We keep your personal information for as long as it is necessary to provide the VoiceThread products and Services to you and others. Deleting an
account is the definitive method for removing a user’s personal information from our Service. Please note that we may have to retain some
information after your account is closed, to comply with legal obligations, to protect the safety and security of our community or our Service, or to
prevent abuse of our Terms. An example would be a record that you once had an account with the Service and that it was suspended for violating the
Terms of Service.
What communications will I receive from VoiceThread?
If you registered on VoiceThread and provided an email or phone number, opted-in to receive communications from us, or created VoiceThread
conversations and invited others to comment on them, we may send you messages via (but not limited to) social media updates, SMS, push
notifications, and email. The messages may contain information about new comments that have been made on conversations that you began or are
currently participating in, but also privacy and security notices, updates regarding the Service, and information regarding products, features or
services from VoiceThread. We may also use your email address to contact you for customer service purposes, or for any legal matters that arise in the
course of business. If you invite another person to join you on VoiceThread by adding them as a contact and providing their email address or phone
number, we may contact them regarding the Service using email or SMS. If they would prefer not to receive such communications, they may opt-out
using the instructions contained in those communications. We have developed very granular communications preferences that allow fine control over
notifications preferences which can be viewed and adjusted on your account page.
Social media features/widgets
Depending on the preferences set by a school or district license administrator, the Service may offer social media features, such as the Facebook share
buttons, or the Twitter Tweet button, and other publishing services that allow users to share more broadly. These social media features may collect a
user’s IP address, which page they are visiting on our site, and may set a cookie to enable the feature to function properly. Social media features and
widgets are either hosted by a third party or hosted directly on our Website. Interactions with these social media features are governed by the privacy
policy of the company providing each social media feature. If you are not comfortable providing such data to social media websites please don’t use
them.
How will VoiceThread notify me of changes to this policy?
https://voicethread.com/privacy/
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We may occasionally update this Privacy Policy. If we make any significant changes, we’ll provide prominent notice by posting a notice on the
Service and/or notifying you by email (using the email address you provided), so you can review any changes that are made.
If you don’t agree with any changes to the Privacy Policy, you may terminate your account however by continuing to use the Service after the revised
Privacy Policy has become effective, you acknowledge that you accept and agree to the current version of the Privacy Policy.
How can I contact VoiceThread with questions?
If you have any questions or concerns you’d like to ask us about this Privacy Policy or how we protect our community’s privacy, please contact us at
https://voicethread.com/contact or call us at (888) 407-3929.
If you’d like, you may also write to us at:
VoiceThread
PO Box 970533
Boca Raton FL 33497-0533
Attention: Chief Privacy Officer
California Privacy Disclosures
Do Not Track: VoiceThread does not track its users over time and across third party websites to provide targeted advertising and therefore does not
respond to Do Not Track (DNT) signals. For more information on “do not track”, please visit www.allaboutdnt.org.
Third parties that have content embedded on the VoiceThread Website, such as a social feature, may set cookies on a user’s browser and/or obtain
information about the fact that a web browser visited a the VoiceThread Website from a certain IP address. Third parties cannot collect any other
personally identifiable information from VoiceThread’s websites unless you provide it to them directly.
Updated 3/14/2017

About
Research
Digital Library
Blog
Features
Jobs
Products
K-12
Higher Ed
Business
Mobile
Support
How To
Contact
Account
Shopping Cart
Purchases
Exports
Notifications
Terms of Use
Privacy Policy
Copyright © 2017 VoiceThread LLC
All rights reserved

https://voicethread.com/privacy/

4/4

