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This Washington Student 

Northshore School District 

Data PiivHC: Agreement ("OPA") is entered into by and b~tween the 

Vape Educate (hereinafter 
The Partie ' agree to th~ terms as stated herein. 

(hereiI1.'lfter reielTed to as "LEA") atld 
relerred 10 a~ "Provider") on 08/12/2019 

RECITALS 

\VHEREAS r the Provider has agreed to pmvide the Local Educatil.ln Agency C'LEN') ... vith e~rta1n 
digital edllC:ationnJ services t 'Sen'kes") pup.;uant to a contract dated 08/121201 9 
("Service Agreement"); and 

'VHEREAS, in mdcr to provide th Servit:e:-; de~cribed in the Service Agreement, the Provider may 
recei ve or creak and the LEA may provitI.: documents or d~ to. (ha t arc covered by several federal 
statu tes. among them, the Family Educational Right" and Pri 'RCY ACi ("FERPA") a l 20 USC. § 1132g 
(34 CFR Part 99). Children' s Online Privacy Protecti(m Act ("'COPPA"), 15 l..S.c. § 6501-h506; 
Protection of Pupi l Rigb rs Amendment ("PPRX') 20 U .S.c. * 1232h; and 

'WHEREAS, the oocumenls and data transferred from LEAs and created by the Provider's Servi~e:i an; 
also :Sllbj~ct tQ s vc,;ra W l:ishfngton State privacy laws, illduiling Student User Pri 'acy }n 
Education Rights r-S PER") 28A.604.010 et seq., as wen as RCW 9._55.010 el seq. and RCW 
42,56.590, 

'WHEREAS, tor the purposes of th i!'; DPA. Provider is a School Official with legitimate eduL'utlonal 
interests in accessing educational record!'> and perfonning Services pursuant to the Ser tce 
Agreement; and 

WHEREAS, the Parties w'ish to enter into (his DPA to ensure that the Service Agreement ,-'.UnIt rnlS to 
the requirements of the privac " law:. fderred to above and to establ ish implelm:ntmg pw Ct:dures and 
duties; and 

,\ HEREAS. tile Provider may, by :igning the "General orr r of PriV3'Y Terms", agree to allow other 
LEAs ill Washington the opportuni.ty to accept and en,joy the bene-firs of tlus tWA il. r the Servi\.,.es 
descrihed herein. without the need to negotiate term., in a separate DPA. 

'OW TllI!.:REFORE. for good and valuahle cOIl-.icienni<m, the pallies agree as follm,>'s: 

ARTiCLE I: PlIRPOS£ AND SCOPE 

l. Purpose of DPA. The purpos-.; of this DPA is to d ~s~ribe the duties and responsibili ties to 
protect student data transmitted to pt()vider from the LE. pursuant to the Scrvi e Agreement. 
including compliance with all applicable statut..:~ including the FERPA, PPRA, COPPA, S UP iR 
and other applicable \I.,'ush ington Slak laws. all as. may be amended from rime to Time. In 
performing these Services, the Provider shaH he. con~i (kred a School Official ""itt a legitimate 
edu<:utioJlaJ inlt"rest. and perfh-rming services orilem'ise provided by the LEA. With respect to the 
use and maintemmce of Student Data, Provider bhat1 he under the direct control and super\'i:;iol1 
ot tllc LEA. 
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2. ~ature of Serl'ices Provided. The Provider ha::; agreed to provide the tollowing digital 
educationai products and Scrvi~-; described below and as may be further outlined in Exbibtt :1\" 
attached ereto: 

Enter a brief description of products and services. 

3. Stud~nt Data to Be Pro'\'ided_ fn order to p~r{{lrnl the Services d~\)cribect in thi! Service 
Agreement, LEA -hall provide the categories 0 [' data descdbrd hdow or a<;, indicated in the 
Schcdul "' ur f)ata attached hereto as E~.b!bit "R"; 

Enter Categories of Student Data 

4. DPA Definitions. The definition of terrn~ Q"ed in this DPA is found in Exhibit -'C" attached 
hereto. 111 the event of a conflict, definitions used in this DPA !'iilall prevail O\'er teml used in the 
Service Agreement. 

ARTICLE H: nATA OWNERSHIP A;.~D At THORIZED ACCRSS 

1. Student Data Property of LEA. A II Student Data tnmsmittl2d to the Provider purSllilllt to the 
Service Agreement is and will continue to be the property or and under the cuntrol of the LEA. 
The Prov ider further acknowledges and agrees that .. til copies of'such Student Data transmitted to 
!h~ Provider, including any moditications or additions or any pOl"li()n thereof from any source, 
lire subJect tt) the prodsiol1s nf this. OPA in th ~ same manner as Lhe original Student Data. The 
Parties agree that as between them, all rights , inc luding all in tellectual proP(Tty rights in and to 
:-student Data contemplated per th~ Service A£rcement shall r0main the exclusive propert)' of the 
L FA. f or the purposes of FERPA the Providd shall he considered a School Official, under the 
cO/llmf and dirction or the LEAs as it pertains to tIl . lJse of Studct1r Data notwithstanding Lhe 

above. Pro"ider may tmnsfer stud£nt~generated conten t to a separate account. according to the 
procedures set forth below. 

2. Parent Access. LE:\ shall establish reasonable proccd lln:~s by which a parent, legal guardian , or 
eligible student may rc iew Student Data in the student;s records, correct crronc:ous information 
and procedures for the rransfer of student-generated content 10 a personal account, cons istent 
w ith the functiomllit)- of Services. Provider shall rel-lpoud in a timely manner (and no later than 
45 duy~ fi'om the da le of tile request) to the LEA '~ ft?quest for Student DaUl in a srudcnCs n:cords 
h~ hI hy the Provider t(1 view or corre 'f a.~ neCCSS<.lfY _ TIl tbe c,'cnt that a parent of a studen or 
otber individual contacts the Provider to review any ofrhe Studenr Dnw ilc\:essed pursuani to the 

Services, the Prov1dcr shall r<;fer the parent or itldividual to ihe L ;A, who w ill follow the 
necessary and proper procedures regarding the requcslt:d infonllation. 

3. Sepllnltc Account. r f Student G ~llcraled Comem is stored or mall1ta]ncd by the Provider as part 
of dIe Services described in Exhihit "A' , Provider shaH, at the request of the LEA, transfer said 
Student Generated ('onten to ;3 separate sludent account upon tcrminalion of the ScrYice 
Agr ement; provided, however. s eh transfer shall nnly apply to Student Generated Content that 
is severable from the Services. 
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4. Third ParO' Request Should a Third Party, including law enforcement. and goycmment 
l;:rltitics, contact Provider with a rcque~t Ihr data held by the Provid~r pursuant to the Services. 
the Provider shall redirect the Third Party t() ret uest the d4 ta directly from (he- LEA. Provider 
shu-II notifY the LEA in advance or a cOlnpelled disclosure to a Third Party unless legally 
prohihited. 

5. Subproccssors. Provider l'\hall enter intu written agreements \vith all Suhprocessors perfimuing 
functions pursuant to th~ Service Agrc~crli, wherehy the SubpTOCeSs,Ofs agree to protect 
Student Data in a nlanner consistent with th~ tenns. 01' this DPA. 

ARTICLE III: D 1 IRS OF LEA 

1. Privacy CompH81lte fFA shall ~)l"(l\:ide dat'" to Provider for the pLlrposes of the Service 
Agreement ·n complianCe with FERPA, COPPA. rPRA. SLJPER and all other \Vashini:,rton 
privacy stJ1ule:;,. 

2. Annual ~otificl.\tion of Rights. If the LEA has a policy of dis.closing education records under 4 
e rR .' 99.31 (9 ) (J), LEA shaH inc lude a St-)CC itlca:riol1 uf criteria. for dctcnnin'ng who constitutes 
a School Official and what coostitlltes a legitimate educational interest in I[S annual notification 
ot rights. 

3. Reasonahle PrecautiollS. LEA shall take r~asonabie prel.:uutiolls to secure llsemames, 
passwords.. and ~L1Y other means of gaini.ng acce!)~ to its computi:T !'.ystcms, Servlce~ and hostt'd 
data. 

4. Unauthorized Access Notifieati(}n. LEA shall notify Pro idc!' promptly of allY knmvn or 
suspected unauthorized access. LEA wi las~ ist Provider in any cffol1s by Provider to in\ 'c tigate 
and respond to any ltll<!uthorizcd access, 

ARTICLE IV: DUTU$ OF PROVlD~ER 

1. Privac\' Compliancl!- The Provi.der ~h1111 comply wilh all applicable state ami federal laws and 
regulations pertaining to data pr ivacy and sccmity. lnclliding FERP ,COPPA, PPRA, SUPER 
and all oHlcr Washington privac ~tallltcs. 

2. Authoriz.cd Use. The data shared pursuant to the Sen'jc Agreement, incillding Pernist ' fl l 
Uni4lU? idcntitie!-s, shall be used for no pUll)ose other than the Service!; stated in the Service 
Agrt!em~!lt and/or olhcl"\vise authorized under the statutes refeJTed to in subsection (I), above. 

3. Employee Obligation. Provide-r shall require all {)ffirers, employees and agents (including, hut 
01 limited to, Suhproccssors) who have access to Student Data EO comply with aU applicable 

provisions of this nPA with respel;t to the data shared under the Service Agrtt:mcl1t. 



4. ~o Disclosure. De-identified information may be used by thl' Provider for the purposes o f" 
ucyc!opment. re~t::ar(;h and improvement of educational s ites, Sen' ices, or applications. a~ any 
otller. member of tht: PLLhlic or party would he able to use de-identified data pursuant to 34 CFR 
99,3 Hb). Proyider agrees not w attempt h) fe-identify de-identified Student Data and not to 
transtcr dc-identifi ed Student Data to any part) unless (a) that party agrees in \~Tj tiJlg not to 
ancmpt re-jdentilication, and (b) prior written notice ha:,; been givell to LEA, which Ilas provided 
prior written i;Oll~c nt fo r such transler, Provider shaH not '()py, rcprodllce or transmit any data 
ohtaincd under the Service Agreement and/or any portion tllercnC except as necessa.ry to ful t1 H 
lhe Service Agreement. 

5. Ilisposal of Oata ~ Upon requ .st, Pro,~ideT shall dispose of or delele all Student [Jata obtained 
under the Sen'icc! Agreement when il i. no longer neeckd for (he purpose for whi\:h it' \vas 
obtained, Dispm,al . hall include (1 ) the shredding of any llard copies of any Sludcnt Data: (2) 
Eras ing; or 0 ) OthcN'isc modi(ying the pcrsonal infonn ation in those records to make it 
unreadable andior indecipherable by human or d ig ilal means. Nothing in the Service Agreement 
authOTiz~!'i Provider to maintain Srudcnt 1 lata obtained under the Sen' let: Agreement beyond lhe 
time period reasnoubly 1Ieeded to complete (he disposa.1. Provider shall pro ide written 
notification to LEA \vhen the Student Data ha!> been dispo!'.cd. The duty to dispose of Student 
Dat'l shall not extend to d alit lha:r ha~ been de-identified or placed in a separate Student LlC~ount, 

purs.uunt to lh . other terms of the DPA. The LeA may ~mploy a "Request lor Rcmm or Deletion 
of ~tlld flt Data" foml , a copy of which 1. attached heret) as Ex i.bit "lr'). Upon receipt of a 
request from the LEA, the Pro'vider win provide the LEA with any specitl ed portion of th~ 
Student Dara \\'ithin ten ( 10) calendar days of receipt of saiJ roquest. 

ll. Partial Disposal During Term of Service Agreement. Throughout the ten 1 of the 
Service Agreement. LEA may request partial d isposal of Smdent Data obtained under the 
Servic-e Agreemem that is no lonQ ~r needed. Partial J il'>posal of data !:ohall be subject 0 

LEA 's H~qu~st to t£ansft!r data to a SUJdent Generated Content atCOllnt pursuant to 

Ankle II section \ above. The LEA ma.y als.o requesL (hat spccitlc Student Data be 
rerumed to the LEA. 

h. Complete Disposal tpon Termination of Service i\greenu~nt. Upon tenl1 inmiotl oflhe 
Service Agret:01t'nt Provider shaH dispose of or delete all Student Data obtained under 
the Service A~tTeem~nL Prior to disposal 0 \' the data, Provider shaH notify tEA ( l (' ib 
option to transfer data to a Sntdcnt Generated ~(mtent account pursuant to Article IT, 
section 3 , abov~ . or to othc'r fl ccounts as m a y be designated by the LEA . In no event shall 
Pro\'idcr dispose of data pursuant to t hi s provision unless and until Provider has re{;eived 
atfmnative written contlrmation from LEA that dat..'1 wil l not he transferred to a separate 
account 

c. Pre-rermination Data Disposal Meeting. Tn a ddition to the forego ing requirements, the 
LEA may reque<;t in \\ riting thai Provider participate in a meeting to discuss dhposal of 
the Student Data prior to tel"tu ination o rthu Scrd ce Agreement. 

6. Advertising Prohibition . 'Pm vider is prohibited fTom llsing or selling Student Data to (a) market 
or advc.-rtisc to sW'jents or filmiliesfg: ardiarts; 'b) info rm, i nnu~ncc, or enabl' marketing, 
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('"UYOD") pol icy for it' own employees, which requires them to use physical anti 
technical safeguards against third parly access to the device, and a copy of that RYOn 
policy shall he provided to ~Ei\ as part of Exhibi{ F to this DP A. Provider shall ensure 
that aU contractors and/Qr Sub-processors implement BYOD policies, which provide ti.)r 
s.uhstant taUy the same Je\c1 of security fiJr mobile devices as are pmvided by Provider's 
BYOD pc,lky. 

r. Se(:urity Technology. When the Student Dilt<t is accessed using a supported web 
hrowser, Provider shaH employ inuu!>lry standard mea~ure!l to protect data ITom 
unauthorized accesS. The service ~ecUlily mcasur~ shall indudc scn'cr authentication 
and data encryption. Provider shall host rtata p urslla£l( ro the Sen/ice Agreement in 'Ill 

ellvirormlt'nt using a fire\yaH that is updated act;nrtiing to industry standards. 

g. Security Coordinator, If difihent from the designaled rcprcsentati'vl;; identitied 1!l 

At1icle VJi. section 5, Provider shall provide the name and contact inlonnation of 
Provider's Securlty Comdinat-or for the Student Dam received pursuant t!.l the Serv ice 
Agreement. 

h. Subprocessors Hound. Provider shull el1t(;l" into written agreements whereby 
Subproce:\sors H!?TeC to secure and prolect Student Data in Cl manner consistent with the 
terms of this Article V. Provider ~hall periodical1y (no le~s than scml-annually) condllct 
or review compliance monitoring and asscssmenki of Suhproccssors to uetcmlinc their 
compliance with th is Aliide. 

1. Periodic Risk Assessment. Pro ..... ider fulther acknowtedgcs and agrees to conduct digital 
.an.d physical periodic {no k ss than semi-annual} ri.sk assessment!; and remediate an. 
identiflcd ~c;curity and plivacy vlIlncrabiIiries in u timely manner. In the event that the 
tenl1 of tile Sen/ icc Agreemenl is anticipated to he longer than two p) y . ars, Provider 
shan provide w'ritten confirmation to the LEA that a third party has conducted a ri&k 
assessment unalysis of Provider ' s, computer systems at some point during the tenn ofthc 
Service Agreement 

j. Compliance .I\udit. LEA shalf have tht> right but shaH be under no obligation l~) 
conduct audit(s), (l"om time to time, of Provider's records concerning its compl1ance 
ohh!!lilions as set forth in this Art'cle V. Provider shall make such records and other v 

documents a\'ai lahle to LEA upon request. 

2. nata Drear.h. In the event that Student Data is acc~ssed or obtained by an unauthorized 
individuall Provider shaH provide notification to .LEA immediately following disc()' ery of the 
incldl!nL Provider shall follow· the following process: 

It. The s('curity breach notification shaH be written in pla in language, shall be titled "Notk:e 
of Data Breach," and sball pre~ '01 the information described herein under the followi 19 

headings: "W'hat Happenetl.,' · "What Information Was Involved," '<What We Are Doing," 
"\Vhat You Can Do," and ·'For More IntonnatiolJ:' Additional infonnat jon may be 
pJ'ovided as a supplement to the notice. 
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b. The security hr ach notification descrihcd above ill section l (a'J shall include, at a 
minimum .. th~ following information: 

1. The na lle and contact int"(mnation of the reponing Provider subj~l't to th is 
section. 

ii. A list M' the types nf Student Dala that were or are reasonably hel ieved to have 
been thl;: suhject of (1 breach. 

iii. If the lnl\")nnatlon is possible to determine at the fime the notict! is provided ~ then 
either (1) the date of the hrcach~ (2) th~ estimated date t)f tile breach, or 3) the 
date range wifhin whkh the breach occurred. The notitlcahon ~haH also include 
the dale of the 11 tice. 

h _ Whether tllt! notification was delayed a:;; a P !mlt of a law enti.1rc "'mcnt 
iuwstigation and the taw crrfon:ement agency determined that notification would 
impede a criminal investigation. 

v. A general descriptioJl o f the breach incident, if that informatj·on is poss.ible to 
detcrmit)1: at the time the notice is provided. 

c. At LEA 's dis'relion. the security breach notitfcatiol1 may a lso include any of the 
following: 

i. Info11'llutioll about what the Pro vider has done to ~lroted individuals whose 
inf01111Ulion has been hreached. 

ii. Advice nIl steps that the person whose infomlation bas been breached may take to 
proted himself or hersclt 

d . Provider agrees to adhere 10 ,ill requirements in applicable state and tcdcr::ll 1::1\.v with 
fespect to a data breach related to tilt; Sntdent D¢lta, including, when appropriate or 
required, the required resp{lnsibit itics wnd procedures fur noti fication and mitigation of 
any such data breadl. 

e. Provider further acknowledge,:; and agrees to ha\'e a written incident respon~c plan that 
reflects best practices and is consistent with industry standards and federa l and state la\v 
for re 'r elUcting to (l data breach, bre'<wh of security: privacy incident or unauthorized 
alXluisitioll or use of Student Data Of any portion thereot: -inc luding personally 
identifiable information and agn."'C5 to pr vide LE.A. upon request, wirh a copy of said 
'\.Vrlttell incident response phm . 

f. Provider is prohibited thml directly CDl1taCling parent, legal guardian or eligible student 
unless express ly reque~tcd by LFA. If LEA request. Provjdef'~ assistance providi.ng 
notice of unauthorized access. and such :1!->sistance is nut undll ly burdensome to Pmvidcr, 
Provider shall notify the affccted parent, legal guardian or eligible student of the 
unauthorized access, which shall include {h~ informatiml listed in :-ubsections (b) and (e }, 
above. 

g. Tn the event of a hrearh originating from LE A's use of the Scrvict:, Provider shall 
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cooperate w ilh LEA to the extent necessary to expeditiotlsly secure Student Data. 

ARTICLE VI - lNDEl\-L'iITY 

1. Indemnity. Provider shall defend, indemnify and hold haml1ess the LEA, its officer~. ditectol's. 
~mpl{)) ees, agents and assigns (the "Inde:mnltccs") from and agaim;t any and all losses. damages. 
l iahiliti~s. deficiencies. actions, judgmellts, interest, awards, penalties, flnes.. cosl<) or ex.pen~t!s of 
whatever kind. incl uding reasonable aHomcys' fec.<; the co::;,t of enforcing any righl to indemnitkation 
hereunder and the cost of pursuing any iMurance carrier, arising out of or resulting fmm any third-party 
claim against the Indemnitces arising om of or resulting irom Provider's failure to comply \ ith any of 
ils obligations under this DPA. Provider 's duty to defend and indemnif y the L. A includes any and all 
laims and cuuses of action whether ha.sed in tort, contract, statute, or equit}·. Provider agrees that it 

shall be obligated to al;cept any tender of tlefen!>e by the .LEA pursuant to this DPA and provide a full 
defense to the LEA so long 015 any potentia l exists for Provider to have an obligation 10 indemnity the 
LEA for any pan of any potential judgment against the LEA. 

Pro 'ider 's defense und indemnity obligation~ herein are intended to provi d~ for the broadest indemni ty 
rights available under Washington law and shaH surv ive the termination of this DPA. 0 th ~ extent 
Provider's defer sc and indemnity obligtttious as set forth in th is DPA conflict \lith the terms of th(; 
Sc'rvice i\grectl1<;;nt, be defense and inJ emnily provisions set forth herein .shall control. 

ARTICLE VII- GENERAL OFFER OF' PRIVACY TERMS 

Provider may, by signing the attaehed f onn of General Offer of Privacy T~nns (General OtTer, attached 
hereto as EXhibit "E"), be bound by tbe terms of this TWA to any ()ther LEA who signs the ac.ceptanct! 
on in said Exhi bit. The Foml is limited by the terms and conditions dcs(;ribcd therCIJL 

ARTICLF. VIII : !\USCE LLANEO (]S 

L Term. The Provider shaH be bound by this DPA for the durati!m of the Service Agreement or so 
long as the Provider maintains any Student Data. Notwithstanding the tbregoing, Provider agrees 
to he bOlmu by the terms and obligations of this DPA it})' a period of three (3) years, or '0 long as 
the Pf(widcr performs services under this Agreement, whichever shaH be longer. 

2. Term ination. III the event that either party seck.'; to tcnninatc this DPA .. they may do ~o by 
mutual writrcn cons 'nt so long as rhe Service Agree 1ent has lapsed. or has been terminated. LEA 
shall have the right to tennil1ate the DP A and Service Agreement in the event of a material 
breach by Provider. its employees. or agents (}f~hc tenm oflhis DPA 

3. Effect of Termination Survival . If the Service Agreement is renTllnalCu, the Provider shaU 
destroy aU ofLEA:s data pursuantto Article V, ::;ectiot'l l (b), and Article 11. sectioll 1, above. 

4. Priurin' of Agreements. This DPA 511.111 govern the ttentJl1ent of Sn dent Data in order to 

t:omply with privacy protections, hlcluding those found in FERPA and all applicable privacy 
statutes. identifi ed in lh i~ DPA. In the event there is conflict between the DPA and the Service 
Agreement, the DPA shall apply and take precedence. 1\0 indemnification provisions granted by 
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the LEA in th~ Service Agreement shall be eikcfivc as to a breach of the tenns nf this DPA by 
the Provider. Except as des'rihcd in this paragraph herein" all other provi:>ions of the Se rvice 
AgJ~emem s all remain in cm:ct. 

s. l\;otice, All notices or other communication required or pe11l1ittcd to be giv~n hereunder must be 
in writing and given by pers.onal dt: ivery, or e-mail transll1issi()O (if contact in fo rmation is 
provided fiJr he specific n1<ldc of de livery}, or first class mail. poswge prepaid, sent to the 
designated representatives bcfor~; 

a. Designated Representatives 

Th~ designated representative £(.1£ the LEA for thi~ DPA i:-.: 

Name: Allen Miede a 
Tille: Director or Technology 

Contact Tnfonnat'on : 
3330 Monte V illa Pari<woy 

80 hell , WA 98021 

amiederna@nsd.orq ---"-----

The de, ignatcd represental1VC t() f the Provider for th i~ DPA is.: 

Name: Ron Dahlhofef 

Title ~ Founder 

Ctlnt.aet Information: 
info@vapsodll cate-com 

216·285-0729 

b. Notification of Acceptance of General Offer of Terms. Upon executiol1 of Exhibit E, 
General Offer or Terms, Subscribin'c!: LEA shall pmvide notice o f' such acceptance il writing 
and given by per 'onal dclh·ery. me-mail transmissinn (if contact inf(lrmation is pm vldcd tor 
the specific mode of delivery), or first class mail, postage prepaid, to th~ des ignated 
represell l.ati \'C belo\\- . 
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The designated representative for the lIotice of acceptance of the GC!lt!rar OtTer of Pri\'l1cy Tt;:lm~ is: 

Name: R an DCihlhofBf 

Title: Founder 

Contact ln tonnation: 
inf~vapeeduca(e,com 

216·285-0729 

6. "Entire Agreement. This OPA constitutes the entire agreement of the p<u1ies relating to the 
subject matter hereof and supersedes all prior commun ications, representations, or agTeemt:!nts, 
()ral or wTitten, hy the partics re lating thereto, This DPA may be amended a d the obs~r\'ance of 
any provision of this OPA may be \\'aived (either generally or in any particular instance and 
either retroactively or pm:;pcctively) onl witil lhe signed written l'onsent of both parties, Neither 
failure nor delay ot) the p.m of any party in exercis il g any right, power, Or privilege hereunder 
shall operate as a waiver o f such right, 110r shall any sing1e or partial exercise of any such right, 
powC'r, or plivilcge preclude any furtner e "ercise thereof {)I' the excrci:;;e of any other right, 
pOWt!l'. or privilege, 

7. Severahilitv, ,t\.ny provision of this DPA that is prohibited or wlcnforccable in any jurisdiction 
shall, as to such jurisdiction, be incffectiv to the extent of such prohibition or uncnfbrccability 
,\ilhout invalidating the re lai ltl_ rovi~'()ns of this DPA and any such prohibition or 
unenforceability in any j urisdiction shaJl not invalidate or render unenforceable such proVIsion in 
any other juri sdiction. Notwithstanding the: fhrcgoiug. if sllch provision could be more mmowly 
drawn so as not to he prohibiTed or unenforceable in such juri. diction \vhile, at the sanle rime. 
maintaining the inten t of the partie!), it .sbal!~ as to such jurisdil;tioll, be so narrowly drawn 
without invalidating th remaining provisions of thi.' DPA or atlccting the val idity or 
enforceability of such provision in any other jl.lJisdicljoll , 

8. Governing Law; Venue aDd Jurisdiction. THIS DPA \ VILL 13£ 0 0\ ERNED BY AND 
CONSTR ED TN ACCORD,ANCE WITH -HE LAWS OF TILE STATE OF \VASH1NGTON, 
W lTHOUT REGARD TO CONJ.-'UCTS OF LAW PRJNClPLFS, EACH PARTY CONSENTS 
AND SU13\iflTS TO THE SOLE AND EXCU .,SlVE S RTSDICTIO!\ TO THE STATE AND 
FEDERAL COURTS FOR THE COUNTY IN WHICH THE LEA 1~ LOCATED t'OR ANY 
DISPUTE ARISIN li OUT OF OR RELAT ING TO l 'HIS SERvrCE AGRLEMLNT OR Tfn:: 
TRAJ'\iS ACTIOMS CO TEMPlATFD HEREBY. 

9. Authorit,'. Provid r rep "sents that it is ullthori7.ed to hind to the tenns of this OrA, induding 
confidentiality and dest!1lction or Studen t Data and any portion theTeof (.;ontalnc:d therein, all 
relate.d or us&ociated instinltions, individuab, employees or contractors who may have access to 
lhe Student Data amFor any portion thereat: or may O\VU. ka~t: or ~ontrol equipment or ntciHtk s 
or any kind where: the Studel t Data and portion tbcreof stored, maintained or u.'i~d in any way, 
Provider agrct'!:I that <.tay purchaser of the Provid~r shall also he bound to the Agrccm~ot , 

\Vm;hing,(\}n Stud 'nl Data Princy Agreement V I,U 10 



10. \Vniyer. No deJay or olllis~ in tJ of the LEA to exercise any right hereunder shall be constmed as a 
waivc~r of arty such righ l ,,mel the _FA reserves the right to exercise any sliGh right from time to 
time, as often as may be deemed expedient. 

11 . Succe~sors Bound. This DPA is and shall be binding up<m Pmvjder~s respective stlccessors in 
interest in rhe event or a m~rger, acquisition, consolidation or other husines. renrganizatioll or 
sale of all or substantially' all 0 (" the Ull )et~ ()f such business, 

[Sign ature Pagf! Follow ... ' 
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IN \\1TNESS WHEREOF', the: parties have cxe(.:uted this Washington StLUlent Data Pri vacy 
Agreement tiS of the tas h:.d helow. 

Vall-a Educate 
..-' --.--

BY: Date: 08/12/2019 
----~~----------- -----------

Printed Nu l~ : Ron Dahlhofer TWI;!"Pos ition: Founder 
---------------------

.A c1 dl'C~~ for Notice Purposes: 

Northshore School District 

8Y:_-+-,j:IF-~=--~::"'-_ _ Date: ~ . \ ~ . \4 

Printed Name: Allen Miedema Title/Position: Director of Technology 

Addres~ for Notice Purposes: 
333 . 1 "1 1:) 'Vrfh3 P.l fa',' 
8 0 dl VJA. t~~1 

6fYt '~dr:~·ftn£lj.nr~ 

/ViJle: Electfolli!: signature not permitted. 

\\'a~hillglOI} StlIdcnt Dar.:: Privacy Agreemenl \/ 1.U 12 



EXHIBIT "A" 

DESCRIPTIO:": OF SERVICl':S 

[INSERT DETAI LED DESCRIPTION OF PRODU('TS AND SERVTCES HERE. IF MORE THAN 
ONE PRODUCT OR SERVfCE IS INCL OED, LIST EACH PRODUCT HERE. SOME COMMON 
EXAMPLES INCLUDE TEACHER ASSESSMENT TOOL, CLASSROOM MANAUErvlliNT, 
INTERACT1VE EDUCAnO~AL GAM ES, INTERACTIVE LESSON PLAN~rNG, CLASSROOM 
MESSAGING APP~ fNTERACTTVE \VIllTEBOA.RD. ] 

WashingJon Studen! Data. Privacy '\E;>reernem V 1.0 13 

Description of Product or 
Service 

Pre-made math lessons 
developed by su~jec/. mailer 

all ~ch (.I(}1 levels 



EXHIB1T "B'" 

SCHEDULE OF DAT/\ 

I 
\ 
f 

I 

Category of 
Data 

Apl)lication 
Tedmolngy 
Meta Data 

Elem~nts 

Cbeck 
ifustd 

hy 

IP Add res~es of 

users, Use of ~ 
cookies clC. 
Other 'a-pp-l-iL-a1-.io-11--+·-~-~ 

technologv meta I 

" dat (j ~ Plc-asi; seec ifv: I 

L _ _ _ ; 
i 

I Meta data on user 
Application Use 

Statistics I intera-ction \vith 
applicatIon 

: ). 

I I 
f 

I 
Standardized kst I 
scores ! 

Assessment ~rvation dara I i 
Other assessment I ! 

___ --~+-; _da_ta...;.;.....;;-p. l~CC~ ___ ~ 

; Student school " 

II I (dail}) attendance I 

I 
Attendance data ,-+-I - - ---i

l 
Student dass 

I attendance data r ~---~---'-'-~";---'------- ;-----1 
I \ 

, \ Online 
COmllllU1 iean ons 

Communications 1 that arc captured I 
I i tem~lr> hlog I 
~~~_S~)-------~.!~----l 

C
·- .

1 
- ·~t1CT or 

onuuct I b h ' I d 
I ~ aVLOra uta 

x 

-~ 
f 

Demographics Date of Birth 
I Plac~Bmj-l - -

Viashmgtoll Student Dma Pri '<ley Agreement V 1.0 r 4 

(:ategory of 
Data 

EnrollmenT 

Parent/Guardian 
Contad 

lnformation 

Parent!Guardian 

. Elements 

Check · 
ifused 

by 

Language 
informarion (native, 
preferred ()[ primary 
language spohn b. 

your_ I 
s· . steJ~ 

I 
student) _----!-_ _ _ ..., 

Other demographic 
information-Please 
S lec itV; 
Smdent school 
enrollment 
Student grade level 

- --t-
Homeroom 
GLiidance counselor 

- -t--
Specific curriculum 

Address - - ---
Email 
Phone 

, 
I 

Pan:nt ID number I 

(el' atcd to !.ink I 
1 _ _ ._I_D_ --,.- _+-£-_ar;,.;-cnts to students) I _ _ ....,.---1 

r.--- - - -
Parent/Guardian First andlor Last 

Nal ~e 
1----

Student scheduled 
Schedule cuurses _ __ _ -+ _ ___ ; 

Teal;her names 
------------~ -------.~~---



Category of 
Data Elements 

t Check .~ 
-j ifused : 
1 hv 
! \It)~r ' i 0 ' 

f svstem · 
'~-'----~I 11 Engli. h language 

teamer illf( )J111alion 

I 

I I Special Indl\:utor 

~Udellt ( 
I Tnt<mllat 

-:ontact 
IOn 

Student 
J Identifiers 

:-, I Student Name 

Student In App 
Pcrfoml ance 

Low ineom' status 
M edieal alens 
il1ealth data 

! Student d isability 
illformatinn 
Specialized 
education servi cs 
(lEP or 504} 

I Li.vingsituations 
(homelesslfo fer 
care) 
Other indic. tor 
informatjon-Plea~e 

Address 

I t -
I 
I 

• 
i 

Email -l--
Phone I 

.4 
I Local (Schonl I 
I disirict) 10 number 

State ill numb~f 

i VenctorfApp 
r assigned student ID 

number 
Sludent app 
u~ername 

Student apr 

J 
First and/or Last I 

! 
Program/ap lit:atioli I 

I performance 
(typing prngram- I 
. tudf;illt types 60 j 

X 

1 
i 

X 

Cheek 

Category fif if used I Data Elements I hy 
I your I 

wpm. reading 
~ syste.!l1 i 

program-sttldcnt 
rcads below grade 
level) 

I Academic or 

Student Program 
extntcurric~llar 

Membership acti 'ities a slucknt 
may belong to or 
part ici late in 

Smdent Survey 
Student responses 

Responses 
to ~llncys or 
guestionnajrc~ I 

I 
Student generated 
content; \\'riting, 

Snldent work 
ictures etc. 

t '-

i 
I 

StudeIlt course data 
Stud~l1t course 

Transl:ript gradesjpeltrlnn ance 
j 

scores 
I O ther transclipt I 

data -Please I 

I specify: 

I 

Student bus 
assi!mmcnl ... 
Student pick up 

! Transportation 
and/or drop off 
location __ ------.J 

I 
Studemt nus card lD I number 
Other transportation 
dam ~Plca~c ----



Elements 

I Check 
! if used 
I by Category .of 

Data I 
( 1 your 
i ~----t-\ system 

__ --;--_If-. ,.;..Lspee_l, .... fy'-': _____ + ___ -~. . I 
l­I ·~------ft-P~leasc tist each 

f additional data 
I clemenl u,'e I, 
I si()f~d Qf collected 

'--_ _ ~ _ _ ....JI,-,l.::..)j,--r .... yo.:..,.ur aP£ll icatl(lI1 

Other 

No Student Data Collected at (his time 
*Providcr !>hall immediately noti fy LEA ifthis 
designatiol!1 is no longer applicable . 
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EXHfBlT "C" 

OFFlNIT10NS 

ACPE (Association for Computer Professionals in Education): Reters to the membership 
organizHtion serv ing educaiiunal IT profc~:;ionals in the Stales of Oregon and Wa:;IDngton to 
promote gen "ral recognltion Dr the rol of iT professionals in euu.catjonal inSlilutions ~ imt:~rovc 
network and computer . 'ervicc~; integrale emerging technologies; encourage appropriate use of 
informafion techuol\)gy for the improvement ()f e.ducation and support standards whereby common 
jnterchange~' of ckctronic inf)flnalio can he accompl1shed etliciently and eilt': l.:tively. 

Educational Records: Educational Rt'cord~ are official reconi!;, fi le: and data directly related to a 
~"tudcnt and trl uintained by the tichool or local edul:ation agency, including but not limited to, records 
enc()mpas~Tng all the mat rial kept iu the student's L:.umularive fo lder. ~uch as general ident ifying 
data, records: ()f attcnd~LUCc and of at. demic work completed, records of achievement, and results of 
evaluCltivc test~, health data, di~dplinary statu5, test protowls and lndividualized ~ducation prugrams 
as identit1ed by Washington Compact Pnwision 2gA.705.01O. The categories of Educational Records 
under \Vashington law are also found in Exh ibit B. For pllrpose~ of thls DPA, Educational Records 
arc referred to as Student Data. 

De-Identifiable Information (lUI): De~Jdcntificution refers to the process by Vi' il.;h the Vendor 
removes or ohscure!:> any Pcrsnnully Identifiable Information ("'Plr') fi'om student records til a "".I)' 
that removc:; or minimizes the risk of di~dosltre of the identity or the individual and infol111atiol} 
abollt them . 

Indirect Identifiers: Indirect identifiers include il1formation tha t can be cnmbined with other 
infonllatlon ttl identify specific individuals, including for example, a combination of gender, birth 
date, geographic indicaror (e.g .• state, county) and other descriptors. 

NlST; Dra ft National Instlmtc of Standards and Technology ("NlST") Sp(;'ciul Publication Digital 
.Authentication Guideline. 

Operator: The term "Operator" means the opemtof of an Int~rnet Web !:i it.e, online service, online. 
application, or mohile applit:.:atioll with actual knowledge that the site, :ervice, or application is used 
primarily for K - 1 2 schnnl purposes and was designed and markcrcd fo K 12 s.chool purpose, . For 
the purpose of the ))3f<1 Privacy Agr~etncnt, the reml "Operator" is replaced by the term "Provider." 
This term shall ('m::ompass the term "'1 hird Pat . r;" a" it is found in applicable state statutes. 

Persistent Unique Identifiers. A long-fasting identification tor digita l objects which allows t(}f 

those digital objects to be loc.ated even if they are moved or removed. 

PcrsonaUy Identifiable Information (PII): The lenns ';Personally k lentitiahle Int'onnatlon ' or 
--rIT" 5haH inc111d~. but arc not limited to, student J ato , metadata. and user Or student-generateJ 
content obtained by l'Ca~on of th~ usc of Prov jder' ~ software, website, service, or app, including 
mob ile itPpS, l,\'hetber gathered by Provider or provided b) LEA or its users, snldents, or stntlents ' 
parent ig lardians. PH includes lndir~t:l tdcnt ifiers , which is any information that. t!ither alon~ or in 



aggregale, would aHnw a reasonable person lO be able to identify a student to a reasonable certai l ty , 
For p UTJlose:.; of this DP A, Personally Identit13blc Infonnation shaH include the categories or 
information listed in the definition o f Smclent Datu. 

P rovider: For purposes of the S~r.·i ~e Agreement. the- teml "Provider" rneun-. pmvider of d igital 
educational software or Service", including cloud-based services, 1:Or the digi tal storage, 
)11Unu,:remcnt, and retrieval of student records. Within the DPA the tenn "Provider ' includes the term 
"Third PaFty" and lhe term "Operator" as used in applicable state statutes. 

Pnpil Reeords: Mean,;; hoth ofthe following: (I) Any int()rmation that directly relates to a pupil that 
is maintained by LEA and (2) any intt)nnarion acquired directly trom the pupil through the use· of 
instTLlctiDnal software or applications assigned tc') (he pupil by a teacher or other LEA employee. For 
the purposes of this AgreemNlt, Pupil Records shall b~ the same as Educational Recurds and 
Student Personal Information, an llf \vhich are deemed Student Data for the purposes of this. 

gl'ccmcnt 

Sen'ice Ag.·eernent: Refers to the Contract or Purchase Order to wbich this DPA supplements and 
moditie s. 

School Official: f or the purposes of th is Agn:cmcIlt and pursuant to 34 eFR 99.31 (B), a School 
O fficial i ~ a contractor that: O) .Peliorms .. m institutional s ~rvicc 'Or function i()[ Wi1il;h the agency or 
institulion would otberwise use employees; (2) Is under the direct control of th~ agency or institution 
with respect to the llSC and maintenance- of education records: and (3) is subject to 34 eFR 99.3J.(a) 
govern ing lhe usc and re-disclosure of personally idcntitiable informatioll from ~tu.dcnt- records. 

8mdent Data; Stude 11 Data indudcfi any dara, whether gmbered by Provider or provided by LEA or 
its us rs, students. or students· parentsl~uardians. that is descriptive ofthe student inch ding, but 110t 

limited to, infoDnution in tht: s.tude It's educational record or email, Hrsl arid hOl st name, home 
adur~ss, telephone m mber, email address, nr ther infonnation allowing online contact, discipline 
records. videos. fest results, special eliucalion data, ju vcnilc depe ldency records~ grades, ',,·aluations, 
crimi a1 records, medical records, health records, soLial security numbers, biometric int()rmation, 
disabilities, socioeconomic infonnution, i()Od purchas es, political affi 'iatlou!), religious i formation 
[ext mCS5.ag~s. documents, snIde))t identi ties, seaT~h acti \'ity, photos,. voice recordings or ge()}ocation 
information. Srudent Dato shall constilute Pupil Records for rhe purposes ofthis Agreenu;:nt, and for 
the pllrpOSC~ of feelers! laws and regulations, Stude11t Data as specHied in fxhibit ·'U" is confinned 
to be collected or processed by the Provider pur~uanl to the Services. Student Data shall not 
constitute that intbrmation that has been anonymi7ed or de-identiilcd, or anonymous usage data 
regarding a stud.cnt's l.ISC of Provid~ .. -s Servict:s . 

Student Generated Contenr: The term " Student Generated Content" means materials or content 
created by a ~tud~nt during and fi-,r the purpose of education including, but not limi[cd to, essay s, 
research repOl1!). p011 n)lios. m~atie ~ riting. music or other a din file' photographs, videos, and 
a 'count information that enables ongoing owneT£.hip of student content. 

Student Personal Information; '-Studeni P~rl\nnal lnf()rmat1on" means information t:ol1ected 
thn.mgh a :;chool sccvi('c dlllt pel'SonaUy jd~nti tl~!j an individua l student or other in l(mnation 



collected and maintained about an individua l student that is linked to information that identifi e'i an 
individuaJ snldent, as identified hy Washington Compact Provision 2gA.604.01O. for purpoSC5I of 
th is DPA, Student Pcrsonalln onn ation is referred tn as Student Data. 

Subscribing LEA: An LEA thaT WilS not party to the originat Services Agreement and who accept~ 
lhe Provider's (Jeneral OtTer nfPrivac, Terms. 

Su bpr(}ccs!;or: For the purposes of thls Agreement, the term "Suhproccssor" (sometimes teferred 10 

a:; tlJe "Subcontractor" ) mC-J.ns a party other than LEA or Provider. whQ PrO\'ider usc..<; tv data 
coll('\:tioll. anaJytic!;, :;toragc, or other service to operate and/or improve ils 50th are, and v,,' ho has 
access to Student Data. 

Targeted Adnrtising: Targded advertising means presenting an advcrti: ement 1'1.1 a srudcnt ",;here 
the selection llf the advel1i~eml!nt is based on s.tudent information, snldent record~ or stud~nt 

generated content or inferred ovcr lim e trom the usage of the Pruvidcr's website, online service or 
rl'lob ile application hy such student or the reten tion 0 1' such student s online acti\·ities or rCljuests 
oVer time. 

Third Pal·t~·: The term "Third Party" means a pm\'idcr of digiull educational software or services, 
inc luding cloud-based services, tor the digital storage, management, and retrievaf of student record ... 
However. for the pLlrpose of Ihls Agre<.;ment. the tenu "Third Par ty" when used to indic.ute the 
pnwider of dig ital educational ~(lftwarc or services is replac~d hy the ten1) "Provider." 



EXHIBIT "D" 

J)IRECTIV"E fOR DISPOSAL Of DATA 

Northshore School District (hercin. ft r referrt!u fo as "LEA''} directs [ Vape Educate 
(hereinafter' referred to a~ "Pwvide-r" ) to dispo~e of data obtained by Provider pursuant tt) thc 
tcnn:::. of" the Service Agreen ent between LEA and ProvideI'. Unk ss moditicd by separate 
agreem·ent pursuant to a pre-termination data disposal meetitlg as dt:st:lihed In Article TV Section 
5(c), the terms of the Di spo~al arc set f()rlh helow: 

Ext~ llt of t)is))usal 
Disposal shall be; 

Nature of Disposal 
Disposal shall be by~ 

_ Panial. The categories of data to he 
disflmcd of arc set forth in an attachment to 
thi , Directive. 

, __ Complcrc. Disposal extends to aU 
categories of data. 

Destruction or deletion of data. 

'ransfer of dnta. he data shall be 
transferred as set forth in an attachment to 
th is Directi\'e, following confmllatioD 
from LEA that data was successfully 
transfe.ITed, Provider shall destroy or delete 

~-ii~~~.II_iiii.ij~iiiiiiiiiiaill. blc data, 

Thnine or Disposal 
Data shaH be disposed of 
by tbe following date: 

Aut oriLcd RepTt!Stmlatiw of LEA 

Veri lication () f Disposal of Data 
by Authorized Rcprescma[i e of PrnviueT 

_~_ As !ioon as commercially praclicable 

__ By (Insert DatI;) _____ _ 

Insert or attach special instructions 

Date 

Date 



£XHffiIT uE" 

GENERAl, O-"'FER OF PRrVACY TKR->,"S 
NORTUSHORE SCHOOL DISTRlCT 

1 , Offer of Terms 
Provider otl"ers the same privacy pwtcctiOllS found in this DrA between it and Northshme SD ami 
\v.hich is dated 08/1 212019 w nny other t EA ("Subscribing L 'A'r) who accepts this General O ffer 
though irs signature helow. 1l1is General Offer shall extend onTy to prfvacy protections and 
Provider s signature shall n(lt nccrs';arily bind Provider to other term~, 'uch as price, term, or 
~<.:hedu !e of Services, or 10 uny ort1er provi!;ioll not addressed in this OrA. The Provider and the 
other LEA may also ClhJfCC to change the data provided by LEA to the Provider to suit the uuique 
need~ nf the LEA . The Provider m(lY withdraw the General Offer in the event ()f: ( 1) (I material 
change in thf! applicable privacy statues; (2) a m:Clterial change in the SCf\'ices and pn.Klucrs sUbject 
1 isted in the Originating S~rvicc Agreement; or thrct: (3) years after the date of Provider":.;. signature 
to th is Form, Provider !:iha ll nOli ty ACPE ill the cnmt ofan:y \,,'ithdrawal so that this inio nnatioll may 
be transmitted 10 the Alliance ' s u'>ers. 

--7 

BY: ____ ~~~~~--__ ------- Date: 08/12/2019 
Printed ;"\lame: - --'-

Titierpn. irian: Founder - - - -
2. Subseribing LEA 

A Suhscribing LEA. by signing a scp rate Service Agreement with Provider, and by it:- signantre 
bel (n .. ', accept·· the General Offer of Privacy T nllS, The Subscribing LEA and the Provider shall 
thcrdore be bound by the same k n:ns of this DPA 

Insert Subscribing LEA's Name 

BY; 

Printed I\'ame: --- ----- ----- -----

Datc: _ ___ _ _ . ___ __ ~ 

Title/Positiun ___ ~ _ ___ _ _ ~_ 

10 ACCEPT THE GF.N.E.RAL OFFER. THE SliBSCRlBJ~G LEA MUST DELiVER THIS 
SIGNED EXHIBIT lO THE PF.RSO~ A_NO EMAIL ADDRESS LISTEn B£LO\\' 

Name: Ron Dahlhofer 

Title: Founder 

E O' oI.dd info@vapeeducate.com 
~ mal n. ress: _ _____ ___ _ _ 



EXHIBIT "F" 

[};\TA SECURITY REQIJlRE~ENTS 

Insert additional data security requirements 


