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This Student Data Privacy Agreement ("DPAT) i entered into on the date af full eaec ution (thie “Efective Date”|

ard is entered o by and between:  £20 East F00 Soadh. W
[ North Sarpese Schocl Bt | logated gt [Fe3a0t Ulah B4E4T ] {the “Local Education Agency” or "LEA") and
[m;.mm;p@!{m T |, located at |$’0 Hoa 6721 Chandler, A4 | {the “Provider |

WHEREAS, the Frovider o provding educat-onal or degdal services 1o LEA

WHEREAS, the Provider and LEA recognie the need to protect personally identfable student informaton and
olher regulated data exchanged between them as required by applicable laws and regulations, such as the Famaly
Fducational Rights and Privacy act ("FERPAT) at 20 U S.C. § 1737g (34 CFR Part 39); the Children's Onbing Privacy
Protection Act (TCOPPAT at 15 US C & 6501 6506 {16 CFR Part 312, pphaable 51210 prvacy kews and regulations
and

WHEREAS, the Provider and LEA dedire 1o enter inla they DPA for the purpose of estabilishing thew redpedtne
phligations and duties in arder (o camphy with 3ppleatle ed and regulation

NOW THEREFORE, for good and valuable conuderateon, LEA and Provider agree as follow.
1. Adestription of the Services 1o be provided, the categones of Student Data that may be provided by LEA
ta Pravider, and ather snformaton specils To this OPA se cortamed on the Standard Clauies hereto.

2 Special Provisians., Check if Required

If checked, the Supplemental State Terms and attached hereto 25 Exhibit "G™ are herety
imeargorated by reference Ao this DPA in their enlirely

I checked, LEA and Provider agree to the additional terms or modifications set forth in
Exhibit “H”. (Opticnal)

4

 Crecked, the Prowv.der, has sigred Bxhibit "E™ 1o the Standard Clauses, othernise known as
General Qffer of Proacy Terms

3. inthe event of 3 conflct between the SDPC Standard Clauses, the State o Speos Provisions will centrob,
In the evert there v conflict Between the terme of the DFA and any other wrting, including. but not
hmated to the Service Agresment and Froodes Terms of Serade of Privady Poboy the terms of the DPA
shiall cantrol

4. This DPA shall stay in effec for toree years Exhubit € will eapure 3 years from the date the orngpinal DPA
Was Lgned.

G The services to be provided by Proveder to LEA purssar to the DFA are detaded 0 Exhibit “A” (the
“Services |

B. Notices All noties of other commun<alion requered or permitice 1o be green hereunder may be given
wig e-mail transmuitian, or first-clasy madl, sent 1o the desgnated represestatives Below.
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The dosgrated reprosomative for the LEA for thes DPA 1

Amanda Morley ... Data Manager

Blarmae:
220 East 700 South, Mt Pleasant, Utah 84647
Adddress R o
PR 435-462-2485 £y @manda.morley@nsanpete.org

The devprated representative for the Pravider for this DPA

e SSSe [ Gl 0# (e Mangaw
Adddreds P'O BDX 6727

888-963-4817

S

supportCke) boardmgonlme com

P horn; Emaal:

IN WITNESS WHEREOF, LEA srud Proweder cascute this DPA as of the Efectee Date

ik [Nurth Sanpete School Dnslincil

o Awurdaforleg ose 10/05/2021

frinted Name: Al:r_]_afng ' rl;e;y”m __ Ttle/Posmtion Data Manager

KeyboardingOnline.com
- 1 0/05f2021

g Dase

S
‘v’fn{'ﬁlamp 3;55,{ E éd/&?ﬂjh lef Portson 0‘{"‘{‘[@ ﬁ"ﬂnﬁéf/

Provider |

Faor 3 of 20



STANDARD CLAUSES

Yersion 1.0

1.

ARTICLE I: PURPOSE AND 5COPE

Purpose of DPA The purpose of this DPA s to describe the duties and respony bities to protect Student
Data including compliance with al apphcable fegeral, s1ate, and locsl prreacy W, ruled, and regulations,
all as may be amended from time to time. In perfarming these services, the Provader shall be considered
a School Ofical with 3 legtimate educational interest, and performing servces olherwine provded by
the LEA Prowider 1ha'l be under the direct contral and tuperason of the LEA with réspect 10 14 use of
Student Data

Stugdent Data to Be Provided In order to perform the Services dedsonbaed above, LEA shall provide
Student Data as identiled in the Schedule of Data, aitaches Rereto as Exhibit “B°.

P& Delinitl The defindion of terms uied in this DPA & found o Exhibit “C". I the evest of a conflgt,
detfinilions used in this DPA shall prévail Gwer térms used in arvy other wrting, including, but ot imned
to the Service Agreement, Terms of Service, Provany Poboes etc

ARTICLE I1: DATA OWNERSHIP AND AUTHORIZED ACCESS

Stugent Data Property of LEA Al Student Data transmitied (o the Froscder pursuant 1o the Sendace
Agreement 4 and wall continue (o be the propenty of and under the control of the LEA. The Provider
further acanowledges and agrees that ol copies of such Student Data trarsmatied to the Prov.der,
including any moddications o additions o afiy portion thereat from any source, are subpect to the
provasions of the GPA 1 the came manaer as the origna’ Student Data The Partes agred that a6 botween
them, all rights, includeng all intellectual property pghts i Jrd 0 Stodent Data contemnplated per the
Service Agreement, thall reman the esclusve property of the LEA For the purposes of FEAPA, the
Prowider shall be considered a Schoo! O, under 1he contral ang directon of the LEA a5 it pertams to
the uie of Stedent Dats, notwithstanding the above

Parent Access To the extent reguired by aw the LEA shall e4lableh reasonable procedures by which a
parent, legal guardian, o elgible student may review Fducation Recrds and/or Sludem Data correer
erfgreous informatcen, and procedures for the transfer of student generaled content 1o a personal
account, conistent with the funchionalny of services Provider shall cespond n 3 reasonably Timely
manres (and no later than farty fve (85) days fromm (e date of the requedt or pursuant to the ime frame
regquired under state Law for an LEA to respond 1o 2 parent of student, whschewer o sooner) Lo the LEA's
request for Student Data in 3 student’s records Beld By thee Prowider 10 vicw of COmect ai neccisary. in
the cyent thal a parent of a student or other indrvidual contacts the Provider 1o revicw any of the Student
Data accessed puriuant 10 the Services, the Provider shall refer the parent on indnidua! to the LEA, wha
will follow the receiary and proper procedures regard ag the roguetted irformaton

Separate Account. If Student Generated Content s stored or mamtaned by the Prerader, Provader shall,

a4t the request of the LEA, tramsfer, or prowde a mechanisen for the LEA 1o transfer, sad Studest-
Genergled Content (o 3 separate accourt created by the student

Pogr daf 20



4.

Law Enforcement Requests Should aw enforcement or other government entitns {"Reguesting
Party(ies]”) contact Provider with a request for Student Data feld by the Prowider puisuant 10 the Services,
the Provider shall notify the LEA in advance of a compeled discloture to the Regueiting Party, unlews
lawlully directed by the Reguesting Party not to inform the LEA of the request.

Subprocessors Provider shall enter into written agreements with all Subprocesson performang funchons
for the Provider in order (o7 the Provider to provide the Seraces puriuant to the Service Agreement,
whereby the Subprocessors agres to protect Student Data in 3 manner no less stringent than the terms
ol 1his DPA

ARTICLE 1li: DUTIES OF LEA

Provide Data in Compliance with Applicable Laws LEA shall provide Studert Data for the purpaies of
obtaining the Services in complance with all applicable federdd, state, and bocal privacy laws, rubes, and
regulations, all a5 may be amendsd from Lime to lime

Annsdl Motification of Rights o the LEA hae 3 poloy of dodos ng Education Records and/or Student
Oata under FERPA (3£ CFR & 99 31{aj[1]), LEA shall include a specbcation of ¢ritenia Tor determin ~g who
comitiules a shool offal and what constdutes a legimate educational imterest in 23 annual
notdication of fghts

Reasonable Precaytions LEA shall take reasonable precautions 10 seCure wiel naimes, pasiwords, and
any cther means of gaming adcess 19 the senvices and hosted Student Cata.

nauthor Notifi LEA shall notily Provider promptly of any known urauthornized access

LEA will assist Provider i any efforty by Provider 10 imeestigate and respoad 10 any usauthorsed acces.

ARTICLE IV: DUTIES OF PROVIDER

ey Compliange The Frowder shall comply wath all apphicablie federal, stite, and ‘ocal laws, rules, arg
regulations pertamng (o Student Data pravacy and securdy, 36 35 may be amended from Lme o Tme

Authorized Use The Student Data shared pursaant 1o the Serace Agreement, includeng porsstent unigue
derifiors, shall be uied for no puarpase other than e Senvdes cuthned m Exfubt A ar stated in The
Sarvice Agreerment and/or otherwne suthodred under the slatules referred (o heren the DFA

Provider Employee Obligation Provader shall reguare all of Provager’s employess ard agents who have
access 10 Sudent Data 1o comphy with all apphcable previuons of 1hay OP& with respect 1o The STudent
Data shared under the Servete Agreement Provder agrees 10 reguire and maintan &n appropriate
confrdontiality agreement from each employee or agent welh access to Studert Data pursuant 1o the
Service Agrecmant,

Na Disclosure. Prowvider acl- nowledges and agrees that o shall not make any re-dechosure of any Student

Data ar any portion thereo!, including withouwt bmtaton, wser content or other non-puble information
and/ar personally dentifiable information comtamed i the Student Data other than as directed or
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pormitied by the LEA or this DPA Tris profubeton agaimst disclosure shall not apply W0 aggregate
summadies of De-tdentified informateon, Student Data declosed pursuent to o lawfully Bsued subpoena
ar gther legal process, or Lo subprocessars performing services on behall of the Provder pursuant 1o this
DPA. Prowder will not Sell Student Data to any third party

De-identified Data: Provaider agrees not to attempt to re-dentfy deodentifed Studem Data. Oe-identified
Data may be used by the Provider for those purposes Jlowed unger FERFA and the following purposes.
(1) assisting the LE& or other governmental agenties in conductng research and other studes, and (2)
rescarch and development of the Provder’s educational utes, seraces, or applications, and to
demonstrate the effecteneds of the Services; and (3) for adaptive leatring purpote ang for cuitomized
student learing, Providen’s use of Be-dentifed Bata shall survve termenation of this DPA or any request
by LEA 1o return or destroy Student Datd Except for Subprocessan, Prowder agrees not 10 tranifer de-
shiertified Student (ata 1o sy party unless {a) that party agress inownting not to attempt re-cdentification,
and (b} prigr weitten notice bas been green to the LEA who has prevded pros wreitten consent for such
transfer, Prior to pubdshing any document that names the LEA esphotly or indirectly, the Pravder shall
obtain the LEA's wnitten approval of the manner o whoch desdermtdied data s presented

Disposrition of Data. Upan writlen reguost from the LEA, Provider shall @ pose of or provide a mochanam
for the LEA to transfer Student Data obtamed under the Service Agreement, within socty (60) days of the
date of 1aid request and sccord ng to o schedule and procedure as the Parties may reasonably agree,
Upon termmation of thes OPA, d fo wretten reguest from the LEA 8 reserved, Provder shall dapose of all
Stugent Data after providing the LEA with reasonaie prior nole. The doty to dispose of Student Cata
shall mot exlend to Student Data 1hat had been De-ldentified or placed in a separate student account
pursuant to section i 3, The LEA may employ o "Directive for Dusposition of Data™ form, 2 copy of which
is attached hereto as Exhibiy “0° 11 the LEA and Frovder employ Exhibit 0,7 no furthor weatten reguest
of fatice o requared an the part of cither party pisor 1o the dapoasuton of Student Data descnbed o Exhibit
.

Adwvertising Limitations. Prowder & proh beted from uung, discloung, of w0 ing Student Data to{alinferm,
influence, or erable Targeted Advertiung, or (b} develop a profile of 4 student, farmaly momberfguardian
of group, for ey purpade othoet than providing the Senace 1o LEA Thas secton does not probibit Provder
from using Student Data (f for adaptae bearmmg or customized student earnng (ingluding generatng
peronilized learmng cecommendatoons), af (1] 1o make produdt recommendations (o teachers or LEA
employees, or (n) 1o nolfy account holders 3ooul rew edudaton product upsates, fealures, o services
or from othervwise using Student Data as permatted i this BPA and 13 accompanying oxhibis

ARTICLE V: DATA PROVISIONS

Data Storage Where requred by apphiable liw, Studen Data shall be stored within the United States
Upan request of the LEA, Proveder wall proscde a st of the locahions where Stucent Data s stored.

Audits. No more than once 3 year, of following usauthanzed adcess, upan receipt of a wnitten request
from the LEA with gt feast ten (10) business days’ notice and upon the execution of an approprate
confidantialty agreement, the Provider will allow the LEA (0 2w the security and prdacy measures that
are in place 10 erdure protection of Student Data or any portion thereo! as i1 pertaing 1o the delvery of
services 1o the LEA . The Proviger will cooperate reasonably with the LEA and any local, s1ate, of federal
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agency with oversight autharity o junsdsction i connection with any sudit o investigaton of the Provider
andfor delvery of Services ta students andfor LEA and shall provice reasonable atoess 1o the Provider’s
Facilitses, s1afd, agents 3nd LEA™s Student Data and all records pertaining to the Provider, LEA and delivery
of Services to the LEA Failure 10 reasonably cooperate shall be deemed a matenal breach of the DPA

Data Security. The Provider agrees to utilize admimistratve, physical, ane techmical safeguards designed
to protect Stugent Data from wnauthorged acoess, discosure, atquisition, destruclion, use, or
medilication. The Prowider shall adhere to any applicable w relating 1o data securty. The prowvider shall
implement an adequate Cybersezunty Framewark Based on ane of the nationally recogruzed standards
st fasth et forth in Exhibit “F" Exclutions, varatons, o exemplons 10 the dentified Cybersecunty
Framework must be detaded in an attachment to Exhibit *H”  Additnally, Prowvader may choose (o
frther detal its secunly programs and meaiures that augment or are i sddition 1o the Cyberecunty
Framewark in Exhibit "F° frovider shall prowsde, 0 the Standard Schedule to the DPA, contact
Imfarmation of an employes wha LEA may contact f there are any dald securily COnNCAms o queilions

Dats Breach In the event of an unauthorized reledte, distlosure or atquitton of Student Data that
COMmMpromses 1he secunly, confidentiality or imtegrity of the Student Data mainlained by the Provder the
Provider shall prowsde notfization W LEA within sevemy two (72} hourd of confirmation of the inaideat,
urless notification within this tme hmit would dasrupt imvestigation of the ingident by law enforcement
In such an event, notfcaton shall be made wothin 3 reasonable tme after the inGdent. Provides shall
{otlow the following process

[1) The security breach notdeation dewnbed above shall inglude, a2 a minimum, the followmg
infermation to the exten? known by the Provider Jnd 3% 11 becomes avalable:

i The name and contact informatson of the reporting LEA subpect to this sechon,

d A st of the types of personal informaton that wene of ane reasonably bobeved te have
een the subject of 2 breach

5. 1 the sinformation o possible to determene af the tme the nolsie 1 prov:ded, then either
{1} the date of the breach, (2] the estimated date of the breach, or (3) the cate range
withon which the breach cocurred. The nobficaton shall 3lio incude the date of the
nalice

. Whether the nat-fedton was delayed a1 a result of 2 law enfarcement investigatian,
that information 5 possble to determine 3t the Lime the nolice 5 provided,; and

v A general descriplion of the breach ingdent, f that information & possble to dotermine
at the Lime the motge 3§ provded.

{2] Prowder agrees to sdbere 1o all Toderal and state requarements with respect to a data breach
relyted 1o the Student Data, including, when ppopd a0 of (egquered, the Fequired resporabnities
and procedures for noddeation and mitigation of any such data breach

3] Provider further acknowiedges and agrees 1o have a wnlten ntadent response plan that cotlects
Besh practeces and 8 consasient with industry standards and federal and siate law lor reiponding
10 adata breach, beeach of wegurily, privacy intdent & unauthoriied acquitition or e of Studen?
Data or any partion thereo!, including persanally wwentifiable informaton and agrees 1o provide
LEA, upon reguest, with & summary of said writlen inodent response plan,
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[4) LEA shall provide natice and facts surrounding the breach to the altected students, patents or
guardians

{5) Inthe event of a breach onginating from LEA's use of the Service, Prowider shall cooperate wih
LEA to the entent neceiiary o expeditiouyy secute Student Data

ARTICLE VI: GENERAL OFFER OF TERMS

Frovider may, by signing the attached form of “General Offer of Privacy Terma” (General Offer, attached hereto

a3 |

“E”], b sound by the terms of Exhibit "E” o any other LEA who signs the stoeplande on said £ wlrluit.

Thes fiarrm is himited oy the terms and conditians descnbed theren,

1.

ARTICLE VII: MISCELLANEQUS

Termination in the event that either Party seeks (o terminate thes DPAL they may do 0 by mutusl written
consent 0 long a3 the Service Agreemeny has lagsed of nas been terminated, EAher party may terminate
this DPA ang any service agreement or contract if the other party breaches any terms of 1hy DPA

Effect of Termination Survival f the Service Agresmen: o terminated, the Frovider shall destroy all of
LEA"s Student Data pursuant to Article IV, sectian &

Prigrity of Agreemonts Thoa DPA shall govern the treatment of Student Data o arger 1o camply with the
privacy protectons, including those found in FERPA and all applicasle provacy statutes identified m thiy
CPA IR the event there s conflat between the terms of the DPA and the Senvze Agreemrent, Terms of
Sefvice, Plvady Polces, of with any other bd/RFP, icoente agreement, o witing, the terms of this OPA
shall apply and take precedence In the evens of a conflot Between Exhibt H, the 50PC Standard Clauses,
andjor the Supplemenial State Terms, Extubit Howall control, followed by the Suppemental State Terms,
fxcept as descnbed i thet paragragh hores, afl other provvons of the Serve Agreement sha'l remam
in edfect.

Entire Agreement. This DPA and the Service Agreement consbitute the entire agrecment of the Parties
colating 0 the subyect matter hereal and tupeciedes all pror COMMunCalons, OpPrewatatans, or
agreements, oral of witten, by the Parpes relating theteto Thoe DPA may be amended ang the
chservance of any provasion of the DPA may be wacved (sither generally or o any partoular mstance and
it her retroactvely of prospecinvely) only with the sgned witien consent of both Partes. Nenher falure
nod delay on the part of aryy Parly in exercising sy nghl, poswer, of prachege hereunder shall operate as a
wearver af such nght, nor shall any single or partial cxgrone of any such night, power, of privilege prechuse
any further exetfise theread or the exercise of any cther nght. power, of prviliege
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Severability Any proscaion af this DPA that o produlnted o unenforceable in any urisdction shall, as to
such jurisdiction, be ineffective to the extent of Suh grofbition or unenforceability without invalidating
the remaning provisigns al thes DPA, aned any wuch profabition or unerforceals by i any junsdichon shall
net irvakidate or render unenforceable such provision in any other ursdiction. Notwithstanding the
foregoing if such prowision could be more rarrowly drawn 0 44 not o be probbited or unenforceakle in
such jurisdiction while, a1 the same time, maintaining the intent of the Parties, it shall, a3 to such
juradiction, be so narrowly drawn without invalidating the remaining provisions of this OPA or affecung
the validity of enforceability of such provision in sny ather jurisdictson

Governing Law; Venue and Jurisdiction THIS DPFA WILL 8 GOVERNED BY AND CONSTRUED IN
ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONSLICTS OF LAW

PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISCICTION TO THE
STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISEUTE ARISING OUT OF R
RELATING TO THIS DFA OR THE TRANSAC TIONS CONTERPLATED HEREBY

m‘jw This DPA & and shall be binding upon the respectiee suCoesisrsy (n nterest to Prowder
i the event of a mesger, acquisition, consabdation or other Busmess reorganzaton of sale of al or
substantally all of the asiets of wuch business In the event that the Prowder wils, merges, of otherwse
disposes of its business to 3 suicewsor durng the term of ths DPA, the Brovader shall provide wrilten
notice o the LEA no later than sty (60) days after the closing daie of sale, merger, of dapasal. Such
rotice shall include a witten, sgned assurance that the sutcesser will assume the abligalions of the DeFa,
and any abligat:ons with respect (0 Student Da%3 within the Service Agreement. Thie LEA has the autherity
to terminate the DPA If it disapproves of the successor 1o whom the Provider « seling, merging, or
othirwise dispoung of 11 butineds

Authority. Each party represents that it o authonred 1o bind to the terms of this OPA, including
confidentalty and destruction of Student Dats and any pomian thereol (onle ned thergin, all related ar
asseciated imstiuhons, indwiduals, employees or contractors who My Fae afoees 2o the Student Data
and/or any portion tRereof,

Waiver Mo delay or omviswon by either Barly 40 emeroise any night hereunger shall be construed as 3

warver 6f any such night and both parties rewsmvee The rght te enerose any such right from time ta time,
a5 often 33 may be deemed eapedent
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EXHIBIT “A"
DESCRIPTION OF SERVICES

Highly effective typing software to teach students how 1o type.
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EXHIBIT “B"

SCHEDULE OF DATA

o B R Check if Used

Category of Data Elemaents by Your System
Apglication Technobagy | 2 Addresses of uters, Uie of coaies, ptc | i

—_—

Meta Data Cher app'ication technology meta data-Please specify:

Application Use SLatstics | pesa data on user interaclion with apphication

Assegsment Standarded tesl scores

Obserdation dala

" Other assessment data Please s»;lxe{rf;f - ‘
0
|
Attendance | student schoal {dasky} attendance data
: 7 P Student ¢lass .;V:ucndansmrd.;:; | ,
: Comriunications Online communicatsons captured (emarks, blog emres)
Conduct Conduct of behavioral data
Demograghics Date of Birts

Flace af Bith

Gender

Ethmigily of race

‘ Larguage informateon (~atve, or primary language spoken oy
student] 7

Other demographic information. Please specity

O OO

| Enroliment Siudent wchoal erralment

Studont grade lewel
HOrmer Gorm
Guidance counselar

1
* i

i Specific currculum programs

’ Year of graduaton

il enroliment INfermation- Please specily:

[

Parent/Guasdian Contact | address ;
Informatian ! o % !
Ermail ‘

e — i
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Other indicator wformaton-Pleate spealy

Category of Data Elements b?::ruu 1
Phane 7
1 Farent/Guardian 1D | Farent 10 number {ereated to ink parents 1o students] - 1
PP.‘m;;tjGuardim Name | Furst and/or Last ) l
Schedule Student scheduled courses | |
; Teacher names o ‘ !‘
"Specal Indcator Erghsh anguage learner information
l Ln«; income status
' b Maedica! aberty/ health data
[ Siudent doabildy information ‘
| Specialized education senaces (IEF or S04 -y ‘\
i Living situations ('r;;,m.g.;ﬂ;,.'uoum carit) » 1
,
|
|

Student Cortacy
Information

 Address

Ermanl

PRrane

Student dentiliers

Loca! {Schodl district) 1D number

e

Srate 1D nurmber
ProvaderfApg asugned student 1D number
Student ApE user name

2

Student app pasiwords

L1

| Student Name

Fissl anadfor Last

Studest in App
Performance

Programy/applicaton performance {Lypang program-slugent
types B0 wpm, reading program atudent reads below grade
level)

Student Program

Academ ¢ of extrasufrigular 3KUvites & studen! may belong 1o

Memborig Of PArLICIPITE I
Student Susvey

Student responies 10 SUTVeys GF Quesi=Dnnames
Rarspinses

00| 3

Student work

Student generaled content; writing, peclures, eic.
Other student work data -Piease dpedify

D

| Transcri pt

Student course grades

tudent cowrse data

Page 13 of 20



Student course grades performance wores

J Dther transcnpt data - Please specify

Traniportation Student bus assignment

Student pack up andfor drop of | bocation
tudent but card |1D cumber

 P——— i R ~
b tramigortalion data - Please apecity

Cibuise Please list each addationa! data element uied, Uored, of
colleeted by your applaatoan:

—
| !
W

None No Student Data collected at ths ime Prawider wrll .
| emmeduately notefy LEA O thes dewgnation s no longer i
| - ] appheable. -
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EXHIBIT "C
DEFINITIDNS

De-ldentified Data and De-ldentification Bocords and information sre consigdered to be de wentified when all
personally sdentifable snformation has been removed of obicured, such thay the remairung (nformation does aat
reasorably identily 2 sgecfic indiedual, ingluding, But not leeted 1o, any rformation that, alone or in
combination i lirkable to a speatic student and provided that the educitional agendy, of other party, has made
a reasenable determination that a student’s idertity is not persenally demtifiable, taong nto account ressanable
available information

Educational Records: Educational Recoids are records, files, dotuments, and other materials guectly related 1o a
itudent and maintained by the wchonl of lacal education agendy, o by 4 perwon acting for sueh whool or local
education agercy, incheding but not Emited 10, fecordy encompaiung all the matenal kegt 0 the student’s
cumulative folder, such a3 general iertdying data, recordy of attendance ang of academic work completed,
records @f achicvernent, and resells of evaluative tests, health data, deciphnary ¢latus, tost protocols and
ndnadualized educalion prograns.

Metadata: means nformation that provedes mearing gnd contest to ather data veng collected, including, but nat
imited to: date and tore records and putpode of creation Metadata that have been stripsed of all diroct and
ingirect ideatifiens are ot conudered Personally Identfiatle Information

Operator: means the operatar of an interne! websde, onhing servce, onling 3ppsaton, or mobile application with
actual knowledge that the site, service, or applcation s uted for K-17 school purposes. Any enlily that operates
an internet website, onbne service, onhine applcation, o mobidle applcation that has entered in10 2 Signed, wiitten
agreement with a5 LEA 1o prowde 3 servce 1o that LEA shal] be convdered an “aserator™ for tho purpases af ths
wechion.

Originating LEA: An LEA who oniginally executes the DPA i its entirety with the Provder

Provider: For purposes af the DPA, the term “Pravider” means provider of gigital educational software or services,
neluding cloud-bated servces, for the digital storage, management, and retoeval of Student Data. Withis the DA
the term "Provider” includes the term “Third Party”™ and the term "Operator” as used in applicable state statutes

Student Generated Content: The term “student.pencrated content” meant matenals or content crealed by a
Hudent inthe senvces includeg, but not mited to, evsays research reports, port'olot, creatve WL, FIgsiE ar
ather audio files, photograghs, wedeos, and account infermanion thatl enables ofgoing ownersep of sudent
conient,

School Official: For the purpeses of thes DPA and pursuant 10 34 CFR § 99 11(b), a School Official 5 3 contracior
that: {1} Perfoems an institutional service or function for which the AgenTy of matibuton would otherwise use
employees, (2] 1s under the dwect control of the agency 0f NSUILLLION wilh respect to the use and mantenance of
Student Data including Education Records: and (3) s subject o 34 CFR & 59 33(a) governing the use and 1o
cisclosure of personally ident fiable -aformatesn from Education Records

Service Agreement. Refers to the Contract, Purchase Order or Terms of Serv oo of Terms of Use.

Student Data: Student Data includes any cata, whether gathered by Provider of provided by LEA or its users,
students, of students’ parents/guarduant, that o descnptive of the student wncluding, but not limated to,
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information in the student's cducational recotd o emal, Tiean and lasl name, brihdate, home of ather phyacal
address, telephone number, emad address, or other informataon allowing physical cr onl re contact, disciphine
records, videos, teal results, special education data, pevensle dependency records, grades, evaluations, crirrinal
records, medical records, health records, socal secunty numbers, biometrs  informaton,  diabilities,
socspeconomic information, indwduesl purchaying behavior or preferences, lood purchases, poltcal affiliations,
religicus information, text messages, documents, student identifiers, search actroty, photos, voece recordings,
geolocation information, parents’ names, of ary other information or identilication namber that would provide
information about a specific student. Student Data includes Meta Data. Student Data Turther includes “persanally
identfiable nformation (PH),” a4 defined in 38 CF R §99 3 snd as defined under any apphcable state law Sludent
Data shall consttute Edusation Rezords for the purpodes of this DPA, and for the purposes of federal, 2tate, and
local laws and regulations. Student Data as specitued o Exhibit “B® o cond rmed 1o be collected or processed by
the Provider purtiuant (o the Servced Student Data shall mot comititute that ndormation that has been
anonymized or de wdentified, or Jromymous usige Sata regarding o student’s wie of Provider's senvices

Subprocessor: for the purposes of the DPA, the term “Subprocessor” lwometmes refered o a4 the
“Subcontractor”] means a party athes than LEA or Provader, who Provder utes far data collection, analytcs,
storage, of other service to operate and/or mprove 114 service, and who has acess 1o Student Data

Subscribing LEA: An LEA that was not party to the onginal Service Agresment ang who sccepts the Proveder's
General Offer of Privacy Terms,

Targeted Advertising: means presenting an advertsement 10 3 student where the selection of the advertisement
s based on Student (ata o inferred aver tme from the utage of the operator's Internet web site, on'ine seruge
or mobile application by such student or the retention of such student's online ACtivities OF Fequests aver ime for
the purpose of Largeting subvequent sdvertisoments " Targeted advertiving” does not include any advertising to
4 sludent on an internel web site Based on the content of the web page o N rewponie 10 4 student's response ar
requiest for information or feedback

Third Party: The term “Third Party” means a provider of digital edutational woftwate of servces, e luding ¢'oud-
based services, for the digital storage, management, and retrieval of Education Records and/or Student Dhata, as
that term is wied i wame state statutes. Howewer, for 1he purpose of this DPA, the term “Third Party” when uied
ta indicate the provider of digital edusat onal software of services (s replaced by the term " Provider ™
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EXHIBIT D"
DIRECTIVE FOR DISPOSITION OF DATA

|Insert LEA Mame| Jh ! : Xfm ¢ Provider (o dopote of data obtained by Provicer pursuant to the terms
of the Service Agreement between LEA and Provader. The terms af the Duposition are et forth beow:

_ Dispasition s partal The categones of data 1o be diipoted of are et forih below o are found in
an attachment o thas Diregtnie

[Insert categories of data here| o

/" Dispositien is Complete. Daposition extends w all mu gones of data

2 Nature of Qisposdion
' Dupostien shall be by detraction of deletion of data
__ Disposition shall be by a transfer of data The data shall be traniferred to the following site as
fol lovwis
[Insert or attach special instructions]

hedule of iu
Data shall be disposed of by the following date

As soon 3% commercally practicable
.Z By (insert Date] 1047 ;/‘t'ﬂff ,

& JIgnature

Autnnnzed Regresentatve of LEA Date

Lion of

i zed Regresentatve of Company Date
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EXHIBIT "
GENERAL OFFER OF PRIVACY TERMS

1 Offer of Terms
Pravider offers the same privacy protectigns found in this DPA between and [mm Sanpete School Drstnct i
(*Originating LEA") which is cated | \0 {06[ ggan. to any other LEA [“Subscribing LEA"] who accepts this
Genera! Offer of Privacy Terms {“General Offer” | through its signature below. This General Offer shall ¢xtend only
to privacy protections, and Provider's signature shall not necessarily tind Prowicer to other terms, suth & price,
term, of schedule of services, 07 10 any other provision not sddressed inthis DPA, The Provider and the Subscribeng
LEA may also agree 1o change the data provided by Subscribing LEA to the Provider to wit the unsque needs of
the Subscribing LEA. The Prowder may withdraw the General Offer in the event of: (1) 3 matenal change in the
applicable privacy statues; (2] a material change 0 the services and products bsted in the orgnating Service
Agreement; of three (3] years after the date of Provider’s signature to this Form. Subicribing LEAS shouid send
the signed £ xhibsit BT {15} Provider a1 the foliowing el address:
_support@keyboardingonling,com >

( KeyboardingQOnline.com,

BY: - Bare: 10/05/2021

-nme;d Name: M;S;ijﬂglz,w M&AE;M _TetlefPasition: O‘q e WJ‘A@@E{ ‘

2 Subscribing LEA

A Sulnenbing LEA, by Signing a separate Service Agreement with Provader, and by 28 ugnature below, accepts the
General Offer of Privacy Terms. The Subsenbing LEA and the Provider shall therelore ba bound By the sami tesms
of this DPA far the term of the DPA between the [North Sanpete School Disirel | and the Prowider. *"PRIORTO
ITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCERTANCE TO PROVIDER PURSUANT TO
ARTICLE V)1, SECTION 5. %"

e Proswide” Ervsl Address b | B4 5 S Compisted Eaide Ky

BY. U L
Printed Name: __ NthefPositon:
SCHOOL DISTRICT NAME:

DESIGNATED REPRESENTATIVE OF LEA

Marmwe

Tithe:

Addresy:

Telephone Kumber:

Email:
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EXHIBIT "F”
DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks
2/24/2020

The Educaton Securty and Provacy Exchange [TEdipex”) works in partpershap with the Student Dala Privady
Consortium ard industry leaders 1o mantain a st of known and credible oybersecurnity frameworks which can
protect digital learning ecosystems (hosen baied 00 a et of guding cybersecurty porcples® ("Cybersecanty
Framewnrks”| that may be utilifed oy Provider

Cyberiecurty Framawat s .
MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S)

D Matwoaal lititute of Stardards and NIAT Cybeerseournily Framework Versaon 1.1
Techralogy
Natsonal instiiule of Stardards and NIST S8 RO0-53, Cyberiecunty Framewaors for
l ~I Techeoogy e provng Critscal Infrastracture Cyborsecunty

{CSF], Special Publcation 800171

Internaticnal Sandards Qrganaton informat o tedhnglogy — Secutity technigues
— Irformation Wunty management systems
{150 27000 senes)

[]

Secure Controly Framework Counal, (UL Security Controls Framowoti (5CF)

Ceanter for Interret Spqurty C1% Crateg il Secunity Controds {£5C, €15 Top 20}

Qffice of the Under Secratary of Defeose for | Cybersecunity Maturnty Model Certilication
Acqueation and Suatarerent (OUSDIARS)) {CA3A0, ~HAR/DFAR)

).

Pleate wisit hip £wwsw edipes org for furiher detods obout the noted fromeworks.
*Cybersecunty Pongiples used (o choowe the Cyberiecunty Frameso ks are lotated hete
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EXHIBIT G~
Supplemental SDPC State Terms for [State]
Version

| The State Supplement o an aptieaal set of tarms that will be generated on an as-needed basiv o collaborat.an
between the naticnal S30PC legal working group and the State Consertia The scope of these State Supplements
will e 1o address any state speadc data prvascy statutes and ther requirements to the extent that they require
terms 0 addition to or different from the Matonal Standard Clauses The S1ate Supploments will be wrtien in a
ranner such that they will not be edited/updated by indiidual partees and will be posted on the SOPC website to
provide Uhe dulhonilaloee veruan of the terma, Any changes by LE As g1 Procaders well be made in amendment (orm
g Exhubat (Exhibit “H inthe proposed stiustiuie) |

[THIS PAGE HAS BEEN INTENTIONALLY LEFT BLANK]
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EXHIBIT *H”
Additional Terms or Modifications
Version

LEA and Provider agree to the following add bonal termy and modilications

This is & Tree text field thal the parties can use 10 add or modity terms in of 1o the DPA I there are no add tongl
arf medified terms, this field thauld read “None ™

12021 Accoss 4 Learming (A4L) Community. All Rights Reserved.
This document may ofity be used by A4l Commurty members and rruty Pod e altered i any substamiree manner,



