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Schoel District or LEA
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This Student Data Privacy Agreement (“DPA”} is etered into on the date of full execution (the “Effective Date”)
and is entered into by and between:

[resocmimnsovananr, focatad gt [ WV Hom hmal il | ehe ") ooal BEducation Agencey” or “LEA”} and

{Generation Qenius], located at [ memmpmarsmisoia | {the “Provider”),
WHEREAS, the Provider is providing educational or digital services to LEA.
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information and
other regulated dats exchanged between them as required by applicable laws and regulations, such as the Family
£ducational Rights and Privacy Act {“FERPA”).at. 20 U.5.C. § 1232 (34 CFR Part 93); the Children's Online Privacy
Protection Act {“COPPA”) at 15 U.5.C. § 6501-6506 (16 CFR Part 312}, applicable state privacy laws and regulations

atd

WHEREAS; the Provider and LEA desire to enter into this DPA for the purpose of establishing their respective
obligations and duties in order to commply with applicable laws and regulations,

NOW THEREFORE, for good and valuable consideration, LEA and Brovider agree as follows:
1. Adescription of the Services to be provided, the categories of Student Date thatimay be provided by LEA
o Provider, and other Information specific to this DPA are contained in the Standard Clauses hereto.

2, :Spéz?:ial Provisions. Chetk if Reguired
| If checked, the Supplemental State Terms and attached hereto as Exhibit “G” are. hereby

/1

imorpmratad by reference into this DPA in their ﬁnﬁrety

I checked, LEA and Provider agree to thé additional terms or modifications sat forth in Exhibit
i’B___-{Gpt:unal)

If Checked, the Provider, has signed Exhibit “E” to the Standard Clauses, otherwise known as
General Offer of Privacy Terms

3, Inthe event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control.
I the svent there 5 conflict between the terms of the DPA and any other writing, including, but not
Himited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall control,

&, This DPA shall stay in effect for three years. Exhiblt & will expire 3 vears from the date the original DPA
was signed.

5, The setvices io be provided by Provider 16 LEA pursuant {o this DPA are detalled in Exhibit “A” (the
“Services”}.

6. Notices. All notices or other communication required or permitted to e given hereunder may be given
via-e-mall transmission, or first-class mail, sent 1o the designated représentatives below.
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The designated representative Tor the LEA for this DPA
Name: D8VE Schumer Tiie: 1 €Chnology Director

Address: 2022 Eagle Road Normai i, 61?81
Phone: 909-557-4013 emai: SChumedc@units.org

The designated representative for the Providat for this DPA is:
;Andrea Bogardus Tile; Support

Mame:

14622 Ventura B ve.:i #2026 Sﬁerman Qaks CA 91403
Address: .
prione; 8669365564 email: SUPPOTi@generationgenius.com.

IR WHITNESS WHEREDE, LEA and Provider execute this DPA as of the Efféctive Date.

LEA: mo iy il 5-Schico Dinit

By, /“’;‘, N : e e e Eﬁﬁﬁez-:03;29]2§21
Prinited Name: DaV& Sﬁhu m@f Title/Position:, Teﬁhﬁﬂ]@gy mir@ﬁt@?
Provider: - Genarstion Ganius

. oy s % i ﬁ Date: Q&fﬁ’? 120;?;1

Am:%r@a B@garddgs  Yilefposition: Support
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STANDARD CLAUSES -~ . v,

Version L, Q
ARTICLE I: PURPOSE AND SCOPE
1. Purpose of DPA. The purpose of this DPA i to describe the duties and responsibilities fo protect Student:

Data including compliance with all applicable federal, state, snd local privacy laws, rules, and regulations,
all 8s may be amended from time to time. In performing these services, the Providershall be considerad
a School Official with 2 legitimate educational interest, and performing services otherwise provided by
the LEA. Provider shall be under the direct control and supervision of the LEA, with respect to Hs use of
Student Data

Student Data to Be Provided, In orderto performthe Servimé déscribed above, LEA shall provide

© Student Dataas ;dentiﬁed it the S«:hedufﬁ of {,}ata, attached hereto as Exhibit "8". -

g,

QP& ﬁeﬁmtlcn The deﬁrﬁtim uf erms usad in thfﬁ Eﬁ?& is fﬂumi m gg__h@;t ”Q” in tha wem afa crmfhct
definitions used in this DPA shall prevail over terms used in any other wr;tmg, xm:iudmg, hut rmt limited

o (] the Sezvacé Agreement, Tﬁf{ﬂ& Gf ﬁemce, Prwacy Poftcseﬁ i, -

1.

s ;Amm_ 1i: DATA ow,wta&mp -A&b AUTHORIZED ACCESS

Studént Data Property of LEA. All Student Data transmitted to the Provider pursuant to the Service
Agreement 35 and will continue to bethe property of and under the controt of the TEA. The Provider
further acknowledges and agrees that all coples of such Student Data transmitted 1o the Provider,
including -any riodifications ot additions ‘or any portion thereof fram. any source, are subject to the
provisions of this DPA In the same ianner as theoriginal Student Data. The Partles agree that as between
them, all rights, including all intellectyal property tights inand to Student Data contemplated per the
Service Agreement, shall remain the exclusive propéity of the LEA, For the purposes of FERPA, the
Provider shall be considered 4 School Official, under the controland direction of the LEAas it pertalns to
the tise af Stadem t}am, natwimstanﬁing the abave

F areng Acgeg ?0 th& exmnt rmuired b‘f &aw the LEZ’A $ha!E astabitah reasanabie prcceﬁures by whith a'

parent, legal guardian, of eligible student may review Education Retords and/or Student Data correct

erroneous informetion, ang procedures for the transfer of student«ganerated tontent to @ personal

account,-consistent with the functiiality of services. Provider shall respond in a-reasonably timely
manner {and no later than forty five {45) days from the dete of the request or pursuam to the time frame
required under state law for an LEA to respond to a parentor student, whichiever i sooner) to the LEA's

request for.Student Data in a. student’s records held by the Providerto view or correct as necessary. In

the event that a pa rent of a student or other individual contacts the Provider to review any of the Student

Last Updsted 20270316~ Naw lincls Euhibit G

Data accessed pursuant to the Services, the Provider shall refer the parent or | Individual to the LEA who
wilt foliow the nevessary and proper procaduies regarding the requested Information.: ST

__. aééia Accaunt. if Studeni-Generated Content is stored or malntained by the Provider, Pravider shall,
at the request of the LEA; transfer, of provide & mechanism for the LEA 1o trangfer, .sa;d Student~
Geaerateti i:gntent toa sepamte account created bythe studant T
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4,

Law_Enforcement Requests. Should law enforcement or other government entities {“Requesting
party(ies)’} contact Provider with a request for Student Data held by the Provider pursuant to the Services,
the Provider shall notify the LEA in advance of a compelied disclosure to the Reguesting Party, unless
lawfully directed by the Requesting Paity niot to inform the LEA of the reguest.

Subpracessors. Provider shall enter into written agreements with all Subprocessors performing funciions
for the Provider in drder for the Provider to provide the Services pursuant to the Service Agreermentd,
whereby the Subprocessors agree to protect Student Data in a manner 0o fess stringent than the terms
of this DPA.

ARTICLE #11: DUTIES OF LEA

Provide Data in Complianice with Applicable Laws. LEA shall provide Studant Data for the purposes of

ohbtaining the Services in compliance with all applicable federsl, state, and local privacy laws, rules, and
regulations; all as may be amended from time to thme.

Annusl Notification of Rights. I the LEA has a policy of gdisclosing Education Records and/or Student
Data under FERPA (34 CFR § 99.31(a){1)), LEA shall include a specification of eriteria for determining who
constitutes 8 school official and what constitutes ¢ legitimate educational interest in its anhual
notification of rights,

Reasunable Precautions. LEA shall take regsonable pmnauﬁtms oy sécure userhames, passwords, and
any other means of gaining actess 1o the services gl hosted Student Data,

Unaiithorized Access Notification. LEA shall notify Provider pmmpﬁé& of any known unauthorized access.
LEA will assist Provider in any efforts by Provider to investigate and respond to any unauthorized access.
ARTICLE WV: DUTIES OF PROVIDER

tvacy Compliance. The Provider shall comply with ali applicable federal, state, and local Taws, rules, and
regulations pertaining to Student Data privacy and security, 8l as may be amended from fime to time,

Authorized Use. The Student Data shiared pursuant o the Service Agreemant, incheding persistent unigue

identifiers, shall be used for no purpose pther than the. Services outlingd in Exhibi%: A-orstated in the
Sarvice Agreement and/or otherwise authorized under the statutes referred to hereln this DPA,

Provider Employee Obligation. Provider shall require all of Provider’s employees and agents who have
access to Student Data to comply with all applicable provisions of this DPA with respect o the Siudent
Data shared under the Service Agreement. Provider agrees 10 veguire and maintain en appropriate
canfidentiality sgreement from each employee or agent with access to Student Data pursuant to the
Sevite Agreement;

No Disclosure. Provider atknowledgas and agrees that it shall not make any re-disclosure of any Student
Data or any portion thereof, including without limitation, user content or othet non-poblic information
and/or personally identifiable information contained In the Student Data other than as directed or
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permitted by the LEA or this DPA. This prohibition against disclosure shall not apply to ageregate
summaries-of De-identified information, Student Data disclosed pursuant to a lawfully issued subpoena
or other legal process, or to subprocessors performing services on behalf of the Provider pursuant to this
DPA. Provider will not Sell Student Dats to any third party,

De-identified Data’ Provider sgrees not to attempt tore-identify de-identified Student Date. De-ldentifisd
Data miay be used by the Provider for those purposes sliowed under FERPA and the following purposes:
{1} -assisting the LEA or other governmental agencies in conducting research and other studies; and {2)
research and development of the Provider's educational sites, services, or applicatlons, and to
demonstrate the effectiveness of the Services; and (3} for adaptive learning purpose and for customized
student learning. Provider's use of De-ldentified Data shall survive termination of this DPA or any requést
by LEA 1o return or destroy Student Data. Except for Subprocessors, Provider agraes not to transfer de-
identified Student Diatato any party unless (a) that party agrees in writing ot 1o sttempt re-identification,
and {b} prior-written notice has been given to the LEA who has provided prior written consent for such
transfer, Prior to publishing any document that-names the LEA explicitly or indirectly, the Provider shatl
obtainthe LEA's written approval of the manner in which de-identified data is presented.

Disposition of Data. Upon written request from the LEA, Provider shall dispose of or provide s mechanism
for the LEA to transfer Student Data obtained under the Service Agraement, within sikty (60} days of the

‘tate of seid request and according to & schedule and procedure as the Parties may reasonably agrea.

Upon termination of this DPA, if ho written reguest from the LEA s réceived, Provider shall dispose of all
Student Data after providing the LEA with reasonable prior notice. The duty to dispese of Student Data

shall not extend to Student Data that had been De<dentified or placed In & sepatate student account

pursuant to section I 3. The LEA may employ a “Directive for Disposition of Date” form, a copy of whith
is attached hereto as Exhibit "D”. If the LEA and Provider employ Exhiblt “D,” nofurther written request
of notice Is required on the part of elther paity prior to the disposition of Student Data destritied in Exhibit
ND!

Advertising Limitations, Provider is prohiblted from using, disclosing, or selling Student Data to {a) inform,
influence, orenable Targeted Advertising; or {b) develop a profile of a student, faniily member/guardian

of group, for any purpose other than providing the Service to LEA, This sectlon does not prohibit Provider

from using. Student Data (i) for adaptive learning or customized studént learning lincluding generating
personalized learning recomimendations); or (i) to make product recommendations 10 teachers or LEA
amployees; o {ill} to notify account holders about riew edusation product updates, features, or services
or from otherwise using Student Data as permitted inthis DPA and its sccompanying exhibits

ARTICLE V: DATA PROVISIONS

Diata Storage, Where reqguirad by applicable law, '$tudejnt Data shall be stored within the United States,
Upon reguest of the LEA, Provider will provide @ list of the locations whare Student Datz Is stored.

Audits. No more than once a year, or following unauthorizad access, upon receipt of @ written request
from the LEA with at least ten (10) business days’ notice and upon the execution of an appropriate
confidentiality agreement, the Provider will aliow the LEA to audit the securityand privacy measures that
are in place to ensure protection of Student Data or any portion theraof as it pértains to the delivery of
services to the LEA . The Provider will cooperate reasonably with the LEA and-any local, state, or federal
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agency with-oversight authority or jurisdiction in connection with any audit or investigation of the Provider
and/or delivery of Services to students and/or LEA, and shall provide reasonable access to the Provider's
facilitles, staff, agents and LEA's Student Data and all records pertalning to the Provider, LEA and delivery
ofServices to the LEA. Fallure to reasonably cooperate shall be deemed 2 materls! braach of the DPA.

Data Security. The Provider agrees to utilize administrative, physical, and technical safepuards designed
to protect Student Data from unsuthorized sccess, disclosure, acquisition, destruction, uss, or
modification. The Provider shall adhere to any applicable law relating to data security. The provider shall
implement an adequate Cybeérsecurity Framework based on one of the nationally recognized standards
set forth set forth in Exhibit “F". Exclusions, variations, or exemptions to the identified Cybersecurity
Framework must be detalled In an attachment to Exhibit “H”. Additionally, Provider may chooss to
further detail its security programs and measures that sugiment or aré in addition to the Cybersecurity
Framework in Exhibit “F”. Provider shall provide, in the Standard Schedule to the DPA, contact
informiation of an employee who LEA may contact if there are any date security concerns or questions.

Bata Breach. in the event of an unauthorized release, disclosure er acquisition of Student Dats that
comprormises the securlty, confidentiality or integrity of the Student Data maintained by the Provider the
Provider shall provide potification 1o LEA within seventy-two {72) hours of confismation of the ncident,

unless notification within this time Himit wiould disrupt investigation of the Incident by law enforcement.

10 such an event, notification shall be made within a feasonable time after the incident. Provider shall
foliow the following process:

11) The us$curity breach notification described above shall include, at & minimum, the following
information to the extent known by the Provider and as it becomes available;

L The name and centact information of the reporting LEA subject to this section.

it. Alistofthe types of personal information that were or are reascnably believed to have
been the subject of a breach.

iil. i the information Is possible to determine at the time the notice is provided, then either
{1} the date of the breach, (2) the estimated date of the braach, or (3) the date range
within which the breach occuried. The notification shall also include the date of the
notice,

v, Whether the notification was delayed a3 a result of 3 law enforcement Investigation, i
that.information 1 possible to determing 5t the time the notice is provided; and

v. A genersl description of the breach incident, i that information s possible to determine
&t the Hime the notice s provided.

{2) Provider agrees to adhere to all federal and state requirements wiﬁ_x respect to a data brgach
related 1o the Student Date, intloding, when appropriate or required, the required responsibilities
and procedoras for notification and mitigation of any'such data breach.

{3} Provider further :8&::&(!":0“?3#65@3 and Fprees to bave o wilthen incldent résponse plan that reflects
best practices and 15 consistent with industry standards and federal and state law for responding
to 5 data breach, breach of seourity, privacyincident orunauthorized actuisition or use of Student
Data or any portion thereof, including personally identifiable information and agrees to provide
LEA, upon request, with 3 summary of sald writter incident response plan.
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{4) LEA shall provide notice and facts surrounding the breach to the effected students, parents or
guardians.

{5} n the event of a breach originating from LEA’s use of the Service, Provider shall cooperate with
LEA to the extent necessary to expeditiously secure Student Data,

ARTICLE VI; GENERAL OFFER OF TERMS _

Frovider may, by sign’ing't;ﬁe attached form of “General Offer of Privocy Terms” {General Offer, attached hergto
as Exhibit “EY), be bound by the terms of Exhibit “E” to any other LEA who signs the dcceptance on said Exhibit,
The formi ig fimited by the terms and conditions described therein,

ARTICLE Vil: MISCELLANEOQUS

1. Termination, Jnthe eventthat elther Party seeks to terininate this DPA, they may do so by mutual written
conisent 50 long as the Service Agreenient has lapsed or has been terminated, Either party imay terminate
this DPA and any sérvice agreement or contract if the other party breaches any terms of this DPA,

2. Effect of Termination Survival, If the Service Agreement is terminated, the Provider shall destroy all of
LEAs Student Data pursuant to Article 1V, section 6.

3. Priority of Agreements. This DPA shall govern the treatment of Student Daty inorder to comply with the.
privacy protections, including those found in FERPA and all applicable privacy statutes identified in this
DPA. In the évent there is conflict between the terms of the DPA and the Service Agreement, Terms of
Sarvice, Privacy Policies, or with any other bid/RFP, ficense agreement, or writing, the terms of this DPA
shall apply and take precedence. In the event of & conflict between Exhibit H, the SDPC Standard Clauses,
and/or the Supplemental State Terms, Exhibit H will control, followsad by the Supplemental State Terms,
Except as described in this paragraph herein, sli other provisions of the Service Agreement shall remain
in effect.

4. Entire Agreement. This DPA and the Service Agreement constitiité the entire agreement of the Parties
relating t6 the subject matter hereof and supetsedes all prior communications, representations, or
agreements, oral or written, by the Partles velating thereto. This DPA may be amended and the
observance of any provision of this DPA may be waived {sither genarally or In any particular instance and
either retroactively or prospectively) only with the signed written consent of both Parties. Nelther failure
nor delay oivthe part of any Party in exercising any right, power, orprivilege heretinder shall operate as
waiver of such right, nor shall any single or partial exercise of any such right, power, or privilege preclude
any further exercise thergof or the exercise of any other right, power, or privilege.
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5. Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall, as to
such jurisdiction, be ineffective to the extent of such protilbition or unenforceability without invalidating
the remaining provisions of this DPA, and any such prohilition or unenfarceability In any jurisdiction shali
not invalidate or render unenforceable such. provision in any other jurisdiction. Notwithstanding the
foregoing, i such provision could be more narrowly drawn so s not to be prohibited or unenforceable in
such jurisdiction while, at the game time, maintainihg the intent of the Parties, i shall, a5 to such
Jurisdiction, be so narrowly drawn without invalidating the remaining provisions of this DPA or affecting
the validity or enforcesbifity of such provision in any other jurisdiction,

6. Governing Law; Venue and jurisdiction. THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN
ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE
STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR
RELATING TO THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

7. Successors Bound: This DPA Is and shall be binding upon the respactive successors In interest to Provider
in-the event of & merger, acquigition, consolidation or other business reorganization or séle of all or
substantially af! of the assets of such business In the event that the Providér sells, merges, or otherwise
disposes of its business to s successor during the term of this DPA, the Provider shall provide written
notice to the LEA no later than sixty (60} days after the closing date of sale, merger, or disposal. Such
notice shall include a written, sighed assurance that the successor will assume the obligations of the DPA
and any obligations with respect to Student Data within the Service Agreement. The LEA has the authority
to terminate the DPA iF it disapproves of the successor to whom the Provider is selling, merging, or
otherwise disposing of its business,

#. Authority. Each party represents that it is authorized to bind to the terms of this DPA, including
confidentiality-and destruction of Student Data and any portion thereof contained therein, all related or
associated institutions, individuals, employees or contractors who miay havé aceess to the Student Data
and/orany portion thereof.

8. Walver. No delay or omission by elther party 10 exercise any fight herevnder shall be construed a5 a

walver of any such right and both parties reserve the rightto exercise dny such right from time to time,
s often as may be deemed expedient.
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EXHIBIT A"
GESCRIPTION OF SERVICES
Online subscription to educational video lessoris. GG does not collect any personally .
identifiable information on the School District’s students and staff, We offer one shared login,
no student or teacher accounts.
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ENHIBIT “B”
SCHEDULE OF DATA

pgﬁcatian'?echnciagy 1P Addresses of users, Use of cookies, ete. | I
 Meta Data Otherapplication technology meta data-Plcase specify u

%rﬁﬁimﬁtwﬁ Dse Statistics | Meta data on user interaction with application
Assessmient 7 Stamfﬁrﬁiz&d tas{: scores

] Gbsﬁwﬁﬁaﬂ gata
Other assessment data-Please specify:

Attendance - | Stu&em schoot {daily) attandan’tze data

' , Student class attendance data _ )
-Cﬁmmﬂﬁiﬁafiﬂﬁs Online communications captured (emails, b%og eutﬁes}
Conduct ‘Conductor behavioral data

Demographics Date of Birth |

Place of Birth

Gender

i Emnicaty OF rACE

tanguage information (natwa, or primary language spakerx by
| student} , S
{ Otherdemographicinformation-Please specify: | U

| Enroliment | Student school enroliment

Studént grade level

i-_i_omemom _

- Guidance counselor

' Spectfic curriculum programs

| Year of gradustien
1 Other enroliment §nfarmatma-{“iease specify:

| Parent/Guardian Contact | address
information '

Email

Last Untated 2024-08.15 - New (linols Bxhibit @ HNDPA v Page 11 of 23




Phone

Parent/GuardianID | parent ID number {created to link parents to students)
| Parent/Guardian Name | first and/or Last
| Schedule 1 Student schedufed courses ' B

“F‘each%r namizs

Speci.af Enu‘:.i.c.atéf

English Ianguage Iaamer Snfarmaté

Low inmme smtus

Metlical alerts/ hea!th iiéta

:_Smdentd:sah! ity mf@rmatmn

Specialized education services {iEP or 564)

{ Living situations (homelessffoster care)

| Other indicator information-Please speciy;

Student Contact

Address
+ Information o
- | Errail
I Phone
Student Identifiers ;..Locai (Sc:hmi tiagtrsct} D rxumber o
| State I number
I E?mvzderfﬂ\pp assigned student 1D numb&ar
: Student ADp usernatig
o Student app passwords o
| Student Name First and/or Last
Student In App | Program/application gerfmmanme {typing ;:&mgram»smdem B
Performinte types 60 wpm, reading program-stutent Feads below grade e
level)
Student Program Academic or extracumcuiaf actwiﬁe& = student may helong to U
Mermbership of particlpate In _
Student Survey Student responses to surveys or questionnaires D
Responses . - ' _
Student work Student generated content; writing, pictures, ete,
Other student work dats -Please specify:
Transcript ‘Student course grades
Student course data

}.aut Updated 20210345 - How Hlinots Exhibit G
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Student ourse grades/ performance scores

Other transcript data - Please specify:

Transportation

‘Student bus assignment

Student ;‘:ai‘t:k up aﬁd{af ém;ﬁ-bﬁioéaﬁeri

Student bus card D number

Other transportation data ~ Pkaasé spéc'ify;

Gther

| Please list each additional data élement used, stored, or
| collected by yourapplication:

‘None

Mo ,Stuﬁeﬁrz Data céEiectgd #tthis tima. vai&m will
Jimmadiately notify LEA ¥ this designatien is no longer
applicable.
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EXHIBIT “C”
DEFINITIONS

Deddentified Data and De<dentification: Records and information are-considered to be De-dentified when all
personally identifiable information has begn removed or obscured, such that the remaining information does not
reasonably identify a specific individual, Including, but not limited to, any information that, alone <r in
combination is linkabie to a specific student and provided that the educational agency, or other party, has mate
a reasonable determination that a student’s identity is not personally identifiable, taking into sccount reasonsble
available information. ;

Educational Records: Educational Records ste records, files, documents, and other materials directly relsted to e
student and maintained by the school or local education agency, or by & person acting for such schiool or local
education ggency, including but not limited to, records encompassing all the material kept in the student’s
cumulative folder; such as general Identifying data, records of attendance and of academic work cdnipleted,
records of achievernent, and results of evaluetive tests, health data, disciplinary status, test protocols and
individuslized education programs,

Metadata: means information that provides meaning and context to other dats being collected; including, but not
limited to: date and time records and purpose of creation Metadata thet have been stripped of all direct and
indirect identifiers are not considered Personally Identifiable Information.

Operator: means the operator of an internet website, online service, online application, or moblle application with
actusl knowledge that the site, service, or application is used for K12 school purposes. Any entity that operates
ai nternet website, onling service, online application, or muble application that has entered irnto a signed, written
agreement with an LEA 1o provide a service to that LEA shall be considered an “nperator” for the purposes of this
sectiog.

-Originating LEA: An LEA who originally executes the DPA in its entirety with the Provider.

Pravider: For purposes of the DPA, the terim “Provider” means provider of digital educational software or services,
including cloud-based services, for the digital storage, management, and retrieval of Studentpam,w%in the DPA
the term “Provider” includes the term “Third Party” and the term “Operator” as used in applicable State statutes,

Student Gonerated Content: The term “Student-Generated Content” means materials or Content created by &
student in the services incliding, but not fimited to, essays, research reports, portfolios, creative writing, music or
other audio files, photographs, videos, and account information that enables ongoing ownership of studant
content.

School Oficial: For the purposes of this DPA and pursuantto 34 CFR § 99.31{b), 2 Schao! Official is 8 contracter
that: (1) Performs an institutipnal service or function for which the agency or mstitntion would otherwise use
employees; (2] 1s under the direct control of the agency orinstitution with raspect to the use and maintenance of
Student Dats including Education Recordsy and (3} Is subject to 34 CFR § 99.33(a) governing the use @ re-
disclosure of Persoiatly identiflable information from Education Records,

Service Agreement; Refers to the Contract, Purchase Order or Terms of Service oy Terms of Use,

Student Data: Student Dats includes any data, whether gathered by Provider or provided by LEA or its users,
students, or students’ parents/guardians, that is descriptive of the student including, but not limited to,
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infatrhation in the student’s educations] record or email, first and last name, birthdate, home or other physical
address, telephone number, email address, or other information allowing physical or ohline contact, discipline
records, videos, test rasults, special educetion data, juvenile dependency records, grades, evaluations, criminal
records, medical records, health records, social security numbers, blometric Information, disabilities,
socipeconomic information, Individual purchasing behavior or preferences, food purchases, political affillations,
religious information, text messages, documents, student identifiers; search activity, photos, voice recordings,
geolocation information, parents’ names, or any other information or identification number that would provide
information about a specific student. Student Data includes Meta Data, Student Date further includes “parsonally
identifiable information (PH),” as defined in 34 C.F.R.§ 993 and as.defined uader sny applicable state law. Student
Data shall constitute Education Records for the purposes of this DPA, and for the pufposes of federal, state, and
focal laws and regulations. Student Data as specified in Exhibit “B” is confirmed to be pollected or processed by
the Provider pursuant to the Services. Student Data shall not constitute that information that has been
anonymized or De-identified, of anghymous usage data regarding a student’s use of Provider’s services.

Subprocessor: For the purposes of this. DPA, the term “Subprocessor” {sometimes refarred w as the
“subcontractor”} means a party other than LEA or Provider, who Provider uges for data gollection, ana Tytles,
storage, of other seyvice to.operate and/or improve its service, and who has goress to Student Data,

Subscribing LEA: An LEA that was not parly to the original Service Agreement and who accepts the Provider's
General Offer of Privacy Terms.

Targsted Aﬁvert;smg* means presenting an advertisement to a student where the selectionof the advertisement
is based on Student Data or inferfed over time from the usage of the operator's Internet weh site, onfine service
or mobile application by such student or the retention of such student’s onling activities or requests over time for

the purpose of fargeting subsequent: advertisemants. "Targeted Advertising" does not intlude any advertising to

a student on an Internet web sita baged on the content of the web page orin response 0.2 student's responsa or
reéguest for information or feedback.

Third Party: The term “Third Party” means a provider of dightal educational software or services, including cloud-

based servicss, for the digital storage, management, and retrieval of Education Records andd/or Stodent Dita, s

that term is used in some state statutes, However, for the purpose of this DRA, the term "Third Party” when used
to indicate the provider of digital educational software or services is- replaced by the term “Provider.”
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N EXHIBIT “D”
DIRECTIVE FOR DISPOSITION OF DATA

Provider to dispose of data obtained by Provider pursuant to the terms of the Service Agreement between
LEA and Provider. The terms of the Disposition are set forth below:

1. Extent of Disposition
L) Disposition is partial. The categories of data to be disposed of are set forth below or are found In

an attachment to this Directive:
1 ]
_I1 pisposition is Complete. Disposition extends to all categories of data.

2. Nature of Disposition
_ Dispogition shall be by destruction or deletion of data.

__El_ Disposition shall be by a transfer of data. The data shall be transferred to the following site as
follows:

[ ]

3. Schedule of Disposition
Data shall be disposed of by the following date:
As soon as commercially practicable.

L eyl ]
&, Blenature
Authorized Representative of LEA Date

5, Verification of Disposition of Data

Authorized Representative of Company ' Date
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EXHIBIT “E”
GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and  Molean Gounty Unit 5 Schoof District
{"Originating LEA”} which is dated 03/29/2021 , to any other LEA {"Subscribing LEA”) who accepts this General
Offer of Privacy Terms (“General Offer”} through its signature below. This General Gffer shall extend only to
privacy protections, and Provider's signature shall not necessarily bind Provider to other terms, such as price,
term, or schedule of services, or to any other provision not addressed in this DPA. The Provider and the
Subscribing LEA may also agree to change the data provided by Subscribing LEA to the Provider to sult the
unigue nigeds of the Subscribing LEA, The Provider may withdraw the General Offer in the event of; (1) a
material chanige In the applicable privacy statues; {2) & material change in the servites and products fisted in
the originating Service Agreement; or three (3} years after the date of Provider's signature to this Form.,

Subscribing 1EAs should send the signed ﬁxhibit "
to Provider at the following email address: stpport@generationgenius.com ]

PRQW!)&R fatich Garfu

Printed Naine: Andrea ngardus _ ___Title/Position: SUPPOTt

2. Subscribing LEA
A Subscribing LEA, by signing a separate Service Agreement with Provider, and by ifs signature below, accepts

the General Difer of Privacy Terms. The Subscribing LEA and the Frovider shall thérefore be bound by the same
terrns of this DPA for the term of the DPA betwesn the Molean Courity Unit 8 Sthool District

and Beneration Genius

FEPRIOR TOATS EFFECTIVENESS, SUBSCRIBING LEA WMUST DEUVER NOTICE OF ACCEPTANCE 1O PROVIDER
PURSUANT TO ARTICLE VI, SECTION &, **

Subscribing LEA:

BY: i T, _ Date:,
Printed Neme: ____ _ . e, TitiefPosition:
SCHOOL DISTRICT NAME!

DESIGNATED REPRESENTATIVE OF LEA:

Mame:

Titha:

Address:
Telephone Number:

Epvialii
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EXHIBIT“F"
DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks
2/28/2020

The Education Security and Privacy Exchange ("Edspex”] works In partnership with the Student Data Privacy

Consortium and industry leaders to maintain-a list of known and credible cybersecurity frameworks which can

- protect digital learning ecosystems chosen based on a set of guiding cybersecurity principles® {“Cybersecurity
* Frameworks”} that may be utilized by Provider.

'Cybersecuﬂ%ry Framawarks .

| Office of the Under Secretary of mefensa fmr i Cybersecurity Maturity Made! Certification
1 Acguisition and Sustatnment [OUSDIARS)) {CMMC, ~FAR/DEAR)

MM&TMN!NG GRGMi&ﬁﬁN]GRGUP FRAMEWORK(S}
_ Kational Institute of Standards and nist Cyberssrurity Framework Version 1.1
= Technﬁ{@gy N
e 1 Nations! lnststute m?ﬁtandardﬁ and { NIST 5P 80D-53; Cybersecurity Framework for -
[: Technology { Improving Critical Infrastructure Cybersecurity
(CSF), Special Publication 800-171
= | International Standards Organization | Information technology — Security techniques
[j { ~ toformation security management systems
_ (IS0 27000 serles)
D Secure Car.stmis Framework Coungil; LLC | Seeurity Controls Framework [SCF)
D: rCenter for Internet fkmu m*y 1 18 Criticat Security Controls {£8C, CIS Top 20)

Plewse Visit. hit S edshex.org for further detolls about the noted frameworks.
*Cybersacuiity. Prms;ipies used to choose the Cybersecurity Frameworks are located here
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EXHIBIT "G" - Supplemental SDPC (Btudent Dats Privacy
Congortium) State Terms for lilinols

Version -NDPAV1 .04 (Revised March 15, 2021)

This Exhibit G, Supplemental SDPC State Terms for llincls ("Supplementsl Biste Terms"), sffective
simultansously with the attached Student Data Privacy Agreement ("DPAY by  and  belween

‘Molzan Coynty Unit & Schodl District (the "Local Education Agency” m‘
"LERTENd kb kb G ' ' {the "Provider),
incorparated in the aﬁanﬁed DM and amends the DPA {(and aksuppiemantai terms and conglitionis ana
policies applicatie to the DPA) as follows:

1. ‘Compliance with illincle Privacy Laws. In performing it obligations under the Agreement, the
Provider shall comply with ali itinois laws and regulations pertaining to student data privacy, confidentiality,
and maintenance, including but notlimited to. the Hiinois Schoot Student Records Act (ISERA"), 106 ILCS
10/, Mental Heaith and Developmental Disabliities Confidentiality Act ('MHDDCA", 740.1LCS 110/, Student
Online Personal Protection Act {"SOPPA™), 105 ILCS 85/, Identity Protection Act ("IPA"), 5 ILCS 179/, and
Personal Information Protection Act ("PIPA™, 815 1LCB 530/, and Lote! Records Act (“LRA"), 50 ILCS 205/,

2. Definition of "Student Data. In dddition to the definltion Sef forth in Exhibit €, Student Data
includes any and sl information concerning a student by Wwhich 2 student may bé individually identified
under applicable iiricis law and regulations, incliding but not dimited to (8) "covered information,” a5
defined in Section & of SOPPA (105 1LCE 85/5), (b) “school student rectids" as that term is defined In
Section 2 of ISSRA (105 1LCB 10/2(d) (¢) “records” as that term is defined under Section 110/2 of the
MHDDCA (740 1LCS 110/2), and {&) "personal information” as defined in Section 53075 of PIFA,

3. School Official Designation. Pursuant to Article 1, Paragraph 1 of the DPA Stendard Clauses,
and’ In accordance with FERPA, 1S8RA end BOPPA, in pérforming lts obligatichs under the DPA, the
Provider is acting as & gchool official with legitimate educationat Interest: s performing an institutional
garvice of unction forwhich the LEA would otherwise uss its own emplovees! s underthe direct confrol of
the LEA with respect to the use and mainfenance of Student Date; and & using Student Data only foran
authorized purpose ahd in furtherance of such legiimate educational interest,

4. Limitations on Re-Disclosure. The Provider shall not re-disclose Student Data to any other party
of affiiate without the express wrilten permission of the LEA or pursuant 1o court order, unless sush
disclosure is otherwise permitted under BOPPA, 18ERA, FERPA, and MHDDCA. Provider will hiot selt or
rent Student Date. inthe event another party, including faw enforgement or & government entity, contacts
the Provider with & request or subpoena for Studsnt Data it the possassion of the Proviger, the Provider
shall redirect the other party lo-seek the data directly from the LEA. In the event the Provider is compelied
to produce Student Data to another party in compliance with 2 court érder, Provider shall notify the LEA &t
least five (5) school days in advancs of the court orderad disclosure and, upon requsst, provide the LEA
with a copy of the-court order requiring such disclosure.

5, Notices. Any notice delivered putsuant 1o the DPA shall be deemed effeciive, asapplicable, upon
receipt as svidenced by the date of transmission indicated on the transmission material, if by e-mail; or four
{4} days after maifing, If by first-class mall, postage prepaic.

&, Parent Right to Access snd Challenge Student Data. The LEA ghall establish reasonable
procedures pursuant o which & parent, as thal term is defined in 105 ILCS 10/2{g), may inspect anglor
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copy Student Date and/or challenge the ‘accuracy, relevance or proptiety of Student Data, pursuant fo
Sections Band 7 of ISSRA (1051LCS 10/8; 108 ILCS 10/7) and Section 33 of SOPPA (105 1LCS BB/33). The
Provider shall respond o any request by the LEA for Student Data in the possession of the Provider when
Provider cooperation is required to afford & parent an opportunity to inspect and/or copy the Student Data,
o later than & business days frdm the daté of the request. In the event that @ parent contacts the Provider

follow the necessary and proper procedures régarding the requested Student Data,

7. Corrections to Factua! Inacéuracies. in the event that the LEA detérmines that the Providsr is
maintaining Student Date that containg g factual inaccurady, and Pravider cooperation is required in order
to make & comaction, the LEA shalf righify the Provider of the factual inaccuracy and the coredtion to be
mads, Mo luter than 90 calendar days afterrecaiving the notice of the factual inscouracy, the Provider shall
correct the factual inaccuracy and shall provide wiitten corfirmation of the correction o the LEA.

_ 8. Sscurity Standards. The Provider shall implement and maintaln commercially reasonable
security procedures and practives that otherwise meet 6F éxcesd Industry standards designed 1o protect
Student Data from unsuthorized access, dastruction, uss, modification, or disclosure, Including but not
Timifed to the unputhorized acdguisition of computerized data that compromises the security, confidentiality,
or integrity of the Student Data {2 "Security Breach™). For purposes of the DPA and this Exhibit G,
"Security Breach” does not Include the good falth acquisition of Student Data by an employes or agent of
the Provider or LEA for a legitimate educetional or administrative purpose of the Provider or LEA, so long
as the Student Data is used solely for purposes permitted by SOPPA and other applicable law, and so
fong as the Studsit Dala is restricted from further unauthorized disclostre,

9, Secuwrity Breach Notification, In addition to the information enumeratad in Arlicls'V, Bection 4{1)
of the DRA Stenderd Clauses, any Seourity Braach rvlification provided by the Provider 10 the LEA shall
Include:

a. Alistof the students whose Sludent Data was fnvolved in or Is reasonably believed 1o
have bean involved in the breach, if known, and

b. Thé name and coritact information for an employee of the Provider whot parents may
contadt {6 Inguire about the breach.

10. Rolmbursoment of Expenses Assoctated with Security Sreach. In the event of 2 Securily
Braach that g atiributable to the Provider, the Provider shall reimburse and indermnify the LEA Tor any and
all costs and expenses that the LEA Incurs i investigating and remediafing the Securlty Breach, without
regard 6 any limitation of liability provision otherwise agreed 1o between Provider and LEA, incluting but
not limited to costs and expenses associated with!

a. Providing hotification to the parents of those s.iuﬁi@nta whose Stu&ent Date was
sompromised and regulatory agencies or other entities as required by lew or contract;

b. Providing credif monitoring to fhose students whose Stident Date vwas exposed in &
manner during the Security Breach that & reasonable person would believe may impact
the student's credit or financial seeurity;

¢ Lepal fees, audit costs, fines, and any other fees or damages imposad ageinst the LEA
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as a result of the securlty breach; and

d. Providing any other notifications or fulfilling any other requirements adopted by the
Hinois State Board of Education or under other State or federal laws.

11. Transfer or Deletion of Student Data, The Provider shall review, on an annual basis, whether
the Student Data i has received pursuant to the DPA tontinues o be nesded for the purpose(s) of the
Service Agréament and this DPA, I any of the Student Data is no longer needed for purposes of the Service
Agreement and this DPA, the Provider will provide written notics to the LEA as to what Student Data is no
{onger needed. The Provider will delete or transfer Student Data in readable form to the LEA, as directed
by the LEA (which may be effectuated through Exhibit D of the DPA), within 30 calendatr days if the LEA

requests deletion or transfer of the Student Data and shall provide written confirmation to the LEA of such
.daieticm or transfer. Upon termination of the Service Agreement betwaen the Provider and LEA, Provider
shall conduct a final review of Student Data within 60 calendar days.

If the LEA receives a request from & parent; as thet term is defined in 108 ILCS 10/2(g), thet Student
Data being held by the Provider be deleted, the LEA shall determine whether the requested daletion would
violate State and/or federal records laws. In the event such deletion would not violate Stele or federal
rectrds laws, the LEA shall forward the request far deletion to the Provider. The Frovider shall comply with
the reguest and delete the Student Data within 8 repsonable time period after recelving the request,

Any provision of Student Data to the LEA from the Provider shall be transmitted in & formgt
readable by the LEA.

12. Public Posting of DPA. Pursuant to SOPPA, the LEA shall publish on its website a copy of the
DPA betwesn the Provider and the LEA, including this Exhibit 6,

13, Subcontractors, By no later than (5) business days affer the date of execution of the DPA, the
Provider shall provide the LEA with a list of any subctntractors to whom Student Date may bedisclosed or
& link to @ page on the Provider's website thet clearly lists any and alf subsoniractors to whor Student Data
may be disclosed. This ist shall, at a minimum, be updated and provided to the LEA, by the beginning of
each fiscal year (July 1) and at the beginning of each calendsr vear (January 1).

14. DPA Teorm.

a, Original DPA, Paragranh 4 on page 2 of the DPA selting & three-year ferm for fhe DPA
shall be deleted, and the following shall be inserted in llsu thereof. "This DPA shall be
effective uptin the date of signature by Pravider and LEA, and shall remain
in effect as between Provider and LEA 1) for 8o long a8 the Servicas are being
provided to the LEA or2) untll the DPA is terminsted pursuant to Section 15 of this Exhibit
G, whichever comes first, The Exhibit E General Offer will expire thres (3) years from the
date the originel DPA was signed.”

b. General Offer DRPA, The follawing shall be inserted as & new sscond sentence in
Paragraph 1 of Exhibit £ "The provisions of the original DPA Offered by Provider and
accepted by Subscribing LEA pursuant to this Exhibit E shall remain In effect as hetweesn
Provider and Subsoribing LEA 1) for so long as the Services arg being providad to
Subscribing LEA, or 2} until the DPA is terminated pursuant to Section 15-of this. Exhinit G,

whichever comes firet.”

Lasf Updated 2021-03415 ~ Now linols Exhibit G LNDPA v Oa Page 21 of 23




18. Termination, Paragraph 1.of Arficle VI shall be deleted, and the following shall be inserted in fisu
thereot: *in the event eithef Parly seeks 1o terminate this DPA, they may do 8o by mutus! written g
consent so long as the Service Agresment has lapsed or beenterminated, Ohe party ray lerminsite
this DPA upon a material breach of this DPA by the other party. Upon temmination of the DPA, the
Service Agresment shall terminate.

16. Privacy Policy, The Provider must publicly disclose material information about its collection, use,
and disclosure of ‘Student Data, including, bisf not liniited o, publishing 2 terms of sevice
agresment, privacy policy, o similar document.

17. Minimum Data Necessary Shared. The Provider atiests that the Stutlent Data request by the
Provider from the LEA in order for the LEA {0 accsss the Providst's products andfor services is
timited to the Student Data that is adequate, relevent, and limited to what I$ necessary in relation
1o the K12 school purposes for which it is processed.

o e 8 e

18. Student and Parent Access. Accese by students or parents/guardians fo the Provider's programs
ar services governed by the DPA or t& any Student Data stored by Provider shall notbe tonditioned
upon agresment by the parénis/guardians fo walve any of the student data confidentiality
restrictions or @ lessening of any of the confidentiality or privacy requirements contained i this
DPA,

19. Data Storage. Provider shall store all Student Date shared uiider the DPA within the United States.

20, Exhibits & and B, The Services described in Exhibit A and the Schedule of Deta i Exhibit B to
the DPA satisfy the requirements in SOPPA toinclude a statemant of the product or service being
provided to the school by the Providér and & listing of the categories or types of povered information
to be provided (o the Provider, respectively.
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EXHIBIT "H”
Additiona! Terms or Modifications
Version

LEA and Provider agree to the following ddditional tering and modifications:

This Is @ free text field that the parties can use to add or modify terms In or to the DPA, ¥ there are no
additional or modified terms, this field should read “None.”

None
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