OREGON STUDENT DATA PRIVACY AGREEMENT
Versionl.0

BEAVERTON SCHOOL DISTRICT

and

TURNITIN, LLC

April 5, 2019



This Oregon Student Data Privacy Agreement ("DH#&Bntered intdy and between the

Beaverton School District (hereinafter referreth as“LEA”) and Turnitin, LLC
(hereinafter referretb as“Provider”) on April 5, 2019 . The Parties agrde the termsasstated
herein.

RECITALS

WHEREAS, the Provider has agregalprovide the Local Education Agen¢SLEA”) with certain
digital educational servicg€$Services”) pursuanto a contractdated April 5, 2019 (“Service
Agreement”); and '

WHEREAS, in orderto provide the Services describiadhe Service Agreement, the Provider nageiveor create and the
LEA may provide documentsr data that are coverédy several federagtatutes, among them, the Federal Educational
Rights and Privacy Agt‘FERPA”) at20 U.S.C. 12329 (34 CFR Part 9@hildren’s Online Privacy Protection Act
(“COPPA”), 15 U.S.C. 6501-6506Protectiorof Pupil Rights AmendmeritPPRA”) 20 U.S.C. 1232h; and

WHEREAS, the documents and data transferred from LEAs and cregtbeProvider’s Services aralso subjecto
several state student privacy laws, includai®j187, Oregon Student Informatidrotection Act ("OSIPA"), Or. Rev. Stat. §
646.607- 646.652; Or. Rev. Stat. § 326.5&bseq. (StudenRecords); and

WHEREAS, this Agreement complies Oregon laws and Federal Law.

WHEREAS, the Parties wisto enter into this DPAo ensure that the Service Agreement confaorttie requirementsf
the privacy laws referrettd above ando establish implementing procedures aties; and

WHEREAS, the Provider mayyy signing the "General Offeaf Privacy Terms", agret® allow otherLEAs in Oregon the
opportunityto accept and enjoy the benefifsthis DPA for the Services describidrein, without the need negotiate
termsin a separate DPA.

NOW THEREFORE, for good and valuable consideration, the parties aagfatiows:

ARTICLE I: PURPOSE AND SCOPE

1. Purpose of DPA. The purposef this DPAIs to describe the duties and responsibilitegrotect student data
transmittedo Provider from the LEA pursuatd the Service Agreemeniicluding compliance with all
applicable state privacy statutes, including the FERPA, PPRA, COPPA, OSliR#handpplicable Oregon
State laws, athsmaybeamended from tim® time. In performing these services, the Provider dbll
considered a School Official withlagitimate educational interest, and performing services otherwise provided
by the LEA.

2. Natureof ServicesProvided. The Provider has agresmiprovide the following digitaeducational services
described below arasmaybe further outlinedn Exhibit“A” hereto:

Insert Description
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3. Student Data to BeProvided. In orderto perform the Services describiedhe ServiceAgreement, LEA
shall provide the categorie$ data described belowor asindicatedn the Schedulef Data, attached herets
Exhibit “B”:

Insert Description

4. DPA Definitions. The definitionof terms useth this DPAIs foundin Exhibit “C”. In the eventof a conflict,
definitions usedn this DPA shall prevail over term useudthe Service Agreement.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of LEA. All Student Data transmittetd the Provider pursuaid the Service Agreemeris
and will continueo bethe propertyof and under the controf the LEA. The Provider further acknowledges and
agrees that all copies such Student Data transmittiadthe Provider, including any modificationsadditionsor
any portion thereof from any sour@a,e subjecto the provision®f this Agreemenin the same mannasthe
original Student DataT he Parties agree thasbetween thenall rights, including all intellectual property rights
and to Student Data contemplated per the Service Agreement shall remain thedvexgpiapertyof the LEA. For the
purpose®f FERPA, the Provider shdlke considered a School Official, undtre control and directioof the LEAS
asit pertaingo the usef Student Data notwithstanding the above. Provider may trangférgenerated contei
a separate account, accordinghe procedures set forth below.

2. Parent Access. LEA shall establish reasonable procedimgshich a parent, legal guardiaor, eligible student
may review Student Datan thepupil’s records, erroneous informatioand procedures for the transédpupil-
generated contet a personal account, consistent wiltle functionalityof services. Provider shall respoinca
reasonably timely manner (and later than45 days from the datef the requestio theLEA’s request for Student
Datain apupil’s records heldy the Provideto view or correctasnecessaryin the event that a pareoita pupil
or other individual contacts the Providerreview anyof the Student Data accessed purstmitiie Services, the
Provider shall refer the paremtindividualto the LEA, who will follow thenecessary and proper procedures
regarding the requested information.

3. Separate Account. Provider shallatthe requestf the LEA, transfer Student Generated Conters separate
student account.

4. Third Party Reguest. Should a Third Party, including law enforcement and governergities, contact Provider
with a request for data heliy the Provider pursuait the Services Agreemerthe Provider shall redirect the Third
Partyto request the data directly from the LEA. Provideall notify the LEAIn advanceof a compelled disclosure
to a Third Party unless legallyrohibited. Provider shall share Student Data with law enforcement if reqyired b
law or court order. The Provider will not use, disclose, compéasfer, sell the Student Data and/or any portion
thereofto any third partyor other entityor allow any other third partyr other entityto use, disclose, compile,
transferor sell the Student Data and/or any portion thereof.

5. NoUnauthorized Use. Provider shall not use Student Data for any purpose otheastearplicitly specifiedn
the Service Agreement.

6. Subprocessors. Provider shall enter into written agreements with all Subprocgssdosming functions pursuarib the
Service Agreement, whereby the Subprocessors sgpeetectStudent Datén manner consistent with the terofghis
DPA.

ARTICLE Ill: DUTIESOF LEA

1. ProvideDataln Compliance With FERPA. LEA shall provide data for the purposefghe Service Agreemerih
compliance with FERPA, COPPA, PPRA, OSIPA and all other Oregon privactestgtiotedn this DPA.
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2. Annual Notification of Rights. If the LEA has a policef disclosing education records under 4 CFR § 99.31 (a) (B, LE
shall include a specificatianf criteria for determining who constitutes a school official and whadtitates a legitimate
educational interesh its Annual notificationof rights, and determine whether Provider qualifiea school official.

3. ReasonablePrecautions. LEA shall take reasonable precautitmsecure usernamegasswords, and any
other meansf gaining accest® the services and hosted data.

4. Upauthorized Access Notification. LEA shall notify Provider promptlgf any knowror suspected unauthorized
access. LEA will assist Provider any effortdy Providerto investigateand respontb any unauthorized access.

ARTICLE IV: DUTIESOF PROVIDER

1. Privacy Compliance. The Provider shall comply with all applicable State and Federablasegulations pertainintp
data privacy and security, including FERPA, COPPA, PPRA, OSIPA anthail ©regon privacy statutes identified
this DPA.

2. Authorized Use. The data shared pursuamthe Service Agreement, including persistent unimgigatifiers, shalbeused
for no purpose other than the Services statdtie Service Agreemetatind/or otherwise authorized under the statutes
referredto in subsection (1), above.

3. Emplovee Obligation. Provider shall require all employees and agents who have &z@sslent Datdo comply with all
applicable provisionsf this DPA with respedb the data sharednder the Service Agreement. Provider agteesquire
and maintairanappropriateconfidentiality agreement froeachemployeeor agent with accegss Student Data pursuant
to the Service Agreement.

4. No Disdlosure. De-identified information maye usedby the Provider for the purposet development, research, and
improvemenbf educational sites, services,applicationsasany other membeof the publicor party wouldbe ableto
usede-identified data pursuamd 34 CFR 99.31(b). Provider agrees tmattempto re-identify de-identified Student
Data.

5. Disposition of Data. Upon written request, Provider shall dispose or delete all Student iRataenl under the
Service Agreement when it is no longer needed for the purposéich it was obtained. The duty to dispose of
Student Data shall not extend to data that has been de- identified ariplacgeparate Student account, pursuant to
the other terms of the DPA. The LEA may empiddiDirective for Disposition ofData” FORM, (attached hereto as
Exhibit “D”). Upon receipt of a written request from the LEA, the Provider willnptly provide the LEA with any
specified portion of the Student Data within ten (10) business dagsaipt of said request.

6. Advertising Prohibition. Providetis prohibited from usingr selling Student Dat® (a) marketor advertiseo
studentsr families/guardians; (b) inform, influenaar, enable marketingadvertisingor other commercial efforts
by a Provider; (c) develop a profitd a student, family member/guardiangroup, for any commercial purpose
other than providing the Servite Client; or (d) use the Student Data for the developnaéebmmercial products
or services, othethanasnecessario provide the Servict Client. This section does not prohibit Provider from
generating legitimate personalized learning recommendations.

ARTICLE V: DATA PROVISIONS

1. Data Security. The Provider agred¢s abideby and maintain adequate data security measaoessistent with
industry standards and technology best practices within the educatiomallégphindustry, antb protect Student
Data fromunauthorized disclosum@ acquisitionby anunauthorized person. The general security dofies
Provider are set forth below. Provider may further detail its seqmigrams and measuriesExhibit “F” hereto.
These measures shall include, but are not limited to:

a. Passwordsand Employee Access. Provider shall secure usernames, passwords, anotheymeansf
gaining accesw the Servicesrto Student Dataat a level suggestday Article 4.3of NIST 800-63-3.
Provider shall only provide accessStudent Datégo employee®r contractors that are performing the
Services. Employees with accégsStudent Data shall have signed confidentiality agreements regarding
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said Student Data.

b. Destruction of Data. Upon written request, Provider shall destooglelete all Student Data obtained under
the Service Agreement whehis no longer needed for the purpose for whictvas obtained
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or transfer said datim LEA or LEA’s designee, accordirtg a schedule and procedwa®the parties may
reasonably agree. Nothiimgthe Service Agreement authorizes Provitbemaintain Student Data beyond
the time period reasonably neededomplete thalisposition.

C. Security Protocols. Both parties agrei® maintain security protocols that meet industry standartie
transferor transmissiorof any data, including ensuring that data roaly be viewedor accessedy parties
legally allowedto do so. Provider shall maintain adlata obtainedr generated pursuatt the Service
Agreementin a secure computemnvironment and not copy, reproducetransmit data obtained pursusmt
the ServiceAgreement, excefasnecessario fulfill the purposeof data requestsy LEA.

d. Security Technology. Provider shall employ internet industry standard measog@®tect datdrom
unauthorized access while the ditén transitor at rest. The service security measures shall include
serverauthentication and data encryption. Provider shall host data putstia@iServiceAgreementn
anenvironment using a firewall thitperiodically updated accorditg industry standards.

€. Periodic Risk Assessment. Provider further acknowledges and agteesnductperiodic risk
assessments and remediate any identified security and privlrabilitiesin a timely manner.

f.  Backups. Provider agree® maintain backup copies, backeplatleast dailypf StudentDatain caseof
Provider’s system failurer any other unforeseen event resultimgpss of Student Datar any portion
thereof.

0. Audits. Upon reasonable written notice and request from the, tBALEA may reasonably audite
Provider to verify compliance with this DPA.

2. DataBreach. In the event that Student Daseaccessedr obtainedby anunauthorizedndividual, Provider shall
provide notificatiorto LEA within a reasonable amouotttime of the incident.

ARTICLE VI- GENERAL OFFER OF TERMS

Provider mayby signing the attached Forofi General Offeof Privacy Terms (attached hereasExhibit “E”), be
boundby the termof this DPAto any other LEA who signs the acceptanoesaid Exhibit. The Forms limited by the
terms and conditions described therein.

ARTICLE VII: MISCELLANEOUS

1. Term. The Provider shabbe boundby this DPA for the durationf the Service Agreement so longasthe Provider
maintains any Student Data.

2. Termination. Inthe event that either party seé@serminate this DPA, they maio soby mutual written
consensolongasthe Service Agreement has lapsethas been terminated.

3. Effect of Termination Survival. If the Service Agreemeigtterminated, the Provider shalestroy allof
LEA’s data pursuartb Article V, section 1(b).

4. Priority of Agreements. This DPA shall govern the treatmaftstudent recordis orderto comply with the
privacy protections, including those fouimd=ERPA and all applicable privactatutes identifie¢h this DPA.In
the event theris conflict between the ternts the DPA andhe Service Agreement, the terofsthis DPA shall
apply and take precedence. Excagpdescribedn this paragraph herein, all othgrovisionsof the Service
Agreement shall remain effect.

5. Notice. All noticesor other communication requirea permittedto be given hereunder mubein writing and
givenby personal delivery, facsimiler e-mail transmission (if contact informatieprovided for the specific
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modeof delivery),or first-class mail, postage prepaid, senthe designated representatives below:
The designated representative for the Provider for this DPA is:

Name: Bobby Wilson

Title: Chief Financial Officer
Contact Information:

2101 Webster St, Suite 1800

Oakland CA 94612. contracts@turnitin.com

The designated representative for the LEA for this DPA is:

Jim Newton, Manager of Application Development

6. EntireAgreement. This DPA constitutes the entire agreenwdrihe parties relatintp the subject matter hereof and
supersedes all prior communications, representatioagyreementsoral or written, by the parties relating thereto.
This DPA maybe amended and the observanéeny provisiorof this DPA maybe waived (either generallyr in
any particular instance and either retroactiwglgrospectively) only with the signed written consefrivoth parties.

7. Severability. Any provisionof this DPA thais prohibitedor unenforceabl@ any jurisdictionshall,asto such
jurisdiction,beineffectiveto the extenbf such prohibitioror unenforceabilitywithout invalidating the remaining
provisionsof this DPA, and any such prohibitian unenforceabilityn any jurisdiction shall not invalidata render
unenforceable such provisiam any other jurisdiction. Notwithstanding the foregoiifigsguch provision coulde
more narrowlydrawnsoasnotto be prohibitedor unenforceablé such jurisdiction whileatthe same time,
maintaining the intentf the partiesit shall,asto such jurisdictionbesonarrowly drawn without invalidating the
remaining provisionsf this DPAor affecting the validityor enforceabilityof such provisionn any other
jurisdiction.

8. Governing Law: Venueand Jurisdiction. THIS DPA WILL BE GOVERNEDBY AND CONSTRUEDIN
ACCORDANCE WITH THE LAWSOF THE STATEIN WHICH THIS DPAIS PERFORMED,
WITHOUT REGARDTO CONFLICTSOF LAW PRINCIPLES. EACH PARTY CONSENTS AND
SUBMITSTO THE SOLE AND EXCLUSIVE JURISDICTION'O THE STATE AND FEDERAL COURTS
FOR THECOUNTY IN WHICH THIS DPAIS FORMED FOR ANY DISPUTE ARISING OUDFOR
RELATING TO THIS DPAOR THE TRANSACTIONS CONTEMPLATED HEREBY.

9. Authority. Provider represents thiais authorizedo bindto the termsof this DPA, including confidentiality and
destructiorof Student Data and any portion thereof contaitiestein, all relatedr associated institutions,
individuals, employeear contractors who may haaecesso the Student Data and/or any portion thereomay
own, leaser control equipmenbr facilitiesof any kind where the Student Data and portion thasssibred,
maintainecor usedin any way.

10. Waiver. No delayor omissionof the LEAto exercise any right hereunder shmiconstruechsa waiverof any such
right and the LEA reserves the rightexercise any such right from tinetime, asoftenasmaybe deemed
expedient.

[Signature Page Follows]
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IN WITNESSWHEREOF, the parties have executed this Oregon Student Data Privacy Agresmétiie last day noted
below.

Turnitin, LLC /\
{

e,
BY: M l//ﬁjl( * Date: Apii5, 2019

Printed Name: Chris Caren Title/Position;. CEO.
* Laura DiPiano for Chris Caren

Address for Notice Purposes: Turnitin, LLC.
Business Affairs
2101 Webster Street, Suite 1800
Oakland, CA 94612

Beaverton School District

BY: N g 0 C Le gﬁga lzlg 15;?1" ggzbgsh:lzix?st-eo7'oo‘ Date: 10 /2 2 /20 19

Printed Name: Ngoc Le Title/Position; Senior Purchasing Agent

Address for Notice Purposes:

16550 SW Merlo Road, Beaverton, OR 97003
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EXHIBIT “A”

'Softwareasa-Service' providing plagiarism detection and educational feedback provision capabilities f
LEAs. Student Datés storedat the directiorof the LEA and depending on the LEA's prefereise,
compared against the and/or adte@ontractor's database of submissions and internet resources.
Storage of Student Datswusually indefiniteat the request of theEA sothatit can be checked against

the future, but th&€ EA has the opportunitio not havedts submissions storeat the endf the contract

term.

WhenanLEA's Student Dates stored on the global database (as opptsad 'institution only’
database), and a text matshiletected against a submission from a diffek&# or educational
institution, only the specific sectiaf text thatis matched against will be displayaaithe 3rd party
LEA/institution (but not the personal details of the author) which constitutesial pésclosureof
Student Data pursuatd Article 11l (3) herein which the LEA hereby consents to.
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EXHIBIT “B”

SCHEDULE OF DATA

Check Check
Category of Elements 1 Esed Category of El t L Esed
Data y Data ements y
your your
system system
IP Addresses of [ Language
Application users, Use of information (na}tive,
Technology cookies etc;. . preferred or primary,
Meta Data Other application language spokelny
technology meta student)
data-Please specify| Other demographic
information-Please
S Meta data on user [ specify:
Apr)sh::aa:;tls?irésLJse intergctipn with Student school X
application enrollment
Student grade level
Standardized test Homeroom
scores Guidance counselo
Assessment | Observation data  |x Enrollment | Specific curriculum
Other assessment programs
data-Please specify Year of graduation
Other enrollment
Student school information-Please
(daily) attendance specify:
Attendance | data
Student class Parent/Guardian| Address
attendance data Contact Email
Information Phone
Online
communications .| PareniD number
Communicationg that are captured ParentI/EC)E uardiar (createdo link
(emails, blog parentgo students)
entries)
Parent/Guardiar] First and/or Last
Conduct or Name
Conduct behavioral data
Student scheduled
Demographics | Date of Birth Schedule courses
Place of Birth Teacher names
Gender
Ethnicity or race Special Indicator IEngllsh_Ianguag_e
earner information
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Check Check
Category of Elements f Esed Category of e It Esed
Data y Data y
your your
system system
Low income status program-student
Medical alerts reads below grade
/health data level)
Student disability
information Acadermi
Specialized cta emic olr
education services Student Progran Z’ét{\f‘i;gg'giﬁ dent
(IEP or 504) Membership may belondo or
Living situations ar}[/ici ate%
(homeless/foster P P
care) Student
Other indicator Student Survey | ¢ Y ?n resp;onses
information-Please Responses O SUIVEYS 0
specify: guestionnaires
Check
et Student generated
Category of Elements by content; writing,
Data pictures etc.
your Student work
system Other student work
Address data -Please
Student _Contact Email " specify:
Information
Phone
Student course
des
Local (School x gra :
district) ID number Student course daté
StatelD number . Student course
Vendor/App Transcript grades/performance
Student assigned studeifid thcr)]rei s
Identifiers number er transcrip
Student app data_—PIease
username specify:
séigsvmzp Student bus
assignment
Student Name | Firstand/or Last |x Student pick up
and/or drop off
— Transportation | location
Program/applicatior Student bus cand
Studentn App p(re(;for;rrr:]afnce (typing number
Performance gtugent tvoes 60 Other transportatior|
wpm regopl)ing data -Please
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Check Check
if used if used
Category of Category of
Data Elements by Data Elements by
your your
system system
specify: element used,
stored or collected
Other Plegse liseach by your application
additional data
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EXHIBIT «C»

DEFINITIONS

ACPE (Association for Computer Professionalsin Education): Refersto the membershiprganization serving
educationalT professionali the statesf Oregon and Washingtda promotegeneral recognitioof the roleof IT
professionalén educational institutions; improve network acgimputer services; integrate emerging technologies;
encourage appropriate usgnformationtechnology for the improvemeat education and support standards whereby
common interchangex electronic information calmpeaccomplished efficiently and effectively.

Covered Information: Covered Information means materials that regard a student tiaeasemediaor format and
includes materialasidentifiedby OregonSB 187 (2015). The categoried Coveredinformation under Oregon law are
foundin Exhibit B. For purposesf this DPA, Covered Informatiois referredto asStudent Data.

Educational Recor ds; Educational Records are official records, files and datatljirelatedto as t u d e n tand maintained
by the schoobr local education agency, including matt limited to, recordsencompassing all the material kepthe

student’s cumulative folder, sucasgeneral identifying dataecordsf attendance armf academic work completed, records
of achievement, and resutibevaluativetests, health data, disciplinary status, and test protoaslpufposesf this DPA,
Educational Recordare referredo asStudent Data.

De-ldentifiable Information (DI1): De-ldentification refergo the procesby which the Vendor removes obscures any
Personally Identifiable InformatiaffPII”) from student recorda a way thatremovesor minimizes the rislof disclosure
of the identityof the individual and information about them.

NIST 800-63-3: Draft National Institut®f Standards and TechnologWIST”) Special Publicatio®00-63-3 Digital
Authentication Guideline.

Operator: The ternt‘Operator” means the operatof aninternet Website, online service, onliapplicationor mobile
application with actual knowledge that the site, sengcapplicationis used primarily for K12 school purposes and was
designed and marketed forK2 school purposes. For thmirposeof the Service Agreement, the term "Operatsr"
replacedy the term "Provider." This terrshall encompass the term "Third Pargsit is foundin applicable state statues.

Personally Identifiable I nformation (PI1): The terms‘Personally IdentifiableInformation” or “PII” shall include, but are
not limited to, student data, metadata, and asstudent-generated content obtairmlcreasorof the useof Provider’s
software, website, servicet app, including mobile apps, whethgaitheredy Provideror providedby LEA or its users,
studentsor students’ parents/guardians. PIl includes Indirect Identifiers, wis@my information that, either alooein
aggregate, would allow eeasonable persda be ableto identify a studento a reasonable certainty. For purpostthis
DPA, Personally Identifiable Information shall include the categofiggormation listedn the definitionof Student Data.

Provider: For purposesf the Service Agreement, the tefRrovider” means provideof digital educational softwarer
services, including cloud-based services, for the digital storage, eraeagand retrievabf student records. Within the
DPA the term "Provider" includes the tefffhird Party” andthe ternt‘Operator” asusedn applicable state statutes.

Student Generated Content: The ternt‘student-generategntent” means materialsr content createdy a student
during and for the purposd# education including, but not limited to, essays, research reportilios, creative writing,
musicor other audio files, photographs, videos, and account informatioetiadéies ongoing ownership student content.

Student Records. Means bottof the following: (1) Any information that directly relatisa student thas maintainecby
LEA and (2) any information acquired directly from the stadlerough the use of instructional softwareapplications

assignedo the studenby a teacheor other LEA employee. For theurpose®f this DPA, Student Records shidithe
sameasEducational Records, Student Persdn&rmation and Covered Information.

Service Agreement: Refersto the Contracor Purchase Ordeo which this DPA supplements amdodifies.

School Official: For the purposesf this DPA and pursuamd 34 CFR 99.31 (B), a Scho@®fficial is a contractor that: (1)
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Performsaninstitutional servicer function for which the agenay institution would otherwise use employees; andg2)
subjectto 34 CFR 99.33(a) governing the use amedlisclosureof personally identifiable information from student records.

Student Data: Student Data includes any data, whether gathey&tovideror providedby LEA or its users, studentsy
students’ parents/guardians, thatdescriptiveof the student including, but not limited, informationin thestudent’s
educational recordr email, first and last name, home address, telephanger, email address:; other information
allowing online contact, discipline records, videos, testilts, special education data, juvenile dependency records, grades,
evaluations, criminal recordmedical records, health records, social security numbers, bionmétrimation, disabilities,
socioeconomic information, food purchases, political affiliations, religimfesmation text messagedpcuments, student
identifiers, search activity, photos, voice recordioggeolocation information.

Student Data shall constitute Student Records for the purpbges DPA, and for the purposet Oregon and Federal
laws and regulations. Student Daspecifiedn Exhibit B is confirmedto be collectedor processetby the Provider
pursuanto the Services. Student Data shall not constituteittiatmation that has been anonymizedie-identified,or
anonymous usage data regardingdent’s useof Provider’s services.

SDPC (The Student Data Privacy Consortium): Refersto the national collaborativef schools, districts, regional,
territories and state agencies, policy makers, trade organizations and markatpléaers addressing real-world,
adaptable, and implementable solutitmgrowing data privacgoncerns.

Student Personal I nformation: "Student Personal Information” means information collected thrawghool service that
personally identifieanindividual studenor other information collected and maintained atamindividual student thas
linkedto information that identifieanindividual studentFor purposesf this DPA, Student Personal Informatisn
referredto asStudent Data.

Subscribing LEA: An LEA that was not parto the original Services Agreement and who accept®theider’s General
Offer of Privacy Terms.

Subprocessor: For the purposesf this DPA, the ternffSubprocessor” (sometimes referrett as the“Subcontractor’”) means
a party other than LEAr Provider, who Provider uses for data collectiamalytics, storag@®r other servicéo operate and/or
improve its software, and who has acdeslI.

Targeted Advertising: Targeted advertising means presenéingdvertisemertb a student where theelectiorof the
advertisemernis basedn student information, student recoatsstudent generatecbntentor inferred over time from the
usageof theProvider’s website, online serviagr mobile applicationby such studentr the retentiorof suchstudent’s online
activitiesor requests over time.

Third Party: The term‘Third Party” means a providesf digital educational softwam@ services,ncluding cloud-based
services, for the digital storage, management, and retdéstldent recordddowever, for the purposs this DPA, the term
“Third Party” when usedo indicate the provideof digital educational softwai@ servicess replacedy the term
“Provider.”
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EXHIBIT “D”
DIRECTIVE FOR DISPOSITIONDF DATA
Beaverton School District directs Turnitin, (impany”) to disposeof data

obtainedby Companypursuanto the terms of the Service Agreement between LEA and
Company. The terms of tHRisposition are set forth below:

1. Extent of Disposition

Dispositionis partial. The categories of databe disposed of are set forth below or are faand
anattachmento this Directive:

Insert categories of data

Dispositionis Complete. Disposition extenttsall categories of data.

2. Nature of Disposition

__ Disposition shall bby destruction or deletion of data.

__ Disposition shall bey a transfer of data. The data shall be transfaaéuk following siteas
follows:

Insert Special Instructions

3. Timing of Disposition

Data shall be disposed lo§ the following date:
As soonascommercially practicable
___ By

4. Signature

Authorized Representative of LEA Date

5. Verification of Disposition of Data

Authorized Representative of Company Date
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EXHIBIT “E»
GENERAL OFFEROF PRIVACY TERMS

1. Offer of Terms
Provider offers the same privacy protections foumithis DPA betweeft and ga5verton School

District
and whichis dated 4/5/2019 to any other LEA(“Subscribing LEA”) who accepts this General

Offer thoughits signature below. This General Offer shall extend tmfyrivacy protections and
Provider’s signature shall not necessarily bind Providesther terms, sucaisprice, term, or schedule

of services, oto any other provision not addressedhis DPA. The Provider and the Subscribing LEA
may also agrew change the data provideg the Subscribing LEAo the Provider in Exhibit Bo suit

the uniqueneed=f the Subscribing LEA. The Provider may withdraw the General @ffitre event

of: (1) amaterial change the applicable privacy statutes; or (2) a material chamtie services and
productslistedin the Originating Service Agreement. Provider shall notify either the ACPE or 8DPC
the eventt withdraws Exhibit Esothat the withdrawal may be transmittedhe LEA.

Turnitin, LLC

1w, .
BY: M &L/()i Date: Aprils, 2019

Printed Name: Chris Caren Title/Position: CEO

*Laura DiPiano for Chris Caren

2. Subscribing LEA Ingert the Name of the Subscribing LEA)

A Subscribing LEAy signing a separate Service Agreement with Providerbwgitd signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Pehatlénereforde
boundby the same terms of this DPA.

BY: Date:

Printed Name: Title/Position
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EXHIBIT “F” DATA SECURITY REQUIREMENTS

Insert additional data security requirements - None
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Signature Certificate RightSignature

(1) Document Reference: 4 YMAWVDIND4V5L6E9KGDXYX3 Easy Online Document Signing

Laura DiPiano
Party ID: ZVDP64J212N7JSUMLLATOT

IP Address: 23.118.109.55 \/7 K J

|
]
\ { _'_
VERIFIED EMAIL: | Idipiano@turnitin.com HM,\&./ S

Multi-Fact | 1 1 ] ;
Digital Fingerprint Checksum ~ 81770f 41f be10130b6be447f 3c64dab6215bcf 6¢ I||| Eﬂmrﬁ:mi‘i m- Fﬂﬂﬂ!ﬂm I| "

Timestamp Audit
2019-07-03 08:03:40 -0700 All parties have signed document. Signed copies sent to: Contracts, Laura

DiPiano, and Angela Rhee.
2019-07-03 08:03:39 -0700 Document signed by Laura DiPiano (Idipiano@turnitin.com) with drawn
signature. - 4.79.43.190
2019-07-03 06:28:46 -0700 Document viewed by Laura DiPiano (ldipiano@turnitin.com). - 23.118.109.55
2019-07-03 01:56:39 -0700 Document created by Angela Rhee (arhee@turnitin.com). - 193.240.89.26

This signature page provides a record of the online
activity executing this contract. Page 1 of 1
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