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This Califormia 5Student Data Pnvacy Agreement ("DPA™) 15 entered mnte by and between the
Santa Paula USD

{hereinafter refemed to as “LEA™ and Texas Instruments Inc.
(hereinafter referred to as “Provider) om g/ 7/2020 . The Parties agree to
the terms as stated herein.

RECITALS

WHEREAS, the Provider has agreed to provide the Local Education Agency ("LEA™) with certamn
digital educational services (“Services”) pursuant to a contract dated
(“Service Agreement”); and

091772020
WHEREAS, m order to provide the Services descnbed m the Service Agreement the Prowider
may receive of create, and the LEA may provide documents or data that are covered by
several federal statutes, among them, the Famuly Educational PFaghts and Prowvacy Act
(“FERPA™) at 20 USC. 1232g (34 CFR Part 99), Children’s Online Privacy Protection
Act ("COPPA™), 15US5.C. 6301-6506; Protection of Pupil Rights Amendment (“PPRA™) 20 US.C.
1232h; and

WHEREAS, the documents and data fransferred from LEAs and created by the Provider’s Services are
also subject to Califormia state studemt pnvacy laws, mcluding AB 15324 found at Califormia
Education Code Section 490731 and the Student Onlme Personal Information Protection Act
(“50PIPA™) found at California Business and Professions Code section 225384 ; and

WHEREAS, for the purposes of this DPA, Prowvider 15 a school official with lemitmate educational
mterests in accessing educational records pursuant to the Service Agreement; and

WHEREAS, the Parties wish to enter mnto this DPA to ensure that the Service Agreement conforms
to the requrements of the prvacy laws referred to above and to establish mmplementing procedures
and duties; and

WHEREAS, the Provider may, by signing the “General Offer of Povacy Terms"” (Exhibit “E”™), agree to
allow other LEAs in Califormia the opporfumity to accept and enjoy the benefits of this DPA for
the Services descnbed herein, without the need to negotiate terms in a separate DPA.

NOW THEREFORE., for good and valuable consideration, the parties agree as follows:

ARTICLEI: PURPOSE AND SCOPE

1. Purpose of DPA The purpose of this DPA 1s to descmibe the dubes and responsibilities to
protect student data transmitted to Provider from LEA pursuant to the Service Agresment,
including complance with all applicable statutes, mcluding the FERPA, PPRA. COPPA,
SOPIPA, AB 1534, and other applicable Califormaa State laws, all as may be amended from time
to time. In performing these services, the Provider shall be considered a Scheel Official with
a legitimate educational interest, and performing services otherwise provided by the LEA.
With respect to the use and maintenance of Student Data, Provider shall be under the direct
confrel and supenasion of the LEA.
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Nature of Services Provided. The Provider has agreed to provide the following digital
educational products and services described below and as may be further outlined m Exhibat “A"
hereto:

T1 graphing technology software licenses.

Student Data to Be Provided. The Parfies shall indicate the categories of student data to be
provided i the Schedule of Data, attached hereto as Exlubit “B”.

DPA Definitions. The defimtion of terms used mn this DPA 15 found m Exhibit "C”. In the event
of a conflict, defintions used mn this DPA shall prevail over term used in the Service Agreement.

ARTICLEIL: DATA OWNERSHIP AND AUTHORIZED ACCESS

1.

[ B~ ]

3.

4.

Student Data Property of LEA. All Student Data transmitted to the Provider pursuant to the
Service Agreement 15 and will contimae to be the property of and under the control of the LEA.
The Provider further acknowledges and agrees that all copies of such Student Data transmitted to
the Provider, mcluding any modifications or additions or any portion thereof from any source,
are subject to the provisions of this Agreement in the same manner as the onginal Student Data.
The Parfies agree that as between them, all nghts. mcluding all mmtellectial property rights in and
to Student Data contemplated per the Service Agreement shall remain the exclusive property of
the LEA. For the purposes of FERPA | the Provider shall be considered a School Official, under
the control and direction of the LTEAs as it pertains to the use of Student Data nofwithstanding
the above. Provider may transfer pupil-generated content fo a separate account, according to the
procedures set forth below.

Parent Access. LEA shall establish reasonable procedures by which a parent, legal guardian, or
eligible student may review Student Data in the pupil’s records, comrect ermonecus mformation,
and procedures for the transfer of pupil-generated content to a personal account, consistent with
the functionahty of services. Provider shall respond in 2 timely manner (and no later than 43
days from the date of the request) to the LEA s request for Student Data m a pupil’s records held
by the Provider to view or comect as necessary. In the event that a parent of a pupil or other
mdividual contacts the Provider to review any of the Student Data accessed pursuant to the
Services, the Provider shall refer the parent or individual to the LEA who will follow the
necessary and proper procedures regarding the requested mformation.

Separate Account. If pupil generated content is stored or mamntained by the Provider as part of
the Services described in Exhit “A”, Provider shall at the request of the LEA transfer said
pupil generated content to a separate student account upon termination of the Service
Agreement; provided, however, such transfer shall only apply to pupil generated content that 13
severable from the Service.

Third Partvy Requesi. Should a Thiod Party, mcluding law enforcement and government
entities, contact Provider with a request for data held by the Provider pursuant to the Services,
the Prowvider shall redirect the Third Party to request the data directly from the LEA. Provider

shall nofify the LEA m advance of a compelled disclosure to a Third Party.

3



5.

Subprocessors. Provider shall enter into written agreements with all Subprocessors performing
functions pursuant to the Service Agreement, whereby the Subprocessors agree to protect
Student Data in manner consistent with the terms of this DPA.

ARTICLEII: DUTIES OF LEA

1

| 2~ ]
-

Privacy Compliance. LEA shall provide data for the purposes of the Service Agreement
in compliance with FERPA, COPFPA, PPRA, S0PIPA, AB 1384 and all other Califomia
privacy statutes.

Annual Notification of Rights. If the TEA has a policy of disclosing education records under
FERPA (4 CFE § 9931 (a) (1)), LEA shall nclude a specification of cntena for determiming
who constitutes a school official and what constitutes a legitimate educational mterest m its
Amnnual notification of nghts.

Reasonable Precautions. LEA shall take reasonable precantions to secure usemames,
passwords, and any other means of gamning access to the services and hosted data.

Unauthorized Access Notification. LEA shall nohfy Provider promptly of any known or
suspected unauthorized access. LEA will assist Provider in any efforts by Provider to investigate
and respond to any unauthorized access.

ARTICLEIV: DUTIES OF PROVIDER

1.

Privacy Compliance. The Provider shall comply with all applicable state and federal laws and
regulations pertaining to data privacy and security, includmg FERPA COPPA, PPEA SOPIPA,
AB 1524 and all other Cabformia privacy statutes.

. Anthorized Use. The data shared pursuant to the Service Agreement, including persistent unigue

wdentifiers, shall be used for no purpose other than the Services stated i the Service Agreement
and/or otherwise authorized under the statutes referred to mm subsection (1), above. Provider also
acknowledges and agrees that 1t shall not make any re-disclosure of any Student Data or any
portion thereof mcluding without limitation, meta data, user content or other non-public
mformation and/or personally 1dentifiable mformation contained i the Student Data, without the
express written consent of the LEA

Emplovee Obligation. Provider shall require all employees and agents who have access to
Student Data to comply with all applicable provisions of this DPA with respect to the data shared
under the Service Agreement.

No Disclosure. De-identified mmformation may be used by the Provider for the purposes of
development, research, and improvement of educational sites, services, or applications, as any
other member of the public or party would be able to use de-1dentified data pursuant to 34 CFE
0031(b). Provider agrees not to attempt to re-idenbfy de-identified Student Data and not to
transfer de-identified Student Data to any party unless (a) that party agrees m writing not to
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attempt re-1dentification, and (b} prior wntten notice has been given to LEA who has provided
prior written consent for such fransfer. Provider shall not copy, reproduce or transmit any data
obtamned under the Service Agreement and/or any portion thersof except as necessary to fulfill

the Serice Agreement.

5. Disposition of Data. Upon written request and in accordance with the applicable terms in
subsection a or b, below, Provider shall dispose or delete all Student Data obtained under the
Service Agreement when it 15 no longer needed for the purpose for which it was obtamed.
Disposifion shall melude (1) the shredding of any hard copies of any Student Data; (2) Erasing;
of {3) Otherwise modifying the personal information in those records to make 1t unreadable or
mdecipherable by human or digital means. Nothing m the Service Agreement authorizes
Provider to maintain Student Data obtained under the Service Agreement be*'r ond the time period
reasonably needed to complete the disposition. Provider shall provide written neotification to
LEA when the Student Data has been disposed. The duty to dispose of Student Data shall not
extend to data that has been de-1dentified or placed in a separate Student account, pursuant to the
other terms of the DPA. The LEA may employ a “Fequest for Betum or Delefion of Student
Data™ form, a copy of which 15 attached hereto as Exlubit “D”. Upon receipt of a request from
the LEA, the Provider will mmediately provide the LEA with any specified porfion of the
Student Data within ten (10) calendar days of receipt of said request.

a. Partial Disposal During Term of Service Agreement, Throughout the Term of the
Service Agreement, LEA may request partial disposal of Student Data obtained under
the Service Agreement that 15 no longer needed. Partial disposal of data shall be
subject to LEA s request to transfer data to a separate account, pursuant to Article II,
section 3, above.

b. Complete Disposal Upon Termination of Service Agreement. Upon Termination of
the Service Agreement Provider shall dispose or delete all Student Data obtained
under the Service Agreement. Prior to dispesition of the data, Provider shall notify
LEA m wrnting of its option to fransfer data to a separate account, pursuant to Article
IL section 3, above. In no event shall Provider dispose of data pursuant to this
provision unless and until Provider has received affirmative written confirmation
from LEA that data will not be transferred to a separate account.

6. Advertising Prohibition. Provider 15 prehubited from using or selling Student Data to (a) market
or adverfise to students or families/guwardians; (b) mform, influence, or enable marketing,
advertising, or other commercial efforts by a Provider; (¢} develop a prefile of a student, famuly
member/guardian or group, for any commercial purpose other than providing the Service to
LEA; or (d} use the Student Data for the development of commercial products or services, other
than as necessary to provide the Service to LEA. This section does not prolubit Provider from
using Student Data for adaptive leaming or customized student learning purposes.

ARTICLE V: DATA PROVISIONS

1. Data Securitv. The Prowvider agrees to abide by and maintain adequate data security measures,
consistent with mdustry standards and technology best practices, to protect Student Data from
unauthonzed disclosure or acquisition by an unanthorized persen. The general security duties of
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Provider are set forth below. Provider may further detail its security programs and measures in
Exhibit “F” hereto. These measures shall inclade, but are not limited to-

il

4

Passwords and Emplovee Access. Provider shall secure usemames, passwords, and

any other means of gamming access to the Services or to Student Data, at a level
suggested by the applicable standards, as set forth in Arhicle 4.3 of NIST 800-63-3.
Provider shall only provide access to Student Data to employees or contractors that
are performing the Services. Employees with access to Student Data shall have
signed confidentiality agreements regarding said Student Data. All employees with
access to Student Eecords shall be subject to cnminal background checks
compliance with state and local ordimances.

. Destruction of Data. Provider shall destroy or delete all Student Data obtained

under the Service Agreement when it 15 no longer needed for the purpose for which
it was obtained or transfer said data to LEA or LEA’s designee, according to the
procedure identified m Article IV, section 3, above. Nothing in the Service
Agreement authorizes Provider to mamtam 5Student Data beyond the time period
reasonably needed to complete the disposition.

Security Protocols. Both parfies agree to maintain secunty protocols that meet
industry standards in the transfer or transmission of any data, including ensuring that
data may only be viewed or accessed by parties legally allowed to do so. Provider
shall maintain all data obtained or generated pursuant to the Service Agreement in a
secure digital emvironment and not copy, reproduce, or tramsmit data obtained
pursuant to the Service Agreement, except as necessary to fulfill the purpose of data
requests by LEA.

. Employee Training. The Provider shall provide penodic secunty framing to those

of its employees who operate or have access to the system. Further, Provider shall
provide LEA with contact information of an employee who LEA may contact 1f
there are any security concems or questions.

Security Technology. When the service 15 accessed using a supported web browser,
Provider shall employ industry standard measures to protect data from unauthonzed
access. The service secunty measures shall include server authentication and data

encryption. Provider shall host data purswant to the Service Agreement in an
environment using a firewall that 15 updated according to mdustry standards.

Security Coordinator. If different from the designated representative identified
Article VII, section 5, Provider shall provide the name and contact information of
Provider’s Secunity Coordinator for the Student Data received pursuant to the
Service Agreement.

Subprocessors Bound. Provider shall enter into wnften agreements whereby

Subprocessors agree to secure and protect Student Data in a manner consistent with
the terms of this Article V. Provider shall penodically conduct or review compliance



montoring and assessments of Subprocessors to determine thewr comphance with
this Arficle.

h. Periodic Risk Assessment. Prowvider further acknowledges and agrees to conduct
digital and physical periodic {mo less than semi-annual) risk assessments and
remediate any identified security and privacy vulnerabilities in a imely manner.

1. Data Breach. In the event that Student Data 13 accessed or obtained by an unauthorized
mdividual, Provider shall provide notification to LEA within a reasonable amount of time of the
mcident, and not exceeding forty-eight (48) hours. Provider shall follow the following process:

a. The secunty breach notification shall be wntten im plain langnage, shall be titled
“Notice of Data Breach ™ and shall present the information descnibed herein under
the following headings: “What Happened,” “What Information Was Involved™
“What We Are Doing” “What You Can Do,” and “For More Information.”

Addifional informafion may be provided as a supplement to the notice.

b. The secunty breach nofification descnbed above 1n section 2(a) shall include, at a
minimum, the following mformation:

i. The name and contact mformation of the reporting LEA subject to this section.
ii. A list of the types of personal information that were or are reasonably believed to
have been the subject of a breach.

iii. If the information 15 pessible to determine at the time the nofice 15 provided, then
either (1) the date of the breach, (2) the estimated date of the breach. or (3) the
date range within which the breach cccumed. The notification shall alse include
the date of the notice.

iv. Whether the notification was delaved as a result of a law enforcement
investigation, 1f that information 15 possible to determine at the time the nofice 13
provided.

v. A general descnption of the breach incident, if that information 1s possible to
determine at the ime the notice 1s provided.

c. At LEA's discretion, the secunty breach notification may alse include any of the
following:

i. Information about what the agency has done fo protect individuals whose
information has been breached.
ii. Advice on steps that the person whose information has been breached may take to
protect himself or herself.

d. Provider agrees to adhere to all requirements m applicable State and m federal law
with respect to a data breach related to the Student Data, including, when appropnate
or requured, the required responsibilities and procedures for notification and
mitigafion of any such data breach.



e. Provider further acknowledges and agrees to have a wntten incident response plan
that reflects best practices and 15 consistent with industry standards and federal and
state law for responding to a data breach breach of secunity, privacy mcident or
unauthorized acqusition or use of Student Data or any pertion thereof mcluding
personally 1dentifiable information and agrees to provide LEA, upon request, with a
copy of said wnitten incident response plan.

f. Provider 15 prohibited from dwectly contacting parent, legal guardian or eligible
puptl unless expressly reguested by LEA. If LEA requests Provider’s assistance
providing notice of unauthorized access, and such assistance 13 not unduly
burdensome to Provider, Provider shall notify the affected parent, legal guardian or
eligible pupil of the unauthorized access, which shall include the mformation histed
m subsections (b) and (c), above. If requested by LEA, Provider shall reimburse
LEA for costs mncurred to notify parents/families of a breach not ornigmating from
LEA's use of the Service.

g

In the event of a breach onginating from LEA's use of the Service, Provider shall
cooperate with LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS

Prowvider may, by signing the attached Form of General Offer of Privacy Terms (General Offer, attached
hereto as Exhibit “E™), be bound by the terms of this DPA to any other LEA who signs the acceptance
on in said Exhibit. The Form 15 limited by the terms and conditions described therein.

ARTICLE VII: MISCELLANEOUS

1.

o

Term. The Prowvider shall be bound by this DPA for the duration of the Service Agreement or so
long as the Provider maintains any Student Data. .

Termination. In the event that either party seeks to terminate this DPA, they may do so by
mufual written consent so long as the Service Agreement has lapsed or has been terminated. LEA
shall have the right to terminate the DPA and Service Agreement i the event of a material
breach of the terms of thas DPA.

Effect of Termination Survival. If the Service Agreement 15 terminated. the Prowider shall
destroy all of LEA s data pursuant to Article V. section 1(b), and Article I, section 3, above.

Priority of Agreements. This DPA shall govern the freatment of student data m order to comply
with privacy protections, mcliding those found m FERPA and all applicable privacy statutes
identified m this DPA. In the event there 15 conflict between the DPA and the Service
Agreement, the DPA shall apply and take precedence. Except as described m this paragraph
herein, all other provisions of the Service Agreement shall remaim m effact.

Notice. All notices or other commumecation required or permitted to be given hereunder must be
m wrifing and given by personal delivery, or e-mail fransmission (if contact information 1s
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provided for the specific mode of delivery), or first-class mail postage prepaid, sent to the
designated representatives before:

a. Designated Representatives

The designated representative for the LEA for this Agreement is:

MName: Christine Schisfere
Title: Deputy Superintandant

Contact Information:
201 5. Steckel Diive

Santa Paufa, CA BEIG0
BO5-933-5500

The designated representative for the Provider for this Agreement 1s:

Mamie: Thomas R Springmeier
Title: Wica Presisant, Wondwide Sales

Contact Information:
12532 N Ceniral Expressway, M5 3812
Dallas, TA 75442

tepringmeierit.com

b. Notification of Acceptance of General Offer of Terms. Upon execution of Exlibit E.
General Offer of Terms, Subscnibing LEA shall provide notice of such acceptance m writing
and gven by personal delivery, or e-mail transmission (1f contact information 1s provided for

the specific mode of delivery), or first-class mail postage prepaid, to the designated
representative below.

The designated representative for the notice of acceptance of the General Offer of Privacy Terms 1s:

MName: Vincent Grase
Tlﬂe Contracts Admhlstralion

Contact Information:
Jennifer Cezar

Daflas, TA 75243
tilegainoticesEist t.ocom

6. Entire Agreement. This DPA constiutes the entire agreement of the parfies relating to the
subject matter hereof and supersedes all prior commumications, representations, or agresments,

oral or written, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any parficular mstance and



10,

11.

either retroactively or prospectively) only with the signed written consent of both parties. Neither
failure nor delay on the part of any party in exercising any night, power, or privilege herennder
shall operate as a waiver of such right, nor shall any single or partial exercise of any such nght,
power, or pnivilege preclude any further exercise thereof or the exercise of any other right
power, of privilege.

Severability. Any provision of this DPA that is prolubited or unenforceable in any junsdiction
shall, as to such junsdiction, be mmeffective to the extent of such prolubition or unenforceability
without mvalidating the remaming provisions of this DPA. and any such prohibition or
unenforceability in any junsdiction shall not mvalidate or render unenforceable such provision in
any other junsdiction. Notwithstanding the foregoing, if such provision could be more narrowly
drawn so as not to be prolbited or unenforceable m such junsdichion while, at the same time,
maintaining the intent of the parties, it shall, as to such junsdicton, be so namowly drawn
without invalidating the remammng provisions of this DPA or affectng the wvalidity or
enforceability of such provision in any other junisdiction.

Governing Law: Venue and Jurisdicdon. THIS DPA WILL BE GOVEENED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE IN WHICH THIS
AGREEMENT IS EXECUTED, WITHOUT EEGAED TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
COUNTY IN WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING
OUT OF OR RELATING TO THIS SERVICE AGEEEMENT OR THE TRANSACTIONS
CONTEMPLATED HEREBY.

Authoritv. Provider represents that it 1s anthonzed to bind to the terms of this Agreement,
mcluding confidenfiality and destruction of Student Data and any portion thereof contained
therein, all related or associated institutions, individuals, employees or contractors who may have
access to the Student Data and/or any portion thereof, or may own, lease or control equipment or
facilibes of any kind where the Student Data and portion thereof stored, maintained or used
any way. Provider agrees that any purchaser of the Provider shall alse be bound to the
Agreement.

Waiver. No delay or omission of the LEA to exercise any right hereunder shall be construed as a
waiver of any such right and the LEA reserves the nght to exercise any such night from time to
time, as often as may be deemed expedient.

Successors Bound. This DPA is and shall be binding upon the respeciive successors n interest
to Provider in the event of a merger, acquisition, consolidafion or other business reorganization
orf sale of all or substantially all of the assets of such business.

[Signature Page Follows]
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IN WITNESS WHEREOF, the parties have execured dus California Studea: Dat Privacy Agreemen:
as of the last day noted below.

Provider. Texas Instruments inc.

Vice Presioent, Wondwide Sales

s &
Printed Nama: o 1 SPAOMERT . e Position:

Local Educaton AZexY. Santa Paula Unified School District

o < i JO—R=2D

it S Ch eferie Tite Positi Deputy Superintendent
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EXHIBIT “A™
DESCRIPTION OF SERVICES
[MNSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE. IF MORE THAN
ONE PRODUCT OFR SERVICE IS INCLUDED, 1IST EACH FRODUCT HERE]
T1 graphing technology companion software licenses, including:
TI-SmartView for the TI-84 Plus CE, TI-Nspire CX Student Software -

Perpetual or subscription, TI-MNspire CX Teacher Premium Software, TI 84
Chromebook App (heta version).

Tl software does not collect or gather personally identifying information.



EXHIBIT “B”

SCHEDULE OF DATA
] Check if used Conduct or NJA
CMEE';“ o Elements by your Conduct behavioral
e system data
IP Addresses
of users, Use WA Date of Birth | WA
Asiplicatici of cookies etc. Place of Birth |wa
£ Gend NiA
Technology ap;}u*il:;ﬂu NJA e S
M technelogy Tace
meta data- Language  |pyp
Please specify: information
(native,
Meta data on NJA Demographics preferred or
. E 115Eer anﬂ.rj"
Appicaton interaction language
Use Statistics with spcken
application student)
Other — pya
Standardized demographic
test scares N/A mformation-
Observation Please specify:
data NI'II:'E"‘- Student school N.I'rA
Aszsessment Other A it
assessment Sfl-ld'!?ﬂt %mde N/A
data-Pleaze Eve
specify: Homeroom |WA
Cudance
Student school N/A ff-:'Uﬂ-'-"fﬂﬂl' N/A
(daily) Enrollment SPFﬂﬁE MIA
attendance curmicuhim
Attendance data PIrOgTams
Student class T ear of
attendance NIA craduation N/A
data Orther
enrollment PUAA
Online N/A mfnnnatiﬂ_n-
communications Please specify:
- 1catl
PRI E?;E;?i Parent/Cruardian Address hIA
{emails, blog Confact Email RUA
entnes) Information Phone T
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Parent [D NJA mumber Ni&
Parent/ saumlier Sate 1) N ,I' A
Giatidian 1D _ l{n:.r-eated to I:IUJ.'_'E]JEEL'
link parents to Provider/App /A
students) assizned
student ID
Parent/ First and/or N Jl,- A mumber
Guardian Name Last Student app N f A
usemame
Student Student app
scheduled N/A passwords N/A
Schedule COurses
Teacher . First andfor
i N,I'A Student Name I ast N,l'A
lflfgf:’ghe NIA PIGEF’“?'“PPH‘ NIA
£ cation
learner performance
1nformation (bvpmg
Low mmcome program-stdent
status N/A imdent In types 60 wpm,
Medical alerts PP reading
/health data N/A HHARHANGS program-stident
Student NJA reads below
disability grade level)
Speciil information
Indicator E‘Eﬁ’iﬁd N/A
services (IEP Academic or NIA
or 504) Student extracumicular
Living /A AR activities a
sitnations Y, EEI];!'EIE]JI student may
{homeless/ P belong to or
foster care) participate 1n
Other
g NIA,
_ indicator Student Student | pya
mformation- Survev responses to
B urvey ;
Please specify: SUIVeys oI
Bespomses guesflonnamwes
Student Address MIA
Contact Email hIA Student MNIA
Information Phone MiA generated
Student work c?lfl:?m;
Student Local (School N/A _‘-’;?Img-.t
. e pictures etc.
Identifiers district) ID Oittier sl [hoR
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work data -
Please specify: N’FA Other N/A
transportation
Student course data -Please
srades N/A specify:
Student course
data N/A Please list NIA
. Erudent. COUTSE | ppn : i_ea{“h
Transcrpt grades/perfor- additional data
MANCE 3COTES Ofther element used,
Other stored or
transcript data WA collected by
-Please your
specify: application
Student bus
- N/A
asslgnment
Student pick NJA No Student Data Collected at this ime X :
T . up and/or drop *Provider shall mmediately nofify LEA 1of this
TARSPOTAtOn | e location designation 15 ne longer apphcable.
Student bus
card ID A
mumber

OTHER: Use this box, if more space needed.

TEXAS IMETRUMENTS INCORPORATED - EDUCATION TECHNOLOGY DIVISION DOES NOT ACCEPT,
COLLECT, RECORD, STORE, NOR DISEEMIMATE PERSONNALLY IDENTIFYABLE INFORMATION

OF STUDENTS OR DISTRICT PERSOMMEL AT AMNYTIME.




EXHIBIT “C*

DEFINITIONS

AB 1584, Buchanan: The statutory designation for what 1s now Califormia Education Code § 490731,
relating to pupil records.

De-Identifiable Information (DII): De-ldenhfication refers to the process by which the
Provider removes or obscures any Personally Idenbfiable Information ("PII”) from student records m

a way that removes or mmimizes the nsk of disclosure of the idenfity of the individual and information
about them.

Educational Records: Educational Eecords are official records, files and data directly related to
a student and maintained by the school or local education agency, mmcluding but not limited to,
records encompassing all the matenal kept mn the student’s cumulative folder, such as general
1dentifying data, records of attendamce and of academic work completed, records of
achievement, and results of evaluative tests, health data, disciplinary status, test protocels and
individualized education programs. For purposes of this DPA, Educational Records are referred to as
Student Diata.

NIST: Draft National Institute of Standards and Technolegy (“NIST™) Special Publication Digital
Authentication Giudeline.

Operator: The term “Operator” means the operator of an Intemet Website, online service,
online application, or mobile application with actual knowledge that the site, service, or application
15 used pnmanly for K-12 school purposes and was designed and marketed for K-12 school
purposes. For the purpose of the Service Agreement, the term “"Operator”™ is replaced by the term
“Provider.” This term shall encompass the term “Third Party,” as 1t 1s found in applicable state statutes.

Persomally Identifiable Information (PII): The terms “Personally Identfiable Information™ or
“PI" shall melude, but are not hmited to, student data, metadata, and user or pupil-generated content
obtamned by reason of the use of Provider's software, website, service, or app, mcluding mobile
apps. whether gathered by Provider or prowvided by LEA or its users, students, or students’
parents/guardians. PII mecludes Indirect Identifiers, which 15 any mformation that, either alone or m
aggregate, would allow a reasonable person to be able to identify a student to a reasonable certainty.
For purposes of this DPA, Personally Identifiable Information shall imclude the categories of
information listed in the definition of Student Data.

Provider: For puwrposes of the Service Agreement, the term “Provider” means provider of
dizital educational software or services, mcluding cloud-based services, for the dimtal storage,
management, and retneval of pupil records. Within the DPA the term “Provider” ncludes the term
“Third Party” and the term “Operator” as used mn applicable state statutes.

Pupil Generated Content: The term “pupil-generated content™ means matenals or content created by a
pupil during and for the purpose of education including, but not limited to, essays, research
reports, portfolios, creative writing, music or other audio files, photographs, videos, and account
information that enables cngoing ownership of ?Epﬂ content.



Pupil Records: Means both of the following: (1} Any information that directly relates fo a pupil that 13
maintained by LEA and (2) any information acquired directly from the pupi through the use of
instructional software or applications assigned to the pupil by a teacher or other LEA employee. For the
purposes of this Agreement, Pupil Records shall be the same as Educational Fecords, Student Personal
Information and Covered Information, all of which are deemed Student Data for the purposes of this
Agreement.

Service Agreement: Fefers to the Contract or Purchase Order to which this DPA supplements and
modifies.

School Official: For the purposes of thus Agreement and pursuant to 34 CFE 9931 (B), a School
Official 15 a confractor that: (1) Performs an mstitutional service or finction for which the agency or
insfifution would otherwise use employees; (2) Is under the direct control of the agency or institution
with respect to the use and maintenance of education records; and (3) Is subject to 34 CER 99.33(a)
goverming the use and re-disclosure of personally 1dentifiable information from student records.

SOPIPA: Once passed, the requirements of SOPIPA were added to Chapter 222 (commencing with
Section 22384) to Division 8 of the Business and Professions Code relating to privacy.

Student Data: Student Data mehades any data, whether gathered by Prowvider or provided by LEA o1 its
users, students, or students’ parents/guardians, that 15 descriptive of the student including, but not limited
to, mformation mn the student’s educational record or email, first and last name, home address, telephone
number, email address, or other mformation allowing online contact, discipline records, videos, test
results, special education data, juvenmile dependency records, grades, evaluations, criminal recerds,
medical records, health records, social secunity numbers, biometric mformation, disabilities,
socioeconomic mformation, food purchases, political affiliations, religions mformation text messages,
documents, student identifies, search ac@ivity, photos, volce recordings or geolocation information.
Student Data shall constitute Pupil Records for the purposes of this Agreement, and for the purposes of
Califormia and federal laws and regulations. Student Data as specified in Exlubat “B” 15 confirmed to be
collected or processed by the Provider pursuant to the Services. Student Data shall not constitute that
information that has been anonymized or de-1denfified, or anonymeoens usage data regarding a student’s
use of Provider’s services.

SDPC (The Student Data Privacy Consortium}): Fefers to the national collaborative of schools,
districts, regional termtories and state agencies, policy makers, trade orgamizations and marketplace
providers addressing real-world, adaptable, and implementable solutions to growing data privacy
CONCems.
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Subscribing LEA: An LEA that was not party to the original Services Agreement and who accepts the
Provider’s General Offer of Privacy Terms.

Subprocessor: For the purposes of this Agreement, the term “Subprocessor” (sometmes referred to as
the “Subcontractor”™) means a party other than LEA or Provider, who Provider uses for data collection,
analytics, storage, or other service to operate and/or improve its software, and who has access to PIL

Targeted Advertising: Targeted advertising means presenting an advertisement to a student where the
selection of the advertisement 15 based on student information student records or student generated
content or inferred over time from the usage of the Provider’s website, onlme service or mobile
application by such student or the retention of such student’s online activities or requests over time.

Third Party: The term “Third Party”™ means a provider of digital educational soffware or services,
including cloud-based services, for the digital storage, management, and retreval of pupil records.
HDWE'.-EI’ for the purpose of this Agreement, the term “Third Party™ when used to indicate the provider
of digital educational software or services 1s replaced by the term “Provider.”

13



EXHIBIT “D*”

DIRECTIVE FOR DISPOSITION OF DATA

Santa Paula USD directs 1EXas Instruments Inc. £

dispose of data obtainedby Provider pursmant to the terms of the Service Agreement
between LEA and Provider. The terms of the Disposition are set forth below:

Parfial The categones of data to be disposed of are as

Extent of Disposition llows:

Disposition shall be:
X

Complete. Disposition extends to all categories of data.

% Texas Instruments will neither collect nor accept any category ::T

Nature of Disposition X Destruction or deletion of data.
) . Any data transmitied to Tl will be destroyed immediately.
Disposttion shall be by Transfer of data. The data shall be transferred as set forth

m an attachment to this Directive. Following confirmation from
LEA that data was successfully transferred, Provider shall
destroy or delete all applicable data.

Timing of Disposition ¥  Data Shall not be accepted nor collected.

As soon as commercially practicable

Data shall be disposed of by the
followimng date:

By (Insert Date)

Diate
BRI

Diate

by Authonzed Eepresentative of Provider

1%



EXHIBIT “E”

GENERAL OFFEE. OF PRIVACY TEEMS

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and Sania Paula USD
and which 15 dated 0971772020 to any other LEA (“Subscmibing LEA™) who accepts this
General Offer though its signature below. This General Offer shall extend only to privacy protections
and Provider's signature shall not necessanly bind Provider to other terms, such as pnce, term, or
schedule of services, or to any other provision not addressed i this DPA. The Provider and the other
LEA may also agree to change the data provided by LEA to the Provider m Exhibit "B" to swt the
unique needs of the LEA. The Provider may withdraw the General Offer mm the event of (1) a
material change i the applicable privacy statutes; (2) a matenal change in the services and
products subject listed m the Ongmating Senvice Agreement; or three (3) years after the date of
Provider’s signature to this Form. Provider shall notify CETPA in the event of any withdrawal
so that this information may be ansmitted to the Alliance’s users.

Provider: Texas Instruments Inc.
BY: :v//lpdf f;\ o Tt 9/20/2020
Printed Name: oo Wi e Title/Position: Re i rRHenl W hmoe.Salcs

1. Subscribing LEA

A Subscnbmg LEA | by signing a separate Service Agreement with Provider, and by its signature below,
accepts the General Offer of Pnvacy Terms. The Subsenbing LEA and the Provider shall therefore be
bound by the same terms of this DPA.

Subscnbing LEA:
BY: Date:
Printed Mame: TitlePosition:

TO ACCEPT THE GENERAL OFFER. THE SUBSCRIBING LEA MUST DELIVEE THIS
SIGNED EXHIBIT TO THE PERSON AND FMATT ADDRESS LISTED BELOW

Jennifer Cezar

Name:

Tine: T artnership Consultant

Email Address: JEEEE‘ r@tl .com
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EXHIBIT “F” DATA SECURITY REQUIREMENTS

[INSEET ADDITIONAL DATA SECURITY REQUIREMENTS HERE]

Texas Instruments Incorporated - Education Technaology Division will not
accept, collect, record, store or disseminate personally identifying
information for students or district staff.

0061 B-D000L4274376.1
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