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This Maine Stadent Data Privacy Agreement ("DPA") is entered into by and hetween the

Lewiston Public Schools  (hereinafter referred to as “School Unit™) and Teacher Made
(hereinafier referred to as “Provider™) on the date provided on the preceding page. The Partics agree fo
the terins as stated herein,

RECITALS

W-H:EREAS@ the Provider has agreed 10-provide the School Unit with certain digital educational
services {“Services”) pursuant to a contract dated 4 2.7-20 {“Service Agreement”™); and

WHEREAS, in order 0 provide the Services described in the Service Agreement, the Provider may
receive or oreate, and the School Unit may provide, documents or data that are covered by several
federal stawtes, among them, the F ederal Educational Rights and Privacy Act (“FERPA™} at 20 U.S.C.
§1232g et. seq. {34 CFR Part 99);, Children’s Online Privacy Protegtion Act (“COPPA™, 13 U.S.C.
§§6501-6506; Protection of Pupil Rights Amendment ("PPRA™) 20T).8.C. §123%h et seq.; and
Indtviduals with Disabilities Education Act {IDEA™} 20 U.8.C. § 1400 et. veq. (34 CFR Part 300} and

WHEREAS, the documents and data transferred from School Units and created by the Provider's
Services are also subject to several state student privacy Jaws, including Maine’s dissemination of
student records law 20-A MRS, §6001; Maine Student Information Privacy Act 20-A M.R.S. §951 et
seq: (“MSIPA™); and Maine Unified Special Education Regulations ("MUSER™} Maine Dep’t of Edu.
Rule Ch. [01; and

WHEREAS, this Agreement complies with Maine laws, and federal law; and

W H] "—”.ZREQ.S@ the Parties wish 0 enter into this DPA to engoré that the Service A greement conforms to
the requirements of the privacy laws referred to above and to establish implementing procedures and
duties: and

WHEREAS, the Provider may, by signing the "General Offer of Privacy Terms®, agree {0 allow other
school units in Maine the opportunity Lo accept and enjoy the benefis of this DPA for the Services
deseribed hercin, without the need to negotiae ferms in a separate DPA,

NOW THEREFORE, for good and valuable consideration, the parties agrée as follows:

ARTICLE i: PURPOSE AND SCOPE
Burpose of DPA. The purpose of this. DPA is to describe the duties-and responsibilities to
protect student data transmaitted to Provider from the School Unit pursnant to the Service
Agreement, including compliance with all applicable federal and state privacy stamtes, inchiding
FERPA, PPRA. COPPA, [DEA, MSIPA, and MUSER and other applicable Maine laws, all as’
may he amended from time to time. In performing these Services, the Provider shall be
censidered 4 Schoot Official with a legitimate educational inferest, and perfbrming services
otherwise provided by the School Unit. Provider shall be under the direct control and supervision
of the Schoot Unit with respect to the use and maintenance of information shared with Provider
by School Unit pursuant to this Agreement and the Service Agreement.
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2. Nature of Services Pmﬁdeﬁﬁ The Provider has agrecd to provide the following digital
educational services deseribed below and as may be further outlined in Exhibil “A” hereto:

3. Smﬂ,ent Data to Be Provided. In order to perform the Services described in the Service _
Agreemenl, School Unit shall provide the categories of data described below or as indicated in
the Schedule of Data, attached hereto as Exhibit “B™:

4. DPA Definitions. The definition of terms used in this DPA is found in Exhibit “C”. In the event
of 2 candlict, definitions used in this DPA shall prevail over terms used in the Service
Agreement.

ARTICLE 11: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Stud_ent Data Properey of Scheol Unit. All Student Data transmitted to the Provider pursiant to

*

the Service Agreement i5-and will continue to be the property of and under the contral of the
School Umt. The Provider further acknowledges and agrees that all copies of such Student Data
trapsmitted to the vaidﬁr;inﬂuding any modifications or additions or any portion thereof from
any source, dre subject to the provisions of this DPA in the same manner as the original Student
Datz. The Parties agroe that as between them, all rights, including alt iniellcctual property rights
in and to Student Data shall remain the exelusive property of the S¢hool Unit, For the purposes
of FERPA, the Provider shall be considered a School Official, under the control and direction of
the School Unit as it pertains to the use of Student Date notwithstanding the above. Provider niay
teansfer pupil-generated eontent to a separate account, aceording 1o the procedures set forih
below.

2. Parent Access. Schiool Unit shall establish regsonabie procodures by which a parent, Iegai
guardian, or cligible student may review Student Data on the pupil’s records, correct erroncous
information, and procedures for the wansfer of pupil-generated content to a personal sceount,
consistent with the functionality of services. Provider shall respond in 2 reasoaably timely
manner {and no later than 30 days from the date of the request for Stadent Data related to regular
education students; and without utinecessary delay for Student Daie related to special education
students and, for such requests made in anticipation of an IEP mecting, due procéss hedring, or
resolution session, without unnecessary delay and before any such meeting, due process hearing,
or resolution session and, in either case, in no event more than 30 days from the date of the
request) to the School Unit’s request for Student Data in a pupil’s records held by the Provider to
view dr correct as recessary. In the event that a parent of a pupil or other individual contacts the
Provider to review any of the Student Data accessed pursuant to the Services, the Provider shall
refer the parent or individual w the School Linit, who will follow the necessary and proper
proceduscs regarding the roquested infortmation,

b3
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3.

4.

5.

6.

1.

2’

3.

4.

ii

Separate Aecount. Provider shall, at the request of'the Schoo! Unit, transfor Student Generated
Confent to a separate stadent account..

Third Party Request. Should a Third Party, ineinding law enforcement and government
entities, contact Provider with a request for data held by the Provider pursuant to the Services,
the Provider shall redirect the Third Party to request the data directly from the School Unit,
Provider shall notify the School Unit in advance of a compelled disclosure to 2 Third Party, The
Provider will not use, disclose, compile, tranifer, and/or sell the Stadent Data and/or any portion
thereot to any third patty or oiher entity or allow any other third party or other entity to use,
disclose, compile, transter or sell the Saxdent Data andiorany portion thereof, '

No Unagthorized Use. Provi &cr'sf}ai!m}f use Student Data for sny purpose ather than as
axplieitly specified in the Service Agrecrnent. Any use of Student Data shall comply with the
terms of this DPA, '

Subprocessars. Provider shall enter into written agreements with all Subprocessors performing

Tunctions pursuant to the Service Agrooment, wherehy the Subprocessors agree.to protect
‘Student Data in 2 munwer consistent with the terms of this DPA.

ARTICLE 1i: DUTIES OF SCHOOL UNTT

Provide Daia In Compliance With FERPA. Schoal Unit ﬁhz_d} provide data for the purposes of
the Service Agreement in compliance with FERPA, COPPA, PPRA, IDEA, MSIPA. and
MUSER and all other Maine privacy statutes and regulations réferenced or identified in this
DPA,

Annual Notification of Rights. [f the School Unit has a poliey of disclosing education records
under 34 CER § 99.31 {a) (1}, School Uit shall include a specification of criteita for
detertining who constitues a “school afficial” and what constitutes a “legitimate educational
interest” i its anmual notification of rights, and determine wheiher Provider qualifies as a
“schoul official.”

Reasonable Precautions. School Unit shall take reasonable précaulions o secure usernames,
passwords, and any other rmeans of gaining access to the Services and hosred data,

LUnauthorized Access Notification. Schiool Unit shall notify Frovider promptly of any kriown or
suspected unauthorized acecss. School Unit will assist Provider in any efforts by Provider o
investigate and respond to any unsuthorized access,

ARTICLE 1V: DUTIES OF PROVIBER
Privacy Compliange. The Provider shall comply with all applicable stale and federal laws and

regulations pertaining fo data privacy and security, including FERPA, COPPA, PPRA, IDEA,
MBSIPA, MUSER and all other Maing privacy statutes and regulations identified in this DPA.
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2. Authorized Use, The data shared pursuant to the Service Agreernent, imcluding persistent unique
identifiers, shall be used for o purpose other than the Services stated in the Service Agreemeint
and/or otherwise-authorized wnder the statutes referved to in sibsection (1}, above. Provider also
acknowledges-and agrees that it shall not make any re-disclosure of any Student Data or any
portion thergof, including without Hmitation, meta data, user content or other non-public
information and/or persomally ideatifiable information contained in the Student Data, without the
express written cansent of the School Unit:

3. Emplovee Obligation. Provider shall require all cmp&;yew awd agents who have access to
Student Data to comply with alf anplicable provisions of this DPA with respect to the data shared
under the Service Agreement. Provider agrees fo require and maintain an appropriaie
confidentiality agreement trom each employee or agent with dccess to Student Dxata pursvant’ o
the Service Aﬂrlmmm{

4. No Disclosure. De-identified information may be used by the Provider for the purposes of
devel lopiment, mseamii angl i mpztwemmt of educational sites, services, or a;;phaatmnﬁ, as any
other member of the public or party would be able to use de-identified data putsnant to 34 CEFR
99.31{b). Provider agrees not to altempt w re-identify de-identified Student Data and net to
wanafer de-identified Stident Data 16 any paﬁy uniesg (a) that paftv agrees in writing ot to
attempt re- 1dem:imatmn, and (b) prior written notice has heen. given to School Unit, who has
provided prios writlen consent for such transfer. Provider shall not copy, reproduce or transmit
any data obtained under the Service Agreement and/or any portion thereof, except as necessary
o fulfill the Service Agreemers.

5. Disposition of Data. Provider shall dispese of ardelete all Stadeat Data obtained under the
Service Agroement when it is no Tonger needed for the purpase for which it was, obtained and
transfer said data to School Unit or Scheol Unit's designee within sixty (60) days of the date of
termination and aceording to ¢ schedule and provedure as the Partics may reasouably agree.
Nbthing in the Service Agreement authorizes Provider to maintain Student Data obtained under
the'Service Agreement beyond the time period reasonably needed to complete the disposition.
Digposition shall incfude: (1} shredding any and atl hard copies of any Student Data; and (2)
erasing or otherwise modifying the records to make them unreadable and indecipherable,
Provider shall provide written notification io School Unit when the Student Data has been
disposed of or deleted. The duty 1o dispose of ér delete Student Data shall not extend to daia that
has been de-1dentified or placed in & separare studernt aceount, pursuant to the other terms of the
DPA. The Schaal Uit may employ a “Directive for Bib?ﬂ%ﬂﬂﬂﬁ of Data”™ Fotm, a copy of which
is attached hereto as Exhibit “I}™. Upon receipt of a request from the School Unit, the Provider
with immediately pravide the Schoo! Unit with any specified portion of the Stadent Data within
theee (3) calondar days of receipl of said request.

6. Advertising Prohibition. Without limiting any other provision in this DPA, Provider is
speeifically prohibited from using, disclosing, or selling Stadent Data to (g} market or advertise
to students or families/guardians: (b) inform, mfluence, or enable marketing, advertising, or other
commercizl efforts by a Provider; (¢) develop a profile of a student, family member/suardian or
group, for any commercial purpose other than providing the Service(s) to School Unit; or (d) use
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the Student Data for the development of commercial products or services, other than as
noeossary fo provide the Service{s) to School Unit:

ARTICLE V: DATA PROVISIONS

y. The Provider agrees to abide by and maintain commercially reasonable data
security measures, consistent with industry standards and technology best practices, to protect
Student'Data from unauthorized disclosure or acquisilion by g mmmh&mz:_d.;;;,mm The gencral
seourity doties of Provider are set-forth below. Provider may further detail its security programs
and messures in Exhibit “F" hereto, These measures shall intlnde, but are not limited to:

a. Passwords and Employee Access. Provider shall secure usernames; passwords, and any
other means of gaining access tothe Services or to Student Dara, at a level suggested by
Axticle 4.3 of NIST 800-63-3. Provider shall only provide access to Student Data 1o
employees or contractors that dre perfornting the Services. Employees and contractors
with access to Student Data shall have signed confidentiality apreements regarding said
Stadent Data, All employees with access te Student Records shall pass criminal
background cheeks.

b. Destruction of Data, Provider shall destroy or delete all Student Dats obtained under the
Service Agreement when it 5 no longer needed for the purpose for which it was obtained
and/or wansfer said data to School Unit or School Unit's designee, according to a
schedule and procedure as the parties may reasonable agree wpon, Nothing in the Service
Agreement aithorizes Provider to maintain Student Data beyond the time period
reasonably needed to complete the disposition.

e. Security Protocols. Both parties agrée to maintain security protocols that meet industry
best practices in the transfer or transmission of any data, inchiding ensuring that dafa may
only be viewed araccéssed by parties legally allowed 1o do so. Provider shall maintain. all
data obtained or generated pursuant to the Service Agreement in & secure computer
environment and not copy, reéproduce, or transinit data obtzined pursuant to the Service
Agreement, excepl as necessary to fulfill the purpose of data requests by School Unit,

d. Empleyee Training. The Provider shall provide periedic seourity training to those of its
employecs whe operate or have access to the system, Further, Provider shaii provide
Sehiool Unit with contact information of an employee who Schivol Unit tay coritet if
there are any securiby CORCEINS or guostions,

¢ Becurity Technology. When the service is acoessed using a supporied web browser,
Secure Socket Layer (*S8L”) or equivalent technology shall be employed to protect data
from unauthorized access. The sérvice security measures shall include server
authentication and data encrypiion. Provides shall host data pursuant to the Service
Agreement in an environment using a firewall that is perivdically updated secording to
industry standards.
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. Security Coordinator. Provider shall provide ihe name and contact information of
Provider’s Security Coordinator for the Student Data received pursuant to the Service
Agreement, '

£. Subprocessors Bowad. Provider shall enter into written agreements whereby
Subprocessors agree to secure and protect Student Data in 2 manngr consistent with the
terms of this Article V. Provider shall periodically conduct or review compliance
monitoring and asséssments of Subprocessors to determine their eompliance with this
Article.

h. .Pez-ia&_ic Risk Assessment. Provider ﬁaréhe;-aclgmwwégﬁs and agrees to conduet
periadic risk assessments and remediate any identified security and privacy
vulnerabilities in a timely manngy, Upon request from Schoo! Unit, Provider shall
provide School Unit with records evidencing completion of such periodic risk _
assegsmients and documenting any identified sccurity and privacy vulperabilitics as well
as the remedial measures taken to correct them.

i Backups. Provider agrees fo maintain backup copies, bscked up dt least daily, of Student
Data m case of Provider™s system failure or any other undoreseen event resilfing in loss
of Student Data or any portion thereof, '

Jo Audits, Upon receipt of a vequest from the School Unit, the Provider will allow the
Sehoot Unit to audit the security and privacy measures that are in place to ensure
protection of the Student Record or any portion thereof, The Provider will cooperate fully
with the School Unit'and any Tocal, state, or federal ageney with oversigh
suthority/jurisdiction in connection with any audit or investi gation of the Provider andfor
delivery of Services to students and/or Sehoot Unit, and shall provide full access to the
Provider’s facilities, staff, agents and School Uniit’s Student Data and all records
pertaining 1o the Provider, School Unit and délivery of Services 1o the Provider. Failure
1o cooperate shall be deemed a material breach of the Agreement.

2. Data Breach. In the event that Student Data 5 accessed or obtained by an unauthorized
individual, Provider shall provide netification to Schoel Unit within a ressonable amount of Hing
‘of the 1neident. Provider shall follow the following process for such notification:

a. Thesecurity breach notification shall be written in plain language, shall be titled “Notice
of Data Breach, " and shall present the information deserihed herein under the following
headings: “What Happened,” “What Exformation Was Involved,” “What We Are Doing™
“What You Can Do, and “For More Information.” Additional iuformation may be
provided as a supplement to the notice,

B. The security breach fotification described above in section 2a) shall ineludé. ata
minisurn, the following information:

& The name and contact information of the reporting Schoo! Unit subject to this
section.
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il. A list of the types of personal information that wete or are reasonably befieved to
have been the subject of a breach.

iii. ‘If the information is possible to determine at the time the natice 18 provided, then
either (1} the dite of the breach, (2) the estimated date of the breach, or (3) the
date range within which the breack occurred. The notification shall also inctude
the date of the notice.

iv. Whether the notification was delayved as s veésult of 5 law enforcement
investigation, if that information is possible w determine st the time the notics is
provided.

v. A general description of the breach incident, if that information is possible to
deterniing at the time the potice is provided.

At School Unit’s diseretion, the security breach notification may also include any of the
following:

k. Information sbout what the agency has done to protect individuals whose
information has been breached.

il Advice on steps that the person whose mfmmaucm iy beenl breached may fake to
pﬂ}iu}t Mimself or herself,

. Provider agrees to adhere to all requirements in applicable state and in foderal law with

respeet to a data breach refated to the Student Data, including, when appropriate or
tequired, the required responsibalities and procedures for notification and mitigation of
any such data breach.

'vaider further acknowledges and agrees to have a written incident response plan that

reflects best practices and is consistent with industry standards and federal and state faw
for responding to a data breach, breach of secunty, privacy incident or wnauthorized
aequisition or use of Student Data orany portion thereof, including personally
identifiable information and agrees to provide School Unit, upon request, with a copy of
said written incident response plan.

At the request and with the agsistance of School Unit, Provider shall notify the affected

parent, legal guardian or eligible pupil of the unanthorized access, which shall include the
information listed in subsections (b) and (¢}, ahove.

ARTICLE VI- GENERAL OFFER OF TERMS

Provider may, by signing the attached Form of General Offer of Privacy Terms (General Offer.
attached hereio as Exhibi “27), be bound by the terms of this to any other School Unit who signs the
acceptance on in said Exhibit. The Form is limited by the terms and conditions described therem.

ARTICLE VII: MISCELLANEOUS

1. Term. The Provider shall be bound by this DPA for the duration of the Service Agreement or so
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long as the Provider taintaing any Student Data. Netwithstanding the foregoing, Provider agrees
to he hound by the termhs snd obligations of this DPA for no less than three (3) years.

2. Termination. In the event that either party secks to ferminaie this DPA, they may do so by
mubual written consent so long as the Service Agreement has lapsed or has been terminated.

3. Effect of Termination Survival. If the Service Agreement 1s terninated, the Provider shall
dispose of and destroy all of School Unit's data pursuant te. Article IV, section 5, and Article V,
section 1{b).

Priority of Agreements. This [3PA shall govern the ireatment of student records in order to
gomply with the privacy protections, nctuding those found in FERPA and all applicable privacy
statutes identified in this DPA. In the cvent there is conflict between the terms of the DPA and
the Service Agreement, of with any other bidRFP, license agreement, terms of use, o privacy
policy, ot writing, the terms of this DPA shall apply end take precedence. E‘(c&p{ as deseribed in
this paragraph, all other provisions of the Service Agreement shall remain in cffect.

5. Natice All notices ér pther cotnmunication required or permitted t6 be given hereunder must be
in writing and given by personal delivery, facsimile or e-mail fransmission (if contact
information is previded for the specific mode of deliv ery}. o first class mail, postage prepaid,
seint fo the designated representatives before:

The designated representative for the Provider for this Apreement is:

TINSERT INFORMATION]

The designatad representative for the School Unit for this Agreement i

Kalvin Jake Langlais
Superintendent of Schools
36 Oak Street

Lewiston, Maine 04240
[INSERT INF ORMATI ON}
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greement, This DPA constitutes the entire agreement of the parties relating to the
subject matter hereof and supersedes all prior communications, representations, or agrecments,
oral o written, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any particular instance and
either retroactively or prospectively) only with the sigtied written consent of both parties. Neither
faiture nor defay on the part of any party inexercising any right, power, or privilege hereunder
shall operate as a waiver of such right, nor shall any single or partial exercise of any such right,
power, or privilege preclude any further exercise thereo? or the exercisc of any gther right,
power, or privilege.

7. Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction
shall, as to such jurisdietion, be ineffective to the extent of such prehibition or uncnforceabi ity
without invalidating the remaming provisions of this DPA, and any such prohibition or
unenforceability in any jurisdiction shall not invalidate or render unenforceable such provision in
amy other jurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly
drawn 50 as not fo be prohibited or unenforceable in such jurisdiction while; at the same time,
maintaming the infent of the pavties, it shall, as to such Jurisdiction, be 50 narrowly drawn
without mvalidating the remaining provisions of this DPA. or-aifecting the vatidity or
enforeeability of such provision in any ather jurisdiction.

soverning Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF MATINE,
WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES, EACH PARTY CONSENTS
AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND
FEDERAL COURTS IN CUMBERLAND COUNTY, MAINE FOR ANY DISPUTE ARISING
OUT OF OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS.
CONTEMPLATED HEREBY.

8. Autherity. Provider represents that it is authorized to bind to the terms of this Agreement,
including confidentiality and destruction of Stadent Data and any portion thereof contained
therein, all related or associated instinetions, individuals, employees or contractors who may have
access to-the Student Data and/or any portron thereof, or may own, lease or control eguipment or
facilities of any kind where the Student Data and portion thereof stored, maintained or used in
ahy way.

10. Waiver. No delay or omission of the School Unit to excrcise-any right hereunder shall be
construed as a waiver of any such right and the Schico! Unit reservey the right to exercise any
sueh right from time to-time, as often as may be deemed cxpedient,

[Stgnature Page Follows]
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IN WITNESS WHEREOF, the partics have cxecuted this Maine Student Data Privacy Agreement as
of the Tast day noted below.

Teacher Made
& g x‘%

Date: Bore, Fo2e

Printed Name: 12 red S Tigeosiion. | (T

Address for Notice Purposes: _
& e iﬁ«aw She. 1>
D.eim. BE 1 949s]

Lewiston Public Schools

Y fﬂ,..d \ ‘ .
BY: N[ /A2 Daw; Ij—/f// (A
=y [A1
Printed Name-/@Vin Jake Langlal om0 Superintendent

Address for Netice Purposes:

36 Qak Strest
Lewiston, Maine 04240
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EXHIBIT “A”

DESCRIPTION OF SERVICES

s i e o | b .- 2
g‘wgmw‘;‘é{"é’ p‘ z:} TS ‘“"“}"';5 -5’;#& ?i'”f‘*gé kj;‘?@ff%:& ﬁ‘}-’z'«a’ g%ﬂ
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EXHIBIT “B”

SCHEDULE OF DATA,

Category of
Data

Elenients

Check
i used
by
your
. system

A-ategory of
Data

Elements

- Check |
if used |

your

system

Application
Technology
Meta Data

1P Addresses of

users, Use of
cookies ¢le.

v

Other application
technology meta

data-Please specify:

Application Use
Statistics

Mota data on user
interaction with

_applicatios

Language
mformation (native,

preferred or primary

language spoken by
student)

| Other demographic
information-Please

specify:

Asgessment

Standardized test
scores

Observation data

Other asscssment

data-Please speeify:

Attendance

Student school
{daily} attendance

| dara

Enroliment

Student school
erirailment

Student grade level

Hiomefoon

Guidance counselor |

Specifie curticulum
programs

Year of eraduation

Other enroliment
information-Please

speciiy:

Student class
attendance data

Conununications.

Clinge

comimumnications
that are captared

| {zmails, blog
entries)

Parent/Guardian

Contact
Information

Address

Email

Phanf;

Parent/Guardian

D

Parﬁnt-li_j number
icreated fo buk

parents to students)

Ceonduct

Copduct or

behavioral data

Parent/Cuardian

Name _

- First and/or Last

Demographics

. Date of Birth

Place of Birth

Crender

Schedule

Srudent scheduled

COUTSES

Ethnicity or race

Teacher names
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Category of
Data

Elenients

Check

© your

S’j’&iﬁl}}_

Category of

Elements

English language
learner information

Low income status

Medical alerts
‘health daia

Student disability
information

Speciul Indicator

Specialized
educaiion services
(IEP or 304)

Stodent In App
Performance

Cheek

if used |

vour
system

Pr&ﬁgmﬂi{applic&ﬁaﬂ

performance
{tvping program-
student types 60
wpm, reading
program-student
reads below grade

level)

Lyving situations
(homeless/foster
gare)

Gther mdicator
iﬂ'ﬁ}rmmim-ﬁmeﬂs;e
specify:

Student Program
Membership

Academic or
extracurricular
activities a student
may belong to or

participate in

Category of
Data

' Elements

Check

if used

¥OUT

- system

Srudent Survey

Responses

Stdent responses

1 Surveys or

questionnaires

Student Contact

Addr'ﬁ_ss

Email

Informarion

Phome

Student work

Student generated
content; writing,
pictures efe.

Other student work

data. -P }ﬁa«‘;@
Sp@gﬁé‘fy:

“Local (School

districty ID number

Studeat
Tdentifiers

Siate 1D number

Vendor/App
assigned studant 1D
number

Student app
uscrname

Student app

passwords

Transcript

Student course
grades

_ Smdent course data

student eourse
grades/performance
scores

(rther transcript

data -Please
specify:

Siudent “‘\Eame

Firsi and/or Lagt’
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- Transportation

Student bus

_assigmment

Student pick up
and/or drop off
location




Category of
Data

Flements

[ Check
if uged

by
your.
‘sysiem

Category of
Dats

Elements

Check
i used
by
your
syeten

Student bus card (D

number

Other ’imnép@r'.{aﬁm
data - Please
speﬁit‘y:
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- Please list each
additional data
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stured or collected

by your application:




EXHIBIT “C”
DEFINITIONS

METDA (Maine Educationa) Technology Directors Association): Refers 1o the membership
‘organization serving educational IT professionals in'the state of Maine 10 promaote general recognition of
the role of IT professionals in educational institutions; improve network and conmputer scrvices:

infegrite emerging technologies; cncourage appropriate use of iiformation wechnology for the
unprovernent of edycation and suppart standards whereby common miterchanges of electronic
information can be aecomplished efficiently and effectively. '

Covered Informiation: Covered Iinformation means materialy that regard a stuwdent that are in any media
or toumat and inclodes materials as identified by MSIPA. The categories of Covered Information under
Maine law are found in Exhibit B, For purposes of this DPA, Covered Information 1s referred to s
Student Data.

Educational Records: Educational Records are official records, files and duta direcily related to a
student and maintained by the schiool or schoo! unit, including but not limited tg, records encompassing
all the material kept in the student’s cumulative folder; such as general identifying data, records of
atiendance and of academic work completed, records of achievement, and results of evaluative tests,
health data, disciplinary status, test protocols and'individm}imé education programs and 504 plans. The
catégories of Educational Records under Maine law are also found in Exhibit B, For purposes of this
DEA, Educational Records are referred to-as Student Daia,

De-Identifinble Information (DIT); De-Identitication refers 1o the process by which the Provider
removes or obscures any Personally Identifiable Information (P from student records in & way that
Femoves or mimmizes the risk of disclosure of the identity of the individual and information about thent.

NIST 800-63-3: Draft National Institute of Standards and Technology (“NIST™} Special Publication
800-63-3 Digiral Authentication Guideline.

Operator: The term “Operator” means the Gperator of an Interniet Website, online service, online
application, or mobile application with actual knowledge that the sire, service, or applicition is used
primarily for K-12 school purposes and was designed and marketed for K<172 sehool parposes. This term
shall encompass the term "Third Party,"” as it is found in applicable state statues.

Persanally Identifiable Informaiien (PI): The terms “Personally Identifiable Information” or “PI™
shall include, but are ot limited to, student date, metadata, and nser ar pupil-generated content obtained
by reason of the use of Provider's software, website, service, orapp, mchading mobile apps, whether
gathered by Provider or provided by School Unit or its users, students, or students’ parentsguardiang.
Fil includes Indirect [dentifiers, which is any information that, cither alone or in aggregate or
combination, would allow a reasonable person who does not have knowledge of the relevant
eHcumstances to be able to identify a student. For purposes of this DPFA, Personally Identifiable
Information shall include the categories of mformation listed in the definition of Student Data.
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Provider: For purpoeses of the Service Agreement, the lenm “Provider” means provider of digital
educational software or serviges, including cloud-based services, for the digital storage, management,

and retrigval of pupil records, Withitrthe DPA, the term "Provider” includes the term “Third Party” and
the tenm “Operator” as used in applicable stale statutes.

Pupil Generated Content: ”f!m-tenfﬁ'“pupﬂ:»genﬁrmad content” means matérialy or cantent created by a
pupil duting and for the purpose of education including, but not imited to, essays, research reports,
partfolioy, treative writing, music or nther audio files, photographs, videos, and aceount informatian that
enables ongoing ownership of pupil content.

Pupil Heeords: Means both.of the following: (1) Any information that directly refates to a pupil that 15
maintained by School Unit-and (2) any information acquired directly from the pupi} through the use of
instructional software or applications assigned to the pupil by a wacher or gilier School Unit employee.
For the purposes of this Agreement, Pupil Records shall be the same as Fducational Records and
Covered Information. :

Service Agreement: Refers to the Contract or Purchase Order that this DPA supplements and modifies.

Schiool Official: For the purposes of this Agreement and pursuant to 34 CFR 99:31 (B), a Schoo!
Official is & contractor that: (1) Performs an institutional service or function for which the agency or
institution would otherwise use employees; (2) Is nnder the direct control of the agency or istitation

with respect to the use and mantenance of education records; and (3) Is subject 1o 34 CFR 99.33(a)
gaverning the use and re-disclosure of personally idenifiable information from student records.

Student Data: Student Data includes any data, whether gathered by Provider or provided by School
Unitor its users, students, or students’ parents/guardians, that is deseriphive of the student mehading, but
nat limited to; information in the student’s educational record of ¢mail, fust and last name, home
address, telephone number, email address, or other information allewing onhine contact, digcipline
records, videos, test results, special education daia, juvenile dependency récords, grades, evaloations,
criminal records, medical records. health records, social security yarmbers, biomerric informtion,
disabitities, socioeconormic information, food purchascs. political affiliations, religious inforemation text
messages; documents, student identifies, search activity, phatos, voice recordings or gealocation

information. Student Data shalf constitute Pupil Records for the purposes of this Agreement, and for the
puposes of Massachusetts and Federal laws and regulations. Student Data as specifiad n Exhibit B is
confirinied to be collected or provessed by the Provider pursuant to- the Services. Student Data shall not
constitute that information that has been anonymized or de-identified, or anonymous usage data
regarding a student’s use of Provider's sery ives.

SDPC (The Student Data Privacy Consertium): Refers w0 the national collaborative of schools,
districts, regional, territories and state agencies, polic mkers, frade orgamzations and marketplace
providers addressing real-world, adaptable, and iminiementable solutions to growing data privacy
cOngerns,

Subscrifing School Unit: A School Unit that was not party 0 the original Services Agreement and whe
aceepts the Provider’s General Offer of Privacy Tenms. :
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Subprocessor: For the parposes of this Agrecment, the term “Subprocessor” (sometimes referred to as
the “Subcontractor ™) means a party other than School Unit or Provider, who. Provider uses for daw
collection, analytics, storage, or other service to operate and/or | improve its software, and who bas BeCess
to PIL

Targeted Advertising: Targeted advertising means presenting an advertisement fo a student whers the
selection of the advertisemen i3 based on student information, student records or student generated
content or inferred over tme from the usage of the Provider's websile, online service or mobﬂe
appiication by such student or the retention of such student’s online activities or requests over time,

Third Party: The terra “Third Party™ meuis a pmwder of digital ¢dueational software or services,
including cloud-bused services, for the digital storage, management, and retrieval of pupil records,
Hz}wever for the purpose of this f%grwmm the tenm “Third Party” when used to indicate the provider
of digital educdtional software or services is replaced by the term “Provider.™
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EXHIBIT “p~
DIRECTIVE FOR DISPOSITION OF DATA
Lewiston Public Schools {"School Univ directs Teacher Made
{“Company™) to dispose of data obtained by Company pursuan to the terms of the Service

Agreement between Schaol Unit and Company. The terms of the Disposition are set forth below:

I Extent of Disposition

Disposition is partial. The categories of data to be disposed of are set forth below or are found in
an attachment to this Divective:.

Disposition i Complete. Disposition extends to all categories of data.

2. Nature of Disposition

___ Disposition shall be by destruction or deletion of daa.

. Disposition shall be by a transfer of data. The data shall be ransferred to the following site as
foflows: '

3. Tigiing of Disposition

Drata shall be disposed of by the toilowing date:
As soon as commercially practicable
By

T ——y

4. Signature

Authorized Representative of Schon! Unit aate

3. Verification of Disposition of Data

Authorized Represeniative of Company Date
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