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Data Privacy Agreement (*DPA™) is entered into by and between the Cypress-
School District (hereinafter referred 1o as "CFISD™ or “the District™) and
after referred to as “Provider”™) on 103012018 The Partics agree to the terms us
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der has agreed to provide CFISD with certain digital educational services

Y & contract dated 10/30/2018 (“*Service Agreement™): and

» provide the Services described in the Serviee Agreement, the Provider may
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nents and data transferred from CFISD and ercated by the Provider's Services
privacy laws, including Subchapter D of Chapter 32 ol the Texas Education

5 wish 1o enter into this DPA 1o ensure that the Service Agreement con forms to
wivacy laws relerred 1o above and 1o establish implementing procedures and

for good and valuable consideration. the partics agree as {ollows:

ARTICLE I: PURPOSE AND SCOPE

i

I
!
¢

under the direct ¢

wotect adult ane
Agreement, incl
‘ERPA. PPRA.,
rerforming thesd
ducational inter

Nature of Servi
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“ontrol and sapervision of the District.,
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i the District. The Provider further acknowledges and agrees that all copics of
ch Adult and Student Data or any other Records transmitted to the Provider, including any

dditions or any portion thercof from any source. are subject to the provisions
in the same manner as the oviginal Adult and Student Data or Pupil Records.
hat as between them, all rights, including all intellectual property rights in and
nt Data or any other Pupil Records contemplated per the Service Agreement
clusive property of the District. For the purposes ol FERPA. the Provider shall
hool Official, under the control and direction of the District as it pertains to the

udent data notwithstanding the above. Provider may transfer pupil-generated

le account, according to the procedures set forth helow.

FISD shall establish reasonable procedures by which a parent, legal guardian,
may review persenally identifiable information on the pupil's recotds, correct
tion, and procedures for the transter of pupil-generated content to a personal

{ with the functionality of serviees. Provider shall respond in a reasonably

he District’s request for personally identifiable information in a pupil’s records
erto view or correet as necessary. [n the event that a parent of a pupil or other

s the Provider to review any of the Pupil Records of Student Data accessed

vices. the Provider shall refer the parent or individual to the District. who will

ry and proper procedures regarding the requested information,
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zecord for any plrpose other than as explicitly specified in the Service Agreement.

rovider shall enter into written agreements with all Subprocessors performing
1 to the Service Agreement. whereby the Subprocessors agree protect Adult/
nanner consistent with the terms of this DPA.

ARTICLE [Hl: DUTIES OF CFISD

Compliance with FERPA. CFISD shall provide data for the purposes of the

I
Service Agreemd
the Texas Eduea

o

teasonahice Prec

ntin compliance with the FERPA. PPRA. 603 C.M.R. 23.00 and Chapter 32 of
ion Code and any other privacy statutes quoted in this DPA.

autions. CFISD shall take reasonable precautions to secure usernames.

Unauthorized A

nasswards. and any other means of gaining aceess to the services and hosted data,

ceess Notifieation. CFISD shall notily Provider promptly of any known or
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uspected unauth
vestigate and re

rivacy Compliance,

orized access. CFISD will assist Provider in any efforts by Provider to
spond 1o any unauthorized access.

ARTICLE 1V: DUTIES OF PROVIDER

The Provider shall comply with all Texas and Federal faws and

uthorized Use,

and/or otherwise
atknowledges an
any portion there
content or other
the Adul/Student

regulations pertaining to data privacy and security, including FERPA, COPPA. PPRA, 603
“MLR.23.00 ang Chapter 32 of the Texas Education Code.

The data shared pursuant to the Service Agreement. including persistent unique

identifiers, shall be used for no purpose other than the Services stated in the Service Agreement

authorized under the statutes referred to in subscetion (1), above. Pravider also
Fagrees that it shall not make any ve-disclosure of any Adult/Student Data or
oI, including without limitation, any adult or student data, meta data. user
on-public information and/or personally identitiable information contained in
Data. without the express written consent of the District.

nd Student Data
haved under the

oo

Employee Obligation. Provider shall require all employees and agents who have access to Adult

to comply with all applicable provisions of this DPA with respect to the data
Service Agreenient. Provider agrees to require and maintain an appropriate
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De-identified information may not be used by the Provider for any pirpose.
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Agreement when it is no longer needed for the purpose for which it was obtained
data to CFISD or CFISD's designee within sixty (60) days of the date of
ccording to a schedule and procedure as the Partics may reasonably agree,

rvice Agreement authorizes Provider to maintain personally identifiable data

e Service Agreement beyond the time period reasonably needed to complete the
osition shall include (1) the shredding of any hard copies of any Pupil Records:
3) Otherwise modifying the personal information in those records to make it
ecipherable, Provider shall provide written notification to CFISD when the Data
d. The duty to dispose of Adultand Student Data shall not extend to data that has
d or placed in a separate account. pursuant to the other terms of the DPA. The
vloy a “Request for Return or Deletion-of Adult and Student Data™ FORM. A
attached hereto as Exhibit *D™. Upon receipt of arequest from the District, the
nediately provide the District with any specified portion of the Adult/Studemt

> (3) calendar days of receipt of said vequest.

Advertising Prohibition. Provider is prohibited from using Adult/Student Data 1o (a) market or
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ARTICLE V: DATA PROVISIONS

The Provider agrees 10 abide by and maintain adequate data sceurity measures,

onsistent with industry standards and technology best practices. to protect Adult and Student
ata from unauthorized disclosure or acquisition by an unauthorized person. The general
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s and Employee Access. Provider shall seeure usernames. passwords. and any
15 of gaining access 10 the Services or to Adultand Student Data, at a level

by Article 4.3 of NIST 800-63-3. Provider shall only provide access to Adult/
i 1o employees or contractors that are performing the Services. Lmployees

with access to Adult/Student Data shall have signed confidentiality agreements regarding

said Adult
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which s w
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Student Data. All employees with acceess to Adult and Student Records shall
1t background checks.

m of Data. Provider shall destroy or delete all personally identifiable data
ader the Service Agreement when it is no longer needed for the purpose for

as obtained or transfer simid data to CFISD or CFISD's designece, according to a
nd procedure as the partics may reasonable agree, Nothing in the Service

Agreement authorizes Provider to maintain personally identifiable data beyond the time

period rea

Security

sonably needed to complete the disposition.

‘rotocols. Both partics agree to maintain sceurity protocols that meet industry

best practices in the transfer or transmission of any data. including ensuring that data may

only be vi
Ity obu

rwed or aceessed by parties legally allowed to do so. Provider shall maintain al
ined or generated pursuant to the Service Agreement in a secure computer

environment and not copy, reproduce. or transmit data obtained pursuant (o the Service
Agreement, except as neeessary to [ullill the purpose of data requests by CFISD.

Employee Training. The Provider shall provide periodic security training to those of ils
employees who operate or have access to the system. Further. Provider shall provide

CFISD wi
any seeuri
Sceurity
Secure So
[rom unm

th contact information of an cmployee who the District may contact il there are
Y CONCCINS Or (uestions.

‘echnology. When the service is accessed using a supported web browser,
ket Layer ("SSL™). or equivalent technology shall be enmiployed to proteet data
thorized access. The serviee security measures shall inchude ser er

authentication and data encryption. Pravider shall host data pursuant o the Service
Agreement in an eaviranment using a firewall that is periodically updated according 1o

industry s

andards.

Sceurity Coordinator. Provider shall provide the name and contact infornmation of
Providers Sccurity Coordinator for the Adult and Student Data received pursuant 1o the

Service A

Subproce

Creeiment,

ssors Bound. Provider shall enter into written agreements whereby

Subprocessors agree to secure and protect Adult/Student Data in a manner consistent with

the terms
nonitorin
Article,

Periodic 1
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of this Article V. Provider shall periodically conduct or review compliance
0 and assessiments of Subprocessors to determine their compliance with this

sk Assessmient. Provider lurther acknowledges and agrees to conduct
Nkeasnesstinady indmeenediate any identified security and privacy




i.  Backups. Provider agrees to maintain backup copies, backed up at least daily. of Adult
and Student Data in case of Provider's system failure or any other unforeseen event
resulting|in foss of Adultand Student Dita or any portion thereol.

J. Audits. [Upon receipt of a request [rom the District. the Provider will allow the District
to audit the security and privacy measures that are in place to ensure protection of the
Adultand Stadent Record or any portion thercof, The Provider will coaperate 1ully with
the Distrjet and any lacal. state. or lederal agency with oversight authorityjurisdiction in
connection with any audit or investigation of the Provider and/or delivery of Services o
students pnd/or CFISD. and shall provide full access to the Provider's facilities, staff,
agents apd CFISD™s Adult and Student Data and all records pertaining o the Provider.,
CFISD apd delivery of Services 1o the Provider. Failure 10 cooperate shall be deemed a
material breach of the Agreement.

2. Data Breach, [n the event that Adult and Stadent Data is accessed or obtatned by an
mauthorized individual, Provider shall provide notilication to CFISD within a reasonable
imount of time c! [the incident. Provider shall follow the following process:
a. The seeyrity breach notification shall be written in plain linguage, shall be titled "Notice
of Data Breach,” and shall present the information described herein under the following

]}cnding\s;: “What Happened ™ “What Information Was Involved.” "What We Are Doing.”
What%ou Can Do Mand “For More Information.™ Additional information may be

provided|as a supplement to the notice.

b, The seeurity breach notification described above in section 2(a) shall include. at a
nunimum. the following information:

i. Hhe contact information lor the District.

-

i, A listof the types of personal information that were or are reasonably believed to
e been the subject of a breach.

.
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“the information is possible to determine at the time the notice is provided. then
efther (1) the date of the breach, (2) the estimated date of the breach, or (3) the
fte range within which the breach occurred. The notification shall also include
the date of the notice,

~

3\

-

iv,  Whether the notilication was defayed as a result of a law enlorcement
nvestigation. if that information is possible to determine at the time the notice is

provided.

v A general deseription of the breach incident. if that information is possible to
fetermine at the ime the notice is provided.

~

¢ ALCFISID's diseretion. the security breach notilication may also include any of the
following:

Q¢

i Information about what the agency has done to protect individuals whose
information has been breached.
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further acknowledges and agrees to have a written incident response plan that
est practices and is consistent with industry standards and federal and state law
iding to a data breach, breach of security, privacy incident or unauthorized

nor use of Student Data or any portion 1hereof, mchiding personally
le information and agrees 1o provide CFISD. upon request, with a copy ol said
cident response plan.
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on listed in subsections (b) and (¢). above.
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ion.

o
3

the event that either party seeks to terminate this DPAL they may do so

Y
psent so long as the Service Agreement has lapsed or has been termina

ed.

ation Survival, If'the Service Agreement is terminated. the Provider shall

=

[l

sstroy all of CFI

ority of Avred

SD's data pursuant to Article V. section I(b).

ments. This DPA shall govern the (r

(¥4

Py

1

-

int

HOSU58v

upter 32 of the
A and the Serv
ms of this DPA

Notice. All notice
writing and giw
ormation is pro

mply with the p

other provision

catment of student records in order to
rivacy protections, including those found in FERPA and 603 C.ML.R. 23.00 and
Texas Educ:

ation Code. In the event there is conflict hetween the terms of the
ice Agreement, or with any other bid/RFP, license
shall apply and take precedence. E
s ol the Serviee Agreement

agreement, or writing, the
xeeplas deseribed in this paragraph herein,
shall remain in ef]

v

feet.

s or other communication required or permitted (o be
en by personal delivery. facsimile or e-
fided for the speeific mode of delivery

given hercunder must be
mail transmission (il contact
). or first class mail, postage prepaid,




sen

Thd

Harig

to the designat

designated reps

5 Azmi

cd representatives belore:

resentative for the Provider for this Agreement is:

VP i

Enterprise Solutio

1S

The d

Pr. A

esignated repres

shiey Clayburn

cntative for CFISD for this Agreement is:

Assis|

ant Superintendent-

School Improvement & Accountability

6. En

ire Agreement

suly
ora
any
cith
Nei
her
sue

rigl

Sey
ine
rend
nmo
the
N
viali

(00

ject matter here
or writlen, by
provision of thi
crretroactively
ther failure nor
cunder shall ope
1 right, power, d
1. power, or priy

erability, Any
Tective to the o
aining provisios
‘¢ narrowly dray
same time, mai
owly drawn wit
dity or enforcea

rerning Law:

This DPA constitutes the entive agreement of the parties relating to the

ol and supersedes all prior communications, representations, or agreements.
1e parties relating thereto. This DPA may be amended and the observance of
s DPA may be waived (either generally or in any particular instance and

or prospectively) only with the signed written consent of both parties.

lelay on the part of any party in exercising any right. power. or privilege

rate as a waiver of such right. nor shatl any single or partial excreise of any

r privilege preclude any further excercise thereof or the exereise of any ather
ilege.

provision of this DPA that is prohibited or unenforceable in Texas shall be
tent of such prohibition or unenforecability without invalidating the

s of this DPA. Notwithstanding the foregoing. il such provision could be
11 50 s not to be prohibited or unenforceable in such jurisdiction while, at
taining the intent of the parties. it shall, as 1o such jurisdiction. be so

hout invalidating the remaining provisions of this DPA ar affecting the
vility of such provision in any other jurisdiction.

enue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
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9. Authority. Provider represents that it is awthorized (o bind to the werms of this Agreement.
ncluding confidegntiality and destruction of Adultand Student Data and any portion thereol
ontained therein] all related or associated institutions. individuals. employees or contractors wha
nay have access jo the Adult and Student Data and/or any portion thereol. or may own. lease or
mrol equipment or fucilities of any kind where the Adultand Stadent Data and portion thercof
orcd. maintainet! or used in any way.

v Oz o=

1.

| B

Yaiver, No deldy or omission of the District to exercise any right hereunder shall be construed
ag a waiver ol any such right and the District reserves the right to exercise any such vight from
time 1o ime, as often s may be deemed expedient.

~

[Signature Page Follows|
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IN WITNESS WH E:RE()F. the parties have exccuted this Student Data Privacy Agreement as of the
i
last day noted below, |

C\’p ess-Fairbanks [ndependent School District

M\Z

Ashley C waum

U
Assjstant Supcrin&lnlcn}- School Improvement & Accoutability

SoGoSurvey LLC |

By: b\ S "?"’V 111172018

Haris Azmi

R Enterprise Solu:to NS

~

v

10
1050938y 1




10509581

INSI

DESCRIPTION OF SERVICES

RT DETAILED DESCRIPTION OF SERVICES HERE.
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CENHIBIT ~C”
DEFINITIONS

ation (DII): De-Identification refers to the process by which the Vendor
Personally Identiftable Information C*PII) from adult and student records in a
wmizes the risk of disclosure of the identity of the individual and information

ational Institute of Standards and Technology (“NIST™) Special Publication

aication Guideline.

Information (PI1): The terms “Personally Identifiable Information™ or “PH”
timited to. adult/student data. metadata, and user or pupil-generated content
¢ use of Provider’s software. website, service. or app. including mobile apps.
vider or provided by CFISD or its users. students. or students” parcnts/
vithout limitation, at least the lollowing:

Home Address

Email Address

Test Results

Juvenile Dependency Records
Evaluations

Medical Records
Social Security Number
Disabilitics

Food Purchases
Religious Information
Documents

Scarch Activity

Voice Recordings

tion

information that, cither alone or in agaregate. would allow a reasonable person

tudent to a reasonable certainty

s Educational Record

or Student’s Email

ol the Service Agreement. the term “Provider” means provider ol digital

services. including cloud-based services. for the digital storage, management,

ords.

nt: The term “pupil-generated content” means materials or content created by a
urpose of education including, but not limited to. essays. rescarch reports.

1@, music or other audio files, photographs, videos. and account information that
ip of pupil content.




Pupil |
mainta
instruc

s both ol the follovving:(1) Any information that directly relates to a pupil that is
d (2) any information acquired directly from the pupil through the use of

Records: Mean
ined by CFISD
tional software

Servie
modifi

Schoo
Offici:
institut
with ro
govern

Adult/
CFISD
includi
name.

discipl
cevaluat
inform
inform

C

CS.

Student Data: §

Agreement:

Official: Forl
| is a contraclor
ion would other
spect o the use
ing the use and

or il users. st

1ome address., t¢
ne records, vide
ions. criminal r¢
iion. disabifitie
Hion text messa

or applications assigned to the pupil by a teacher or other District employee.,

efers Lo the Contract or Purchase Order to which this DPA supplements and

¢ purposes of this Agreement and pursuant 1o 34 CFR 99.31 (B). a School
that: (1) Performs an institutional service or function for which the ageney or
wise use employees: (2) Is under the direct control of the agency or instilution
and maintenance ol education records; and (3) Is subject to. 34 CFR 99.33(a)
e-disclosure of personally identifiable in formation from student records.

I

tudent Data includes any data. whether gathered by Provider or provided by
ents. employcees, or students® parents/guardians. that is descriptive of the student

ng, but not limited to, information in the student’s cducational record, or email. irst and last

lephone number, email address, or other inlormation allowing online contact.
0s, test results, special education data. juvenile dependency records. grades.
cords. medical records, health records. social secarity numbers, biometric

s, socioeconomic information, food purchases. political affiliations. religious
ues. documents. student identifics, scarch activity. photos. voice recordings or

acolocation in format ign.
Adul/Student Data shill constitute Pupil Records for the purposes of this Agreement. and for the

purpos
tobee
constit
regardi
Subpr
the *St
analyti
Target
where
adult/st
service
aetiviti
Third
includi
Howev
of digi
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es of Texas and
ollected or proc

e that informa
g student’s u
pcessor: For the
beontractor™) m
Cs, storage, or ot
ed Advertising
he selection of-
udent gencrated
or mobile appli
CS OF TCUCSTS OV
Party: The term
12 cloud-based

|

cr, for the purpo
al educational s

essed by the Provider pursuant to the Services, Adult and Student Data shall not
ion that has been anonymized or de-identificd. or anonymous usage data
se of Provider’s services.

purposes of this Agreement. the term “Subprocessor™ (sometimes relerred to as
xans a party other than CFISD or Provider. who Provider uses for data collection,
her service to operate and/or improve ils soflware, and who has access to PI 1.

Targeted advertising means presenting an advertisement 1o an adult or student
he advertisement is based on adult or student information, student records or
content or inferred over time from the usage of the Provider’s website. on line
cation by such adult or student or the retention of such adult/stodent’s on line
er time.

“Third Party™ means a provider of digital educational software or services.
services, for the digital storage. management, and retrieval of pupil recards.

se of this Agreement, the term “Third Party™ when used 1o indicate the provider
oftware or services is replaced by the term “Provider.”

e




EXHIBIT D"
DIRECTIVE FOR DISPOSITION OF DATA

Cypress-Fairhanks 1SD directs  SoGoSurvey LLC 1o disposc ol data obtained by Company

pursu
Dispe

it to the terms ofthc. Service Agreement between CF ISD and C ompany. The terms of the
sition arc set forth below:

1. Extlent of Disposition

an att

Disposition is partial. The categories of data to be disposed of are set forth below or are found in
wchment o this Directive:

ature of Dispositio

_L Disposition is Complete. Disposition extends to all categories of data.

-

1

m() \!

| Disposition shall be by destruction or deletion of data.

[yisposition shall be by a transfer of data. The data shall be transferred (o the foHowing site as

'S:

3. Timing of Disposition

Data shall be disposed of by the following date:

As soon as commercially practicable

Wltlun 1 momh of the cancelintion of services

s Yo Vaae 143
n?cd chn.sz.m‘mvx. of CFISD
i[s]1 %

________ 4

4. 81 : W{N
!

Authe
{

Date

5. Veification ()H)isﬁosilion ol Data

Authdrized RL[NCSLHMU\’C of Com;nmv

Datc

105005
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[INSERT

EXHIBIT “E"DATA SECURITY REQUIREMENTS

ADDITIONAL DATA SECURITY REQUIREMENTS HERE]




