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This california student Data privacy Agreernent ("DPA") is entered into by and between the

Westside Union School District

(hereinafter refenecl to as 'LEA") and Skoolbo Ltd

ilrereinaller refered to as "Ptovidet") on f nnS
the terms as stated herein,

RECITALS

The Parties agree to

\THEREAS' the provider has agreed to provide the Local Education Agency ("LEA:') with cedain

.üit.i educational 
.***|"u, 

(,.iervices"i pursu¿nt to a contract dated yØß.
('lService Agreement"); and

wHERnAs, in order to provide the sçrvices. described in the servi.ce Agreement' the Provider

may receive oï cfeate und th. LEA may provide- documents or data that are covered by several

federal srarures, among them, the Fffi'Oã""'1o1¡ liglttt and Privacy A:t ¡'FER'PA") at 20

u.s.c. r232g(34 cFR Part -ee),..gdídJ; 
ó¡ri"i.,lii*"t Prot31ti9-|1t (*coPPA')' ls

u.s.c. 6501-6506; Protection of Pupil Rights Amendment ("PPRA") 20 u's'c' 1232h; and

wHERtAs, the documents and data trausferred from LEAs and created by the Provider,s Services are

also subject to califomia sfate tntait*"p**c¿ ia¡vq including AB- tr584' fgund at california

Education code section^.¿gôt¡.r and ,tiie stuáent online Personal Information Protection Act

(,.SOpIpA,,) fo'nd ul Cuiifo*iu Business and Professions Code section 22584; md

*HEREA', for the purposos of this DpA, provider i1 a school official with legitimate educational

interests in accessing "i rJutiooul records pursuant to the Service Agreement; and

WHEREAS, the PaúieS wish to enter into this DPA to ensuîe that the ser'¿ice Agreement conforms

to the requirements of the privacy laws refcrred to above ¿nd to establish implementing procedures

and duties; and

wrrEREAs, the provider lnay, by signing the "General offer of Privacy Terms" (Exhibit "E")' agree to

allow other LEAs in Califomia the opiortunity to accept and enjoy the benefits of this DPA fbr

the Se'ices <l"s",iueá herein, without thl-need to negotiate terms in a separate DPA'

NOW THEREFORE, for good and valuable consideration' the parties agree as follows:

l. purp-ose of ,DpÀ. The purpose of this DPA is to describe the duties and responsibilities to

ARTTCLE I: PURPOSE AND SCOPA

protect sftrdent data transmittsd to Providçr from the LEA pursuant to the service Agreemcnt'

including ."*pii;;t; wfth all upprituurt s-tatutesi including the FË'RPA' PPRA' CopPA'

soplpA, AB 15g4, and other applicable california state iaws, all as may be amended from time

to time. In performing these r"*i""*, tlrc pro.'oi¿*t shall be considered a Schot¡l official with a

legitimate educationaì interesï, uoli"tf"*ing services otherwise provided by the LEA' \Ã/ith

respect to the use and rnaintenanc" or sto¿"nî Data, Provider shall be under the direct cont¡ol

ancl suPervision of the LEA' 
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2' Nature of services Provided' The |to:d:r has agreed to provide the following digital

;:i;r|lt*t 
products and services described belowan¿; *ãy u" turther outtined-in Exhibir.,A,,

See Ëxhibit A

3' student r)ata to Be, Provided. The Parties shall inclicatc the categories of student data to beprovided in the schedure of Data, attached hereto u, g*hioi, ,,8"-

4' DPA Definitions- The definition of temrs used in this DpA is found in Fxhibit ..Çr. In rhe eventof a conflict, definitions used in this DPA shall prevail ov".term";;/Jth" s"rvice Agreement.

'ÀRTICLE II: DATA owNERSHrp AND AUTHORIZED AccESs
1' slqdent DataPropprtvçl'L-EÄ- All student Data transmitted to the provider pursuant to theservice Agreement is and wj-ll continri.e to æ tn" p.op"rry of and under the confrol of the LËA.rhe Provider fi'rrther.acknowledges ung ugrr., rhuiiä;;Ñ;ffi;ä,jlöu,u rransmined tothe Provide¡, including *y tooãini"arions o¡ additions ; ;;; ñil;;;; from any source,are subject to the provisions of this Agreemenf in tàe same manner as the original Student Data.Th.e Parties agree that as berween thenT, au rtgil;, u;;,;** ¿ll inrellectual property righrs in andto student Data contemplated per the SeruicJegrÃ""isharr remain trre åxciusive property ofthe LEA' For the purposes of FERPA, the provãer rrruìi u";;;il;;;J;sîir"ol offîcíat, underthe control and direction of the LEAs as lt p.rtui* ;;;" use of studenr Data notwithstandingthe above' Provjder mây transfer pupil-generat"¿ 

"ott¿Jto a separat;;;;; according to theprocedures set fCIrth below.

2' parent lcces' LEA shall establish reasonable procedures by which a parent, legal guardian, oreligible student may review student Data in tnË p"piiü r"cords, .orrrËt .rro,r.ou. information,and procedures. for the transfer of pupil-generated **** to a personal account, consistent withthe functionality of services. proù¿er rir"tt t".pon; il'; timely manner (and no larer fhan 4.5days ùom the date of the request) to the LEA'. riqu"rfì¡r student Data in a pupil,s records heldby the Provider to view or icrrrect âs necessâry. jn the event that a parent of, a pupil or otherindividual contaçts the Provider to review uoy or tr,e srudrn, Data accesseá pursuant to theservices, the P¡ovider shall refer the parent åt io¿iuiÃul to the LEA, who wilt follow thenecessâry and proper procedures regarding the requested information.

3' SeP-prate Account' If pupil generated content is stored o¡ maintiainecl by the provitie¡ as paú ofthe services described il Exhibit "4", Provider sllall, u, ,ro request of the LEA, transfer saidpupil generated 
. 
content to a separate student account upon termi'ation of the serviceAgreement; provided, however, suðh transfer sirau onÇ afply to pupil generated conrent that isseverable from the Service"

4' Third lSrfv Request' shoulcl a Third^ Party, 
_including law enf.rxcement and govemmententities' contact Provider with a request for díø rr.rJ ty*" provider pursuant to the services,the Provider shall redirect the Third Partytor"qu**irn""iuru <lirectly ltom the LEA. provicler

shall notifii the LEA in advance of a compeilecr discrosui" to u Third pa*y.
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S.Subnrocessors'Providershallenterintowrittenagreçmentswithallsubprocessorsperfonrring
fìrnctions purraoon, to the service ng*;"t, *þ"0: the subprooessofs agree to protect

Student Oáta in rnanner consistent with the tems of this DPA'

ARTICLE III: DUTIES OF LEA

1. Privacv Compliancç LIA shall provicle dut3^!:-.t!t purposes of the Serr¡ice Agreement

in cornptian."1ffi-peRpA, coPdA; ppn'-q, soPIPA, AB 1584 and all other califol]tia

privacY statì]tes'

AnnualNotificationofRighlF¡..Il"'1-^LËAhasapolicyof.disclosingetlucationrecordsunder
FERpA (4 CrR g 99.31 (a) (1)), Lge shãl¡-inchå" u specifrcation of criteria for determining

who constitutes a school official uo¿ *r.ut.*",ti'ut*, a legitimate educational interest in its

Annual notifi cation of riglrts'

Reasonable Precautions. LEA 
^shall 

take reasonable precautions to secure usenlames'

passwords, and any oth", m"uo* of gaining access to the services and hosted data'

unauthorized Access Notific3tlo.n lP" shatl notify. Provider promptly of any known or

suspeetedu,,uutho,iz.€duJcere:lvillassistProviderinanyeff-ortsbyProvidertoinvestigate
and respond to àny unauthorizecl access'

I

3.

4.

ARTICLE IV: DUTIES OF PROVIDER

I

AB 1584 and all

under the Service Agreement'

state and federal laws and

Cf)PPA, PPRA, SOPIPA,

2. Authorized use. The data sh¿red pulsuant to the service Agreement, including persistent unique

ìdentifiers, shall be used for no pulpose other than the serr¡ices stated in trre service Agreement

and/or other.wise authorized under the ã-*- ;;f-rred to in subsection (1), above' Provider also

acknowledges and âgfees that it snarr noi make any re-disclosure of any student Data or any

portion thereof, ì""ir¿i¡g witho'urt-¡mitation, meia data, user content or other 
'on-public

information ""d/";;;;dily 
identifrJù inroánation contained in the student Data, witho*t the

express written consent of the LEA'

3. E4ployee obligation. Provider shall require a1l employees and agents wiro have access to

student Data to å:p=iv *itr. uir uppli"urrùîo*oirioor ortni* DPA with respect to the data shared

4. No Disclosure. De-identified information may be used by ttre Provider for the purposes of

developmenr, .ar"*"h, and inrprovement of eåucational sites, selices' or applications' as âny

other member of the public or party *åol¿ be able to use de-identified clata pursuant to 34 CFR

99.31.(b). provider agrees not to ot .*pl1o re-identiff de-identified Sl:d,":' Ðata and not to

transfer de-identifie{student Data to åny party unless (a) that party agrees in writing not tt¡
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attempt re-identifTcation, and (b) pdor written notice has been given to LEA who has provitled
prior r'vritten consent f.or such h'ansfer. Provider sh¿ll not copy, reproduce or transmit àny dara
obtained under the Service Agreement and/or any portion thåieof, ì*"ept as nccessary to ñllfill
the Service Agreement.

5. DÍsposition of Data. Upon writtcn request and in accordance with the applicable terms in
subscction a or b, below, Providø shaú dispose or delete all Student Data obtained under the
Selvice .A.greement when it is no longer needed for the purpose for which it was obtained.
Disposition shall include (1) the sfu'edding of any hard copies ãf uny Student Data; (2) Erasing;
or (3) Otherwise rrodifying the personal information in tËose ,""oi.l, to make it umeadable õr
indecipherable by human or digital means. Nothing in the Service Agreement authorizes
Provider to maintain Student Data obtained under the Service Agreement belond the time period
reasonably needed to complete the disposition. Provider shali-provide wíitten noriTication to
LEA when the Student Data has been disposed. The duty to dispose of Student Data shall not
extend to data that has been de-identified or placed in a separate itudent account, putrurni tÀ tt 

"other terms of the DPA. The LEA may *rùbt ã "n*qu"rt for Return or óeletion of Student
Data" fonn, u:opy of which is attached hereCI'as Exhiúit "D". Upon r"""lpt of a request from
thc LEA, the Provider will immediately provide the LEA with ãny tp*"ifird po*ion of the
student Data within ten (10) calendar days of receipt of said request-

r. Partial Disposal During Term of Service Agreement. Throughout the Term of the
Service Agreemen! LEA may request partial ãisposal of Stucleit Data obtained under
the ServiCe Agreement that is no long"r needËd. P*ti"i ñ;;*l of data shall be
subject to LF,A's request to transfer data lo a sepârate accoun! pursuant to Article II,
section 3, above.

b. Complete Disposal Upon Termination of Service Agreement, Upon Terrnination of
the Service Agreement Provider shall dispose or ttólete all Student Data obtained"
under the Service Agreement. Prior to disposition of the data, Provider shall notifu
LEA in writing of its option to transfer data to a separate account, pursuant to Article
II, section 3, above. In no event shall Provider dispose of data pu6uant to this
provision unless and until Provider has received affirmative written confirmation
ñom LEA thaf data will not be transferred to a separate account.

6' Advqrtising Prohibition. Provider is prohibited fiom using or selling Sfudenr Data to (a) market
or advertise to students or families/guardians; (b) inform, ilfluence, or enable marketing,
advertising, or other commercial cfforts by a Provider; (c) rlevelop a profile of a stu¿ent, arniiy
member/guardian or group, for any commercial pulpose other ihan providing rhe Seivice tå
LEA; or (d) use the Student Data for the development of comrnercial products ór services, other
than as necessary to provide the Service to LEA. This section does not prohibit provider from
using Student Data for adaptive learning or customized student learning p,itpor"r.

ARTICLE V: DATÀ PROVISIONS

1. Datq SecurifY,. The Provider agrees to abide by and maintain adequate rlaTa security measures,
consistent with industry standards and technology best plactices, to protect Studeni Data fi-om
unauthorized disclosure or acquisition by an unauthorized person. Thé general security cluties of
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provider are set fo*h below. provider may further detail its security prcgråms and measurss tn

Exþibit..F,, hereto. These measures shall include, but are not limited to:

â. passwords and Employee,Access. Provider shall secure usernaíIes, passwords, and

any other means of gaining access to the Services or to Student Ðata, at a level

suggosred by the applicabdshndatds, as set forth in Article 4.3 of NIST 800-63-3.

prãvider snál onty þovide access to Student Data to employees or contractors that

are perfonaing the-Services. Employees with access to Student Data shall have

signãd confidJntiality agreements regarding said Student Data. All ernployees with

access to Student necords shall be subject to criminal background checks in

compliance with state and local ordinances'

b. Destruction of Data. Provider shall destroy or delete all Student Data obtained

under the Service Agreement when it is no longer,needed for the prrrpose f.or whìch

,it was obtained or ñan¡fer .?r9 dI? to LEA or LEA's designee, according to the
'procedure identified in Article fV, section 5, above. Nothing in the Service

Agreement âuthorizes Provider to maintaín Student Data beyond tlie time period

reàsonably needed to complete the disposition'

c. Security Protocols. Both parties agree to maintain security protocols that meet

industry standards in the transfer or transmission of any data, including ensuring that

daþ m;y only be viewerl or accessed by parlies legally alJowed to do so' Provider

shall maintain atl d6a obtained or generated pursuant to the Sçrvice AgÍeement in a

secur€ digital e¡vironment and not copy, reproduce, oÍ ftansmit data obtained

pursuant õ tn" Service Agreement, except âs necessaty to fulfill the purpose of data

requests bY LEA.

d. Employee Training, The Provider shall provide periodic security training to those

of its emptoye", *ño operate or have access to the system. Fulher, Provider shall

provide ig¿ *itn cc,niact information of an employee who LEA may contact if
there are any security concerr$ or questions'

e. Security Technology. 'When the service is accessed using a supported web browser,
provicler shall emplôy industry standard meâsures to protect data from unauthorized

access. The serviõe security moasures shall inclurJe server authentication and data

encryption. Provider shall host data pursuant to the Service Agreement in an

environment using a firewall that is upclated according Io industry standards-

f. Security Coordinator. If different from the designated representative identified in

Article VII, section 5, Provider shall proviclc the name and contact information of
provider's Security Coordinator for the Student Data received pursuant to the

Service Agreement.

g. Subprocessors Bound. Provider shall entcr into written agreements whereby
- 

Suþrocessors aglee to secure and protect Student Data in a manner consistent with

the terms of this Atiole V. Provider shall periodically conduct or review compliance
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monitoring and âssessments of Subprocesso¡s to detemine their compliance with
this Article.

h' Periodic Risk Assessment' Provider further acknowledges and agrees ro conduct
digital. and physical periodic (no less than semi-annial) risk äscssments and
remediate any identified security and privacy vulnerabiliti", irr * timeiy manner.

z' Dala-Breæ!. In thc event that Student Data is accessed or obtained by an unauthorize¿individual, Provider slrall provide notification to LEA rvithin a reasonable amount of time of theincident, and not exceeding forfy eight (48) hours. Provider shall follow the following process:

a' The security breach notification shall be written in plain language, shall be titled"Notice of-Data Breach," and shall present the infonnation dãscñbâd herein underthe follorving headings: "IÀtrhat Happened," i'whut Inf'ormatiou Was Involved,,,
".What W-" {tt Doing," "What Yár Cari Do," and "For More lnformation.,,
AdditÍonal infonnation may be provided as a supplement to the notice.

b' The security breach notification described above in section 2(a) shall incîude, at a
minimum, the followine inlbrmation:

i' The name and contact information of the reporting LEA subject to this section.ü' I litl of th¡ types. of personal information ihat lvere or are reasonably believed to
have been f.he subject of a breach.

iii' lf the information is possible to determine at the time the notice is provided, then
either (1) the date of the breach, Q) the estimated dare of the breåch, or (3) the
date range within which the breach occuned. The nofification shall also iàcfu¿e
the date of the notice.

iv' Whether the notification was delayecl as a result of a law enforcernent
investigation, if that information is possible to cletermine at the time the notice is
provided.

Y' A general description of the breach incident, if that infomration is possible to
determine at the time the notice is provideri.

c' At LËA's discretion, the security breach notifÌcation may also include any of the
following:

i' Information about what the agency has done to protect individuals whose
information h¿s been breached.

ii' Adviceo¡ ste_l¡ that the person whose information has been breached may take to
protect himself or herself.

d' Provider agrees to adhere to all requirements in applicable State and in federal law
with respect to a data breach related to fhs Studentbata, including, when appropriateor required, the required responsibilities and procedures foi notificatio¡r and
mitigatìon of any such data breach.
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e. Provider furJher acknowledges and agrees to ltave a written incident lesponss plan

ihat reflects t"rt p*.tit.t uï¿ it coniistent with industry standards and federal and

state lai¡/ for responding to a data breach, breach of security' privacy incident.or

unauthorized acquisitioã o, .rr" of Studcnt Data or any portion thereo{ including

p.*onufry identiäable information an¿ agrees to provicle LEA, upon request, with a

iopy of said written incident response plan'

f. Provider is prohibited from directly contacting parent, legal guarclian or eìigible

pupil unless expressly requested by LEA. If LEA requests Provider's assistance

iråviding notice of 
- 
unauthorized access, and such assist¿nce is not unduly

i*-.lenru]*" to Provider, Provider shall notify tle a{-e9æf parent, legal guardian or

;t"*i; pupil of the unauthorized access, wbich shall inciutle the information listed

i" ir¡rri*ns (b) ancl (c), above. If requested UV !El, Provider shall reimburse

LEA for cost¡ incurred ìó notify parentJ/farnilies of a breach not originating from

LEA.'s use of ths Service-

g. ln the event of a breach originating from LEA's us.e. of the service, Provider shall
r'- 

.""p¿*- with LEA to the eitent necessary to expeditiously secure Stuclent Data'

ÀRTICLE VI- GENERAL OFFER OF PRIVACY TERMS

Provider may, by signing the attached"Form of General Offer of Privacy Terms (General Offer' attached

h;;e; us f.liUii..E;i-ffrbound by rl? rerms of this DpA l?.uny 
other LEA. who signs the acceptance

on in said Exhibit. Th;Form is limited by the terms and conclitions descrjbed therein'

ARTICLË VII: MÍSCELLANEOUS
i

t. Te{m. The Frovidçr shalt be bound by this DPA for the duration of the Service Agreement or so

to"g u* the Provider maintafuls any Student Data' '

2. Terlqination. In the event that either party seeks to tenninate this DPA, they mfY do,t:JI
nrutual written consent so long as the Service Agreement has lapsed or has been terminated' LEA

shall have the rigk to termiãate the DPA ancl Service Agreement in the event of a material

breach of the tetrns of this DPA'

3. Etîect of Terryin,?tion Sunrival. If the Service Agreement is tenninated, the Provider shall

destroy ali ot'LEA'i dutu p**uant to A$icle V, section l(tr), and ArJicle II, section 3, above'

4, priority of Aqreementp. This DpA shall govern the treatment of shrdent dat¿ in order to comply

with privac),ffi'rt"*, including those fbund in FERPA and all applicable privacy statutes

identified ¡n inis DpA. In the Jvent there is conflict betrveen the DPA and the Service

Agreement, the DpA shall apply and take precedence. Except as described in this paragraph

heiein, all othcr provisions of the S"rvice Agreement shall remain in effect'

5. Nglice. All notices or other cornmunication required or permitted to be given hereunder must be

in writing and given by personal delivery, or e-maii h'ansmission (if contact information is
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provided for the specific mode of delivery), or first class mail, postage prepaid, sent to the
designated representatives before :

a. Designated Representatives

The designated'epresentative for the LEA for this Agreement is:

Narne: Shawn Cabey

Title: Asst, Supenhtendant, Adm¡nískat¡ve Services

Contact ltformation:
s. sìabey@westslde,k.l 2.ca.us

aøt.72z.ort6effi
%:-'.-_l
p.sterk@westside. k1 2.ca.us (Adm Assistant)

The designated representative for'the provider for this Agreement is:

N4qre;
Title:

Cont¿ct Inform¿tion:

!' Noti{{ion g{Acceptance of General C)ffer of Terms. Upon execution of Exhibir E,
General offer of Terms, Subscribi"g LP.A shalt provide notice "i;;; ;;;*ponr. in writing
$d giverly personaldetty.tt,.*;*iil oun**iusroo iii"ontu"t iri*-"ii*-is provided forthe specific mode of derivery), or Jirsr crass mail,'porrù; t;;t;il-, 

-'i|.rh""ä*],já
representative below.

The designated reptesentative for the notice of acceptance of the General offer of privacy Terms is;

Name: Colin Brown

Title: Chief

Confact Infonnation:
colin.brown@skoolbo.côm

6' E4tire Asreement- This DPA constitutes the entire agreement of the parties relating to thesubject matter heleof and supersedes atl prior communiãations, representations, or agreements,
oral o:: written, by 1* parties relating thereto. This DPA may be amended antf the observance ofany provision of this DPA may be waived (either generady or in any particular instance and
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eit'er rekoactivery or prospectively) onry with the fgn ¿ written consent of both parfies. Noilhsr

failure nor delay on the part of uny p*iy in exe¡cising any rìght, pol¡/er, or pr:ivilege hereunder

shall operate as a wu¡ueiot'such rþt, íor shall any sìngle oipartial exercise of any such right'

power, or privilege preclude any further ex.ercise therõof or the exercise of any other right'

power' or Privilege-

7. Sgveratririfv. Any provision of rhis DpA that is prohibited, or unenforceabre in any jurisdiction

shall,astosuch.¡urisdiction,beineffectivetotheêxtentofsuchprohibitionorunenforceability
without invalidatini the remaining provisions of this DPA, and any such prohibition or

.nenforceability i_n any jurisdiction shall not invalid¿te or'ender unenforceable such provision in

any other jrrisdiction. Ñotwithstanding the foregoing, if such provision could be more nanowly

drarvn so as not to be prohibited or ',*"ofor..uã1e ii such jurisciiction while, at the same time'

maintaini:rg the intent of the parties, it sh¿ll, as to such jurisdiction' be so narrowly.drawn

without invalidatinf 
'tt" 

,"*äning provisions o{ this DP'À or affecting the validity or

enforceability of such provision in any other jurisdiction'

8. Governins lJalil: Venue and J.rgigliction' THIS lf{-v/lll BE loYltIED BY AND

coNSTRüED rÑæoRDANce uffi-lnp LAws oF rHE srAIq-o-lTTE n'I wHIcH

THIS AGREEMENT IS EXECUTËD, WITH0UTIEGARD'JO *CONFLICTS 
oF LAV|¡

pRrNCrpLES. EACH pARry coÑsrNrs Æ{D SUBMII1 .To^Hl. soLE AND

EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE

CoLINTY lN WUCH THIS AGREEMENT IS FORMED-FOR^ANY DISPUT'E ARISING

oUT oF on ngiarlNc To THI$ ienvlcs AGREEMENT oR THE TRANSACTIoNS

CONTEMFLATED HEREBY'

g, Aúthqrifv. Provider represents. that it is authorized P gind to the terms of this Agreement'

including confidentiality and destruclion of qPÍ:nlData and any portion.thereof contained

îherein, all related or associated institutions, individuals, employeesor contractors who may hatøe

access tO the Student Data and/or any portion thereof, oI may own' lease-or control equipment or

facilities of any kirrd *h"r* the Studåt Data and porlion túereof stored, rnaintained or used in

âny way. Provider agfees that any purchaser oi ttt" Provider shall also be bound to the

Agreement.

l0.Waiver'NodelayoromissionoflryLEAtoexerciseanyrighthereundershallbecorrstruedasa
waiver of any such right an<l the LËA reserves the riglrt to exercise any such right from time to

time, as often as may be deemed expedient'

11. Successors Bound. Tliis DPA iS and shallbe binding upon the respective successofs in interest

to provider in the event of a merger, acquisition,.oo"oiilution or otherbusiness reorganization

or sale ofall or substantially all ofthe assets ofsuchbusiness.

lS ign uture Page Followsl
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IN WITNaSS wrrEREoF, the parties have executed this California Student Dara privacy Agreernent
as of the last daynoted below.

Skoolbo Ltd

BY 7/ >lt
printed Name: Colin Brown Tirte/position. Chief Operating Officer

Westside Ðistrict

BY: Date: be B0

Date: ll

Title/Position:
Asst, Supèrintendent..AdminlstÞtive Ssrv¡cssPrintedName: bey

Note:,ElecÍranie sìgnatare not permîtted.
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EXI.IIBIT "A:'

DESCRIPTTON OF SERVICES

[rNsERT DETAILED DESCRTPTTON oF PRODUCTS AND SERVICES rlERE. rn vtonn rHAN

ONE PRODUCT OR SERVICE IS INCLUDED, LIST EACH PRODUCT }TERE]

Skoolbo is a full curriculum learning program for four to ten-year-olds'
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Medìcal alerts
tlata

Student
disability

Special
Indicato¡

Specialized
education

services (IEP

Living
situations

ftomeless/
foster

Other
indicator

information-
Please

Stuclent
Contact
Information

Address
Email
Phone

Student (School
ID

number
State ID
number

Ventlor/App
assigned

sbdent ID
number

Student app

Shrdent aPP

Program/appli-
cation

performance
(typine

types 60 wpm,
reading

reads below
grade level)

Student In
App
Performance

Academic or
extracurricular

activities a
student maY

belong to or
ln

Student
Program
Menrbersltip

Student
responses to
suveys or

Student
Survey
Responses

Student
generated

content;
writing,

etc.

Other student

Student work
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Transcript

work data -
Please

Student course
grades

Student oourse
data

Student corìrse
grades/perfor*
mance scores

Other
transcript data

-Please
speci$':

Transportation

Student bus
assìgnment
Studentpick

up and/or drop
ofTlocation
Student bus

card IÐ
nr¡mber

Other
transportation
data -Please

Please list
each

additional data
element used,

stored or
collected by

your

Month of Birth
Year of Birth
(optional)

Audlo
recording if
parents give

No StudentData Collected atthis time
*Provider shall immediatety notify LEÃ if rhi;
designation is no longer *lt uUiá.
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AB 1534, Buch¿rnan: The statrtory designation for what is now Califcrnia Education Code $ 49A'ß't'

relating to PuPil records'

De-Identilïable Information (DtI): De-Identification refers.-to the process by which the Vendor

removes or obscur.es *y il;;"üy ldentifiabre Information ('?It') from stude¡t records in a way that

removos or rninimizes túe risk of disclosure of the identity of,the individual and information about tlrem'

Educational Rccords: Educational Records are officiâl records, fîles and data directly related to a

srudent ancl maintaí."á lvlrc ,¿îáoi o, rosar education-agency,_including but not rimited ro, records

;f,-*ñ;i,rt uu trr" ãutËriur kepr in the student'* .o*ulaiiu* iolder, such as general identi$'ing data,

records of attendance and of academi" work completed,.recordl 9f 1n]lvgelt' and results of

evaluative tests, health data, disciplinary status, test protocols and indivitlualized education programs'

For purposes of this npR, f,ãrr"utiãnal Records are referred to as Student Data'

NIST: Draft National Institure of Standards and Technology ('NIST") Special Publication Digital

Autbentication Cuideline'

Operator: The term "Operatof' nl:u-q. tJle operator of an In1ern11 Website' online service' online

applicatiorl or. ,oobä" -pi'ii""ti"n with- acJual icnowfoel that the site, s-ervice, or application is used

primar:ily for K-12 *"ftoóipulposos and was designed and marketed for K-12 school pufpos€s' For the

purpose of the Srtui". eg¡*.å*t, thg-term "Opirator" is replaced by the tenn '?rovider"' This term

,f,uit *n"o*pass the term ãThird Part¡r," as it is found in applicable state statutes'

personally rdentifiable Information (plr): The teffiis '?ersonally ldentifiable Information" o¡."fil,

stlall include, but are not limited to, student data, metadatâ, and user ol pupil-generated content obtained

by reaso' of tbe o** oi Provider's soûwaïe, ."b*it., service, or app, including mobile apps, whether

gathered by provider or provided by LEA or its users, stuclents, or students' parents/guardians' PII

includes Indirect t¿entifieis, which ii any information that, either alone or in aggregate, would allow.a

reasonable person to te able to identify a s¡¡dent to a reasonable certainty. For putposes of this DPA,

personally ldentif,abie Intbrmation shall include the categories of information listed in the definition of

Student Data.

provider: Ììor purposes of rhe selice Agreement, the tetm "Pîovidet" means provider of digital

educational son*uå or services, including cloud'based sewices, f'or the digital storage, management,

and retrieval of pupil reconls. witl*n *re õp¿ the term "Provider" includes the tenn "Thircl Parlt'' and

the term "Operator" as used in applicable stàte statutes'

pupit Generated Content: The term "pupil-generated content" means materials or content created by a

pupii ¿*irrg anrl fnr the purpose of etiucation including, but not limited to, essays, research reports'

portfolios, creative *rirhrg, mrr.ic o¡ other audio files, phôtographs, videos, anrl account info¡mation that

ãnables ongoing ownership of pupil content'

EXHIBIT *C'

DEIIINITIONS
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Pupil Records: Means both of the following: (l) Any informarion that di¡ecrly relates to a pupil that ismaintained by LEA and (2) any information acquired directly û'om rhe pupil tnrough the use ofinsfiuctional sotlware or applications assigned to thà pupil by a teacher or other LE"A emptoyee. For thepurposes of this Agreement, Pupil Recor<ls shall be tirc-samã as Educational Records, Student personal
Ïnfomation and Covered Infbrrlation, all of which are deemed Student Data for the purposes of this
Agreement.

lî*:^o*reement: Refers to the Contract or Purchase order to which this DpA supplements and
mool-tles-

School official: For the purposes of this Agreement aud pursuant to 34 Cl'R 99.31 (B), a Schoolofficial is a contractor that: [t¡ rerørms an Tnstitutionni seilice or function for which the agency orinstiãrtion would otherwise use employees; (2) Is under the direct cont¡ol of the agency 
"r. 

i,ilit li""with respect to the use and maintenance of àáucatioo ,""ordr; and (3) Is subject to 34 CFR 99.33(a)governing the usc and re-disclosurc of personally identifiable iniormatìon fro* .t,¿*t records.

soPrPA: once passed, the requirements of soPIPA were added to cliapter 2z.z (commencing with
Section 22584) to Divisìon 8 of the Business and Professions Code relatingìo privacy.

Student Data: Student Data includes any data, whether gathered by provitler or provided by LEA or its
users, shrdents, or students' parenfs/guardians, that is desõriptive ofthe student including, but not limitedto, information in the student's educational record or email, first and last name, homc aãåress, telephone
number, email address' or other infonnation allowing online contâct, disciptine records, videos, testresults, special education data, juvenile dependenc/records, grades, evaluations, criminal records,medical fecords, health records, social sec-urity numbers, biometric inforrnation, disabiliries,
socioeconornic info¡mation, food putchases, politicfu afriliations, religious information text messages,documents, student identifîes, search activity, photos, voice r:ecord,iigu o, geolocation information.
student Data shall constitute Pupil Records for the purposes of this agrãemeni and llor the purposes ofcalifornia and federal laws and regulations. StudeniData as specified! E"hibi.,B" is confirmed to becollected or processed by the Provider pursuant to the Selviées. Student Data shall uot constitute thatinformation that has been anonSrmize<l or de-identified, oï anon)dïìous usage data regarding a student,s
use of Provider's selvices.

SDPC (The Student nata Privacy Consortium): Refers to the national collaborative of schools,districts, regional, ter¡itories and state agencies, policy m.akers, trade organizations anri marketplaceproviders adclressing real-rvorld, aclaptable, and-impiemenrable solution"s to growing clata privacy
concerns.

Student Personal Infornlation: "student Personal Information" means information coliected through aschool-service that personally identifìes an inrtividual student or other information collected and
maintainecl about an individual student that is linked to intbrmati.on rhat identifies an individual student,as identified by washington Compact Provlsion. 284.604.010. For purposes of rhis DpA, student
Personal krformation is referred to as Student Data.
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subscritring LEA: An LEA that was not party to the original Services Agreement ancl who accepts the

Provider's General Offer of Privacy Terms'

Subprocessor: For the pçrposes of this Agreement, the tetm,"subprocessor" (sometimes referred to as

the äsubconfractor') *"*n* a party other than LEA or Provider, who Provider uses for data collection,

analytics, storage, or other *"rui"" io operate and/or irnprove its software, and who has access to PII'

Targeted Advertising: Targeted adverlising means presenting an advertisement to a studenï where the

selection of the a¿u"ãiu*mãnt is based on student information, student.records or student generatÔd

content or inferred over time from the usage of the Provider's website, online sewice or mobile

*ppfi"*tør, by such student or the retontion ofãuch stuclent's online activities or requests over time'

Third party: The term *Third Parb/" means a provider of digital educational software ot, services,

i"li"äi.J.ír"J-t*"à s"ruire$:, for irt* aigitut sioragø management, alrd retrievat-of pupil recol$.

Howev.eln for the purpose of this Agreemenl, the tcilÌr''Third Part¡" when used to indicate the provider

of digital educational-soffiryare or sefvices is rep.laced by the'tel'rn "Provider'"

18



t. Offer of Terms
Provider offers the same privacy protections found in this DpA between it and Westside Union Schooland wlrich is dated 11l2l1s to any other LEA ('subscribing LEA.) who accepts thisGeneral offer though its signature below. This deneral offer shail extend only to privacy protectionsand P.ovider's signature shall not necessa¡ily bind prouiù", to other terms, such as price, term, orschedule of seivices' or to any otherprovisioi not a¿dr"sseJin this DpA. The provider and the otherLEA may also agree tglhanqg the däta provided by LEÁ io ae p¡ovider in gxhiuit ,,8,, ro suit theunique necds of the LEA. The Provid"i *uy witirdraw the General offer in th" event of: (l) amaterial change in the applicable privacy statues; (2) a material change in m" ,..uces and productssubject listecl in the originatiug service Agreement; or rl*ee f¡l ;ä";f,"; ,lî i",* of provider,ssþature to this Form' Provider shall notify cErpe'in the-event of any withdrawal so that thisinfo¡mation may be transrnitted to the Alliance,s users.

EXHIBIT "E'
GENERAL OFFER OF PRIVACY TERMS

Westside Union School District

Dare: it L

Skoolbo

BY

2. Subscribing LEA

A subscribiry LE'\ 
!1^sien^ry 

a separate service Agreement with provider:, and by its signature below,accepts tåe General offer of Pri't acy Terms. The Sribscriui"À ina and the provider shall therefore bebound by the same terms ofthis DpÀ.

PrinredName: Colin Brown

Printed Name:

îirle/positiorr. Chief Operating Officer

Date:

Title/Position:

BY

()

Name: Colín Brown

Title: COO

Ema' Address: colin. brown@skoolbo.com
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sx$IBrT "D',

DIRECTIVE FOR DISPOSITION OF DATA

Westside Union SchoolDistrict direcrs Skoolbo Ltd to

dispose of data obtained liy Company pursuant to 
. 
tle Îf , 

t1]" Service Agreement

¡"¡r""n LEA and Cornpany. The ierms bf tne Disposition are set forth below;

Authorized ofLEA Date

Verification of DisPosition ofDaä Date

by Authorized RePresentative of Provider

_=- Partial. The categories of data to be disposed of are as

, GomBlete. Þisposition extends to- all'categories of data'

follows:Extêntof Disu-osiqon

Disposition shall be:

..*- Transfer of data. The data shall be tr¿nsf-e$gdras sel,for{å

ñãã uttu"h*unt to this Dìrective. Following con{irmatipp,&0m

LEA that data was successfully transfened, ?rovidçr shall '

destroy or delete all'applicable data.

Destruction,or deletion of data,I{at$re of Disnositio4

Disposition shall be bY:

Data sha1l be disPosed of bY the

foliowing date:
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IINSERT ADDITIONAL DATA SËCURITY REQUTREMENTS HERE]

00618-û000 l/427437S. I
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