








5. No Unauthorized Use. Provider shall not use Student Data for any purpose other than as
explicitly specified in the Service Agreement.

6. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing
functions pursuant to the Service Agreement, whereby the Subprocessors agree to protect
Student Data in manner consistent with the terms of this DPA.

ARTICLE III: DUTIES OF LEA
1. Provide Data In Compliance With FERPA. LEA shall provide data for the purposes of the

Service Agreement in compliance with FERPA, COPPA, PPRA, OSIPA and all other Oregon
privacy statutes quoted in this DPA.

2. Annual Notification of Rights. If the LEA has a policy of disclosing education records under 4
CFR § 99.31 (a) (1), LEA shall include a specification of criteria for determining who constitutes
a school official and what constitutes a legitimate educational interest in its Annual notification
of rights, and determine whether Provider qualifies as a school official.

3. Reasonable Precautions. LEA shall take reasonable precautions to secure usernames,
passwords, and any other means of gaining access to the services and hosted data.

4. Unauthorized Access Notification. LEA shall notify Provider promptly of any known or
suspected unauthorized access. LEA will assist Provider in any efforts by Provider to investigate
and respond to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all applicable State and Federal laws and
regulations pertaining to data privacy and security, including FERPA, COPPA, PPRA, OSIPA
and all other Oregon privacy statutes identified in this DPA.

2. Authorized Use. The data shared pursuant to the Service Agreement, including persistent unique
identifiers, shall be used for no purpose other than the Services stated in the Service Agreement
and/or otherwise authorized under the statutes referred to in subsection (1), above.

3. Emplovee Obligation. Provider shall require all employees and agents who have access to
Student Data to comply with all applicable provisions of this DPA with respect to the data shared
under the Service Agreement. Provider agrees to require and maintain an appropriate
confidentiality agreement from each employee or agent with access to Student Data pursuant to
the Service Agreement.

4. No Disclosure. De-identified information may be used by the Provider for the purposes of
development, research, and improvement of educational sites, services, or applications, as any
other member of the public or party would be able to use de-identified data pursuant to 34 CFR
99.31(b). Provider agrees not to attempt to re-identify de-identified Student Data and not to
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or transfer said data to LEA or LEA’s designee, according to a schedule and procedure as
the parties may reasonably agree. Nothing in the Service Agreement authorizes Provider
to maintain Student Data beyond the time period reasonably needed to complete the
disposition.

¢. Security Protocols. Both parties agree to maintain security protocols that meet industry
best practices in the transfer or transmission of any data, including ensuring that data may
only be viewed or accessed by parties legally allowed to do so. Provider shall maintain all
data obtained or generated pursuant to the Service Agreement in a secure computer
environment and not copy, reproduce, or transmit data obtained pursuant to the Service
Agreement, except as necessary to fulfill the purpose of data requests by LEA.

d. Employee Training. The Provider shall provide periodic security training to those of its
employees who operate or have access to the system. Further, Provider shall provide
LEA with contact information of an employee who LEA may contact if there are any
security concerns or questions.

e. Security Technology. When the service is accessed using a supported web browser,
Secure Socket Layer (“SSL”) or equivalent technology shall be employed to protect data
from unauthorized access. The service security measures shall include server
authentication and data encryption. Provider shall host data pursuant to the Service
Agreement in an environment using a firewall that is periodically updated according to
industry standards.

f. Security Coordinator. Provider shall provide the name and contact information of
Provider’s Security Coordinator for the Student Data received pursuant to the Service
Agreement.

g. Subprocessors Bound. Provider shall enter into written agreements whereby
Subprocessors agree to secure and protect Student Data in a manner consistent with the
terms of this Article V. Provider shall periodically conduct or review compliance
monitoring and assessments of Subprocessors to determine their compliance with this
Article.

h. Periodic Risk Assessment. Provider further acknowledges and agrees to conduct
periodic risk assessments and remediate any identified security and privacy
vulnerabilities in a timely manner.

i.  Backups. Provider agrees to maintain backup copies, backed up at least daily, of Student
Data in case of Provider’s system failure or any other unforeseen event resulting in loss
of Student Data or any portion thereof.

J- Audits. Upon receipt of a request from the LEA, the Provider will allow the LEA to audit
the security and privacy measures that are in place to ensure protection of the Student
Record or any portion thereof. The Provider will cooperate fully with the LEA and any
local, state, or federal agency with oversight authority/jurisdiction in connection with any
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6. Entire Agreement. This DPA constitutes the entire agreement of the parties relating to the
subject matter hereof and supersedes all prior communications, representations, or agreements,
oral or written, by the parties relating thereto. This DPA may be amended and the observance of
any provision of this DPA may be waived (either generally or in any particular instance and
either retroactively or prospectively) only with the signed written consent of both parties. Neither
failure nor delay on the part of any party in exercising any right, power, or privilege hereunder
shall operate as a waiver of such right, nor shall any single or partial exercise of any such right,
power, or privilege preclude any further exercise thereof or the exercise of any other right,
power, or privilege.

7. Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction
shall, as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability
without invalidating the remaining provisions of this DPA, and any such prohibition or
unenforceability in any jurisdiction shall not invalidate or render unenforceable such provision in
any other jurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly
drawn so as not to be prohibited or unenforceable in such jurisdiction while, at the same time,
maintaining the intent of the parties, it shall, as to such jurisdiction, be so narrowly drawn
without invalidating the remaining provisions of this DPA or affecting the validity or
enforceability of such provision in any other jurisdiction.

8. Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE IN WHICH THIS
AGREEMENT IS PERFORMED, WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
COUNTY IN WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING
OUT OF OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS
CONTEMPLATED HEREBY.

9. Authority. Provider represents that it is authorized to bind to the terms of this Agreement,
including confidentiality and destruction of Student Data and any portion thereof contained
therein, all related or associated institutions, individuals, employees or contractors who may have
access to the Student Data and/or any portion thereof, or may own, lease or control equipment or
facilities of any kind where the Student Data and portion thereof is stored, maintained or used in
any way.

10. Waiver. No delay or omission of the LEA to exercise any right hereunder shall be construed as a
waiver of any such right and the LEA reserves the right to exercise any such right from time to
time, as often as may be deemed expedient.

[Signature Page Follows)
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IN WITNESS WHEREOF, the parties have executed this Oregon Student Data Privacy Agreement as
of the last day noted below.

ParentSquare Inc
AN, .
BY: ,A"’f Bate: April 23, 2019

Anupama Vaid

President & Founder

Printed Name: Title/Position:

Address for Notice Purposes:
3905 State Street, Suite 7502, Santa Barbara, CA 93105

Oregon Trail SD 46

BY:Scott Coleman Datc:A;:nril 28, 2019
Printed Nam%ﬂtlemosition:Direcmr ot Technology

Address for Notice Purposes:

P.O. Box 547, Sandy OR, 97055
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EXHIBIT “A”

ParentSquare is a district communication platform designed to help educators build a positive
and supportive culture with parents. ParentSquare simplifies the engagement of parents with a
diverse set of communication styles, languages and interaction opportunities, ensuring every
parent can participate and support the educational process.
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EXHIBIT “B”

SCHEDULE OF DATA
Check Check
if used if used
Cat;gac;:y of Elements by Cat;gac:;y o Elements by
your your
system system
IP Addresses of 7 Language
N users, Use of information (native,
Application : .
Technology cookies etc. ‘ preferred or primary
Meta Data Other application  |_ language spoken by
technology meta student)
data-Please specify: Other demographic
information-Please
G s Meta data on user  |_ specify:
Appsliziiitslt(;gsUse interaction with Student school o
application enrollment
Student grade level v
Standardized test . Homeroom v
scores Optional Guidance counselor J
Assessment | Observation data | Optional Enrollment | Specific curriculum
Other assessment programs Y
data-Please specify: ) Year of graduation /
Other enrollment
Student school / information-Please
(daily) attendance specify:
Attendance data
Student class Parent/Guardian | Address v
attendance data 4 Contact Email v
Information Phone of
Online /
communications . Parent ID number /
Communications | that are captured Parent/Guardian (created to link
(emails, blog - parents to students)
entries)
Parent/Guardian | First and/or Last /
Conduct or Name
Gttt behavioral data )
Student scheduled
Demographics | Date of Birth - Schedule courses v
Place of Birth - Teacher names v
Gender 7
Ethnicity or race - ; : English language .
Special Indicator e afn ity fo%m a%ion Optional
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Check Check
if used if used
Category of Category of
Data Elements by Data Elements by
your your
system system
specify: element used, (Optiona
stored or collected 1) lunch
Other Please list each by your application |pajan~dml
additional data
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EXHIBIT “C”
DEFINITIONS

ACPE (Association for Computer Professionals in Education): Refers to the membership
organization serving educational IT professionals in the states of Oregon and Washington to promote
general recognition of the role of IT professionals in educational institutions; improve network and
computer services; integrate emerging technologies; encourage appropriate use of information
technology for the improvement of education and support standards whereby common interchanges of
electronic information can be accomplished efficiently and effectively.

Covered Information: Covered Information means materials that regard a student that are in any media
or format and includes materials as identified by Oregon SB 187 (2015). The categories of Covered
Information under Oregon law are found in Exhibit B. For purposes of this DPA, Covered Information is
referred to as Student Data.

Educational Records: Educational Records are official records, files and data directly related to a
student and maintained by the school or local education agency, including but not limited to, records
encompassing all the material kept in the student’s cumulative folder, such as general identifying data,
records of attendance and of academic work completed, records of achievement, and results of evaluative
tests, health data, disciplinary status, and test protocols. For purposes of this DPA, Educational Records
are referred to as Student Data.

De-Identifiable Information (DII): De-Identification refers to the process by which the Vendor
removes or obscures any Personally Identifiable Information (“PII”) from student records in a way that
removes or minimizes the risk of disclosure of the identity of the individual and information about them.

NIST 800-63-3: Draft National Institute of Standards and Technology (“NIST”) Special Publication
800-63-3 Digital Authentication Guideline.

Operator: The term “Operator” means the operator of an Internet Website, online service, online
application, or mobile application with actual knowledge that the site, service, or application is used
primarily for K—12 school purposes and was designed and marketed for K—12 school purposes. For the
purpose of the Service Agreement, the term "Operator” is replaced by the term "Provider." This term
shall encompass the term "Third Party," as it is found in applicable state statues.

Personally Identifiable Information (PII): The terms “Personally Identifiable Information” or “PII"
shall include, but are not limited to, student data, metadata, and user or pupil-generated content obtained
by reason of the use of Provider’s software, website, service, or app, including mobile apps, whether
gathered by Provider or provided by LEA or its users, students, or students’ parents/guardians. PII
includes Indirect Identifiers, which is any information that, either alone or in aggregate, would allow a
reasonable person to be able to identify a student to a reasonable certainty. For purposes of this DPA,
Personally Identifiable Information shall include the categories of information listed in the definition of
Student Data.
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Provider: For purposes of the Service Agreement, the term “Provider” means provider of digital
educational software or services, including cloud-based services, for the digital storage, management,
and retrieval of pupil records. Within the DPA the term "Provider" includes the term “Third Party™ and
the term “Operator” as used in applicable state statutes.

Pupil Generated Content: The term “pupil-generated content” means materials or content created by a
pupil during and for the purpose of education including, but not limited to, essays, research reports,
portfolios, creative writing, music or other audio files, photographs, videos, and account information that
enables ongoing ownership of pupil content.

Pupil Records: Means both of the following: (1) Any information that directly relates to a pupil that is
maintained by LEA and (2) any information acquired directly from the pupil through the use of
instructional software or applications assigned to the pupil by a teacher or other LEA employee. For the
purposes of this Agreement, Pupil Records shall be the same as Educational Records, Student Personal
Information and Covered Information.

Service Agreement: Refers to the Contract or Purchase Order to which this DPA supplements and
modifies.

School Official: For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B), a School
Official is a contractor that: (1) Performs an institutional service or function for which the agency or
institution would otherwise use employees; and (2) Is subject to 34 CFR 99.33(a) governing the use and
re-disclosure of personally identifiable information from student records.

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its
users, students, or students” parents/guardians, that is descriptive of the student including, but not limited
to, information in the student’s educational record or email, first and last name, home address, telephone
number, email address, or other information allowing online contact, discipline records, videos, test
results, special education data, juvenile dependency records, grades, evaluations, criminal records,
medical records, health records, social security numbers, biometric information, disabilities,
socioeconomic information, food purchases, political affiliations, religious information text messages,
documents, student identifiers, search activity, photos, voice recordings or geolocation information.
Student Data shall constitute Pupil Records for the purposes of this Agreement, and for the purposes of
Oregon and Federal laws and regulations. Student Data as specified in Exhibit B is confirmed to be
collected or processed by the Provider pursuant to the Services. Student Data shall not constitute that
information that has been anonymized or de-identified, or anonymous usage data regarding a student’s
use of Provider’s services.

SDPC (The Student Data Privacy Consortium): Refers to the national collaborative of schools,
districts, regional, territories and state agencies, policy makers, trade organizations and marketplace
providers addressing real-world, adaptable, and implementable solutions to growing data privacy
concerns.

Student Personal Information: "Student Personal Information" means information collected through a
school service that personally identifies an individual student or other information collected and
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maintained about an individual student that is linked to information that identifies an individual student.
For purposes of this DPA, Student Personal Information is referred to as Student Data.

Subscribing LEA: An LEA that was not party to the original Services Agreement and who accepts the
Provider’s General Offer of Privacy Terms.

Subprocessor: For the purposes of this Agreement, the term “Subprocessor” (sometimes referred to as
the “Subcontractor””) means a party other than LEA or Provider, who Provider uses for data collection,
analytics, storage, or other service to operate and/or improve its software, and who has access to PIL

Targeted Advertising: Targeted advertising means presenting an advertisement to a student where the
selection of the advertisement is based on student information, student records or student generated
content or inferred over time from the usage of the Provider’s website, online service or mobile
application by such student or the retention of such student’s online activities or requests over time.

Third Party: The term “Third Party” means a provider of digital educational software or services,
including cloud-based services, for the digital storage, management, and retrieval of pupil records.
However, for the purpose of this Agreement, the term “Third Party” when used to indicate the provider
of digital educational software or services is replaced by the term “Provider.”
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EXHIBIT “E”
GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and Oregon Trail SD 46
and which is dated April 23, 2019 to any other LEA (“Subscribing LEA™) who accepts this General
Offer though its signature below. This General Offer shall extend only to privacy protections and
Provider’s signature shall not necessarily bind Provider to other terms, such as price, term, or schedule
of services, or to any other provision not addressed in this DPA. The Provider and the Subscribing LEA
may also agree to change the data provided by the Subscribing LEA to the Provider to suit the unique
needs of the Subscribing LEA. The Provider may withdraw the General Offer in the event of: (Da
material change in the applicable privacy statutes; (2) a material change in the services and products
listed in the Originating Service Agreement; or three (3) years after the date of Provider’s signature to
this Form. Provider shall notify either the ACPE or SDPC in the event of any withdrawal so that this
information may be transmitted to the Alliance’s users.

ParentSquare Inc

BAr P - .
BY: A*"f Dae April 23, 2019

Anupama Vaid

President & Foundet

Printed Name; Title/Position:

2. Subscribing LEA Insert the Name of the Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
bound by the same terms of shis DPA.

»

BY: ‘ Date:

Printed Name: Title/Position
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