CALIFORNIA STUDENT DATA PRIVACY

AGREEMENT Version 2.0 {Septemnber 26, 2018)
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Tlus Californie Stedent Dawa Privacy Agreement (“DPA” w entered mto hy and between the
San Marcos Unified School District

thercinafter  roferred o a5 CLEATVwd Shaaow Heaith, Inc.
rereinaiter referred oo as Provider™ a 31121 The Parties agres

the terms as stated heren,

RECITALS

WHEREAS, the Provider hes agreed o provide the Loeal Bducation Agency ("LEA™ with certain
dipual educational services CBerviees™) pursuant we o conbmel  dated 2i1/21
{"Serviee Agreement”; and

WHEREAS, m order to provide the Bervices described in the Seevice Agreement, (he Provider
may reeeive or ereate, and the LEA may provide docamemts or dats that are coversd by
several federsl  statutes, among  them,  the  Famuly  Edocational  Righes and  Privacy  Act
CFERPA™ w20 DS 1232p (34 OFR Part 991 Childeen's  Online  Privacy  Protection
Act (TCOPPA™L 13 U800 63 -0506; Protection of Pupil Righis Amendment CPPRA™ 20 1L5.C.
1232 and

WHEREAS, the documents and data transterred friom LEAS and crested by the Provider’s Services ans
alws subject to Califorma sate swdeor privacy laws, mehading AB 1884, found 3t Califorms
Education Code Section 490731 and the Studemt Olnline Personal [nformation Protection Ac
SOPIPA™Y found at Californas Busmess and Professions Code section 22384 and

WHEREAS, for the purposes of this DPA, Provider 15 u schoal official with legitimmse cducational
interests in accessing cducational records pursuant to the Service Agreement: and
YWHEREAR, e Frrvies wish o eoter oo this DPA W ensure that the Service Agreement contorms

o the requirements of the privacy laws refeered to above and @ establish implementng proceduses
and duties; and

WHEREASB, the Provider mav, by signing the “Gepersl Offer of Privacy Terms”™ (Exbubat “E™, agree to
allow other LEAs in Callorma the opportunity to sccept and ooy the beneiits of this DPA for
the Services descrihed herein, witheis the need to negotate terms in g separate DPA,

HOW THEREFORE, for good ami valisabde consideration. e paities agrse 85 ollows:

ARTICLE §|: PURPOSE AND SOOPE

i. Purpose of DPA The parpese af this DFA i e deseribe the duties and responsibalites io

priotect student deta transmitted w0 Provider from LEA pursaant o the Service Agreement,
imclading compliance with all appheable stabwes, mcluding 1he FERPA. PPRA. COPPA,
SOPIPA, AR P3R4, and other applicable Cslifornia State lows, abl as sy be amended from nme
o tme. la performing these services, the Provider shall he considered o School Official with
W o egtmate educational noorest, and perlonming savices atherwise proveded by the LEA,
Wtk respect to the use amd maintermoce of Student Data, Prosader shall be under die direct
s el supervisen of the LEA.




Phe Provider has agreed e provide the fulliswving digisl

miuwmmﬁé g)sm&m%x amid services deseribed below and &s mav be further outlined m Exnbg "A™
beretoy

San Exbabit A

1) ded. The Parties shall indicaty the catenonies of student data 10 be
prm uled in %hc ‘«chﬁdute of E‘Jam sttached heesto ax Exhibi “B”

4. DPA Definitions. The defimtion of terms used in thas DEA i found in Exhabi 2O In the event
ul'a canflicr, defmiions used in this DPA shall prevasl over term used in the Service Agrecment,

ARTICLE Il DATA OWNERSHIP AND AUTHORIZED ACCESS

1. fvmdam Data Property of LEA. All Stdent Data ansouuet 1o the Provider pursuam w the
Servics A‘\gﬁ:;mmz ® ami will comtiue 1o be the property of end under the contred of 1he [.EA.
The Provider further avknow ledges and agrees that all copics of such Stutent Data transmatted 1o
the Provader. meluding any modificatiens or additions or any portion thereo! from uny vounse,
are subgect 1o the provisions of this Agreement an thir same manner as the origing Student Data,
The Parties ugree that as between them, all rights, including all inteliceruat property rights 1 and
o Student Data comemplated per the Service Agreement shall remain the exclusive property of
the LEA. For the purposes of FERPA, the Provider shall be vomsidered 1 School Official, ander
the control and direction of the LEAS as it pertains 1o the use of Swudent Mata notw ithstusding
the above. Provider may transfer pupil-generated content o a separate aceount, pocording to the
procushures set forth below,

2. Eavent Access. LEA shall establish reasanable procedures by which a purent, legal guardian, or
chgible snudent may review Student Data st the pupil’s records, cormect criuncous idoemation,
and procedures for the transter of pupib-generated comtent 1o o personal account. consistent with
the functionality of services. frovider shall respond m a timely manser Gand no Jater than 45
sty from the date of the request) 1o e LEAS request for Stadent Data m a pupil’s reeords held
by the Provider 1o view o correct us necessary In the event that a parent wi g pupil or other
wdividual contacts the Provader to review any of the Stadent Data aceessed pursuant to the
Services, tie Provader shaldl refer the parent or indavidual 1o the LEA, who will fllow the
mevessary amd proper procedures segardimg the reguessad information

do Separate Aceount I puprl peneriiad cortent 1s stored or mainamed by the Frovider as part of
the Services described i Exhihit “A7, Provider shall, st the roquest of the LEA. transfer caud
pupil geserated contert W@ sepenie student account upon termipation of the Serviee
Agreement: provided, bowever, such transfer shall onty apply w pupsl penerated contert that
severable from the Service,

Third Party Request. Should o Third Party, smcluding oy cuforcement and  govermment
enties, contact Proviler with o reguest for data bedd by the Provider pursuant 1o the Services,
the Provider shall redirect the Third Pany o request the data directly frong the LEA. Provider
shall notity the LEA inoadvance of a compelied disclosure o a Third Parry,




5.

Subprovessors. Provider shall enter mto writen agecements with ull Subprocessors pertoromng
fumchons pursuant to the Serviee Agrcemert, wherely the Subprocessoes agree W profe
Sradent DXBia in guininer consisient wirh the tonns of this BPA,

ARTICLE 1l BUTIES OF LEA

1,

i

Privacy_ Compliapee. LEA shall provale dita foe the purposes of the Semvice Apreorient
in compliance with FERPA. COPPA. PPRA, SOPIPA, AB 15384 and all vther California
TICY Nlsiuies.

Annual Notification of Rights. [f the LFA hus 2 policy of disclosing educagion rocurds under
FERPA (4 CFR § 9931 4a) £, LEA shall mclude a speoficanon of enterss for determmming
who consptutes a schond official ond whist constitutes w fegitimate edueational interest o as
Amual netification of rights,

Reasonable Precantions, LEA shall take reasonmable precautions oy securs usemames.
passwords, and any other means of gaining seeess w the services wd hosted duts.

Unauthorized Access Notification. LEA shail netify Provider promptly of any known pr
suspepted ynaborized socess. LEA will sssast Provider in any ¢fTorts by Provider 1o nveshigate
s responad w any unsathonzed sceess.

ARTICLE 1V; DUTIES OF PROVIDER

Privacy Complignee. The Provider shalt comply with all applicahle state and federal laws and

cepulations pertaimng w data prvacy and security, includmg FERPA, COPPA. PPRA, SOPIPA,
A8 1584 and all other California privacy stattes,

Authorized Use. The duta shared pursuant to the Service Agreement. including persisiont utugus
identificrs, shall be used for mo purpose other than the Services siated in the Service Agreenent
andéor stberwise ausliorized under the statutes referred 10 o subsoctiom (1, above, Provider s
acknowledges and ugrees thar it shall oot make any re-disclosure of any Student Data or any
portion thereof, meluding wihout linutation, meta dam, user comtent o other psn-prb o
information und/or persosatly wdentifiable informmtion contained in the Student Data, without the
express writlen consent of the LEA,

Emplovee Ubligation. Provider shall requime wll emplovees and agents who have acoess 1o
Stodent Data to comply with all applicshle provisions of this DPA with respect (o the dats shared
ursber the Service Ayresment.

No Disclosure. De-identiffed mformation may be wsed by the Proveder fw the purposes of
development. research, and improvement of educational sites, services, o applications, os any
wither member of the public or pasty would be shle t© use de-identifed dat pursuant 1o 34 CFR
99 317k, Provdir agrees not 1o aitempt 10 re-idenoty de-wdennified Student Data and nat 1o
spamater de-wdentified Student Dt to aoy partv unless (1) that parly agrees i writing noj by




atwempt re-identification, snd (h) prior wotten nolice hos been given w LEA who bas provided
prooe writien consent for such transter, Provider shall not copy, repracduce ar trumsmat any data
obtained nader the Service Agreement andior any portion shereat, except as aecessary to fultll
the Bervice Agreement.

3. Dispesition of Data. Upon written request and o agcradance with the applicable 1erms in
subsection 8 or b, below, Frovider shall dispose or deloie all Swdent Das obiained under the
Serview Agreement whoo o 05 no longer reeded foe the purpose for which it was obtained.
Drispuosition shall include (1) the shredding of any hasd copies of sny Student Data; (31 Erasing:
ot 131 Otherwise moditying the personal information in those recerds 1o make 31 unrendable or
mdecpberable by human or digasl means, Nothing i the Service Apreement authorizes
Provider to muaintain Student Data obtatoed under the Service Agreement bmm%d the tine perod
reasonaidy needed Lo complete the disposition. Provider shall provide written sotification to
LEA when the Student Data has beon disposcd, The duty w dispose of Studend Data shall not
eutend 10 distas that has been de-idenuified or placed o o separate Student account, pursuant o the
ather terms of the DPA. The LEA may employ 2 “Reguest Tor Return or Deletion of Student
Data” form, 2 copy of which is sttached hereto as Exhibit “T1° Upon receipt of o reguest from
the LEA, the Provider will immedintely provide the LEA with anv specitied portion of the
Student Dats within ten (1) calendar days of receipt of sand request,

a. Partial Disposal During Term of Service Agreement. Throughout the Term of the
Servige Agrecment. LEA may request partial disposal of Student Dats obtamed under
the Service Agreement that is oo nger needed. Partial disposal of data shall be
subneet t LEA < reguest to rransfer data to a separate account, pursuant o Article 11,
section 3, above

b, Complete Disposal Upon Termination of Serviee Agreement. Upon Termisation of
the Service Agresment Provider shall dispose or delete all Student Dama obtained
urder the Serviey Agreement. Prior to disposition of the data, Provder shull nodty
LEA nwriting of its option to trassfer data o & sepamte account, purseant o Article
Il section 3, sbove. In no ovent shall Provider dispose of dat pursuaet o ths
arovision undess and upnl Provider has recewved allirmanve written conlinmation
frivmy LEA that data wall oot be tronsterred o 9 separate scepunt.

. Provider s probted e vsing or selling Student Data (o (a) market

364y w siwmm or fpuliesieuardians: (b1 inform, influence, or coable marketing,
adverisang, or other commencial si:ﬁi:}ﬁ& by a Provider; (¢} develop 3 protile of a student, funnly
meraber/guardian o group, for any commercial purpose other than providing the Service to
LEA o () use the Student Data for the developmen of commercia] products of services, other
thars s necessary o provide the Serviee w LEA. This section does not probihis Proviler from
using Student Data for adaptive learnmg or customized student learning purposes.

ARTICLE Vi DATA PFROVISIONS
L. Data Sevarity, The Provider agrees 1o abule by sl nsaama adoguate duly seourity messurnes,

comsistent wath industey stendands amd technology best practices, e peotee Student Data from
unsuthoreed disclosure or scgeisition by an wssmithoreed peeson. The general seourity dutses of




Prowiider are set torth below, Provider may further el its se WY pragrams il measares m
Exlulue “F” hereto, These measures shall melade. hut sre mod Himited 100

4. Passwords and Emploves Access. Provider shall sepure usermames, passwords, sl

b

B

i,

£,

@y other means of zaining access to the Services or 1o Student Dats, ot p level
supgesta] by the applicable standards, a8 set farth in Arsicle 4.3 of NIST 200-63-3,
Prowider shall only provide acvess o Studem Data o emplovees or coraractors that
are performing the Services, Emplovees with asceess 1o Student Duts shall have
signed confrdentiadity sgreemenes regarding spid Studenr Data. Al emiplovees with
aceess o Sgdent Records shall be subject 1o eriminal background checks in
comphiance with stae and local ardmances,

Destruction of Drata. Provider shall desiroy or delete all Sradest Data obtamed
undee the Servicw Agreament when it is no longer needed (or the puspose lor which
it was obtained, or taosfer said data oy LEA or LEA's desipnes, according to the
procedure idemtificd o Aricke IV, section 5, abuve. Nothing in the Service
Agrecroent amthorizes Provider o mamian Siudent Dag bevond the time pertod
reasonably needed w complete the disposition.

Security Protocels. Both parties sgree 1o esininn seeurity protoesds that meet
industry standards i the wansfor or transmission of any dats, inctuding onsunny tha
dast may only be viewerd o1 sccessed by parties legally allowed 10 do 3o, Provider
shall waentai all data obtained o gencrated pursuant to the Service Agreement in 2
secure digital envireoment and ot copy. reprodoce, or tansmnt data obeyined
pursuant b the Nervice Agreement, except as neeessary 1o fulfill the purpose of data
reguests by LEA

Lmplovee Training. The Provider shall provide periodic security trasing o thosy
of its employess who operate or bave acvess w the system. Further, Provider shall
provide LEA with contact information of un emplovee who LEA may contser if
there are any secunty Clmgems F qUOstions.

Security Technology, When the service s accessed using o supported web hrowser,
Frovider shatl empioy indastry standord measures so protece date from smaathorized
avcess, The service securily messures shall include server sutheoticanion snd daia
eneryption. Peovider shall bost dota pussuant Lo the Service Agreement in an
ervitoriment using a Hrewall that s updoted secording 1w ndustey standards,

Security Courdinator. 1f different from the designated representative identificd o
Article VI section 3. Provider shall preaade the mame and contact information of
Provider's Secunty Coordingtor for the Student Data received pursuamt o the
Servien A grovmet.

Subprocessors Bouwnd. Provider shall emter smto writien agreements wherehy
Subprocessors agree 1 sevare wd proteer Student Dats i 4 aoner consistent wiil
e terms ol this Anticle V. Provider shall periodically comluet or review complinnee




maniring aed asessments of Subprocessory w determime ther complisnee with
iy Arlicle,

b Pertodic Risk Assessment. Provider further sckuowledges und seress @ conduct
digital and phyvaical periodie (ne by than semi-anmuelt sk assessments s
remediate any wentified seouriy and privasy vulnerabilities in o timely manper

» Duta Breach. In the cvent that Btudent Dus iz aceessed or obtained b an unauthorized
iﬁdw%@uﬁ] Frovider shall provide notification s LEA within o rensonable amount of time of the
wcidunt, and not exceeding Torty-eight 1451 hours, Provider shall Tllow the following process:

. The seourity broach notification shall be weitten m ploin language, shall be el
“Hoticr of Data Bresch,” and shall present the information described herein under
the following headings: “What Happened,” “What Information Was Tnvolved,”

“What We Are Doing.” “What You Can De” and “For More Information.”
Additional information may be peovided a5 @ supplement 1o the notice.

;’z’“

- The secunity breach notification deseribed ubove in section 2(ud shall include, st 2
mangmu, the Hllowing infonnaten:

L Thee marme and contset imformastion of the reporting LEA subjeet to this section.
e A bist of the tvpes of porsonal informanion dut were or are reasonably believed o
hve buen the subject of s breach,

iif. 1 he infoemation is possible w determine o the bme the notice is provided. then
either (1) the date of the breavh. {2) the estumated date of the breach, or (37 the
date range within which the breach oceurred. The notification shall also include
the dute of e sutien,

v, Whather the notfication was deluved s 3 result of g law enforcement

 investigating, i that information ja possible 1o determine ar the tme the notive is
providid.

v, A general deseoption of the eaeh incident. i that information 3 pussible b

eterming o1 the time the notice is provided.
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Lo Information abom what the ageney bas dooe w prodecs ndividusls whase
mformation bos boes hrsashed,

He Addvice on steps turt the person whose inforsintion has bede hreached mivy tnke to
protect himseld or hersell

d. Provider agrees o adhere to ell requirernents in appliceble Stale and o fedeal law
i respent toow data brevsch related o the Siudens Dara, including, when appropriate
of reguired, the regquired tesponsibilities und procedures for notificstion snd
mitigarion of sny such data breach.




e, Provider hoher acknowladees and egrees v fave a wrtten 1noulent Fexpisse plan
thiat reflects best practices and is vonsistent with industry standards snd federal and
state law for respording to a data breach, breach of securty, privacy wendent or
unauthorized acquisition or use of Saulent Data oe any purtion theneof, including
persorlly wentifiable information and agrees to provide LEA, upon reguest, with a
vopy of sl written incidem response plan.

f. Provider is prohibited from direotly comacting parem, legal guardian or eligibic
pupal unless expresshy requested by LEA. I LEA requests Provider's assistance
providing notice of unauthorized access, and such sssistance & wor anduly
burdenseme w Provider, Provider shall notify the affected parent, legal guacdian or
chigible pupil of the unawhorized access, which shall inchade the information listed
i subseetions (b) and (el above, It requested by LEA, Provider shall reimburse
LEA for costs meurmend to notify parents/familics of a breach not origimating from
LEA's use ol the Service.

g I the event of a breach vnigmatmg frome LFEA"s ase of the Service, Provider shall
cooperate with LEA W the extent necessary 1o espeditiousiy secure Student Data,

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS

Provider may. by signing the attiached Form of General Offer of Privicy Terms {General Offer, attached
heereto s Exhibit “E™), be bound by the terms of this DPA to any other LEA whe signs the neceptance
o s said Exhibit. The Form s mited by the werms snd conditions deseribed therein,

ARTICLE VI MISCELLANEOQLS

i

¥

£

Lerm. The Provider shall be bound by this DPA for the duration of the Seevice Agreement oF so
long as the Provider msintaing any Stadent Doy, |

Yermination. In the event that cither party seeks to temmnme this DPA, they may do so by
mutsl writlen consent so lang as the Service Agreement has fupsed oo has been terminated, LEA
shall have the right to terminate the DPA and Service Apresment in the event of 3 wmaierial
repch of the wrms of thiz DPA,

Effoct of Ter ptbon Swrvivel 1 the Service Agreement i sermvipgiesd, e Poovider shudl
desrow all of LEAs data pursuant to Article V, section 1b), and Article 1, scetion 3, above,

Priurity of Agreements. This DPA shall govern the treamment ot siudent data in order ta comply
with privacy proections. inchidimg those tound in FERPA and all applicable privacy statutes
wentitied i this DPA. In the event there i conflict between the DPA and the Service
Agrcement, the DPA shall apply and take precedence, Exeept as desenbed in thas paragraph
ferein, alb other provisions of the Service Agreement shall coma m eifect

Notice. All aotces or other communication roequinsd or pensified o be given bereumler muost by
i owring and given by persoral delivery, or g-mail ransnmssion F contact wiormagion s




provided for the specific mode of delivery), or frseclass mosdl, postags prepaid, sert ® the
designated representstives before:

The designuted repraseatative for the LEA for this Agreement iy

Mame: MiBasl Taylos
Titkp: 458 Supl., Buginoss Servicgs

Contact Information:

Sar Marcos Unified Sohoe Distrigt
255 Fico swe, She 850

San Maros CA 52068

The designstod repoesemative for the Provider for this Agreemaent is:

Wepme NS BOWSNEE
Title: CTO, Shadow Health

Contact Information:
Shadow Health

201 BE 2nd Ave, Ste 201
Galnesville FL 32801

tr. Motification of Acceptance of Geoeral Offer of Terms. Upin execotion of Exlubit E,
Cieneral Offer of Terms, Subseribing LEA shall gar;md&, patics of such acceplance i weriting
and given hy personal delivery, or e-mail transtrission (F gontsét information s provided for
the speeific mode of delivery), or fisseelass omil, postage prepaid, 1o the designated
representitive below.

The designated represensutive the the notice of acceptnce of the Geoersl Offer of Privacy Terms s

M.
Tithe:

{oacs Indvemaioes

xg;mmt satter E’*&T‘f’@i‘ dm aup&rxe@es ’13! r;zwr gnmmumwanmm mpﬁ:mxﬁmfam or agre;mema
ot or written, by the parties relatimg thereta. Thix DIPA may be amended and the vbservaoce of
any provisisn of this [PA may be waived (either generally or in any particular fnstance wd
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1k

1.

eitber retroactively or prospeenvely | only with the signed wiitten consent ot foth patties. Neither
Imilure nor delay on the parl of any party o exercising any vight, power, of privilere bereander
shall sperste as a waiver of such nght, oor shall any snzle or partial exercise of any such right,
prewer, ar previiege preclude any Turther exencise therzof o the exercise of any other rght
penwer, of privilege,

Severability. Any provision of dus DPA that s peohibited ar unenforcesble in anv wrsdicion
shall, as to such jurisdicuon, be smeffective 1o the exient ot such probimucn o unendoreesbdity
without suvalulsmy the remaining provisions of this DPA, and sov sech probshition or
unenfurceability m any jurisdiction shall nol wvalidate or render voentorezable such provision o
any other jurisdicrion. Wetwithstanding the foregoing, 1 such provisien could be more narcowly
drawn suas ot to be prolubiter or unenlorceable I osuch Jurisdiction while, a1 the same 1one,
mwmtamiog the totent of the parties, it shall, s 0 such junsdiction. be so narrowly drwn
wihowt invahdatng the remumining provisions of thiis DPA or affectng the validiy e
enforceahiligy ol such provision m any sther junzdiction.

Governing Law: Venue and Jupisdiction. THIS DPA WILL BE GOVERNED BY AND

CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE [N WHICH THIS
AGREEMENT I8 EXECUTED, WITHOUT REGARD 1O CONPLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS Tid THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COLRTS FOR THE
CONTY IN WHICH THIS AGREEMENT IS5 FORMED FOR ANY DISPUTE ARISING
OUT OF OR BELATING TO THIS SERVICE AGREEMENT OR THE TRAMSAUTHINS
CUNTEMPLATED HEREBRY.

Autherity. Provider represenss thit it i authorized to bind 1o the terms of this Agreemwens,
weluding confdentivlity und destructton of Studemt Dat und any poetion theeeof contained
therein. all relsted or associated mattutons, mdividuals, ermplovees or vontrestors who may have
aceess to the Student Data andior any portion thereoll or niy own. lease or controd eyuipment s
favifities of any Xpd where the Student Data and portion thergot stored. mantained or used i
any wiy, Provider agrees that any purchaser of the Provider shall wiso be bound to the
Agresment.

Walver. No delay or omission of the LEA 10 exercise any right hereunder shall be comstrued as
waiver of pny such Aght and the LEA reserves ibe right 10 exerese any sueh right from tane o
trme, as pilen as may boe deemod expedient.

Suecessors Bound, This DPA 15 and shall be tinding upon the respociive suceossors in sterest
to Provider i the event of a merger, acquasibion., consulidation or ather business reorganazanan
or sale ol all or substantinfly Wl of the assers of such business,

Ef

Seenatare Page Follinwx|




IN WITNESS WHEREQF, the parhes have executed this Califorma Student Data Privacy Agreement
ax b the st day oosed bedow,

Shadow Health, Ing, ..

P LT
o, W N Dhape

Patrick Bizub Cordrolier
Proviesd Mame Fide/Position:

Ny :g}n Marcos Unified School District

’ b\)‘\/\ [hte 7—/‘)3/31]
U R .

Michael Tay%m e Azst Supt., Business Sepacos
FitlePosition:

Prited Mama

%

Yore: Elecironic signatire not permitted.



DERURIPTION OF SERVICES
{INBERT DETAILED DESCRIFTION OF PRUODUCTS AND SERVICES HERE. IF MURE THAN
ONE PRODUCT OR SERVICE 15 INULUDED. LIST EACH PRODUCT HERE)
Access for authorized users (students, facully andfor stafl) of the LEA 1o the
Shadow Health Platform located at hitpe:fapp.abadowhealth.com

Access for authorized users of the: LEA 1o the following DCE products
adopled by the LEA for use within courses in the Bhadow Health Platiorm:

_%_ Hesith Assessmernt (ISBN# 378-0-28-978881-8)

Technical Bupport of authorized users of the LEA; see hitps/
supportshadowheatthuoorny
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BCHEDULLE OF DATA

Category of
Data
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Faremt/
Cinnlian 1D

Parent 15
npher
{eromtad 1o
link parems o
stuglents)

Parent?
Cruardiom Name
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EXHIBIT»C”
OEFINITIONS

AR 1584, Buchanan: The statuiory designation for what i mow Californsa Punation Cesde § 490731,
retating o pupsd records,

De-ldentifiable  Information (DI  De-ldentification  refers 1o the  process by which  the
Provider removes oF ohsoures any Persenally Identifiabie Information (“PIF) from siudent records m
+ wity thit temaves or minimizes the risk of disclosure of the sdentity of the iedivisfent and indormmustion
about thwem.

Fducational Records: Pducational Reconds sre official reconds, fles mod de decctly related w
o student and naintained by the school or local education agency, including but ot fimited 1,
sevords encompassing #ll the marerial kept in the student’s cumulative tolder, such as general
identifving  dsta, reconds  of  anendance  and  of  academic wirk  completed,  records of
achievement. nnd resalis of evaluative 1ests, health daws, dscyplimary statos, test protocnls und
ilividualized educntion programs. For purposes of this DA, Educational Records are referred 1o 28
Stucdent Data,

NIST: Draft Natiopal Institute of Stapdards and Technology (C"NIST™y Spectal Publicition Digritad
Aunthenticstion {uideling,

{iperator: The term “Uperstor” means the operstor of an Bntermet Websile, online service,
oline appheation, or mobile spplication with actual knowledge that the site, serviee, ur apphcaton
i used pritnanly for K-12 school purposes and was desigmed amcd marketed tor B-12 school
purpeses. For the purpose of the Service Agreement the term “Operator’ ik replaced by the serm
“Brovider.” This term shall eneompass the tesm “Third Pany,” as it found 1o apphicuble state statutes.

Personally Identifiable information (Pilp The terms “Perspoaily  bdenuifiable  Information” or
S shall include, but are mol Hmied W, student dasa, metadita, and user or pupii-generied content
shtpined by reason of the use o Frovader's software, website, service, or app. meluding mobile
apps, whether gathered by Provider or provided by LEA or s users, students, or students’
parertsguardians. PIL ncludes Indirect Identifiers. whach s any information that. cither alone or @
aggregate, woulkl ailew i reasonable person 1o be able 1o identify 8 student 1o a reasonable cerbnly.
For purpeses of this DPA, Personally [demiliable Tnformation shatl nclwde the calegones of
istormation bsted i the defimtion of Smdent Bata.

Pravider: For puposes of the Service Agreement, the erm “Provider” means provider ol
digtsl educational slpwire or services, incloding clopd-hased seevices. for the digieal storage,
maragement, and remeval of pupil records. Withins the IPA 1he wom “Provider” ineludes the term
“Uhird Party” and the term “Openttor” as used m appheabie state skurutes.

Pugpil Generated Comtent: The wenm “pupil-genersted content” means materials o custent created by
pupit during wad For the perpese of vducation ioehiding, but noy hmited t cssays reseurch
epors, pomifnlios, creative wrnitmg, wuaic of ofber aadio files, photopraphs, videos, and acoount
mormation Hhat cnables ongemp ownership of p}fg}iij comtent.
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Pupit Reenrids: Meuns both of the follwng: (1) Any information thal duectly relates w s pupd that s
auintaned by LEA and (2 any mformation acquired directly from the pupth through e use af
imstructional saftware v applications sssigned to the puml by o teacher ar other LEA employee, For the
purposes of this Agreement, Pupil Reconds shall be the sune gs Educstimal Reconds, Swadent Personal
Information and Coversd information, all vl which are deemud Stndent Dt for ihe purposes o this
Agregment

Service Agreement; Refers 1o the Coniract or Puschase Order w which this DPA supplements ansl
ndifies,

Sehool Official Por the purposes of this Agresment and pursuant t 4 OCFR 9937 4By & Sehool
Citficial s conteactor that: {1y Performs an et itutional service wr function e which the ageney or
nstitution would otherwise use emplovees: (24 Is under the direct comrol of the ageney or mstELion
with respect (o the use and mainenance ol cducation records: and (33 Is subjert 1o 34 UFR 99.33{a}
vovermmg the use and re-disclosure of personally ihentifiable information (eom student records.

SOPIPA: Once passed, the reguirements. of SOPIPA were scled 10 Chapter 22.2 {commencmg with
Sortian 125%4) (o Division B of the Business and Professions Code relstiog 1o PrvaCYy.

stodent Data: Stodent Data inclodes any data, whether gathienal by Provider or provided by LEA o il
vsers, students. or students” parents/guandians, that is descriptive of the sudent including, but s Droiied
1o, information in the studint’s eduvational record or email, first and last name, hore address, tebephone
qurrber, smil addeess, or other mfrmation wliowing welise contael. disciplioy records, videos, test
results, special education data, juvenile dependency revosds, erades, evaluations, criminad records,
medical records, health  records,  socmd sepurmy  numbers, biometric  information, disabilities,
sacioscumuae information. food puschases, politcal alfibations, sehigious InfOrmanon sl Messdges,
documents, student identities, scarch activity, photes, voies recandings or geclocaton inforttion.
Shudent Diata shall constitate Pupil Records [or the purposes of this Agreement, and for the purpusis v
Califoriia and federal laws and regulations. Studerd Dt as speeitied in Exhibn "B s conlirmed 1o be
collected or provessed by the Provider pursuant 1o the Services, Student Datn shadi oos comstitwe that
information that has beea anonymized or de-wdentified, or anonymous usage duta regurding a student’s
use of Provider's services.

SDPC (The Student Data Privacy Consortivmy: Relers to the sationai pellaborative of schouols,
districts, regional, termtories and SEe SUSORICS, gobicy makers, wade prganizations and marketplace
nroviders sddressing resl-wield, aduptabie, aml implementable solutvas 1o growing datn privacy
CUHEETNS,




LEA: An LEA that was ot party o ibe origingl Services Agreement and whe accepts the.
Provader’s Generad Offer of Privacy Terms,

Subprocesser: For the purposes of this Agreemeat, the leom “Subprovessor” {sometimes referred o a8
the “Subeonirsctor™) means a party sther than LEA o Provider, who Provider uses for data collection,
anahylics, storage, or other service to operate andior ionprove s spfware, aod who has secess1a PIL

Targetial Advertising: Targeted advectising means presgnling s adverlistment 1o a shudent where The
celertion of the sdvertisemnent is bascd on stoders nfiemation, student reconds o suudent genernled
content or inferred over time from the usage of the Provider's website, online service or mobile
application by such student or the retention of such student’s online activities or requesls over fima,

Third Party: The term “Thied Party” means n provider of digital educational softwane OF . SEIVICES,
including eloud-based services, for the digital storsge, mumgrement, aod remizval of popil reeands.
Hawever, For the purpose of this Agreement, the term “Third Party™ when used 1o indicate the provider
of digiral educational sofiware or services is replaved by tee teern “Provider.”
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EXHIBIT *D”

DIRECTIVE FOR DISPOSTTION OF DATA

San Marcos Urnified School District \ Shadow Health, Inc,
carects 13
dispose of data obtuned by Provider pursuant o fhe erms ol the Bervice Agreoment
between  LEA  and Provider, The terms of the Dispusition are set forth below:

_ Partial. The categories of data to be disposed of ane as
follows;

hspositon shall be

Complete. Disposition extends 1o all cuegones of data.

Sature of Dsposition

_ Diestruction or deletion of dota

Disposttion shall be by

_Transfer of data, The dia shall be vansferred as set fonth
by ao wltechmest to b Divective, Following confirmation frons
LEA that dats was suvcesstully mansferred, Provider shall

destroy or delere all applicable data.

Dhagat shinll be disposed of by the s
nilowing date

As soon as sommercilly practicable

B nsent Do)

Authorized Represemavve of LEA

Yerrieatton of Dhsposiius of Data Liate
by Authorizod Represeomtive of Provider




EXHHBIT "E7

GENERAL OFFER OF PRIVACY TERMS

i, Offer of Terms arn e panes | desiiin
Provider affers the same privacy protections {ound i this DFA between 11 amld §f§»ﬁ?ﬁfﬁiﬁm’md

aral wlich 35 dated 271721 o any other LEA (“Spbsersbipg LEAT) who sovepes this
General Offer though s signature below, This General Offer shall extend only w privacy profections
aad Provider's signature shall sot necessanly bind Provider to other tenms. such as price, R, or
sehedule of services, or o any other previston not addeessed m this DPAC The Provider and the otler
LEA mav also agree o change the data provided by LEA to the Frovider m Exhiba "B" tw sws the
unigue peeds of the LEA. The Provider may withdraw the General Offer in the evemt off (1) »
material change i the apphivable privacy stanmes; (2) & maserial change m the sorvices aod
products subjeet listed in the Origineting Service Agreement: or threp (33 wears whter the date of
Provider’s signatare to this Form. Provider shall notfy CETPA o the event of any withdrawal
s that thes mbvematen may be rassmstted o the Alllance’s vsers,

Providern Shaciow Haalth,
a2t
By e
Patrick Bizub ontroller
Printed Name: v TitlePosition

1. Subseribing LEA

A Subsenbing LEA, by sipnmng a separate Service Agreement with Prosdder, and by a5 signature below,
accepls the General Offer of Privacy Terms. The Subsctibing LEA and the Provider shall therefire be
hound by the same terms of ths DPA,

Subsenbang LEAC

By Erate.

Prrimted Name: Tidle Posution

UBSCRIBING LEA MUST DELIVER THIS
DDRESS LISTED BELOW

Fithes

Femadl Address:

2




[INSERT ADDITIONAL DATA SECURITY REQUIREMENTS HERE]
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