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l Llnified Schnol t)islrict
ône

('DPA*) is entered into by and between the
refen'ed to as "LEA") and

710112017referred to as "Provided'i on
agree to terms as

RECITALS

WHERU.{S, the Provider has agreed to provide the Local Education with certain
digital eduoational services ("Services") pursuant to a rontrâct dated
Agreement"); and

WHERE.A,S, in order to provide the Services described in the Service Agreement, the Provider mây
receive and the LEA may provide documents or data that ars covered by several federal and statutes,
emong them, the Family Educational Rights and Frivacy Act ("FHRPA") at ?'t U.S.C. 123?9, Children's
Online Privacy Prctection Act ("COPPA."), 15 U.S.C. 6501-65û2; Protection of Pupil Rights
Amendment ("PPRA") 20 U.S.C, 1232 h; and

WHEREAS, the documents and data transfðmed from Calif'ornia LEAs are also subject to several
California student privacy laws, including AB 1584, frund at Califarnia Bducation Code Section
49A73.1and the Student Online Personal Information Protection Act (sometimes referred to as either

"SB I 177u or "SOPIPA") found at Çalifornia Business and Professions Code section 22584; and

MIEREAS, the Partie* wish to enter into this DPA to en,sure that the Service Agreement conforms to
the requirements of the privacy laws refened lo above and to establish irnplementing procedures and
duties; and

\ryHER-EAS, the Provider may, by signing the "(ieneral Offer of Privacy Terms", ägrees to allow other
LEAs in Califomia the opportunity to acæpt and enjoy the benefits of this DPA for the Services
describod herein, wiihout the need to negotiate tenns in a separate DPA.

NO\ry THARAFORE, for good and valuable consideration, the parties agree as follows:

ARTICLA I: PURPOSÐ ANI) SCOPE

1, Pugpp*e qd,äf'*. The purpose of this DP"A is to describe the duties and responsibilities to
protect student data transmitted to Èrovidsr from the LEA pursuant to the Senice Agreement,
including compliance with all applicable privacy ståtutes, including the FERPA, PPRA, COPPA,
SB 1177 (SCIPIPA), and AB 1584. In performing these services, the Provider shali be
considered a School Official with a legitirnate sducational interest, and performing services
other'¡¡ise provided by the LEA. Provider shall be under the dirsct control and supervision of the
LEA. Control duties are set forth belaw.

2. Nature of Servicçs Provided". The Provider iias agreed tr: provide the fcllowing digital
educational services described below and as may be further outlined in Exhibit ",{" hereto:
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3. Student Data to Be Provided. ln order tc perlorm the Services described in the Service
Agreement, LEA, shall provide the categories of data described below or as indicated in the
Schedule of Data, attached hereto as Exhibit "8":

ease mark data neede in Hxhibit A & B

4, äfÀ ltp,f¡gitiq¡s. The definition of terms used in this DPA. is found in SXhihiljl"Çll. In the event
of a canflict, definitions used in this ÐPA shall prevail over term used in the Service Agreement.

,A,RTICLS II: ÞÄT.4. O1VNERSHIP.A,NÐ ,{UTHORIZED ACCBSS

f . S*Hdc¡tåålp l*qpp-rf¡.qJ-.L{84. All Student Ðata or any other Pupil Records tr¿nsmitted to the
Provider pursuant to the Service Agreement is and will continue to be the property of and under
the control of the LEq,. The Parties agree that ¿s befween them all rights, including all
intellectual property rights in and to Shrdent D¿ta or any other Pupil Records contemplated per
the Service Agreement shall remain the exclusive property of the LEA. For the purposes of
FERP.A,, the Provider shall be considered a School Official, under the control and direction of the
LEAs as it pertains to the use of student data notwithstanding the above. Provider may transfer
pupil-generated content to a separate accrunt, according to the procedwes set forth below.

2. Ptrent .{ccess. LEA shall establish reasonable procedures by which a parent, legal guardiân, or
eligible student may review persanally identifiable information on the pupil's records, correct
erroneous inform¿tian, and procedures for the transfer of pupil-generated content to a personal
âccount, consistent with the functionality of services. Provider shall respond in a reasonably
timely manner to the LEA's request for personally identifiable inform¿tion in a pupil's records
held by the Provider to view or correct âs nôcessåry. In the event tbat a parent of a pupil or other
individual contacts the Provider to review any of the Fupil Records of Student Þata accessed
pursuant to the Services, the Provider shall rsfer the parent cr individu¿l to the LHA, who will
follow the necessary and proper procedures regarding the requested information.

3. $grgrtg,l,gAccqunt. Provider shall, at the requeet cf the LEA, kansfer Student generated content
to a separate student ârcour¡t.

a. lþifd 3çf(V necj|.eél!. Should a Third Party, including law enforcement and grveïnment
entities, contact Provider with a request for data held by the Provider pursuant to the Services,
the Provider shall redirect the Third Party ta requost the data directly from the LEA. Provider
shall notify the L8,4. in advance of a compelled disclosure to a Third Party unless legally
prohibited.
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5. Na Unauthorized Use. Provider shall not use Student Data or infarmation in a Pupil Record for
âny purpûse other than as explicitly specified in the Service Agreement.

6, $uþprscescryrs. Provider shall enter into written agreements with all Subprocessors performing
functians pursuånt to the Service ,A.greement, whereby the Subprocössors agree protect $tudent
Data in mânner consistent with the terms of this ÐPA

ARTICLE III: DUTIES OF.LNA

1. Prrrid¿ Þåta ln Cnn¡slisncs \ryith FERP*,. LEA shall pra,vide data for the purpûses of the

Service Agreernent in complianee with the Family Educational Rights and Privacy Act
('FERPA"), 20 U.S.C. section 1232 g, AB 1584 and the other privacy statutes quoted in this
DPA.

2, RgäSggEble-,,P,repqpÍip.trt. LEA shall take reasonable precäutions to secure usernames,
passwords, and any other means of gaining amess to the services and hosted data.

3, Unnuthorizqd,,f"lccess Notification. LEA shall notiSr Frovider promptly of any known or
suspected unauthorized access. LEA will assist Provider in any efforts by Provider to investigate
and respond to any unauthorized access.

4. Sistritt R$prs¿sltativç. At request af Provider, LBA shall designate an employee or agent of
the District as the District representative for the coordination and fulfillment of the duties of this
DPA,

ARTICLE IV: DUTIES CIF PRO\¡IDER

I. Triv$cv,Ço¡.trplí{n+ç. The Provider shall comply with all Califcmia and Federal laws and
regulations pertaining to data privacy and security, including FËRPA, COPPA, PPR.A,, AB 1584,
and SOPIPA.

2. Authorized Ust. Tlte data shared pursuant tt the Servicc Agreement, including persistent
unique identifiers, shall be used for no purpose other than the Services stated in the Service
Agreement andlor otherwise authorized under the statutes refôrred to in subsection (t), above.

3. S¡uttoyee Oþlifûtian. Provider shall require all employees and agents who have access to
Student Datâ to comply witb all applicable provisions of FERP,A" laws with respect to the tlata
shared under the Service Agreement. Provider agrees to require and maintain an appropriate
confidentiality agreement from each employee or agent with âcress to Student Þata pursuant to
the Service Agreement.
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4. l{q Pisclopgf"ç, Provider shall nat disclose any data obtained under the Ssrvice .Agreement in a
manner that cauld identify an individual student ta any other entity in published results of studies
as authorized by ihe Service Agreement. Þeidentified information ffiay be used by the vendor
for ths purposes of development and improvement of educaticnal sites, services, or applications.

5. & ftigg-${ãg3g. Provider shall dispose of all personally identifiable data obtained under the

Servise Agreement when it is no longer needed for the purposË for which it was obtained and

transfer søid data to LËA or LEA's designee within 6û days af the date of termination and

according to a schedule and procedure as the Parties may reãsonably agree, Nothing in the

Service Agreement autborizes Provider to maintain personally identif¡able data obtained under

thc Service Agreement beyond the time period reasonably needed tc complete the disposition,
Disposition shall include ( 1) the shredding af any hard copies of any Pupil Records; (2) Erasing;

or (3) Otherwise modifuing the personal information in those records to make it unreadable or
indecipherable. Provider shall provide written notification to LEA when the Data has been

disposed. The duty to dispose of Student Data shall nat extend to data that has been de-identified
or placed in a separate Student account, pursuant to lhe other terms of the ÐPÁ,. Nothing in the

Service Agreement authrrize$ Provider to maintain personally identifiable data beyond the time
period reasonably needed to complete the disposition.

6. .{dvsrtirin$ Prohiþitipn. Provider is prohibited *om using Student Data to conduct or assist
targeted advertising directed at students or their familieslguardians. This prohibition iucludes the
development of a prnfile of a student, or their families/guardians or BrÕuþ, for any commercial
purpose other than providing the service to client. This shall not prohibit Providers from using
data to make product or service recommendations to LHA,

,4,RTICLE V: DÀTA PROVISIONS

l, Rqfg$pc¡rifq, The Provider agrees to abide by and maintain adequate data security measures to
protect Student D¿ta from unsuthorized disclosure or acquisition by sn unauthorized person.
The general security duties of Provider are set farth below. Provider may further detail its
security programs and measures in in üxhibit "D" hereto. 'Ihese measurss shall include, but are
not limited to:

a. Password* and Employee Access. Frovider sh¿ll make best efforts practices to serure
usernarnes, passwords, and any other means of gaining åscess to the Services or to
Student Data, at a level suggested by Article 4.3 of NIST 800-63-3. Provider shall only
provide access to Studënt Þat* to employees or contractors that are performing thê
Services. As stated elscwhere in this DPA, employees with accsss io Sh¡dent Data shall
have signed confidentiality agreements regarding said Student Data. All employees with
access to Student Records shall pass criminal backgrcund checks.

b. Destruction of Data. Provider shall destroy all personally identifiable data obtained
under the Service Agreement when it is no lcnger needed for the purpose for which it was
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obtained or transfer said data to LËA or LEA's designee, according to a schedule and
procedure as the parties msy rsåsonable agree. Nathing in the Service Agteement
authorizes Provider ta maintain personally identifrable data beyond the time period
reasonably needed to complete the disposition.

c. SecuriÇ Protocols. Bath parties agree to maintain security protocols th¿t meet industry
best practices in the transfer or ftansmission of any data, including ensuring that data may
only be viewed or accessed by parties legally allawed to do so. Provider shall maintain
all data obtained or generated pursuant to the Service Agreement in a secure computer
environment and not copy, reproduce, or kansmit data obtained pursuant to the Service
Agreemeut, except as nscessary to fulfill the purpcse of data requests by LEA.

d. Kmployee TrainÍng. The Provider shall provide periodic security training to those of its
employees who operate or have access to the system. Further, Provider shall provide
LEA with contact information of an employee who LEA may contâct if therc âre any
security ronrems or questions.

Ê. Security Technalogy. When the service is accessed using a supported web browser,
Sectne $ocket Layer ("SSL"), or equivalent technology protects information, using both
server authentication and data encr¡rtion to help ensure that data are safe secure only to
authorizsd users. Provider shall host data pursuant to the Service Agreement in an
environrnent using a firewall that is periodically updated acoording to industry standards.

f. Security Coordinator. Frovider shall provide the name and contact information of
Provider's Security Coordinator for the Student Data received pursuant to the Service
Agreement

g. Subprocessors Bound- Provider sh¿ll enter inta written agreements whereby
SubprocessCIrs âgree to serure and protect Student Ilata in a mânner consistent with the
terms of this Article V. Provider shall periodically conduct or review compliance
mcnitoring and assessments of Subprocessors to determine their compliance with this
Article.

2, Data Breach. In the event that Sh¡dent Þata is accessed or obtained by an unâuthoriued
individual, Provider shall provide notifisation to LEA within a reasonable amount of time of the
incident. Provider shall fçllow the follcwing proress:

a. The security breach notific.ation shall be w¡itten in plain language, shall be titled "Noticc
of Data Breach," and shall present ihe information described herein under the following
headings: "llhat Happened," "What Information Was Involved," "What We Are Doing,"
"lVhat You Can Do," ând "For More Information." Additional information may be
provided as a supplement to the notice.

b. The security breach notification described above in section 2{a} shall include, at a
minimum, the followin g information :

i. The name and contact infarmation of the reporting LEA subject to this section.

i¡. A list of the types of personal information that rrere or are reasonably believed to
have been the subject ofa breach.
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iii. If the information is possible to determine at the time the notice is provided, then
either (1) the date af the breach, (2) the estimated date af the breach, or (3) the
date range within which the breach occurred. The notification shall ¿lso include
the date of the notice.

iv. 'TVhether the notification was delayed as a result of a law enforcement
investigation, if that infonnation is possible to determine at the time the notice is
provided.

v. A general descriptian of the bre¿ch incident, if that information is possible to
determine at the time the notice is provided.

c" At LËA's tliscretian, the security breach notificatian may also include any of the
following;

i. Information about what the âgËrlcy has done to protect individuals whose
information has been bre¿ched.

i¡. Advice on steps that the person whose information has been breached may take to
protect himself or herself.

d. .A.ny ageücy that is required to issue a security breach notification prrsuänt to this section
to more than 500 Califarnia residents as a result of a single breach of the security system
shall elechonically submit a single sample copy of that security breach notification,
excluding any personally identifiable information, to the Attomey General. Provider shall
assist LEA in these effo*s.

e. At the request and with the ¿ssistance of the District, Provider shall nctify the affected
parent, legal gua^rdian or eligible pupil of the unauthorized access, which shall include the
information listed in subsections (b) and {c), above.

ARTICLE YI: GENER"AL OFFËR ûs' PRIV"ACY TARMS

Provider may, by signing the attached Form of General Offer of Privacy Terms ("General
Offer"), (attached hereto as ,Ëxþihil"'fÐl), be bound by the terms of this DPA to any other LËA who
signs the Acceptance on said Exhibit. The Form is limited by the terms and conditions described
therein.

ÄRTICLE WI: MISCHLL,{N$CIUS

1. Term. The Provider shall be bound by this DPA for the duration of the Service,4.greement or so
long as the Provider maintains any Student Data. Notwithstanding the foregoing, Provider
agrees to be baund by the tenns and obligations of this DPA for no less th¿n three (3) years.

2. Terminatio¡, In the event that either pârfy seeks to terminate this ÐPA, they may do so by
mutual written consent so long as the Service Agreement has lapsed or has been terminated,

3. Effgct of Termination S$rviv,AI. If the Service Agreement is terminated, the Provider shall
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destroy all of LäA's data pursuant to Article V, section lft).

4" P,qiurily pf Aqfgpprgqtg. This DPA shall govem the treatment of student records in order to
comply with the privacy protections, including those found in FERP.A, and AB 1584. In tho
event there is conflict between the teffis of the DPA and the Service Agrsement, or with any
other bid/RlP, license agreement, ar writing, the terms of this DPA shall apply and take
precedence. Hxcept as described in this paragraph herein, all other provisions of the Service
Agreement shall remain in effect.

5. Notice. All notices or other communication required or permitted to be given hereunder must be
in writing and given by persanal delivery, facsimile ar e-mail trånsurission (if contact
information is provided for the speci{ic mode of delivery), or first class mail, postage prepaid,
sent to the addresses set forth hercin,

6. Applic*fÍp¡l qf*AgrsçFrs*Ltp g..åïrr,r Agp,pg!,f{. Provider may agree by signing the General
Offer of Privacy Terms be bound by the terms of this DPA for the services described therein for
any Successor Agency who signs a Joinder to this ÞPA.

7. Sxti{,# Âurq$&lÊst. This DFA constitutes the entire agreement of the parties relating to the
subject matter hereof and supersedes all prior communications, representations, or agreements,
oral or wriften, by the parties relating thereto. This ÐP.4. may be amended and the observance of
any provision of this ÞPA may be waived (either generally or in any particular instance and
either retroactively or prcspectively) only with the signed written crnsent of both parties.
Neither failure nor delay on the pari; of any party in exercising any right, po!üor, or privilege
hereunder shall operate ås â waiver of such right, nor shall any single or partial exercise of any
such right, power, or privilege preclude any firrther exercise thereof or the exercise of any other
right, power, or privilege.

8. tçvqråbilitt. Any provision nf tl:is ÐPA that is prohibited or unenforceable in any jurisdiction
shall, as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability
without invalidating the remaining provisions of this DP,A., and any such prohibition or
uuenforceability in any jurisdiction shall not invalidate or render unenforceable such provision in
any other jurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly
drawn so as not to be prohibited or unenfcrceable in such jurisdiction while, at the same time,
maintaining the intent of the parties, it shall, as to such jurisdiction, be so narrowly drawn
ïiithout invalidating the remaining provisions of this DPA or affecting the validity or
enforceability of such provision in any other jurisdictian.

9. Gqyernins Law.: Venue, ¿pd Jurisdict¡on. ïHIS DPA VfILL BE GüVERNËD BY AND
CONSTRUED IN ACCORDANCE WITH THE LÄ"WS OF THE STATE OF CALIFCIRNIA,
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\IiITHOUT RÊGARD TO ÜONPLICTS OF LA\V PRINCIPLES. EACH PARTY CONSËNTS

"4NÞ S1JBMITS TO THE SOLE ANÐ EXCLUSIYE JURISDICTICIN TO THA STATE AT{D
FEDERAL COURTS LOCATET) COI..TNTY, CALIFORNIA

SËRVICË AGRËËMËNTFOR ANY ÐISPUTE ARISINC
OR Tf{E TRA}TSACTIONS CONTEMPLATED T{EREBY,

lS i gn a tur e P a ge FoJlowsl

LUIS OBISPO
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IN LTNESS IVEEREOF, the parties have executed this California Student Data Prívacy Agreement

as of the last day noted below.

Unified School District

Printed Name: Rossi

Þate
ApriL 12,20J.8

Name: Sêan Haruford

Nofe: Electronic sígnafiire not permítted.

710112017

Stone

VP Control.ler & p.AO
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EXTTIBIT'IA'I

ÐËSCRÏFTION OF SËRVTCËS

Provider wí11 prorride District access lo Roseì:La SLone Foundat.ions for

K-12 ianguage instructíon in t-he form of an onlíne SofLware-as-a-

Service as detailed in the Service Agreemeni
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EXHIBIT ''B''
SCHËDULE OF DATA

Element¡
Cl¡rl¡ lf used

by your
ry*1em

Application
Techaology Meta

Data

]P Àddrnsses ofusers, Use ol
uookies eic.

X

Olhor Btlpli{itioñ lechnölogy
meln data-Pleuse ¡¡necifv:

Application Use
St¡tistics

Meta data an uçcr inleracli¡¡n
with app.licaticn X

r,\sgcssrlent

Sta¡dardiccd test scor¿s

Observatìon d¿ts

Other assessment data-f lelss
specify:

Atlsrdrrioe
Srudent school {drily}
ût'tëndûno€ dütå

Stùdsn( clãss û{'te}rdo¡ce dst¿

Commr¡nic¿tio*s
Online commu¡iceticns &âl
aro capturcd (emalls, i:ìog
entries)

Co¡duct Conduct or behavior¡l data

Dcmagraphies

Dålc óf Biïtå

Phcc Õf BirIh
Gande¡
Erhnicity or race

I:ngrrage information
(nativc, prefcned or primary
language spoken by studcnt)

0ther demagraphic
in formation-Fìease speoi fy:

Enrollftent

Strdent schoal en¡ollment
$fudent grnde level

llomsroorn
Guidåncç caunsôlar

Snecilic cuniculum ffÕerams
Ycer ofgraduation

Oiher en¡ollment
infcrmatio¡-Plcase spccify:

Po¡en¡/Guardian
Conl¡cl lnformâtiÕn

Add¡ess

Email
Pha¡c

Pnrent/ûuartlian lÐ
Parent lD number {ereatcd lo
link purenls 1o studonts)

Parent./Cuardien Namc Fißt ãnd/ff fåst

Crt{gory of D¡l¡ !lemenð
Chcck ifu¡cd

by your
fyðtûür

Schsdr¡lo
Studei¡t schodrled courses

Teaçher names

Special Indiralor

Eri gli$h låsgnâgs l$åmor
info¡maticn
Low income gtotug

Medical ¿lsIts

Student disübility inform¿tion

Specialized cducatíon
-se¡vìcas {IEP or J04)
Living situatians
(homeless/feisier cara)

ûtler i¡dic¿tor inlbrmåtian-
Ple¡sc soeci&:

Crtngory of Dlte Blcrnn¡tt

Sh¡dE¡l Co¡tact
I¡formation

Address
Em¿il
Pho¡e

Student Ídentifiers

l,ocol {Suhool distriot) ID
number

St¿te ID number
Vendor/App assigncd student
ID number

Student ãÐÞ useñ&mê

Studen¡ rËp Þosswordg

Studenl Narne Fi¡st and/or l¿st

Student ln App
Pe¡fo¡ma¡tce

Programlapplicutioa
performûnco (typing
pragram-st$dHìt type$ 60
wpm, reading program-
sfudent rrads below grade
level'l

u
Studenl Þrogram
Ivlonrbcrship

Acadsmic or extmc*rricula¡
ûotiviti$ å studcnt mây
belong to cr particioals in

Stùdent Survcy
Resnonses

Sfudent responses to $rrv6ys
nr cueslinnraìror

StudÐfit l}ark Sfirdgnt genefåted content;
wrilinr- nictrr¿s ¿t¿-
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['leütßt¡
C'hscklf u¡ed

by your
¡yr$r¡

0ther otltrf ßtüd6nt $çrk dâÎc -

Plauo s¡scifv:

Truæripr

Studant couæe rades
Slndãt cnüsê dâtû.

Shdcnt eoursr
srodsdrsrfönüancc srôrgs
Other uanrcript duta -ltlease
speoi$;

Crtagoryof Þatr Elam¡t
C'lncklf u¡crl

btlrw
ry¡t@

uF dmp

Trensport*tion
card

ôtlcr
Plerss list eåah âdditia¡al
d¡ta elsuentused, storcd or
collgeted br vou¡ apolicatior

'il
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EXHIBTT ''C''
DEFINITIONS

AB 1584, Buchanan: The statutory designation for wbat is now California Education Code $ 49073.1,
relating to pupíl records,

De-Identifiable Information (DII); De-Identification refers to the process by which the Vendor
removes or obscures any Personally Identifiable Information {"Pü") from student recotds in a way thnt
remove$ or minimizes the risk of disclosure of the identity of the individual and information about them.

NIST 800-63-3: Draft National lnstitute of Standards and Technology ("NIST") Special Publicatjon
800-63-3 Ðigital Authentication Guideline.

Operator: For the purposes of SB 11??, SOPIPA, the term "operatorn'meâns the operator of an

Internet Website, online ssrvice, online application, or mobile application with actual knowledge that the

site, service, or application is used primarily for K*12 school pu{poses and was designed ¿nd marketed
for K*12 school purposes. For the purpose of the Service Àgreement, the term "Operator" is replaced
by the term "Provider." This term shall encompass the term "Third Party," as it is found in AB 1584.

Persanally Ident¡{iable Information (PII): The terms "Personally lder¡tifiable Information, or "PJJtr

shall include, but are not limited 1o, student data, metadata, and user or pupil-generated content obtained
by reason of the use of Provider's software, website, service, or âpp, including mobile apps, whether
gathered by Provider or provided by LËA or its users, students, or sfudents'parents/guardians. PII
includes, without limitation, at least the following:

First and Last Name
Telephone Number
Discipline Records

Special Education Data
Grades
Criminal Records
Health Recorcls

Biometric Information
Socioeconomic Information
Political Affiliations
Text Messages

Student Identifiers
Photos
Videos

Home Address

Ëmail Address
Test Results

Juvenile Dependency Records

Evaluatians
Medical Records

Social Security Number
Disabilities
Food Purchases

Religious Information
Documents
Se¿rch ,A,ctivity

Voice Recordings

General Categories:

Indirect ldentifiers: Any information that, either alone or in aggregate, would allow a reasonable person
to be able to ídentify a student to a reasonable certainty

Information in the Student's Bducational Record
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Information in the Student's Email

Provider: For purposes of the Service Agreement, the term "Pruvider" means provider of digital
educational software or services, including cloud-based services, for the digital storage, management,
and retrisval of pupil records, Within the Service Agreement the term "Provider" replaces the term
"Third Party as defined in Califomia Educ¿tion Code $ 490n"l {ÂB 1584, Buchanan), and replaces the
term as "Operator" as defined in SB i I7?, SOPIT'A.

Pupil Generated Content: The term u'pupil*generated cont€nt" means materials or content created by a
pupil during and for the purprse of education including, but not limited to, essays, reseåÍch reports,
portfolios, creative writing, music or other audio files, photographs, videos, and account information that
enables ongoing ownership ofpupil content.

Pupil Records¡ Means both of the following: (l) Any information that directly relates to a pupil that is
maint*ined by LEA and (2) any information acquired directly from the pupil through the use of
instructional softlvsre or applications assigned to the pupil by a teacher or other local educational LEA
employee.

SB 117?, SOPIPA: Once passed, the requiremsnts of SË 1177, SOPIPÀ were added to Chapter 22.2
(commencing with Section 22584) to Division I of the Business and Frofessions Code relating to
privacy.

Service ^A,greement: Refers to the Cantract sr Purchase Order to rrohich this DPA supplements and
modifies.

School Official: For the purposes of this Agreement and pursuant to CFR 99.31 (B), a School Ofñcial is
a contractor that: (1) Performs an institutional service or function for which the agency or institution
would otherwise use employees; (2) Is under the direct control of the âgency or institution with respect
to the use and maintenance of education records; and (3) Is subject to CFR 99.33(a) governing the use
and re-disclosure of personally identifiable information from student records.

Student Data¡ Student Data includes âny elata, whether gathered by Provider or provided by LÐA or its
users, students, or sfudents' parentslguardians, that is descriptive of the student including, but not limited
to, information in the student's educational recard or email, first and last name, home address, telephone
number, email address, or other infonnation allowing online contact, disciplins records, videos, test
results, special education data, juvenile dependency records, grades, evaluations, criminal records,
medical records, health records, social security numbsrs, biometric information, disabilities,
socioeconomic information, food purchases, political affiliaticns, religious information text messages,
documents, student identifres, search activity, phctos, voice recordings or geolocation information.
Student Data shall constitute Pupil Reccrds far the purposes of this Agreement, and for the pu¡poses of
California and Federal laws and regulations. Student Data as specified in Ïlxhibit B is confirmed to be
collected or processed by the Provider pursuant to the Services. Student Data shall not constitute that
information that has been anonlrnized çr de-identified, or anonymous usâgs data regarding a sfudent's
use of Provider's services.

Subscribing LOA: An LEÀ that was not party to fhe original Services Agreement and who accepts the
Provider's Gener¿l Offer af Privacy Terms,

Subprocessor: For the purposes of this Âgreement, the term "subprocessor" (sometimes refened to as
the "Subcontractor") rneåns a party other than LEA or Provider, who Provider uses for data collection,
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ânalytics, storage, or ottrer service to operäts and/or improve its software, and who has access to PIL
This term shall also include in it meaning the term "Service Provider," as it is found in SCIPIPA.

Targeted Advertising: Targeted advertising means presenting an advertisement to a student where the
selection of the advertisement is based on student information, student records CIr student generated
crntent or inferred over time from the usage of tha Provider's website, online service or mobile
application by such student or the rstention of such student's qnline activities or requests over time.

Third Pnrty: The term "Third Party" â$ åppears in Califarnia Education Code $ 49073.1 (AB 1584,
Buchanan) msâns a provider of digital educational software or services, including cloud-based services,
for the digitai storage, management, and retrieval of pupil records. However, for the puryose of this
Agreement, the term uThird Party" when used to indicate the provider of digital educational software or
services is replaced by the term "Provider."
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