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Teis Califormia Sdent Dada Privacy Agreement (“DVATG i swiered i by aad heiwssn the
Qcaanside Unified Schoo! District

mcrsmamr renerred to as “fEAM and Renaissance Learning Inc
‘il VRO TR FEVIR R b YR T l..n.’MJ' TY) ];Jn‘: 1‘: Y ,, iy fhePartes HEPCEHy

the f"i‘mb as stated ‘1(\"1’6'!1.

RECITALS

WHEREAS. the Provider hgs sgreed o provids the Local Eduveation Agsncy (“LEA”) with certaia
digital educationa! services (“Services™) pussuznt to a coniract dated Juns 18. 2016
(“Service Agreement”): and

WITEREAS, in order to provide the Services doescribed in the service Agreemeni, the Provider
may recerve or create and the LEA may provide documents or data thdt are covered bv scveral
fuderal staiuies, ameng them, the Fumily Bducational Rights and Privacy Act (“FERPA™) at 20
US.C. 1232g (34 CFR Part 993 Children’s Caline Frivacy Protection Act {“COPPA”j. 15
US.C, 6501-6506; Pretection of Punil R]g}'ts Amendment (“PPRA™) 26 U.8.C, 1232h; ard

WHEREAS, the documents and data transierred from LEAs and creaied by the Frovider’s Services ars
aiso subjecl to Californiz state student privacy laws, including AB 1584, foand at California
Education Code Section 490711 and the Student Oaline Persona! Information Protection Act
(“SOPIPA”) found ai Caiiforn:ia Business and Protessions Code scetion 22584, and

WHERREAE, for the purpeses of this DPA, Providar is 3 schoo! orticial with legitimate cducationai
interests inn accessing cdycational records pursuapt fo the Servics Agrocment, and

WHER Ls.aa., the Parties wish 1o enier into this DPA te ensure that the Service Agreement conforms
to the reyuirements of the privacy laws referred to above aad to establish implemeniing procedures
and duties; and

WEHRIEAS, the Provider razy, by signing thz “Gencral Ofier of Privacy Terms” (Uxhioit “E™), agree to
allow other LEEAs in Ca{iform&. the opportuniiy to accent and cnjoy the beneiits of diix DPA for
the Scrvices desertbed herzin, without the nued to negotiate terms in a separate DFA.,

NOW THEREFORE, for good and vatuahle considoration, the purties agree as follows:

5 DP4 is to describe ine duiics and responsibilities to

protect student data transmiited to Provider fom the L1IA pursuant (o the Survice Agreement,
including compliance with ail appliceble statutey, including the FFRPA, PPRA, CUPPA,
SGPIPA, AR 1584, and otikr applicabic California Siaic lzws. ull as may lie emerided from time
tc iime. In p:}fﬁ)&'mfng thene services, the Provider sha'l be considered a School Cificlal with &
';gi‘ii'matc o fucational inicrest, and performing "=1"./icr-s vinerwise provided by the LEA. Wita
respect 1o the use and maintoraice of Student Data, Provider snall be under the dicect corrol
anc supervisien or'the LEA.
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Y *eovided. The Provider has apreed to provide the fo;}ow-ng digltal
educaflonal prodacts and services described below and as may be further outlined in i “A”
hereto:

ACCERMST Heamel ang Slar Roating

Siudent Dals te e Provided. The Parties shali iadicate the categorics of student data to be
provmeu in tre Schedule of Data, attached hereto as Exhibis “B”,

DPA Deiinitions. the acfinition of terms used in this DPA is fourd in Exhibit “C”. Tn the event
of a conﬂ.ut, dcﬁn itions used in this DPA shall prevail over term used in the Servics Agrecment.

C‘é
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CLEII: DATA OWNERSHIPE AND AUTHORIZED ACC

Service Agreement is and w;ll confinue to be the property of end under the contre! of the LEA.
‘the Provider firrtiier acknowledges and agrees that all coples of such Student Data trensmirted 1o
the Provider, inciuding any mudifications or additions or any portion thereof Fom any source,
arz sttbjeni o ihe provisions of thie Agreement in the samc manner as the original Student Data.
Thc Parties sgree that us between them, all rights, including all intellectal property rights in and

Student Data contenplated per the Survice Agreoment shzll remain the exclusive pr ap;,r*y of
tnc LEA. Forthe purposes of FERPA, the Provider shali be considered a Schoul Official, under
the contre! and direction of the LEAs as it pertains te the use of Student Data nc*wmls.,aﬂding
the sbove. Provider rr'ay transicr pupil-generateld content to a separate account, according to the
procedures set forth below,

Stadent Data Propecty of LEA. Al Student Data transmitted to the Provider pursuant to the

Pareni Avogss. LEA shinll establish reasonuble procedures by which 2 parent, legal guardian, or
cligihle studen may review Student Data in the pupil’s records, correct erreneous information,
and procedures for the transicr of pupil-generated content to a persenal account, consisters with
the fonctionality of services. Provider shall respond in 2 timely manner {and no iater than 45
days from the dute of the request) to the LEA's request tor Student Data in a pupil’s records held
by the Provider to view or curect as necessary. In the event that a pavent of a pupil or other
individual contacis the Provider to review any of the Stadent Tiata accessed pursuant to the

Services, the Provider shall refer the parent or individual to the 1L.EA, who w'h follow the
necessary ond proper procedures regarding ihe requested indormation,

Aceount. ! ”Jpal gererated conient is stored or maintained by the Provider as part of
the Services descrived in kxhibit “A”, Frovider shall, at thic reyuest of the LEA, transfer said
pupil generated content to a separsie studont account upon termination of the Sorvice
Agreement; provided, however, such transfer shall only apply to pupi! generated content tirat is
severable from the Scrvics,

Ahinsd Pavis Heguest, Shenid a Thind Parfy, including law enforcement and government
entitics, contact Provider with o request for data held by the Provider pursuant to the Services,
the Provider shall redieet the Third Parly to reouest the daia directly from the LEA. Provider
snall nutify the LEA i advance of a comnpelicd disclosuce to a Third Party.



b ““lm-;;:f_r_ o, Provider shall soter ko wititen agreeinsnts with a'l Subprecessors perfonming

fnctions punugei o the Sorvigs A‘_,; scipent, wiereby he Subprocessors ogiec to protect
Student Ot in maanes con*'atmc witls the {srms of this DA,

ARTICLE TIL: DUTIFS OF LEA

F PR

Privapy Cewplisave. LFA shall pmwdc gata for the purpuses of the Service Agreement
1 compiiance with }ERPA COPPA, PPRA, SOPIPA, AB 1584 and all other Calitornia
pr,vacy statutes.

Aunpugl Notitication of Righis. If the LEA has a policy of disclosing education records under
FERPA ' CFR § $9.33 (.n {l}} LEA shall include a specitication of criteria for determining
who constitutes 2 school official and what constitutes a legitimate educational interest in its
Annuzl aotification of rights,

Ressonable l_:r:: antions LEA shail take reasonable precautions to secure usernames,
passwords, and any other meass of gaiaing access to the services and hosted data,

Lnauthoviged Ascess Noffieation. LEA shali notify Provider premptly of any known ot
suspe ected anautherized access, LE‘.A wi H assist Provider in any efforts by Provider to investigate
anG respond to any unauthorized accoss.

ARTICLETY: DUTTES OF FROVIDER

-
L

”
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Privaey Compiance, The Provider shall comply with ali applicable state and federal laws and
regulations pertaining to data privacy and security, including FERPA, COPPA, PPRA, SOPIPA,
AB 1584 and ali other Culifornia privacy statutes.

Larihoriged Use. The data shared pursuant to the Service Agreement, including persistent unique
identificrs, “shall be used for no purpose other than the Services stated in the Service Agreement
and/or otherwise auticrized under the statutes referred to in subsection (1), abave. Provider also
acknowledges and agrees thai it shall not make any re-disclosure of any Student Data or any
portion ihereof, including without limitation, meta deta, user content or other acn-public
information and/or personally identifiable information contained in the Student Daza, without the
eapress written consent of the LEA,

] bligatiog, Proviser shall require all empioyees and agents who have ascess to
Studenr Dato to comply with all spplicuh e previsions of this TP A with respoct to the data shazed

uider the Rervice Agrevmoiy

niaver 0

No_Disclosn w De-loentified infumylion mav be ased by the Providur %or the nurposes of
Jdewciopment, ee;";', ared imvroversent of ‘d‘js;atiorai siies. soivices. or '»‘-'p;iuc.‘i‘c*‘s, os any
ather membder of the public or party would be able 1o use dz-lden t. fed date nursoant to 545 CFR
285 1(h), Provider A riol 1o aliempt to re-identily de-idendifiod Saident Do and nod to

transtor de-ldentified Studon? Datu fu ooy pary uaiess (4) that pesy sgrvecs in wiithhe not ic




atiempt re-ideniilication, and (b) prier written netice bag been given (v LEA who has provided
prior written conzent for sach iranstir. Provider sheil cot copy. reproduce or trausmit any data
oblzirrdd under the Service Agrecment ard/or any portion ihereod, oxcent vg necessary to faldill
the Service Agresment,

5. Dimpmsivin ol Iags. Upen written request and in accordance with the appiicable terms in
subsection a or b, below, Provider shail dispose or delete all Student Data obtained under the
Service Agreement when it is no longer needed for the purpose for which it was obuained.
Dispositior: shall includz (1) the saredding of any hard copies of any Student Data; {(2) Erasing;
or (1) Otherwisc modifying the personal information in those records to make it unreadable or
indecipherakle by human or digital means, WNothing in the Scrvice Agreement authorizes
Provider to maintain Student Data obtained under the Service Agreement beyond the time period
reasonably needed to complete the disposition. Provider siell provide written notification to
LEA when the Studert Data has been disposed. The duty to dispose of Student Data shall not
extend to data that has buen de-idendiied or placed in a separate Student sccount, pursuant to the
oiner terms of the DPA. The LEA may employ a “Recuest for Return or Deletion of Studant
Data” torin, a capy »f which is attached hereto as Exhibit “D”. Upon receipt of a request from
the LEA, the Provider wili immediately provide the LEA with any specified pertion of the
Student Data within ten (10) caiendar days of roceing of said request.

a. Partial Disposal Daring Term of Service Agresment. Throughout the Term of the
Sarvice Agreement, LEA may request partiai disposal of Student Data obtained under
the Bervice Agreemecit that is no jonger necded. Partial disposal of data shall be
subject to LEA’s request to iransfur data tos g separate account, pursuant to Articls 17,
sectinn: 3, above,

b, Comglete Dispozal Upon Terminaiion of Service Agreement. Unon Termination of
the Service Agreement Provider shall dispose or delete all Student Data oh:ained
under the Service Agreement. Pricr to disposition of the data, Provider shall notify
LEA in writing of iis aption to transfer data to a separate account, pursuarnt to Article
I, section 3, above. In no event shall Provider dispose of data pussuant to this
provision urless and unti! Provider has received affirmative written confirmation
from LEA that data will cot be transferred to a separate account,

6. Adyeriigine Probilition, Provider is prohibited from using or selling Student Data to (&) market
or advertise to students or families/guardians; (%) inform, infiuence, or enable marketing,
advertising, or other commerdial efforts by a Provider; () develop a nrotile of a student, family
member/guardian or group, for any commercia! purpose other than providing the Service to
LEA; or {d) use the Sudent Data for the development of commnzercial products or services, other
than as nucessary ic provide the Service to LEA. This section does not prohibit Frovider fiom
usirg Student Data tor adaptive learning or customized student loarning purposes.

ARTICLE V: DATA PROVISIONS

Y & THe e "WDiugirtel e = e 3t Fydes e gy aviatmf oy wioeninte Jlees ~ - -~ = i
o Daptn sesarity, T Peovider agrecs  abide by and waintaln adequate date sceurily measunss,
comsisient with lndusiey stendzeds ond dsehmelagy best practices, 1 orotect Situdeat Daia fom

vnetihorized disclosurs of asoulsitien by an wnautherhed pevson. The goners! securicy duties of

<



Piovider are set forth below, Provider mav &iriher dotuil its security progvaras and mogsures in
Txhibit "B hergio, Thess measyras shall inciide, but are not limited to:

Passwerds and Employee Access. Provider vhall secure usernames, nasswords, and
F R G R o] ;';.'i:ui.'r;? WECERR Ve ryices o to- Sindonc- Bals et a-devad
suggested oy the applivable starderds. as set forth in Article 4.3 of NIST 206-63-3,
Provider sheli oniy provide aceess to Student Dsta to employees or contractors that
ars perferming the Services. Employees with access to Studont Data shall have
signed confidentiality agreements regarding said Student Data. All empioyees with
access to Student Records shall be subject to crimina! background checks in
compliance with atate ard local rdinances.

s
H

B, Destruction of Datn, Provider shall destroy or delete sll Student Data chiained
unaer the Service Agrecment when it is no longer needed for the purpuse for which
it was ootzined or transfer said data to LEA or LEA’s designee, according (o the
procedure identified in Articie IV, section 5, above. Nothing in the Aervice
Agreement authorizes Frovider to maintain Student Data beyond the time pericd
reasorably necded tu complete the disposition,

= Securily Frotorcols. Both parties agree tu maintain security protocols that meet
industry standards in the transfer or transmission of any data, including ensuring that
deta may only be viewed or accessed by parties legally allowed to do so. Provider
shall mairtain all data obtained or genereted pursuant to the Service Agrsement na
secure digital environment and nei copy, reoroduce, o fransmit data obtained
purstant to tis Service Agreement, Sicept as necessary to fulfili the vurpose of data
requssts by LEA,

iT__l

d. Employze Training. The Provider shall provide perivdic security tralaing to those
ol its empioyees who uperate or kave access to the gystem. Further, Provider shall
wrovide LEA with contact infermation of an empioyee who LEA may contact if
therc are any security conceras or fjuestions.

2. Securlty Technolosy, When the scrvice is accessed using a supporied web browser,
Provider shail employ industry stendard measurcs to protect data from unauthorized
acoess. The service security measures shizll include server awtherntication and data
encrypiion. frovider shall host data purstant to the Scrvice Agreement in an

rvironment sing a firewal] that 1s updated according to industry standasds.

i} A

Adicic V1, section 5, Provider snall provide the name and contact inforration of
Provider’s Security Coordinator for the Sindent Data received pursuunt o the
Ssrvice Agreament.

L Security Coardinnior. If different from: the designated renresemative identitied in

g. Subproeessors Dounnd, Frovider shall enter into wrilien agreemients wheicdy
Subnrozessors agree to securc and protect Student Daty in a manner consister:t with
the terms of chis Axticlz V. Provider sihall noriodically conduet wr review compliance



inonitoring and asscesinenis of Snbprocessors to dadermive their commnliaace with
this Articls,

h. Periodic Risk Assessmient. Provider further acknowlodges and agrees to condact
TR wl phvs b parmnn (no s than somb sl el ussssesis

remediate sny identified security and privacy vuinerabilities in a timely manner,

Z. Daig Breach. In the event that Student Data is accessed or obtained by an unauthorized
individual, Provider chail provide notification to LEA within a reasonable amount of time of the
incident, and not exceeding forty cight (48) hours. Provider shall follow the following process:

f. The scourity breach noiificstion shall he written in plain language, shail be title
“Motice of Ilata Breach.” and shall precent tre infurmation described hersin unde
the foliowing headings: “What Happened.” “What [nformation Was Invoived,”
“What We Are Doing,” *What You Can Do,” and “For More Tnformation,”
Additional information may be provided as a supplement to the notize.

k. The sccurity breach notification described above in secticn 2(8) shall include, at a
minimum, the following information:

[N
a

The name and contact information of the reporting LEA sabject £ this scetion.

A. list of the types of personal information that were or are reasonably believed to

bave been the subject of a breach,

iil. If the information is possible te determine at the time the notice is previded, then
cither (1) the date ¢i'the breach, (2) the estiimated date of the breach, or {3) the
date range wiithin which the breach cecurred, The notification sha!l alse inciude
the date of the notics.

iv, Wheather the notification was delayed as a result ot a law enforcement
investigation, if that information is pussible to detcrmine at the time tae notice is
provided.

v. A general deszrintion of the breach incident, i that imformation is possible 1o
determine at the time the notice is provided.

Ten
=
.

t. At LEA’s discretion, the sceurity breach netificaiion may also inciude any of the
fellowing:

i, Information about what ine agency has done to protect individuais wnose
information has been breached,

fi. Advice un steps that the peison whese information hes been breachza may take io
proteet himself or horself

[

Provider agrecs to adhere to all cequircments in appiicable Staie and in foderal law
with respect to a data hresch related to the Student Data, including, when eppropriate
ot requircd, the reguired resporsibiiitizs and presedures for nctification and

mitigation of any sucli data bieach.



2. Provider further acknewledges snd egrecs to have a written incident response plan
tont reflests best pinctices and is consistent with industry siandards and federui and
state law for responding to a data breach, hreach of security, privacy incident or
unauthorized acquisition or use of Siudent Dala or any poriion thereof, ncluding
LA TV RTINS WTOTenon Ina Aartes m preide R e wnsnest wide

copy of said written incident response plan.

L]

Provider is prohibited from directly coatszcting parent, legal guardian or eligible
oupil unless expressiy requested by LEA. If LEA requests Provider’s assistance
piuviding notice of unauthorized access, and sucn assistance is not unduly
cusdensome to Provider, Provider saall niotify the affected parent, legal guardian or
eligitic punii of the unaathorized sccess, which shail include the information listed
in subsections (by and (¢), ahove, I requested by LEA, Frovidsr shall reimbarsc

LEA's use of the Scrvice,

g Tn the cvent of a breach originating fom LEA’s use of the Service, Provider shall
cocperate with LEA to thie extent nceessary to expeditiously secure Student Dsta.
ARTICLE VI- GENERAL OFFER OF FRIVACY TERMS
Provider may, by signing tae eitached Form of General Offer of Privacy Terms (General Oifer, attached
hereto as Exhibit “E™, be bouad by the terms of tiis DPA fo any other LEA who signs the acceptance
on 1o said Exhibit, Tne Form is Lmited by the terms aad conditions described therein.
s MISCELLANEOUS

ARTICLE VII

. Tera, Tae Provider shal! be bound by this DPA for the duration of the Service Agreement or so

long as the Provider mainiains any Student Liata. .

%, Tgrminatien. In the cvent that either party seeks to terminate this DPA, thev may do so0 by
inutual written consent so long as the Scrvics Agreement has lapsed or has been termigated. I EA
shall bave the right tc tenninate the DPA asd Service Agreement in the event of a materisl

breach of the terms ol this DEA.

3. Effect of Terminaiion Survival. If the Service Agreerient is tormingied, the Provider shzll
destroy all of L2

A’S dota pareuant {o Article 'V, section 1{b). and Articie I7, section i, above.

Urbgraiy of Aprcemeonis. This DPA shall govern the treatinent of siudent date in order to comply
with privacy preiections, including those touad in FERTA and all sppiicable piivacy siautes
identifizd i+ this DPA, In the 2vent there i conflict petwesn the DPA and the Service
Agreement, the DPA shali apply and take precedence. Except as described i this paragragh
heretn, all other provisions ot'the Service Agecement shail remain in effect.

5. Noiiee. All potices ot other commuaication required or nermified to be given kersunder must be
in writing znd given by parsonai deiivery, or c-mail frunemission (i cotiact information s



provided for the suecific mode of detvery), or first class mail, postage prepaid, sent to the
Y 4 Y
cesignaied renrosentatives bolore:

aiid Representatives

Tae Gestgnated ropresontative for the 1LHA for this Agreoment s

Naine: hﬂm!ﬂf-‘ Beto. Ed i

Title: Ceouty Suoénnten-u'ém

Cuntact Information:
21141 Mssrcn Ave

‘Gosanside. GA 920’58
m 96& aGoo

The designated representative for tiie Provider for this Agreement is

I\L‘n’r ar Jeff Ch ’lSlBﬂS?"l

— e ———— s

Titie: D:r Ir'f(wm'atmn Tesurnity

Cortact Informetion:
29‘ t P-ach s!‘eet
N=scc -s'u R‘p':\s Wit :;4495

b, Netiileation ef Acceptance of Generul Offor of Terma. Upoa execution of Exhibit E,
Geneyal Offer of Terms, Subscribing LEA shall provide notice of such accentance in writing
and given by personal delivery, or e-mail transmission (if contact information is provided for
the specific mule of delivery), or first class mail, postage prepaid, to the designated
representative below.,

The dzsignated represeniative for the notice of acceptance of the General Offer of Privacy Terms is;

Namge, Je¥ Crostenson

Titla Br' nf"mz tmn becun;

Contact Inrormation:

2411 Paarh Sireet

Fgoorsin Qanm w
B FEzATE T

This DPA constitutos the vatirs agreepient ot | the partics rclating to the
T rﬂ‘,.wfanu superazdes all prior cv“m'::u?;;.,, ions, repregeningd

y W agineieats,
ral oi writien, Dy the parties winting thereto, 1iis TPA vy bie amanded auu the omarvaace of
ary provision of (his DPA may be wearvsd (eliver genoraiiy or o any partouiar insiance aid
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either ratrouciively or prospectively) only with the signed writtei consert of both partiss, Neither
Zilure nor delay on the post of any oaily ine ;crc?;sing gny right, power, or privilege hercuader

shail gperete as & waiver of such ri gh;, Lo shall any sis o.e or poartis! exercise of any such vight,
povzer, or privil -;,e preciude sny further exercise theren{ or the exercise of any othor rigit,

]."'Wf.u ,b f v ik

Severshilily. Any provision of tais DPA that is prohibited or unenforceable in any jurisdiction
shali, &s to such jurisdiction, be h:etfective to the extent ot such prohibition or unenforceability
without invalidating the remaining provisions of this DPA, and any such prohibition or
unenforczability iv any jurisdiction shall not invalidate cr render unenforceable such provision in
any other jurisdiction. IMoiwithstanding the foregoing, if suck provision couid be mozs narrowly
drawn so as not to be prohibited or unenforceable in such: jurisdiction while, at the same time,
maintaining the inteat of the parties, it shall. a2 to such jurisdietion, be so parrewly drawa
without invalidating the remaining provisions of this DPA or affecting the validity or
snforcennility of stich nrovision in any cther jurisdiction,

Grovernine Law: Venue npd Juridiction. THIS DPA WILL BE GGVERNED BY AND
{ONSTRUED N ACCORIDANCE WITH THE LAWS OF THE STATE OF THE IN WHIC1]
TiI8 AGREFMENT I8 EXECUTED, WITHOUT REGARD TU CONFLICTs OF T.AW
PRINCIPLEZ, EACH PARTY CONSENTS AND SUBMITS TO TIE SOLE AND
EXCLUSIVE JURISDICTICON TO THE STATE AND FEDERAL COURTS FOR THL
COUNTY IN WHICH ”HL‘: ACRI:EM&NT IS8 FORMED FOR ANY DISPUTE ARISING
OUT CF OR RELATING TG THIS SERVICE AGREEMENT Ok THE TRANSACTIONS
CONTEMIP'LATED HEREBY.

Auihariiy. Provider represenis that it is authorized to bind to the terms of this Agrecment,
inctuding confidentialiry and destraction of Student Daia and any portion thereof contained
therein, all related or associated institutions, individuals, employees or contractors who may have
access (2 the Student Data and/or any portion thereof, or may own, lease or controi equipmsnt or
fucilities of any kind where the Studeni Data and portion theicof stored, maintained or used in
any way. Provider agrees that any purchaser of the Provider shall also be bound to the
Agrzement.

Waiver. Nodelay or omission of the LEA to exercisc any right hereunder shail be construsd 25 2
waiver of any such right and the LEA rescrves the right to cxercise any such right from time to
time, as often #s may be deeme:d cxpedieat.

sueepssors Hound, This DPA is and shall be binding upon the respective successors in interest
10 Provider in the event of a merger, acyuisition, consalidation ur (ther businesa rucrganization
or sale of all or substantiaily all of the assets of such business.

igmeive Fogo fednws|



TN WITNESS WEHEREDF, the pariies ave ueecuted this Califorais Student Data Privacy Agreemzid
a3 of the lazi dgy noted below.

Renassance E.,..Jrnmq inc

BY . BI18I2019
2R e Diater 7 AN

nted Name: Y& Chiie nform 1
Printed Name: __eT !: i tersefl TitlefPosition: Diw Info atlon Securl uy

Oceanaslda Uniiied Schooi Disirict

BV %Y%P _ Date___ @18/19

sh Soio, Ed.D. ., 5 e ; -
Printed Name: ._ETT:,_,, ____ Title/Position: E__pUty Superintendent

Voiz: Electromnic sighature nol permiited,
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CHIIBTT “A”

DESCRIFTION OF SERVICES
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Accelerated Reader and Star Reading solutions



Calegary of

H Flemewnis '-.*-? your
I bain | 5
t E '")137'1
™ .._,....._4{ i i — Fopens -........:
| | T2 Addresses E -
i' ofusers, Use | i
. of vockies eiv, |
Application [~ 2 e
= Other v,
Tuchnology A

Mieia Data

[ Appiication

Assrsnmeni

-

Attendancs

l
|
i

X

.. ; Please specify: |

Use Siatistice

FaY
user
interaction ;
i with ’
]
|__application |
! I

# ’L..Im,
|

CammuiLceiens

EXHIBIT “k>

SCTELULYE OF DIATA

ook ifased |

{ application :
i technology ?
. metadata-

Meta datz on |

Standatdized
tost scores

a3:~'f‘3§'i"eil* 1
ta b
_SDecii f.“:':

| e | _m
- —
|

Student schiool | |
.: i\d;'l‘:, ‘ |
a;.sndm"c |
._u..lt"[l [ di-lbﬂ
i

aitoreiance

’ i
 cormmunications |
that &z I ‘

w?‘O fw..i
l

{emzails, biog
eiilyica)

T T

Tonduct

Demographics

' Other i
i demographic | ;
| information- |
- Please specifi: | -
} Studeat school '
|
i __enrollment 7~ N
5 Stuaent grade | X
b devel )7~
! Hamernmm =
I f Guidance
| _counselor
|[—_—— M epesifis !
| Brrciunent ; Y g ;
| euriowure !
| merams ' 4
|- e — S,
| |
! gradpadon | .
I I Oihor |
i | sivoliment {
{ .
| i indormatisn- |
e | Pisose specliy |
MhgentGuandion] Ay I T
: Contact f s l ¥
TR TR N o B
1 i

H \,u'l\ﬂhbx ¥

i behaviorai

_data
f._

" Dats of Birt _jg _ _,5
" Place nf Birth |

}_ Gender ,x '

S T T T
Ethmcﬁy or

R | S —

infurmation
(native, . !
preferred or |
primary 5
language |
spoken by I
student) [ .

' Languoge X
i




Pareni/
| Guasdian 1D

H

Schedule

!
i i
H

f
{
i
|
i
|

| Specia!
| Indicator

|
|

i

} ink parents o ;
;..

R P G
|Paruat! { Fist aadfor 3w
| Guardias Name f - Lase - W

g___coursgs o B

b

. information 1

L ors0d

Parent [0 |\ i
Fa

pumber |
{created to | |

4!- wLu »’1“. 1

Student
scheduied

Teacher s
_pames

RSP S S — ————

English 1.,
language |
learner |
_nforisation ;
Low income | ‘X.*
LA [
Miedical alerts [~ o
fealth data |~ _5
bn.udent !
disability !

LW 4
& .

Specialized i
. ’ H
eduacation |
services (IEP |
|

Yiving
siluations

(f:mmeless/ |

tomer carej |

Other tag

Fas

l indleator
; irformaiion-
e {Messssoenifyr ] 3
|
{
oo = e
| shanress
I | SRS
e (AL | l
1;--_t=¢r-s=.1,ta-=iez_ | . Phot : ]
| z
{ yhd @"* {- I.;G\.o.’:i \;_,Cs Ol; [ }f
'.t"-‘_u"_‘.'is.e i [ dl:sfr_:_h,_ﬁ s : “ -

__mumber

State 1D |
sumber 1 |
venaorApp |,

szslpnet
student TD
I nwnir

. Student apn W ) |

|_usermame [

v Studeniapp |-

oo 1 _poasswords 4> .
! i I e
Studest Kame | eestandior s |
- SN IR S .
SR ———— e i _,______._;

- Student In

App
- Performance

Studert
Program
Membership

Sindont
Survey
Responses

i
' St work
|

| Programfapphu?x .
l cation
I performance
| (typirg
‘ | program-studeni
. t}pcs 60 wpm,
reading
- program-student}
i+ reads below |
|
f

i grade level)

I
e e e AR e e

L S

e e i i £

| Academic or
extracurricular
activities a '
student may
beiong to or
|__participate in__

|
I
i
§
i

Swideni e |
FAY
FESHONZEs 1o |
| Sarve Ve OU
| uestiommalrus |
! | ;
i bt.l.‘dﬂ il é

conient:

k

ceporzie |
[

wr;u,zé:, '




l

Transcript

F
I
|

; Transportatior, |

|
|

____number

L >tllu!:;‘;t Courss

""1\" 3

| student course |

data

Student course

grades/petfor-
. manee scores [

Cther

i transcript data

-Please
specify:
" Student bus
..assizament
Swmdent pick

| up and/or dron

_offlocation__
Student bus
card I

workedata- |

i Pleass speeify; |

L
F

o

4

Filzase reier (o the attached privacy document.

| IS | 3

Other '
transporiadion
clata -Please

J;) 2 ":51’

Please list
each
sdditional data
element used,
stored or
collected by
your
anolication

i
IIx

|

|

I

B

!
——

No Student Data Collested at thistime
*Provider shall iinmediateiy nctify LEA if this
designation is no langer appiiceble.



NEFTITICNS

A3 1584, Buchanan: The statutery designation for whai is now California Education Code § 49073.1,
elating to pupil records.

De-Identifiable Informalion (DI1): De-Identification refers to the process by whick tihe Vendor
removes ¢r obseures any Personally Identifiable Information (“PIT) from siudent records in a way thet
removes or minimizes the risk of disclosure of the identity of the individus! and information about them.

Edncational Records: Educalional Records are official rscords, files and data directly related to a
student and maintained by the school or local education agency, including but not iimited to, reccrds
encampassing il the material kept in the student’s cumulative folder, such as gencral identitving data,
recurds of attendance and of academic work completed, rseords of achievement, and resulis of
cvajuative tesis, healtn data, disciplinary status, test protoesls and individualized education programs.
Fer purpeses of this DPA, Educational Records are referred to as Student Data,

't Dieft National Institute of Siandards and Technology (“NIST™ Special Publication Liigital
Authcndcanon Guiaeline,

Operator: The terrn “Cperator” means the operator of an Teternet Website, online service, oniine
application, or mobile applicatiin wiin astuzl knowlcdge that the site, service, or application is used
primarily for k—12 scheoi purposes and wus designed and marxeizd for K—-12 school purposes, for the
purpose of the Servive Agreement, t‘w tesm “Operator”™ ie replaced by the term “Provider.” This term
shall encompass thie teomn “Third Party,” as it is found in gpplicnble state statutes.

Persenally ldentifiable luformation (PLI): The terms “Personally Identifiable Information” or “PI1”
shall include, but aiz not limited to, student data, metadata, and user or pupil-generated content obtained
hy reasor of the use of Provider's software, website, service. or app, inclading mobile apos, whether
gathered by Provider or provided by LEA or its users, studeats, or students’ narents/suardians, FU
includes Indirect Identifiers, W"llwl is any information trat, eithcr alone or in aggregate, would allow a
reasongble person to be ahle 1o identify a student o a reasonuble certainty. For purpuses of this DPA,
Personally identifiable Information shail include the categorics of information listed in the difinition of
Student Data.

Frovider: For pmrpnscs of the Service Agresmeni, the term “Provider” means provider of digital
e:ducaiional softwere oi services, Including cloud-based sesvices, for the digital storage, management,
aud refrieval of pupii records. Within the DPA the term “Provider™ Includes the term “Third Party™ and
the term “Operator™ as uced in applicadble siate siatutes.

- = - e TE . :.,. " TR, PRI il SemitEasd ik
Mapil Generated Content: The v Yp UPE "£-«I‘€. aled content” mesas rasterials or contfent craited GYa
pipil during and fur the puiposs of A.al serion including, but ant limi ,i W, LSy, FeLEUISH reners,
porifclios. creative wiiting, masic or othor audio Tes, phiotographs, videos, aud account fnfermation that

} o | WO y e )
anabies ongaing Swinsial 11 af pupil content.
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Pupil Records: Mcans hoth of the follswing: (1) Any information that directly relates to a pupil that is
meintained by LEA ead (2) aay information acquired directly from ihe pupil through the use of
instructional softwars or sppiications assigned to the pupil by a teacher or other | EA emrloyze. For the
DR S s el P Recoran bl b s ss Fdusationg) Rovoedss sradess Porsonad
information and Coversd Information, all of which are dezmed Sindent Data for the purposes of this
Agreement,

Serviee Agresment: Refers te the Contract or Purchase Order to which this DPA supplements and
modifizs.

Sckeol Official: For the purposes of this Agreement 2nd pursuant to 34 CFR 99.31 (B), a Schwol
Ofticial is a coniractor that: (1) Performs an institutional seivice or {unction for which the agency or
instimtion would otherwise use emoloyees: (2) Is under the direst control of the agency or institution
with respect to the use and maintenance of education records; and (3) is suhject to 34 CFR 99.33(a)
governing the use and re-disclosure of personslly identitiabic informaiion fromn student records.

SOTITA: Once passed, the requirements of 3OPIPA were added to Chapter 22.2 (commencing with
Section 22584) to Civision § of the Business and Professions Code relavng to privacy.

Student Data: Siudent Data inciudes any data, whether gatheted hy Provider or provided by LEA or its
users, studenis, or studenty’ parerits/guardians, that is dsscriptive of the student including, but net Himited
to, information in the student’s educational record or email, tirst and last name. honie address. telephone
number, email addrsss, or other inforination allowing onling contact, discipline records, videcs, *est
resuits, special education daia, juvenile dependency records, grades, ¢valuations, criminal records,
medical revords, health records, social security pumbers. biometric information, diszbiliiies,
sociveconomic information, food purchases, poiitical afiiliations, religious information text messages,
documents, student identiiics, search activity, photos, voice recordings or geoiocation information,
Student Date shall constitute Fupil Records for the purpeses of this Agreement, and for the purposes of
California and federal Taws and regulations. Studeni Data as specificd in Exhitii “IV is cenfirmed to be
coilected or processed by the Provider pursuant to the Services. Student Data shall wot constitute that
information that ias been ancnymized or de-identilied, of anonymous usage data regarding a student’s
asc of Provider’s services.

SUPC {The Studeni Datn Privacy Consortivm}); Relers to the pational collaborative of schools,
districte, regicnal, territories and staie agencies. policy malers, trade orgenizations and marketplace
providers addressing real-world, adanlable, and implementahle solutions to growing date privacy
GANGErns,

Student Pergenal Information: “Stadent Personal Informaiion” means information coilected through a
schoel service thai persome!lly identiffes an individual studeat or other information coilected and
maintained about an individual stadent that is linked o informaztion that identifies an individual student,
as identitied by Washingten Cumnpact Provision 28A.604.0:0. For purposes of ihis DPA, Student
Pervonai [nformation is referred to as studen: Data,



Supseribing LEA: Aa LEA tal was ool pariy o the origizal Services Agrsemert and wiio accepts the
Frovidur's Goneral Offer ol Privacy Verms,

Subprocesser: For the purposes of this Agreement, the lerrs “Subprocessor” (sometimee referred to s
e sabesnacor TV iR 1ty ol rinn CEA or Providor who Frosier uses ine i calieci o,

analytics, storage, cr other service to operate andror improve its software, and who has aceess to P,

Targeied Adveriising: Targeted advertising means presenting an advertisement to a student where the
selecticn of the advertisement is based on student information, student records or student generats
content or inferred over time fom the usage of the Provider’s website, online service or mobile
application by such student or the retention of such student’s online activities or requests over time.

Third Party: The term *Third Party” moans a provider of digital educational sofiware or <ervices,
including cloud-basea survices, Tor the digital storage, manugement, and retrieval of pupil records.
Howuver, for the purpose of this Agreement, the tcim “Third Party” when used io indicate the provider
of digital educational software or services is replaced by the term “Provider.”

18



YRR

Croaanside Unibed Sehoal Distiicd

disposc of data obtoined by Cormpany pursuant to the

CEreaE

LTIVETF

AHON O DATA

_r.l{ f\in, (‘

Reanmssanes Lagnnng o

sy
Service Aygreerien:

(SRR

terms Oi the

between LEA and Company. The terms of the Dispositior arz set forth below:

R G e S i ok R R AL T 318

R ——

B e

PR

. i ks Partici. The categorics of data to be dispored of are as
D Sageni of Dispasition T
[ e follows:
b L
i Disposition shall be: <,
- Cumplete Disposition extends to all categories of data.
S — T S e
|
-
t‘m vre of Dispusition A . . -
B e 7% Destruction or deletio: of data.
| Disposition shall bs by
oSSt pIEY ] Transfer of data. The daia shali be transferrad as sct forth
in an attachmenrt to this Lircctive. Following coniivmation from
| LEA that data was successfully ransferred, Drovider shall
destroy or delete ail applizabie data,
e s i R R
“Timuno of | U:\_;}E;QLEJ."""M'“*'_"_"““'""""""'"'""W o ' o]
o . ~* Ay soon as commcrcially practicable
Data shall be disposed of by the — " * LY
following date: Dy (Insert Daie} B
|
’____ S || e e ——
An} .1?)7 d Repesminsive of LGS T Date
i J ¥ §
e . 6/13/2013

..,.qr- | l” ' s, [ea

3
¥
Looresentative

AR rized

it



EXHIBIT “E"

£y 1 T BT T30 &
L E u*_.*‘ _‘r‘ L.'I ' 1\- \, _.\1,- «.i.’t\»\l'(b
Digpanaiis Urfiad

L. Oifer of Terms

Provider oifers the same privacy protections found in this DPA between it and Oceanside Unified
and which is dated Juna 18, 2019 to any other LEA (“Subscribing [.LEA™) who saccents this
General Offer thongh its signature below. This General Offer shell extend only to nrivacy protections
and Provider’s signuture shall not necessarily bind Previder to other terms, such as price, term, or
schedule of services, or to any nther provision not addressed in this DPA. The Previder and the other
LEA may also agree to change the data provided by LEA to the Provider in Exhibit "B” to suit the
unique nesds of the LEA. The Frovidir may withdraw the Genera! Gffer in the event of (1) a
muterial change in the applicable privacy statues; (2) a material chaage in the services and products
subject listed in the Criginating Service Agreemert; or three {3) years after the date of Provider’s
signature to this Forra. Provider shall notify CETPA in the event of any withdrawal so thar this
information may be tarsmined to the Alliance's users.

Renaissance Leaminr.; Ing
.‘1 TF,
! 1
" ,'II — i Date: _/ 1 '—')/?'L.r' u

ol
A .v- . g Y
J!3u k...lr istensen

BY:

o ;_‘_.,-...-.....,._.__.,. _-_._. - A e e e . s e S A g

Dir. Information Secu ity

Printed k 1.11 Title/Position:

A Subscribing LEA, by signing a separate Service Agreement with Providet, and by its sigrature below,
aceepts the Teneral Gifer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
bound hy the same terms of this DPA,

Date.

BY: e e

Title-Position
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As a leading provider of technology and service to K-12 schools worldwide, security is a critical aspect of
Renaissance’s business. We strive to exceed the expectations of the educators we serve, as well as those of the
laws, rules, and regulations created to keep data confidential. Every day, millions of users depend upon our
commitment to ensure their information is kept safe and confidential. We take this commitment seriously.

This document addresses some of the most commeon inguiries school leaders express regarding Renaissance’s
data security and privacy measures. Customers with additional questions regarding Renaissance’s data security

policies may e-rnail these inquiries directly to Privacy.Officer@renaissance.com.

Renaissance hosted sites help streamline data management

Customers use their Renaissance hosted sites to access and manage the data associated with their Renaissance
solutions. This includes adding, editing, or deleting information about their districts, schools, school years,
personnel, students, courses, and classes across all of their Renaissance products simultaneously. Administrators
can set data editing restrictions in the system that limit which information specific users may edit.

In addition to managing assessment and practice data, a customer's Renaissance hosted site maintains student,
staff, and parent information. Renaissance requires some personally identifiable information for student, staff, and
parent users to grant those users access to Renaissance applications or reports. Renaissance strictly limits the
amount of required data it collects, but customers may choose to collect additional, optional information.

Some data collected via the customer’s Renaissance hosted site may be used for research. Any data used for
research is stripped of all personally identifiable information. At no time will Renaissance publish the names of any
district, school, or individual without written authorization. Table 1 details the types of student data that may be
collected and whether it may be used for research.

Table 1. A variety of student data may be collected via Renaissance’s hosted site, but only some details are required

St informaton ht ey b olacte
! Assassment and practice data Yes | ves I
_I-:]rst na;ﬁ_e_ ) B ) Yes _—-_No |

Preferred narae Cptional | No

Middle name Opticnal No
! Lact nome Yes No

User name (auto-generated by Renaissance unless entered by customer) Yes No
i Password --_Ves 1 No
Enﬁrm passward B ;es No
i_ Schroel o i Yes I;.’es

Renaissance data privacy and use
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‘Swident information that may bie collectad Requited to accss __}“;r“‘:nﬁ;fh"
ID (auto-generated by Renaissance unless entered by the customer) Yes No

Gender - Cptional Yes
_Grade o o ___—_J Yes . ;-es__'
."State student ID Optional ' N9 ]
Datéofﬁ— - ) - ] ves | Yes ]
Ethnicity a R Qptional N Yes

Language I —HFEJIEJ o —__Yes ]
bemoysphcdhamcenses ool e |

Table 2 details required and optional staff information that may be collected via the Renaissance hosted site. In
select cases, a school or district may opt to participate in a field study with Renaissance, during which information,
such as a teacher's name, may be used for the purposes of tracking the study results. In these instances,
Renaissance and district leaders will set guidelines regarding the collection and use of this data for this purpose. At
no time will Renaissance pubiish names of any district, school, or individual without written authorization.

Table 2. At the customer’s direction, Renaissance may colfect a

n that may be collcted

range of staff information.

Optional

Salutstion No
l First nar:h; - - Yes - No o
! Preterred frst name i il Optional No o
,_Mi;j:ile name i o OptioH_ - No o
| Lazt name Yes o
_User name (autm;;;ezj by Renaissance unless entered by customer) ;s No
t Fasswicrd Ves No
Confirm password o ] Yes E
i- -IID (9uto~r;en-e-r3:(ec.t_w_Rénalssa|:|;iHesq ente_re:j by rus’rorrTr-T = -__Yv-as o __E s
School ) - Yes o Yes
Eate parsonnel 1D N o ’)thaT No
Ergry positicn o T Optional R Yes N
i Cender [ p— ___:_- o _: R __ﬂp‘aonéc-____ - __N:_ - _J

Schools or districts may strengthen the school-to-home connection via Renaissance Home Connect. Depending
upon the license and settings chosen by the district's program administrator, parents may have access to
Renaissance Home Connect to monitor their children's progress. This optional feature—which is enabled at the
discretion of district leaders—permits parents and guardians to log in to Renaissance Place to view data for their
students, including School-To-Home Reports; Parent Reports in English or Spanish for Accelerated Reader 360,

Renaissance data privacy and use

RENAISSANCE

@©Copyright 2018 Renaissance Learning, Inc. All rights res

2

erved.



Renaissance data privacy and use
July 2018

Accelerated Reader, Accelerated Math, and MathFacts in a Flash; and student goals and record reports for
Accelerated Reader 360, Accelerated Reader, Accelerated Math, and MathFacts in a Flash.

Table 3 (below) details the required and optional parent information that may be collected at the customer’s
direction via the Renaissance hosted site.

Table 3. At the direction of the customer, Renaissance may collect a range of parent information.

grent information Uit may be collected
i ;Iu’[‘qfa._ it ) | (Sptnonal
First name B Yes
[mrs_t_na;e_ S T Op‘rzonai—u_
Middle name o o Optiog_ No o
| Last rarne - B " e Yes e j
User name (autogeneratéd by Renaissance unless entered by custorm;)_ Yes o No T
Pascword i 0l TR e
| Confirm password R s No ]
_If; (_au‘:ogeneraterf by RE:;TBJS_".:H:]-F‘!(‘.P unless entered by customen Yes N No
Gender Optional No ]

Renaissance collects select elements of metadata, which is data that describes and gives information about other
data. These elements are used by Renaissance’s developers to deliver the appropriate user experience based upon
the way in which the user interacts with Renaissance’s applications. The following metadata is collected via the

Renaissance hosted site;

s |Paddress

e Access data/time

e Referring URLs

s Page views

s Browser type

e Device type and operating system

Policies, standards, and certifications spell out privacy expectations

All Renaissance information security and privacy policies and standards are formalized, documented, reviewed, and
updated at least annually. These policies related to data privacy are available for review online:

« Privacy Policy: https://www renaissance com/privacy-nolicy/
»  Application Privacy Policy: https://doc.renlearn.com/KMNet/R60920.pdf
o Terms of Use Agreement: https,//www.renaissanne. com/terms-of-use/

» Chiidren's Privacy Policy for Parents of Children Under 13: https://www.renaissance.com/wp-
content/uploads/2016/08/RLI-Childrens-Privacy-Policy.pdf

Renalssance data privacy and use
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At all times, Renaissance complies with key security and confidentiality records, laws, and guidelines, including
applicable requirements of the Family Educational Rights and Privacy Act (FERPA), Children’s Online Privacy and
Protection Act (COPPA), the Children's Internet Protection Act (CIPA, CIPA-2), and the Health Insurance Portability
and Accountability Act (HIPAA). Renaissance also follows the IT Internal Governance’s Institute’s guidelines on
internal governance and operations of our systems and the Payment Card Industry Data Security Standards for
processing credit card infarmation.

Mt Plgmm o E-TiFa i s
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Renaissance also chose to sign the Student Data Privacy Pledge (http://studentprivacypledge org) because our
company believes that protecting student privacy is of paramount significance. The legally binding commitments in
the Pledge can be enforced by the Federal Trade Commission and states’ Attorneys General. Our company's
stringent data protection and security practices align with those identified by pledge, including:

+ Enforcing strict limits on data retention

» Supporting parental access to, and correction of errors in, their children’s information

¢ Providing comprehensive security standards

» Ensuring transparency about the data our company collects and how we use it

» Notifying and gaining consent of our customers prior to making material changes to our privacy policies

*  Using data for authorized education purposes only, and retaining student personal information only within
the requisite time frame needed for education purposes

e Prohibiting the sale of student information
e Preventing any targeted advertising based upon behavior

Renaissance also is certified with the EU-U.S. Privacy Shield Framework for complying with data protection
requirements when transferring personal data. Visit bttp://bit,ly/PrivacyShield_Renaissance to view documentation
that relates to our certification.

Privacy Shield, which addresses how companies collect and manage custorner and employee data and replaces the
E.U. Safe Harbor program. Renaissance is self-certified via the Privacy Shield Framework. Organizations that
achieve certification must publicly disclose their privacy policies to individuals, provide free and accessible dispute
resolution, cooperate with the U.S. Department of Commerce, maintain data integrity for as long as that data is held,
take accountability for any data it transfers to third parties, and maintain transparency related to any enforcement
actions. Entities must complete Privacy Shield self-certification annually.

Renaissance restricts access to customers’ data

Renaissance strictly limits access to the personally identifiable information it is entrusted to protect. No third
parties collect data. Renaissance will not disclose any student or teacher information from customer databases to
any third party without prior written consent. No external parties or vendors have access to and/or share the
responsibility of housing the data Renaissance collects. Any external individuals or entities that wish to use
Renaissance customer or student data for research or further study must coordinate those efforts via our research
department.

Only Renaissance employees or approved agents of Renaissance are allowed access to data, and that access is
limited to the extent needed to perform the functions for which those workers are hired. Far instance, Renaissance
regularly undergoes independent security reviews, audits, and penetration and vulnerability assessments that are

conducted by third-party firms

Renaissance data privacy and use
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It is exceedingly rare that third-party contractors actually come into contact with personally identifiable information.
Third-party contractors that have access to the same hosted environment where personally identifiable information

resides are:

* Amazon Web Services (application hosting provider)
» Wisconsin Independent Networks (data center co-location provider)

Fewer than 10 percent of Renaissance’s employees have access to the production environment in which our
customers’ personally identifiable information is kept. Employee access to data is limited to the extent needed to
perform the role for which the employee was hired. Network security boundaries, also known as segmentation, are
defined and enforced to limit employees’ access to customer data.

All Renaissance employees and approved agents must sign a legally enforceable nondisclosure agreement prior to
the start of their tenure or project. These workers are obligated to protect all data and ensure its security, including
immediately reporting any suspected or known security breaches, data theft, unauthorized release, or unauthorized

interception of customer data.

Should a school or district wish to share its Renaissance-generated data to a third party, such as another
application provider or its state department of education, the district must initiate that process. At no time will
Renaissance initiate the release of district information. Parents, legal guardians, and eligible students who seek
access to review or amend records only may do so through the school or district that owns the data.

At no time will Renaissance sell or distribute customer information to any commercial organizations, marketing
firms, or other groups. Further, we prohibit advertising on the Renaissance Place, which means there are no
opportunities for third-party vendors to target advertising to the teachers or students who use our solutions.

Customers own and control the data hosted via Renaissance

Data ownership rests with the school or district that uses Renaissance’s hosted services. The school or district is
the only entity that may access and manage student-level data, including adding, editing, or deleting information
about the district schools, school years, personnel, students, courses, and classes. Renaissance retains activity
records—which are stripped of any personally identifiable information—in perpetuity. Renaissance uses this
anonymous data:

« Tomaintain and improve the performance or functionality of our educational products
¢ Todevelop new content for existing products

= For general educational research purposes

= For adaptive learning purposes

e For customized student learning

e Todevelop and improve educational sites, services, or applications

» Todemonstrate the effectiveness of our products.

Renaissance data privacy and use
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Districis decide how or when to discloge information

Decisions regarding student records rest with schools and districts. In accordance with FERPA and COPPA,
Renaissance will not disclose any personally identifiable student records from the hosted application’s database to
any third party except:

 If required by to do so by law or legal process, such as to comply with a court order or subpoena, to
respond to a government or regulatory request, or to cooperate with law enforcement for an investigation

related to public safety.

» [f Renaissance believes disclosure is necessary or appropriate to protect the rights, property, or safety of
the company, its customers, or others, including protecting the safety of a child, the safety and security of
the company's hosting services and applications; or to enable the company to take precautions against

liability.
e Asdirected in writing by a customer.
* Aspermitted per the Renaissance Hosted Services Agreement signed and approved by the client.

+ Tothird-party contractors to support the internal operations of Renaissance's hosting service. These
contractors are bound by the same requirements as company employees to protect the information, keep it
confidential, and use it only as needed to perform the contracted work.

Renaissance data privacy and use
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