CALIFORNIA STUDENT DATA PRIVACY AGREEMENT

Version 1.0

[ VENTURA COUNTY OFFICE OF EDUCATION -
and
. AEQUITAS SOLUTIONS, INC |

05/01/2017 "




.

On Cover Page:

Locate fillahle field lnsert Name Of School District or Loval Education Agency and inseri the name of your LEA.
Locate fillable fieid insert Name of Provider and insart the name ot the Frovidel

Locate fillable field Date of Service Agreenient anid insert the actual date of the ggresiment.

On Page 1:

Locate fillable field Insert Name Of Schoal Distrigt or Local Educatian Agency and insert the name of your LEA.
Locate fillable field Insert Name of Provider and insert the name of the Rravider.

Locate fillable field Insert Date and insert the date of the agreement.

Locate second fillable field Insert Date and insert the date of the agreement.

On Page 2.

Locate fillable tield insert Brief Description of Services and insert See Exhibit A or mark Not Applicable.

On Page 3:

Locate fillable field Insert Categories of Student Data to be provided to the Provider and insert See Exhibit & o
mark Not Applicable.

On Page §:

Locate fillable field insert County and insert the name of the jurisdictional county

On Page 9:

Locate fillahle field Insert Name of School District ar LEA and insert the name of the LEA.

Locate fillable tield Signature Mo Electronic Signatures Allowed and manually sign the CDSPA.

Locate fillable field Date of Service Agreement and insert the date signed by the LEA,

Locate fillable field Printed Name and insert the name of the individual signing on behalf of the LEA

Locate fillable lizld Title/Pasition and insert the ttle/position of the individual signing on behalf of the LEA,
l.ocate second fillahble field Insert Name of Provider and insert the name of the Provider,

Locate second fillable field Signature No Electronic Signatures Allowed and manually sign the CDSPA.

Locate second fillable field Date of Service Agreement and insert the date signed by the Provider.

Locate second fillable field Printed Name and insert the name of the individual signing on behalf of the Provider.
Locate second fillable field Title/Position and insert the title/position of the individual signing on behalf of the
Provider. ’

On Page 10:

Locate fillable field Insert Detailed Description of Services Here found as Exhibit A and insert Description of
Services or mark Not Applicable.

Cn Pages 11-12:

Locate fillable fields Check [ Use By Your System and check appropriate data element boxes.

On Page 16:

Locate fillable field Insert Additional Data Security Requirements Here tound as Exhibit O and insert Data
Security Requirenients or mark Not Applicable.

For Providers who wish to sign the General Offer of Terms:

Dn Page 17 #1 Offer of Terms:

Locate fillable field insert Naine of Initiating LEA and insert the name of the initiating LEA.

Locate fillable field Insert Date and insert the date of the original initiating DPA.

Locate fillable field Insert Provider Name and insert the ngme of the Provider.

Lacate fillable field Signature No Electronic Signatures Allowed and manually sign the General Offer of Terms.
Locate fillable field Date and in<ert the date signed by the Provider

Locate fillable field Printed Name and insert the name of the individual sighing on behalf of the Pravider.
l.ocate fillahle field Title/Position and insert the title/position of the individual signing on behalf of the Provider.
For Subscribing LEAs who wish to accept the General Offer of Terms signed by a given Provider:

On Page 17 #2 Subscribing LEA (without making any changes ta #1)

Locate fillable field Insert Subscribing LEA Name and insert the name of the LEA.

Locate fillable field Signature No Electranic Signatures Allowed and manually sign the General Offer of Terms.
Locate fillable field Date and insert the date the Subscribing LEA accepts the General Offer of Terms.

Locate fillable field Printed Namie and insert the name of the individual signing on behalf of the Subscribing LEA,
Locate fillahle field Title/Position and insert the title/position of the individual signing on behall of the
Subscribing LEA.
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(¢) Dexeriptions of Deder Secarity. This provision s found at Parngraph | oot Axicle Vo [ was
perhaps the mosi challenging section of the DPA, especially given the Jack of specitfic dam security
requiverents i Califorma law. We o therelore resorted  to some helpiul - categoties  of
data protection. {including rewulating Provider Subprocessors, a topic oficn neplected in the law), The
paragraph while also allowing the pravider 1o tlesh ot their security measures in an aitachment 1o the
DPA. We are opiimistic that provider attachinents will inciease public comfidence i digital products.
because it has been our experience thal many digital providers have elaborate and vobust data security
Systems.

(d) Definitions: In development ol the DPAL we found that differeni lows used dentical wrms
but with different meanings. To avoid confuston and enable all stakeholders to understand the DPA L we
felt an important component was a Defimition of Terms or Exhibit C.

Favipership: Readers of this DPA may deteet a more "neutral” tone than that found i many DPAs and
which takes into accowmt provider interests, This includes the ereation of conumensurate data profection
duties for school districts. This approach is deliberate. The authors of this DPA believe that 1o be
elfective, digital contracts must create a partnership, a recognition thal 15 as vitally important o
providers s well as schoot district to protect the integrity of student data.

Scilability: Perhaps the mast ambitious scetion of the DPA is the "General Offer of Terms" by the
Provider regarding student data privacy rights. Providers making this voluntury ofier (found at Exhibit
"EM), agree to be bound tw the same privacy terms as tound in the DPA to other. futwre school districts
who also sign the DPA. Why would a provider ascribe to this offer? Because they. like school
districts. also wish to avoid the tansaction costs and uncertainties ol separately negotiating the privicy
sections ol their data agreements with individual school districts. They are also protected by the fact
that the privacy offer does not include such items as pricing. which the providers are free (o negotigte
separately, and by the limited duration of the offer,

Length: The drafting of contracts [requently  involves the sacrifice of certain principles. Here the
sacrificed qualily may be compactness. This DPA is vather long. but it is long for four reasons. First, it
hopes to be versatile and used in a number of settings. To do so it must be cotnprehensive. Secondly in
order to be useful. it employs several attachments which could. in the appropriswe circumstances, be
discarded. Third, the Tormaiting and foni size is gencrous for case ol reading. The font size can he
decreased. Finally. the world of digital education is coraplicated and changing, Perhaps it 1s in this is
the one context where we can venture to say that brevity is not a virtue,

Mechanics: Here are o few practical tips to help vou complete the DPA:
Fhe DPA s provided w pdf format with fillable fields. To see the text thar needs 10 be replaced.

hover over the Tillabte fields, On a MAC, (o see the text thar needs to added.
you may need (o bover on the fillable field and select Control.

On the specified pages. you wil need 1o



AN OVERVIEW OF THE CALIFORNIA STUDENT DATA PRIVACY AGREEMENT

lntroduction: Since the passage of AB 1384 (now fuud ar California Educanon Code section 48073.1).

school districts have struggled o incorporate its required provisions in their contracts with digital
providers. Two reasons account for a large portion of these difficulties. First, school districts often do
not have the legal resources tornegotiate with legally compliant privacy provisions, especially when they
are negotiating with digital providers who may be resistant o change contract provisions the providers
have crafted for their own purposes often at considerable expense. Second. other school districts are
often reluctant to adopt the produwsts tor their school district, especially it they do not know whether
these other agreaments have been legally reviewed. and by persons who are comfortable in the new law

of data privacy.

The Calitornia Student Data Privacy Agreement (relerred to here as the "DPA") atlempts to tackle these
(wo challenges head on. First. it has been reviewed by several sets of legal and subject matter experts
ranging from the Federal government, private attomeys, and educators working in the data privacy lield
both within the State of Calitornia and beyond. Users of this document can know, with a high degree of
confidence, shat it meets both the requirements of Federal and California State law.

School districts using this DPA for their digital contracts can. by uploading the execgted DFA inio the
California Student Privacy Alliance ("CSPA") website. make the DPA available tor use by other school
districts. This includes school districts boay within California and outside of California, since California
iz pow a member of a nationwide data contract exchange maimained by the Student Data Privacy
Consortium ("SDPC").

Practical Docwment: Legal compliance was not the only objective of the drafters of this DPA. They also
sought to make this a practical and useful document; therefore this document contains provisions thal
will be of assistance (o thuse persons. at the Disirict and the Vendors who will administer the digital
program established by the underlving agreement. We will briefly note some of the more important
provisions of the DPA:

(2) Newtwre of Digital Services: Pacagraph 2 ot Article ol the DPA describes the service to be
provided by the digital vendor. Such a description 1s often missing in many digital contracts. Having a
short and warkable summary of the services will also provide a description of the benefits of such
service o members of the educational coonmunity. a vital compopent in the acceptance and
dissemination of educational digital praducts

(b) Types of Data 1o be Transferred: Parageaplt 3 of Article 1. provides an opportunity lor the
Vendor and the District to 1ist the 1ypes of student data that the providers will need in arder to perform
its services. This Hsting can be accomplished either by listing the rypes of data o be transferred i the
text of the DPA or by checking the data "boxes™ m Lxlnbit B. the Schedule of Data, attached (o the
DPA.



Ihis Calitoroin Stodent Data Preivacy Agreement ("DIPA™ b cotered mm b ol hei cen the
VENTURA COUNTY OFFICE QF gl (hereinalier iuurul W "LEA™ and
AEQU[T!\S SOLUTIONS, |NC-_-_' (heremalicr wefemned ro as "Pron ey U1\|MAY 01 2017

1 h\ Partics agrec o e terims as stated herein = —_—

RECITALS

WHERIEAS, the Provider has agreed w provide the Local Education Agency ("1LEA") with cetiam

digital cdneational services ( \cn vices") pursuant o d conract Jared MAY 01 2017 ]( 'Service
Agreement”): and e =]

WHEREAS, in order to provide the Scevices described in the Service Agreement, the Provider may
receive and the LEA may pravide documents or data that are covered by several I'c(luml and slatuies,
among them, the Family Fducational Rights and Privacy Act ("FERPA™) at 20 LL5.CL 12320, Children's
Online Privacy Protection Act ("COPPAM), 15 US.Co 6501-65020 Protection u,“ Pupil Riglis
Amendment ("PPRA") 20 U15.C 1232 hoand

WHERFEAS, ihie documents wnd data transferred from California LEAs are also subject 1o several
California stodent privacy lawes, including AB1SE4 Tound ar Calitornia BEdueation Code Section
490731 and the Student Onlive Personal Information Protection Act (someihnes referrad to as either
"SBOHLT77Y or "SOPIPAY) found ar Californi Business and Prolessions Code section 22584 and

WHEREAS, the Pacticy wish 1o enter into this DPA o ensare that the service Agrecment conforms
the requirements of the puivaey laws referred 10 above and o establish nmplemening procedures and
duties; amd

WHEREAS, the Provider may, by signing the "General Otfer of Privacy Termis", agrees 1o allow other
LEAs in California the opportunity w accept and enjoy the benelits of this DPA for the Serviees
deseribed herein, without the need to negotiale werms in o separate DPA,

NOW THEREFORE, lor pood and valuable consideration, the parties ayree as follows:

ARTICLE I: PURPOSE AND SCOPE

{. Purpose of DPA. The purpose of this DPA is to desaribe the dutics and responsibilities o
protect student data transmitted w Provider from the LEA pursuant to the Service Agreemernit,
including compliance with all applicable privacy statutes. including the FERPA. PPRA. COPPA,
SB 1177 (SOPIPA). and AR 1584, In performing these serviees, the Provider shall be
considered a School Official with a legitimate educational intevest. and performing servicues
otherwise provided by the LEAL Provider shall be under the divect control and supervision of the
LEA. Control duties are se1 forth below.

2. Nature of Services Provided. The Provider has agreed to provide the Jollowing digital
educational services described below and as may be furiher outlined in Exhibic "A" hereto:



Studeut Puata o Be Provided. o order o perfornt the Serviees described in the Service
Agreement. LEA shall provide the categories of data deseribed beloww or as indicated in the
Schedule of Data, attached hereto as Exhibit

'None if possible. All student data should be munged prior to being delivered to Aec@

DPA Definitions. The definition of terms used in this DFA is tound in Exhibic "C”. In the event
of a conflict, definitions used in this DPA shall prevail overterm used in the Service Agreement,

ARTICLE II; DATA OWNERSHIP ANID AUTHORIZED ACCESS

Student Data Propertv ol LILA. AL Student Dara or any other Pupil Records transmitted to the
Provider pursuant to the Service Agrcement ix and will continue to be the property of and under
the contral of the LEA. The Parties agrec that as between theny all rights, including all
intelleciual property rights in and to Student Data or any other Pupil Records contemplated per
the Service Agreement shall remain the exclusive property of the LEA. For the purposes of
FERPA. the Pravider shall be considered a School Official. under the control and direction of the
LEAs as it pertains to the use of student data nonwithstanding the above. Provider may transfer
pupil-generated content to a separate account, according to the procedures set forth below.

Parent Access. |.EA shall establish reasonable procedures by which a parent. legal guardian, or
eligible student may review personally identifiable information on the pupil's records. correct
erroneous information. and procedures tor the tansfer ot pupil-gencrated cuntent to a personal
account, consistent with the functionality of services,  Provider shall respond in a reasonably
timely manner to the LEA's request for personally identifiable information in a pupil's records
held by the Provider to view or correct as necessary. In the event that & parent of a pupil or other
individual contacts the Provider to review any ol the Pupil Records of Student Data aceessed
pursuant to the Services, the Provider shall vefer the parent or individual to the LEA, who will
follow the necessary and proper procedures regarding the regquested imformation.

Sceparate Account. Provider shall, at the request of the LEA. transfer Student generated content
[0 a separate student account.

Third Party Request.  Shonld a Thrd Parry, sncluding law enforcement and government
entities. contact Provider with a request for data held by the Frovider pursuant to the Services,
the Provider shall vedivect the Third Party 1o request the data dircetly trom the LEA. Provider
shall norify the LEA in advance of a compelled disclosure to a Third Party unless legally
prohibited.




No Unauthorized Use. Provider shall nocuse Student Data or mitormiation m a Pupil Record for
any purpose other thar as explicitly spectiicd b ibe Service Agreeneni

Subproeessors. Provider shall enter into wrinten agreements with all Subprocessors perforining
functions pursuant to the Service Agreement. whereby the Subprocessors agree proteet Studend
Daty in manner consistent with the ternis of this DPA

ARTICLE {Il: DUTIES OF LEA

Provide Daia In Compliance With FERPA. LEA shall provide data for the purposes of ihe
Service Agreement in compliance with the Family Educational Rights and Privacy Act
("FERPA"). 20 U.S.C. section 1232 a0 AB 1584 and the other privacy statutes quoted in this
DIPA,

Reasonable Precautions.  [LEA shall take veasonable precaunions o secure usemames,

passwords. and any other nieans of gaining acvess 0 the services and hosied data,

Unauthorized Access Notification,  LEA shall notify Provider prowptly ol any known ar
suspected unauthorized access. LEA will assist Provider in any efforts by Provider to investigate

and respond to any unauthorized access.

Distriet Representative. A request of Provider, LEA shall designate an employee or agent of
the District as the Distriet representative for the coordination and Futfillment of the duties of this
DPA.

ARTICLE }V: DUTIES OF PROVIDER

Privacy Compliance, The Provider shall comply with all California and Federal Jaws and
regulations pertaining to data privacy and security. including FERPA, COPPA, PPRA. AB 1584,
and SOPIPA.

Authorized Use.  The data shared pursuant w the Service Agreement, including persistent
unique identifiers. shall be used for no purpose other than ihie Services stated in the Service
Agreement and/or otherwise aothorized under the statutes referred w i subsection (1), above.

Emplovee Obligation. Provider shall require all employees and agents who have aceess to
Student Data to comply with all applicable provisions of FERPA laws with respect to the data
shared under the Service Agreement.  Pravider agrees to requive and maintain an appropriate
confidentiality agreement from eusch employee or agent with access 1o Student [ata pursuant 1o
the Service Agreement,




wn

6.

Na Diselosure.  rovider shall not disclase any dma obtained under the Service Agreement in a
manner that could identify an individual studeint 1o any other entity in published results of studies

as authorized by the Service Agieeinent  Deidentified information may be used by the vendor
for the purposes of development and inprovement ol educational sites. services. or applications.

Disposition of Bata, Provider shall dispose of all personally identifiable data obtained under the

Service Apreement when it is no longer needed for the purpuse for which it was obtained and
transfer said dara to LEA or LEA'S desivnee within 60 days of the date of termimation and
according to a schedule and procedure as the Parties may reasonably agree. Nothing in the
Service Agreement authorizes Provider to mamtain personally identifiable data obtained under
the Service Agreement heyond the tine period reasonably needed o complete the dispasition.
Disposition shall include (1) the shredding ot any hard copies of any Pupil Records: (2) Erasing:
or (3) Otherwise modifying the personal information in those records to make it unreadable or
indecipherable.  Provider shall provide written notification o LEA when the Data has been
disposed. The duty to dispese of Student Dt shall not extend to data that has been de-identitied
or placed in a separate Student account. pursuant ty the other terms of' the DPA. Nothing in the
Service Agreement authotizes Pravider o msintin personally identifiable data heyond the time
period reasonably needed to complete the disposition.

Advertising Prohibition. Provider is prohibited from using Student Data 1o conducl or assist
targeted advertising divected at students or their failies/guardians. This prohibition includes the
development of a profile of & student. vr their tamilies/guardians or group, for any commercial
purpose other than providing the service w client. This shal) not prohibit Providers from using
data to make product or service recommendations to LEA.

ARTICLE V: DATA PROVISIONS

Data Security. The Pravider agrees 1o ahide by and maintain adequate data security measures to
protect Student Data from unauthorized disclosure or acquisition by an unauthorized person.
The general security duties of Provider are set forth below. Provider may [urther detail its
security programs and measores in in Exhibit "D” hereto. These measures shall include. but are
not limited to:

a. Passwords and Employee Aceess. Provider shall make best efforts practices to secure
usernames. passwords. and any other means of gaining access to the Services or (o
Student Data. at a level suggested by Asticle 4.3 of NIST 800-63-3. Provider shall only
provide access 10 Student Data to emplovees or contractors that are perfornming the
Services, As stated clsewhere in this DPAL employees with access Lo Student Data shall
have signed confidentiality agrecments regarding said Student Data. All employees with
access to Student Records shall pass crimmal buekground checks.

b. Destruction of Data. Provider shall destroy all personally identifiable data obtained
ander the Service Agreement when itis no longer needed for the purpose for which it was



{\

C.

b

abtamed or manslor said data o T EA or LA desivnee, according 1o a schedule and
provedure as the partics may easonuhle agnee. Nothing me the Service Agreentent
authorizes Provider o maintany persomdly adentifiable dut bevond the time pueriod
reasonably needed to complete the disposition,

Sceurity Protocols. Both parties agree 1o mamtann seewmy protocols that meet industiy
best practices in the traisfer or tansmission of any daig, mehnding eisoring that data may
only be viewed or aceessed by pariies legally alloveed o do so. Provider shall niantain
all data obtamed or generated pursuant o the Service Agreenient in n secure computer
cnvironment and not copy, reproduce. or traisinit data obraimed pursuant to the Serviee
Agreement. except as necessary W fulhlf e pumpose ot dat requests by LEAL

Empioyee Training. The Provider shall provide periodic security iraining to those of its
emplayees who operale or have access to the systen Further, Provider shall provide
LEA with contact mformation of an employee who LA may contact i there are any
security congerns or questions.

Security Technology. When the service s accessed nsing g supported web browser,
Secure Socket Layer ("SSL"). or cquivalent technology protects infoinsation, using hoth
server authentication and data encrypiion (@ help ensure thal data are sufe secure only to
authorized users.  Provider shall host dina pursuant w the Service Agreement i an
environment using a fivewall that is periodicallv updated according o industry standards,

Security Coordinator.  Provider shall provide the mame and contact information of
Provider's Security Coordinator for the Studem Data received pursuant to the Service
Agreement

Subprocessors Bound Provider shall enter into written  agreements  whereby
Subprocessors agree to secure and protect Student Data i a numnee consistent with the
terms ot this Article V. Provider shall periodically conduct or review compliance
monitoring and assessments of Subprocessors 1o determine their compliance with this
Article,

Data Breach. In the event that Swudent Daia is accessed or obtained by an unauthorized

individual, Provider sholl provide notification o LEA within a veasonable amount of time of the
incident. Provider shalt follow the Tollowing provess:

ik,

The security breach notification shall be written in plain language. shall be titled "Motice
ol Data Breach." and shall present the mivrmaion desceribed herein under the following
headings: "What Happened." "What [nifovmation Was Invalved.” "What We Are Doing,"
"What You Can Do." and "For More Informaton.”  Additional intormation may be
provided as a supplement to the noticu,

The security breach notibeation described above in section 2(a) shall include. ar a
nunnum, the following information:

i.  The name and contact information of the reporting LEA subject to this section.

i, A st of the tvpes of personal mivnmation that weie or arve reasonably believed to
have been the subject of a breach,



i 1 the information 15 passibie to deterinme at the tme ihe notice is provided. (hen
cither (1) the date of the breach, (2) the estimated date of the breach. or (3) the
date range within which the breach vecurred. The notification shall also include

the date of the nutice

iv. Whether the notification was delaved as a result of a law enforcement
investization. 11 that information 15 possible o deternune at the time tive notice 1s
provided.

v.oo A pencral descrption ol the breach incident. if that mforraation 1s possible to
determine al the time the notice 1s provided,

At LEA's discretion. the seewrits hreach notification may also include any of the

2

following:

.o Information aboui what the agenev has done to proiecs individuals whose

information has been breached
th, Advice on steps that the person whose informatan has been breached may take to
protect himsell or herself,

d. Any agency that is required o issue a security breach notilication pursuant o this section
ta more than 300 California residents as a result of a single breach of the security system
shall electronically submir a single sample copy of tiat security breach notitication,
excluding any personally identiiable information, to the Attorney General. Provider shall
assist LEA in these efforts

e. At the request and with the assistance ol the District. Provider shall notify the aftected

q i 3 b o~ A B . .
parent, legal guardian or eligible pupil of the unauthorized access, which shall inciude the
information listed in subsections (h) and (c). above,

ARTICLE VI: GENERAL OFFER OF PRIVACY TERMS

Provider niay, by signing the attached Form ol General Offer of Privacy Terms ("General

signs the Acceptance on said Exhibit. The Form is limited by the terms and conditions described
therein.

ARTICLE VII: MISCELLANEQUS
1. Term. The Provider shall be hound by this DPA fur the duration of the Service Agreement or so

tong as the Provider maintaing anv Swdent Data. Notwithstanding the foregoing, Provider
agrees Lo be bound by the terms and abligations of this DPA for no less than three (3) vears.

2. Termination. in the event that either party seeks to terminate this DPAL they may do so by
mutual written consent so long as the Service Agicenient has lapsed or has been terminated.

3. Effect of Termination Survival 1 1he Service Agreement is terminated. the Provider shall

O
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destroy all of LEA's data pursuant fo Article Vo secuon 1),

Priority of Agreements. This DPA <hall soven the treatmient of siudent records in order 1o
comply with the privacy proteciions, wicludiig those Toind in FERPA and AR 1584, In the
event there is conflict between the erms of the DPA and the Scevice Agreement. or with any
other bid/RFP. license agrecrent. or writing, the trms of this DFA shall apply and take
precedence. Exeept as described in this paragiaph herein. all other provisions of the Service
Agreement shall remain i effect,

Notice. All notices or other communication reguired or permitted o be yiven hereunder must be
in awriting and given by personal delivery. facsimile or e-mail bansmission (it contact
information is provided lor the specitic mode of delivery). or first class mail, postage prepaid,
sent to the addresses sei lorth herein.

Application_of Agreement to Gther Agencies.  Provider may agree by signing the General
Offer of Privacy Terms be bound by the iermis of this DPA for the serviees described therein for
any Successor Agency who signs a Joinder ta this DPA,

Entire Agrecment. This DPA constitutes the entire agreament of the parties relating o the
subject matter hercol and supersedes all prior communications. representations, or agreements,
oral or written, by the parties relating theveto. This DPA may be amended and the ohservance of
any provision of this DPA may he waived (either genegally or in any particular instance and
either retroactively or prospectively) only with the signed written consent of both parties.
Neither failure nor delay on the part of any party in exercising any right, power. or privilepe
hereunder shall operate as a waiver of such right. nor shall any single or partial exercise of any
such right, power, or privilege preclude any further exercise thereof or the exercise of any other
right. power, or privilege.

Severability. Any provision ol this [JPA that is prolibited or unenforceabie in any jurisdiction
shall, as to such jurisdiciion, be inefTeetive 1o the extent of such prohibition or unenforceability
without invalidating the remaining provisions of this DPA. and any such prohibition or
unenforceability in any jurisdiction shall not invalidate or render unentforceable such provision in
any other jurisdiction. Notwithstanding the foregoing, il'such provision could be more narrowly
dravwn so as not to he prohibited or wentorceable in such jurisdiction while, at the same time.
maintaining the intent of the partics, it shall. as o such jurisdiction. be so narrowly drawn
without invalidating the remaining provisions of this DPA or affecting the validity or
enforceability of such provision in any ather jurisdietion,

Governing ELaw; Venue and Jurisdiction. THIS DPFA WiLL BE GOVERNED BY AND

CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF CALIFORNIA.



WITHOUT REGARD 10 CONFLICTS OF LAW PRINCIPLES, DACH PARTY CONSENTS
AND SUBMITS 10O 111 SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND
FEDERAL COURTS TOCATED INIVENTURA | COUNTY. CALIFORNIA
FOR ANY DISPUTE ARISING OUT OF OR RELATING TO THIS SERVICE AGREEMENT
OR THE TRANSACTIONS CONTEMPLATED HEREBY

iSienetre Page Folluws)
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IN WITNESS WHERBEOF, the purtics have esecuted this California Student Data Privacy Agreement
as of the fast day noted below.

[‘v’EP\lTURA1 COUNTY OFFICE OF EDUCATION '

e J

UGk osiotz017 |

DIRECTOR OF BUINESS|

Printed Name: [TPM ETCHART Title/Position:]

AEQUITAS 5 SOLUTIONS, INC

|_.—'_' T _".'_ e — = I e — e e e "'!
Y SN 10510112017

| G S ——— B N "'I‘
Printed Name: John W. Uhler 'I"itle/Position:CEO &

Nore: Electronic sigiature not pérmitied.



EXHIBIT "A"
DESCRIPTION OF SERVICES

Aequitas Solutions provides Student information Software and the support and
implementation services surrounding it's SIS ("Q") to LEAs.

]



SXHIBIT "B”
SCHEDULE O
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DEFINITIONS

AB 1584, Buchavan: The statutory designation for what is now California Education Code § 49073.1.
relating to pupil records,

De-tdentifiable Information (DI):  De-ldentification refers to the process by which the Vendor
removes or obscures any Personally Identifiable [Information ("PI) from student vecords in a way that
removes or minimizes the risk of disclosure of the tdentity of the individual and information about them.

NIST 800-63-3: Draft National Institte of” Standards and Technology ("NIST") Special Publication
800-63-3 Digital Authentication Guideline

Operator:  For the purposes of SB 1177, SOPIPA, the tenm “operator” means the operator of an
Internct Website, online service, anline application, or mobite application with actual knowledge that the
site. service, or application s used primarily for K—=12 school purposes and was designed and marketed
for K—12 school purposes. For the purpose ol the Service Agreement. the texm "Operator” 1s replaced
by the term "Provider " This term shall encompass the tenm "Third Party," as it is found in AB 15384,

Personally Identifiable Tnformation (PIT):  The terms "Personally Identifiable Information” or "PII"
shall inciude, but are not Timited to. student data, metadata. and user or pupil-generated content obtained
by reason of the use of Provider's software. website, service. or app. including mobile apps. whether
cathered by Provider ov provided by LEA or its users, students, or students' parents/guardians. Pl
includes. without limitation. at least the following:

First and Last Name Home Address
Telephone Number Email Address
Discipline Records Test Results

Special Education Dara Juvenile Dependency Records
Grades Evaluations

Criminal Records Medical Records
[Health Records Sacial Security Number
Biomelric Information Disabilities
Socioeconomic Information  Food Purchases
Political Affiliations Religious Information
Text Messages Documents

Swudent Identifiers Search Activity

Photos Voice Recordings
Videos

Gieneral Categories:

Indirect Identitiers: Any information that, ¢ither alone or in aggregate. would allow a reasonable person
o be able o identify a student (o a reasonable certainty

Informaton in the Student’s Educational Record



Information i the Siudent's Email

Provider: For purposes of the Service Agreement, the term "Provider” incans provider of digital

educational software or services. ncluding cloud-based services, foe the digital storage. management,
and retrieval of pupil records. Within the Service Agreement the term "Provider” replaces the term
“Third Party as defined in California Education Code § 490751 (AB 1384, Buchanan). and replaces the
term as "Operator” as delined in SB 1177 SOPIPA

Pupil Generated Content: Fhe term “pupil-generiied confent™ nweans matenals or content creaied by @
pupil during and tor the purpose of education including. buw not limited . essavs. research reports.
portfolios, creative writing, music or other audiv (iles. photographs. videos, and account information that
enables onguing ownership of puptl content.

Pupil Reeords: Means both of the following: (1) Any information that diceetly relates w a pupil that is
maintained by LEA and (2} any infermation acquired directdy front the popil through the use of
instructional software ar applications assigned © the pupil by a reacher or other local educational LEA
cmployee.

SB 1177, SOPIPA: Once passed, the requireients ol S8 1177, SOPIPA were added 1o Chapter 22.2
(commencing with Section 22584y to Division 8 of the Business and Prolessions Code relating Lo
privacy.

Service Agreement: Refers 1o the Contract or Purchase Ordev to which this DPA supplements and
modifies.

y
School Officiak: For the purposes of this Agreement and pursuant to CFR 99.31 (B). a School Official is
a contractor that: (1) Performs an institdtional service or function Tor which the ageney or institution
would otherwise use employees: (2) Is under the direct control of the ageney of institution with respect
to the use and naintenance of education records: and (3) Is subject to CFR 99.33(a) governing the use
and re~disclosure of personally identifialle information from student records.

Student Data: Stdent Data includes any duta, whether gathered by Provider or provided by LEA orits
users, students. or students' parents/guardians, that is deseriptive of the student including, but non lmited
to. information in the student's educational record or email, first and last name. home address, telephone
number. email address. or other information allowing online contact, discipline records, videos. (est
results, special education data. juvenile dependency records. grades. evaluations. criminal records,
medical  records, health  rvecords. social  security numbers, biometric  information.  disabilitics.
sociveconomic information. food purchases. political affiliations. religious information text messages.
documents, student wdentifies. scarch activity, photos, voice recordings or geolocaiion information.
Student Data shall constitute Pupil Records for the purposes of this Agreement, and for the purposes of’

collected or processed by the Provider pursuant to the Services. Student Data shall not constitute that
information that has been unonynuized or de-identified. or anonymous usage dala regarding a student's
use of Provider's services.

Subsceribing LEA: An LEA that was not party to the original Services Agreement and who accepts the
Provider's General Offer of Privacy Terms

Subprocessor: lor the purposes ot this Agreement, the wrm "Subprocessor” (sumetimes referred o as
the "Subeontractor") micans a party other than LEA or Provider. who Provider uses {or data collection,

I



analytics, storage, ar other service W operaie and/or mprove its software, and who has accegs 1o PLL
[his term shall also include in it meaning the term "Service Provider,” as it is found in SOPHP A,

Targeted Advertising: Targeted advertising means presenting an advertisement to a student where the
selection of the advertisement is hased on student information, student recards or student generaied
content or inferred over time from the usage of the Provider's website. online service or mobile
application by such student or the refention of such student's online activities or requests over time.

Third Party:  The term "Thivd Parmy” as appears in California Education Code § 490731 (A3 1584,
Buchanan) means a provider of digital educational software or services, including cloud-based services,
for the digital storage. moanagement. and retrieval of pupil records.  However, for the purpose of this
Agreement. the e "Third Party” when used o indicate the provider of digital educational software or
services 1s replaced by the term "Provider.”

(9]



EXHIBIT"D"
DATA SECURITY REQUIREMENTS

Aequutas Solutlons is certified by |KeepSafe and a 5|gnatory of the
Student Data Privacy Pledge. As a general rule we do not receive, use |
lor maintain student data. Typically this data is housed by our LEAs,

In the case that student representative data is sent to Aequitas i
Solutions, we requested that it be munged prior to submission and have |
provided a munge script to our LEAs for that purpose. '
In the case that Aequitas receives actual student data we have worked |
with iKeepSafe to insure that the appropriate training, policies and |
[procedures are in place to keep this data secure. This includes |
communication and action plans for all stages of data handling and very |

tight network security. Aequtitas Solutions never utilizes student data for
Lomu miiraaca atlhoe bhe sartiaee ooe L Do serl e aaalisaticn
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EXHIBIT "E"
GENERAL OFFER OF PRIVACY TERMS

. Offer of Terms

Provider offers the same privacy protections found in this DPA between it amI|VENTUR_A C_OUNTY OE‘
and which is ddiLLhMAY 01, 2017 o any other L.EA ("Subsctibing 1 EA™) 1o anywho ;u.u.‘plw this
General Ofter tlmm.ll s slumnu\. helow. This General Cifer shall extend only o privacy protections
and Provider’s signature shall not necessarily bind Provider to other renms, such as price, term. or
schedule of services. or o any ather provision nor addressed i this DA The Provider and the other
LEA may also agree to change the data provided by LEA to (he Provider o suit the unique needs of the
LEA. The Provider may withdraw the General Offor in the event oft (1) o material change in the
applicable privacy staiutes: (2} a material change v the services and products Bisted o the Originating
Service Agreement: or three (3) vears atfer the date of Provider's signature to this Form. Provider shall

=

notily the Calitornia Student Privacy Alliance i the event o any withdrawal so that this informaiion

may be transinitted 1o the Alliance's nsers,

AEQUITAS SOLUTIONS INC

(S geit— | lmNmm1mw'

John W. Uhler

CEO

Printed Name! Title/Position:|

2. Subscribing LEA

A Subseribing LEA. by signing 3 separate Service Agreerment with Provider, and by its signature befow.
accepts the Generul OMTer of Privacy Terms. The Subscribing LEA and the Provider shatl thevetore be
hound by the same terms of this DPA.

Oxnaid School District

Bv,-_/z/ W Dt I\’OV a'?/, aolj

e KON Freeman ... Asst Swprintendent,
@Iucmﬁmu?mw%




