CALIFORNIA STUDENT DATA PRIVACY

AGREEMENT Version 2.0 (September 26, 2018)

School District/Local Education Agency:

Desert Sands Unified School District
AND
Provider:
Precigion Exams
Date:

November 19, 2020



This California Student Data Privacy Agreement ("DPA™) is entered into by and between the
Desert Sands Unified School District

(hereinafier referred to as “LEA™and Precision Exams
(hereinafier referred to as “Provider”) on  November 19, 2020 . The Parties agree to
the terms as stated herein,

RECITALS

WHEREAS, the Provider has agreed to provide the Local Education Agency (“LEA™) with certain
digital educational scrvices (“Services”™) pursuant to a contract dated
(“Service Agreement™); and

g November 19, 2020

WHEREAS, in order to provide the Services described in the Service Agreement, the Provider
myreceiveorcreate,andtheLEAmayprovidedocumemsordmﬂmatmooveredby
scveral federal statutes, among them, the Family Educational Rights and Privacy Act
(‘FERPA”) at 20 US.C. 1232g (34 CFR Part 99), Children’s Online Privacy Protection
Act (“COPPA"), 15US.C. 6501-6506; Protection of Pupil Rights Amendment (“PPRA™) 20 US.C.
1232h; and

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are
also subject to California state student privacy laws, including AB 1584, found at California
Education Code Section 49073.1 and the Student Online Personzl Information Protection Act
(“SOPIPA™) found at California Business and Professions Code section 22584: and

WHEREAS, for the purposes of this DPA, Provider is a school official with legitimate educational
interests in accessing educational records pursuant to the Service Agreement; and

WHEREAs,thePartieswishto:merinmﬂlisDPAtoemureﬂlatﬂ:eServieeAmtentconfonns
to the requirements of the privacy laws referred to above and to establish implementing procedures
and duties; and

WHEREAS, the Provider may, by signing the “General Offer of Privacy Terms” (Exhibit “E"™), agree to
allow other LEAs in California the opportunity to accept and enjoy the benefits of this DPA for
the Services described herein, without the need to negotiate terms in a separate DPA.

NOW THEREFORE, for good and valuable consideration, the parties agree as follows:

ARTICLE I: PURPOSE AND SCOPE

1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to
protect student data transmitted to Provider from LEA pursuant to the Service Agreement,
including compliance with all applicable statutes, including the FERPA, PPRA, COPPA,
SOPIPA, AB 1584, and other applicable Califomia State laws, all as may be amended from time
to time. In performing these services, the Provider shall be considered a School Official with
a legitimate educational interest, and performing services otherwise provided by the LEA.
With respect to the use and maintenance of Student Data, Provider shall be under the direct
control and supervision of the LEA,
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2,

3.

4.

Nature of Services Pyovided. The Provider has agreed to provide the following digital
educational products and services described below and as may be further outlined in Exhibit “A”
hereto: _

onhine CTE exams widh asscciated certifications

and reports

Student Data to Be Provided. The Parties shall indicate the categories of student data to be
provided in the Schedule of Datn, attached hereto as Exhibit “B™.

DPA Definjtions. The definition of terms used in this DPA is found in Exhibit “C”. In the event
of a conflict, definitions used in this DPA shall prevail over term used in the Service Agreement.

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS

1.

2.

3

smaent Data Property of LEA. All Student Data transmiited to the Provider pursuant to the
Service Agreement is and will continue to be the property of and under the control of the LEA.
The Provider further acknowledges and agrees that all copies of such Student Data transmitted to
the Provider, including any modifications or additions or any portion thereof from any source,
are subject to the provisions of this Agreement in the same manner as the original Student Data.
The Parties agree that ag between them, all rights, including all intellectual property rights in and
mSmdomDmacomamplmdpumeSemwmmmmaunmahuheexciusiwmmyof
the LEA. For the purposes of FERPA, the Provider shall be considered a School Official, under
ﬂlecouh‘olanddirectionoftheLEAsasitpemimtotheuseofStudmtDatamtwithmanding
theabove.vaidermymferpupﬂ-gemtedcomemmasepamewcoungacmdingmthe
procedures set forth below.

Earent Access. LEA shall establish reasonable procedures by which a parent, legal guardian, or
eligible student may review Student Data in the pupil’s records, correct erroneous information,
and procedures for the transfer of pupil-generated content to a personal account, consistent with
the functionality of services. Provider shall respond in a timely manner (and no later than 45
daysﬁ'omthcdateoftherequest)wﬂmLEA'srequestfa'SmdcmDminapupil'srecmdsheld
by the Provider to view or carrect as necessary. In the event that a parent of a pupil or other
individual contacts the Provider to review any of the Student Data accessed pursuant to the
Services, the Provider shall refer the parent or individual to the LEA, who will follow the

necessary and proper procedures regarding the requested information.

Separate Account. If pupil generated content is stored or maintained by the Provider as part of
the Services described in Exhibit “A”, Provider shall, at the request of the LEA, transfer said
pupil generated content to a separate student account upon termination of the Service
Agreement; provided, however, such transfer shall only apply to pupil generated content that is
severable from the Service.

4. JThird Party Reguest. Should 8 Third Party, including law enforcement and government

entitios,comactProviderwithamquestfordmheldhytheProvidupmuanttothoServiees,
the Provider shall redirect the Third Party to request the data directly from the LEA. Provider
shall notify the LEA in advance of a compelled disclosure to a Third Party.
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s.

Subprocessors. Provider shall enter into written agreements with all Subprocessors performing
mmﬁonspumammﬂwServiceAmn;whembytheSubpmesmagmwpmm
Student Data in manner consistent with the terms of this DPA.

ARTICLE III: DUTIES OF LEA

l.

2.

3.

4.

Privacy Compliance. LEA shall provide data for the purposes of the Service Agreement
in compliance with FERPA, COPPA, PPRA, SOPIPA, AB 1584 and all other California

privacy statutes.

N tion of If the LEA has a policy of disclosing education records under
FERPA (4 CFR § 99.31 (a) (1)), LEA shall include a specification of criteria for determining
who constitutes a school officiel and what constitutes a legitimate educational interest in its
Annual notification of rights.

Reasonable Precautiony. LEA shall take reasonable precautions to secure usernames,
passwords, and any other means of gaining access to the services and hosted data.

Unsuthorized Access Notifieation. LEA shall notify Provider promptly of any known or
suspectedmamhoﬁudacceu.LEAwﬂlmisthviderinanyeffombmeviderm investigate
and respond to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

1.

- The Provider shall comply with all applicable state and federal laws and
regulations pertaining to data privacy and security, including FERPA, COPPA, PPRA, SOPIPA,
AB 1584 and all other California privacy statutes.

Authorized Use. The data shared pursuant to the Service Agreement, including persistent unique
identifiers, shall be used for no purpose other than the Services stated in the Service

and/or otherwise authorized under the statutes referred to in subsection (1), above, Provider also
acknowledges and agrees that it shall not make any re-disclosure of any Student Data or any
portion thereof, including without limitation, mets dats, user content or other non-public
information and/or personally identifiable information contained in the Student Data, without the
express written consent of the LEA.

w.hovidershallmuireallcmployeesandugentswhohawmm
Student Data to comply with all applicable provisions of this DPA with respect to the data shared
under the Service Agreement.

No Disclosure. De-identified information may be used by the Provider for the purposes of
development, research, and improvement of educational sites, services, or applications, as any
othu-membu-ofthepublicorpmtywmldbeabletousede-idemiﬁeddntapmuammMCFR
99.31(b). Provider agrees not to attempt to re-identify de-identified Student Data and not to
u'ansfwde-idenﬁﬁedSmdeatatoanypanyunless(a)thatpanyaminwﬁtingnotto
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attemipt re-identification, and (b) prior written notice has been given to LEA who has provided
prior written consent for such transfer. Provider shall not copy, reproduce or transmit any data
obtained under the Service Agreement and/or any portion thereof, except as necessary to fuifill

the Service Agreement.

$. Disposition of Data. Upmwriuenmquestandinmordmwithﬂwapplicabhmnns in
subsection a or b, below, Provider shall dispose or delete all Student Data obtained under the
SmicoAgreennntwheuitisnolonganeededforthcpumoueforwhich it was obtained.
Disposition shall include (1) the shredding of any hard copies of any Student Data; (2) Erasing;
or (3) Otherwise modifying the personal information in those records to make it unreadable or
indecipherable by buman or digital means. Nothing in the Service Agreement authorizes
Provider to maintain Student Data obtained under the Service Agreement beyond the time period
reasonably needed to complete the disposition. Provider shall provide written notification to
LEA when the Student Data has been disposed. The duty to dispose of Student Dats shall not
extend to data that has been de-identified or placed in a separate Student account, pursuant to the
oﬂwrtermoftheDPA.TheLEAmayunploya“RequorReumorDeleﬁon of Student
Data™ form, a copy of which is attached hereto as Exhibit “D”, Upon receipt of a request from
the LEA, the Provider will immediately provide the LEA with any specified porticn of the
Student Data within ten (10) calendar days of receipt of said request.

a. Partinl Disposal During Term of Service Agreement, Throughout the Term of the
Service Agreement, LEA may request partial disposal of Student Data obtained under
the Service Agreement that is no longer needed. Partial disposal of data shall be
subject to LEA’s request to transfer data to a scparate account, pursuant to Article 11,
section 3, above.

b. Complete Disposal Upon Termination of Sexrvice Agreement. Upon Termination of
ﬂwServioeAgremumvidershaﬂdisposeordeIeteauSmdcmDataobmined
unda'theSmiceAgreementPﬁwtodisposiﬁonofthedam,Providushaunoﬁfy
LEAinwﬁﬁngofiuopﬁontotmmfadatatoasepmteaceomt.pmmttomle
II, section 3, above. In no event shall Provider dispose of data pursuant to this
provision unless and until Provider has received affirmative written confirmation
ﬁ'anEAﬂntdatawillnotbemfmedtoaseparauaccount.

6. Advertising Prohibition. Provider is prohibited from using or selling Student Data to (a) market
or advertise to students or families/guardians; (b) inform, influence, or enable ;
advertising, or other commercial efforts by a Provider; (c) develop a profile of a student, family
member/guardian or group, for any commercial purpose other than providing the Service to
LEA; or (d) use the Student Data for the development of commercial products or services, other
Mswmmmsmmmmmdmmtmmmm
using Student Data for adaptive learning or customized student leaming purposes.

ARTICLE V: DATA PROVISIONS

L w.mmmmmwidzbyandmimamweqmwdmmmm.
mkmmmdmuymndardsandmhndogybestmeﬁces,mpmmsmdembmﬁom
unauthorized disclomneoracquisiﬁonbyanumuthoﬁzedpmmegemmlsecmﬁyduﬁes of
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Provider are set forth below. Provider may further detail its security programs and measures in
Exhibit “F* hereto. These measures shall include, but are not limited to:

a. Passwords and Employee Access, Provider shall secure usemames, passwords, and
any other means of gaining access to the Services or to Student Data, at a ievel
suggested by the applicable standards, as set forth in Article 4.3 of NIST 800-63-3,
Provider shall only provide access to Student Data to employees or contrectors that
are performing the Services, Employees with access to Student Date shall have
signed confidentiality agreements regarding said Student Data. All employees with
acomtosmdentReeordsshallbesubjecttoMminalbackgromd checks in
compliance with state and local ordinances.

b. Destruction of Data. Provider shall destroy or delete all Student Data obtained
under the Service Agreement when it is no longer needed for the purpose for which
it was obtained, or transfer said data to LEA or LEA's designee, according to the
procedure identified in Article 1V, section S, above, Nothing in the Service
Agreement authorizes Provider to maintain Student Data the time period
reasonably needed to complete the disposition. << By ioj+

¢. Security Protocols. Both parties agree to maintain security protocols that meet
industry standards in the transfer or transmission of any dats, including ensuring that
data may only be viewed or accessed by parties legally allowed to do so0. Provider
shaﬂmainhinalldahobuinedorgenmwdpmm:mﬂm&ndwhgreemtina
secure digital environment and not copy, reproduce, or transmit data obtained
pursuant to the Service Agreement, except as necessary to fulfill the purpose of data
requests by LEA.

d. Employee Training. The Provider shalt provide periodic security training to those
of its employees who operate or have access to the system. Further, Provider shall
provide LEA with contact information of an employee who LEA may contact if
there are any security concemns or questions.

e. Security Technology. When the service is accessed using a supported web browser,
Provider shall employ industry standard measures to protect data from unauthorized
eccess. The service security measures shall include server authentication and data
encryption. ProvidershnllhostdmmmumttodieServiceAgwementinan
environment using a firewal! that is updated according to industry standards.

f. Security Coordinator. If different from the designated representative identified in
Article VII, section S, Provider shall provide the name and contact information of
Provider’s Security Coordinator for the Student Data received pursuant to the
Service Agreement,

£ Subprocessors Bound. Provider shall enter into written agreements whereby

Subprocessors agree to secure and protect Student Data in a manner consistent with
the terms of this Article V. Provider shall periodically conduct or review compliance
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monitoring and assessments of Subprocessors to determine their compliance with
this Article.

h. Periodic Risk Assessment. Provider further acknowledges and agrees to conduct
digital and physical periodic (no less than semi-annual) risk sssessments and
remediate any identified security and privacy vulnerabilities in a timely manner.

Z.DmBrmg.hthceventthatsmdentDataisaeceuedorobtninedbyanmuﬂmized
individual, Provider shall provide notification to LEA within a reasonable amount of time of the
incident, and not exceeding forty-cight (48) hours. Provider shal! follow the following process:

8. The security breach notification ghall be written in plain language, shall be titled
“Notice of Data Breach,” and shall present the information described herein under
the following headings: “What Happened,” “What Information Was Involved,”
“What We Are Doing,” “What You Can Do,” and “For More Information”
Additional information may be provided as a supplement to the notice.

b. The security breach notification deseribed above in section 2(a) shall include, at a
minimum, the following information:

L. The name and contact information of the reporting LEA. subject to this section.

H. A list of the types of personal information that were or are reasonably believed to
have been the subject of a breach.

lil. If the information is possible to determine at the time the notice is provided, then
either(l)thedatcofﬂnbmch.(2)theestimateddateofthebreaeh,or(3)the
date range within which the breach occurred. The notification shall also include
the date of the notice.

fv. Whether the notification was delayed as a result of a faw enforcement
investigation, if that information is possible to determine at the time the notice is
provided.

V. A general description of the breach incident, if that information is possible to
determine at the time the notice is provided.

¢. At LEA’s discretion, the security breach notification may also include any of the
following:

L. Information about what the agency has done to protect individuals whose
information has been breached.

il Adviceonstepsmatﬂwpmwhosemonmﬁonhasbeenbmchedmymkew
protect himself or herself.

ivaideragmestoadheremaurequhementsinappﬁubluSmmdinfedemlhw
withrespecttoadatabmachrelaledtomeSmdemData.including,whmappropﬁm
or required, the required responsibilities and procedures for notification and
mitigation of any such data breach.



e. Provider further acknowledges and agrees to have a written incident response plan
that reflects best practices and is consistent with industry standards and federal and
state law for responding to a data breach, breach of security, privacy incident or
unauthorized acquisition or use of Student Data or any portion thereof, including
personally identifiable information and agrees to provide LEA, upon request, with a
copy of said written incident response plan.

f. Provider is prohibited from directly contacting parent, legal guardian or eligible
pupil unless expressly requested by LEA, If LEA requests Provider’s assistance
providing notice of unauthorized access, and such assistance is mot unduly
burdensome to Provider, Provider shall notify the affected parent, legal guardian or
eligible pupil of the unauthorized access, which shall include the information listed
in subsections (b) and (c), above. If requested by LEA, Provider shall reimburse
LEA for costs incurred to notify parents/families of a breach not originating from
LEA's use of the Service.

g In the event of a breach originating from LEA’s use of the Service, Provider shall
cooperate with LEA to the extent necessary to expeditiously secure Student Data,

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS

Provider may, by signing the attached Form of General Offer of Privacy Terms (General Offer, attached
hu'etoasExhibit“E"),beboundbytbemsofthisDPAtoanyotherLEAwhosigmthe acceptance
on in said Exhibit. The Form is limited by the terms and conditions described therein,

ARTICLE VII: MISCELLANEOUS

2.

3.

4.

Term. The Provider shall be bound by this DPA for the duration of the Service Agreement or so
long as the Provider maintains any Student Data. .

Termination. IntheevemthnteitlnrpmtyseehtoteminatedﬁsDPA,theymaydosoby
mumlwriﬁencomeMsolongastheSaviceAsreememhasIapsedorhasbmmmimted. LEA
shall lnveﬂterighttowminanetthPAmdServiceAgmemcminthe event of a material
breach of the terms of this DPA,

Effect of Teymination Suyvival. If the Service Agreement is terminated, the Provider shall
destroy all of LEA's data pursuant to Article V, section 1(b), and Article I1, section 3, above.
Sec'rhibl4 D

Eriority of Agreements. This DPA shall govem the treatment of student data in order to comply
with privacy protections, including those fourd in FERPA and all applicable privacy statutes
identified in this DPA. IntheevemtbcreisconﬂictbetweentheDPAandtheSuvice
Agreement, the DPA shall apply and take precedence. Except as described in this paragraph
herein, all other provisions of the Service Agreement shall remain in effect,

Notige. All notices or other communication required or permitted to be given hereunder must be
in writing and given by personal delivery, or e-mail transmission (if contact information is



provided for the specific mode of delivery), or first-class mail, postage prepaid, sent to the
designated representatives before:

2. Designated Representatives
The designated representative for the LEA for this Agreement is:

Nameg; Helen Estrin
Title: Administrative Assistant

Contact Information:

(760)771-8578
mary.estrin{fdeserteands.us

47-950 Dune Paims Road, La Quinta, CA 82253

The designated representative for the Provider for this Agreement is:

Name: ALictred Nieisen
Title: 2, &E, 01t =y ’ﬁporf'

Contact Information:
Ls00Y470 - 1215
; x

& exams . com
LI0s Bac a0, Leh ,UT 840423

b. Netification of Acceptance of General Offer of Terms. Upon execution of Exhibit E,

General Offer of Terms, Subscribing LEA shall provide notice of such acceptance in writing

and given by personal delivery, or e-mail transmission (if contact information is provided for
thespwiﬁcmodaofdelim).wﬁmt-classmﬁLmeprepaMmthedesigmmd
representative below.

The designated representative for the notice of acceptance of the General Offer of Privacy Terms is:

Name: Helon Egtrin
Title: Administrative Assistant

Contact Information;
Helen Estrin

mary.estrin@dessrisands.us
47-950 Dune Paims Road, La Quinta, CA §2253

6. Entire Agreement. This DPA constitutes the entire agreement of the parties relating to the
subject matter hereof and supersedes all prior communications, representations, or agreements,
oralorwrinen,bythepaniesrehtingthuuo.ThisDPAmaybeamendedandﬂwobmvanceof
any provision of this DPA may be waived (cither generally or in any particular instance and
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7.

9.

either retroactively or prospectively) only with the signed written consent of both parties, Neither
failure nor delay on the part of any party in exercising any right, power, or privilege hereunder
shall operate as a waiver of such right, nor shali any single or partial exercise of any such right,
power, or privilege preclude any further exercise thereof or the exercise of any other right,
power, or privilege.

Severabjlity. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction
shall, as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability
without invalidating the remaining provisions of this DPA, and any such prohibition or
unenforceability in any jurisdiction shall not invalidate or render unenforceable such provision in
any other jurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly
drawn so as not to be prohibited or unenforceable in such jurisdiction while, at the same time,
maintaining the intent of the parties, it shall, as to such jurisdiction, be so narrowly drawn
without invalidating the remaining provisions of this DPA or affecting the validity or
enforceability of such provision in any other jurisdiction.

w; Ve d Ju . THIS DPA WILL BE GOVERNED BY AND

EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
COUNTY IN WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING
OUT OF OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS
CONTEMPLATED HEREBY.

Authority. Provider represents that it is authorized to bind to the terms of this

including confidentiality and destruction of Student Data and any portion thereof contained
therein, all related or associated institutions, individuals, employees or contractors who may have
access to the Student Data and/or any portion thereof, or may own, lease or control equipment or
facilities of any kind where the Student Data and portion thereof stored, maintained or used in
any way. vaideragreesthntmypumhmofﬂne?rovidashallalsobeboundtoﬂae
Agreoment,

10. Walver. No delay or omission of the LEA to exercise any right hereunder shall be construed as a

waiver of any such right and the LEA reserves the right to exercise any such right from time to
time, a8 often as may be deemed expedient.

11. Successors Bound. This DPA is and shall be binding upon the respective successors in interest

to Provider in the event of a merger, acquisition, consolidation or other business reorganization
or sale of all or substantially all of the assets of such business.

[Signature Page Follaws)
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Orecision Exams

IN WITNESS WHEREOF, the parties have executed this California Student Data Privacy Agreement
as of the last day noted below.

Provider: Precision Exams

BY:_@AJM_%LDMIBE& H/é@/&(}fq

Printed Name: ) ucl(cy Mir by TiverPosition: A0, HR | ¢ ust st1fpev +

Locel Education Agency: Desert Sands Unified School District

BY: Date: ll_l?- \fi

Jordan Aquino

Assistant Superintendent

Printed Name: Title/Position:

Note: Electronic signature not permitted,



EXHIBIT “A”
DESCRIPTION OF SERVICES

(INSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE. IF MORE THAN
ONE PRODUCT OR SERVICE IS INCLUDED, LIST EACH PRODUCT HERE]

1830+ onhne CTE exams with asseclated
certf i cotions & rapof'ts

i Prf:c;fsmn exams. Com
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1 Hubopot analytics
Geegle analytics

2 whether cerdl€icote carmed

+me N exam
'l‘ “p»
SCHEDULE OF DATA
ategory Cheelc if used Conduct or
© Data | Eemesn by your Conduct behavioral
system data
IP Addresses
of users, Use \/ Date of Birth \V
‘ot of cookies etc. Place of Birth
Application : v
Meta Data opp ' / ‘ Ethnic
techno;g t race .
meta Languag
P%iﬁ: h::::ﬁm
ve,
Meta data on Demographics preferred or
icati primary
Application ,  uaer
Use Statistics ‘““w'j:hfi‘”‘ m
application student)
Standardized . demographic
test scores v information-
Observation Please specify:
Assessmen data Student school
' Other enroliment
agsessment Student grade
data-Please vV a Jevel v
specify: Hon_:croom
Student school ?;ecm‘ﬁc
dai i
aémdgfu Enroliment ol
Attendance data
smt clm Yw of l/
L Other
data
enroliment
Online infomaﬁop—
communications Please specify:
Commmicationsw that are s
Addr £88
(emails, blog Contact Email
—entrics) Information Phone
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Parent ID mumber
number State ID
m?anm (created to number
link parents to Providet/App
students) assigned
student ID
Parent/ First and/or number
Guardian Name Last Student app
|__uscrmame
Student Student app
scheduled passwords
Schedule courses
Teacher First and/or
names Student Name Lisk
English Program/appli-
language cation
learner performance
information (typing
Low income program-student
Student In
tatus types wpm,
Modical 31 it m:doing
/health data program-student|
Student reads below
disability grade level)
. |_information
imcater | Spocialz
education
services (IEP Academic or
e Student ol
situations ml b student may
(homeless/ P belgn_g to or
foster care) te in
Other
indicator Student
. . Student
Pll::?emmm- o] l':sponsesw orto
Responses questi "
Student Address
Contact Email Student
Information Phone W“;‘:“
Student work oofmea;
Student Local (School “’mm%w
Identifiers district) ID_ -mmdm




work data -
Please specify: Other
transportation
Student course data -Please
grades specify:
Student course
data Pleage list
Student course each
Transcript grades/perfor- additional data
mance scores Other element used,
Other stored or
transcript data collected by
-Please your
specify: application
Student bus
assignment
Student pick No Student Data Collected at this time .
. up and/or *Provider shall immediately notify LEA if this
Transpartation | 00 S7oP designation is no longer applicable.
Student bus
card ID
number

OTHER: Use this box, if more space needed.
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EXHIBIT “C”
DEFINITIONS

AB 1584, Buchanan: The statutory designation for what is now California Education Code § 49073.1,
relating to pupil records.

De-Identifiable Information (DII): De-Identification refers to the process by which the
Provider removes or obscures any Personally Identifiable Information (“PII") from student records in
8 way that removes or minimizes the risk of disclosure of the identity of the individual and information
about them,

Educational Records: Educational Records are official records, files and data directly related to
& student and maintained by the school or local education agency, including but not limited to,
mcordsmwmpassingallthematerialkeptinthesmdent'scmnulnﬁve folder, such as genersl
identifying data, records of attendance and of academic work completed, records of
achicvement, and results of evaluative tests, health data, disciplinary status, test protocols and
individualized education programs. For purposes of this DPA, Educational Records are referred to as
Student Data.

NIST; Draft National Institute of Standards and Technology (“NIST™) Special Publication Digital
Authentication Guideline.

Operator: The term “Operator” means the operator of an Internet Website, online service,
online application, or mobile application with actual knowledge that the site, service, or application
is used primarily for K-i2 schoolp\nposesmdwasdcsignedmdmarkewdforl(-lz schoo!
purposes. For the purpose of the Service Agreement, thetmm“OPentor"isteplawdbyﬂmtelm
“Provider.” This term shall encompass the term “Third Party,” ag it is found in applicable state statutes,

Personally Identifiable Information (PII): The terms “Personally Identifiable Information” or
“PII” shall include, but are not limited to, student data, metadata, and user or pupil-generated content
obtained by reason of the use of Provider’s software, website, service, or app, including mobile

Provider: For purposes of the Service Agreement, the ten “Provider” means provider of
digital educational software or services, including cloud-based services, for the digital
management, and retrieval of pupil records. Within the DPA the term “Provider” includes the term
“Third Party” and the term “Operator” as used in epplicable state statutes.

Pupil Generated Content: The term “pupil-gencrated content” means materials or content created by a
pupil during and for the purpose of education including, but not limited to, essays, reseaich
reports, portfolios, creative writing, music or other audio files, photographs, videos, and account
information that enables ongoing ownership of ngﬂ content,



Pupil Records: Means both of the following: (1) Any information that directly relates to a pupil that is
maima.inedbyLEAW(Z)myinfmmﬁonacquireddirecﬂyﬁomthepupilthrwgh the use of
imstructional software or applications assigned to the pupil by a teacher or other LEA employee. For the
purposes of this Agreement, Pupil Records shall be the same as Educational Records, Student Personal
Information and Covered Information, all of which are deemed Student Data for the purposes of this

Agreement.

Service Agreement: Refers to the Contract or Purchase Order to which this DPA supplements and
modifies.

School Officlal: For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B), a School
Official is a contractor that; (1) Performs an institutional service or function for which the agency or
institution would otherwise use employess; (2) Is under the direct control of the agency or institution
with respect to the use and maintenance of education records; and (3) Is subject to 34 CFR 99.33(a)
governing the use and re-disclosure of personally identifiable information from student records.

SOPIPA: Once passed, the requirements of SOPIPA were added to Chapter 22.2 (commencing with
Section 22584) to Division 8 of the Business and Professions Code relating to privacy.

Student Data: Student Data includes any dats, whether gathered by Provider or provided by LEA or its
users, students, or students” parenta/guardians, that is descriptive of the sudent including, but not limited
m,hfwmﬁmhﬂmﬁﬁem'sedmﬁmﬂmmﬂmmnﬂﬁmandhmnmh«maddres,nhphm
number, email address, or other information allowing online contact, discipline records, videos, test
results, special education dats, juvenile dependency records, grades, evaluations, criminal records,
medical records, health records, social sccurity mumbers, biometric information, disabilities,
socioeconomic information, food purchases, political affiliations, religious information text messages,
documents, student identifies, search activity, photos, voice recordings or geolocation information.
Student Data ghall constitute Pupil Records for the purposes of this Agreement, and for the purposes of
California and federal laws and regulations. Student Deta as specified in Exhibit “B” is confirmed to be
collected or processed by the Provider pursuant to the Services. Student Data shall not constitute that
hfmmhth:b«namnymimdmd&iduniﬁd,wamnymmmgedaquMaMem's
use of Provider's services.

SDPC (The Student Data Privacy Consortium): Refers to the national collaborative of schools,
districts, regional, territories and state agencies, policy makers, trade organizations and marketplace
providers addressing real-world, adaptable, and implementable solutions to growing data privacy
concemns,
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Sabscribing LEA: An LEA that was not party to the original Services Agreement and who accepts the
Provider's General Offer of Privacy Terms.

Subprocessor: For the purposes of this Agreement, the term “Subprocessor” (sometimes referred to as
the “Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection,
analytics, storage, or other service to operate and/or improve its software, and who has access to PIL.

Targeted Advertising: Targeted advertising means presenting an advertisement to a student where the
selection of the advertisement is based on student information, student records or student generated
content or inferred over time from the usage of the Provider’s website, online service or mobile
application by such student or the retention of such student’s online activities or requests over time.

Third Party: The term “Third Party” means a provider of digital educational software or services,
mchdhgchw-bwedwvieu,fmthedisimlmmmgmngmdmmwﬂofpupilmds.
Howwer,forthemuposeofthisAg:mnent,theterm"ThirdPany”whenusedtoindicmthcprovider
of digital educational software or services is replaced by the term “Provider.”




EXHIBIT “D”
DIRECTIVE FOR DISPOSITION OF DATA
Desert Sands Unified School District . Precision Exams o

dispose of data obtaincdby Provider pursuant to the terms of the Service Agreement
between LEA and Provider. The terms of the Disposition are set forth below:

_X_Partial.'l"hecatcgoriesofdamtobedisposedofmas
Extent of Disposition follows: s folicwing page

Dispasition shail be:
Complete. Disposition extends to all categaries of data,

E ace followin 9€

9
Nature of Disposition Destruction ar deletion ofdaﬁ.a
Disposition shall be by: Transfer of data. The data shall be transferred as set forth
in an attachment to this Directive. Following confirmation from
LEA that data was sucoessfully transferred, Provider shall

destroy or delcte all applicable data,
Timing of Disposition

Data shall be disposed of by the _X__ As soon as commercially practicable
following date:

By (Insert Date)
Helen Estrin
Authorized Representative of LEA Date
Verification of Disposition of Data Date

by Authorized Representative of Provider
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Directive for Disposition of Data between Precision Exams and Desert Sands USD:

Vendor services are meant to provide the District and students the benefit of an independent
record of achlevement and a lifelong credential of value that provides program improvement
information and, also, provides benefit to the student earning a certification. Students may
retain possession and control of their student-generated content by creation of a personal
account for the purpose of accessing lifelong certification validation. Vendor agrees that it will
destroy/delete/de-identify such information that has not transferred to a student's personal
account when directed to do so by the District.



B “wp”»

GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and m&aﬂﬂiu"m
and which is dated November 19, 2020 to any other LEA (“Subscribing LEA™ who accepts this
General Offer though its signature below. This General Offer shall extend only to privacy protections
and Provider’s signature shall not necessarily bind Provider to other terms, such as price, term, or
schedule of services, or to any other provision not addressed in this DPA. The Provider and the other
LEA may also agree to change the data provided by LEA to the Provider in Exhibit *B" to suit the
unique needs of the LEA. The Provider may withdraw the General Offer in the event of: (1) a
material change in the applicable privacy statutes; (2) a material change in the services and
products subject listed in the Originating Service Agreement; or three (3) years after the date of
Provider’s signature to this Form. Provider shall notify CETPA in the event of any withdrawal
so that this information may be transmitted to the Alliance’s users.

Provider: Precision Exams
BY:_Q_Q_@%MM_ Date: _ i /30/30( g
Printed Name: Audn‘}j ANielsen TilePosition: AP, HR cust sOpport

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below,
sccepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
bound by the same terms of this DPA.

Subscribing LEA:
BY: _ Date:
Printed Name: Title/Position:

Helen Estrin

Name:

Title: A\dMinistrative Assistant
Email Address; ITNATY.OStrin@desertsands.us
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| Security Incident Response Plan
Precision Exams, LLC.

Introduction

All security incidents must be managed in an efficient and time effective manner to make sure that the impact of an
incident is contained and the congequences for our business and our cusiomers are limited. This document sets out
the Precision Exams plan for reporting and dealing with security incidents.

What is a Security Incldent?

A Security Incident means any incident that occurs by accident or deliberately that impacts the business’
communications or information processing systems. An incident may be any event or set of circumstances that
threatens the confidentiality, Integrity or availability of information, data or services in Precision Exams. This includes
unauthorized access to, use, disclosure, modification, or destruction of data or services used or provided Precision
Exams

How to Recognise a Security incident

A security incident may not be recognized siraightaway; however, there may be indicators of a security breach,
system compromise, unauthorized activity, or signs of misuse within our environments, or that of our third party
senvice providers.

Any indications that a security incidant has occurred or may be in progress must be addressed immediately according
to the plan, such as:

= Monitor excessive or unusual log-in and system activity, in particular from any inactive user IDs (user
accounts).

e Monitor for excessive or unusual remote access activity into the business. This could be related to our staff or
our third party providers,

* Identify the occurrence of any new wireless (Wi-Fi) networks visible or accessible from our environment.

e Monitor the presence of or unusual activity in relation to malware (malicious software), suspiclous files, or
new/unapproved execitlables and programs. This could be on our networks or systems and includes web-
facing systems.
identify any hardware or software key-loggers found connected to or installed on systems.

Monitor suspicious or unusual activity on, or behaviour of, Web-facing systems, such on as our website.
Identify lost, stolen, or misplaced marchant copy receipts or any other records that display the full payment
card number or card sacurity code (the 3- or 4-digit number printed on the card).

» |dentify lost, stolen, or misplaced computers, laptops, hard drives, or other media devices that contain
sensitive data.

Roles and Responsibilities

This security incident response plan must be followed by all personnel in our busingss. This includes ali employees,
temporary staff, consultants, contractors, suppliers and third parties operating on behatf of Precision Exams, working
with Precision Exams’ or our customers’ data or on Precision Exams premises. For simplicity, all of these personnel
are referred 10 as ‘staff within this plan.
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Roles

The Precision Exams Security Incident Response Team (SIRT) is comprised of:

SIRE

Respansibility

Director of Incident
Operations Response Lead

Tyler Park tpark@precisionexams.com 801-850-9887

CTO Incident Brett McCleary jomecleary@precisionexams.com 801-850-9886
Response
Technical Lead

CEO Executive Officer/ Edson Barton ebarton@precisionexams.com  801-850-9884
Risk Owner

Communications Handling of any  Bridget Fowers bfowers@precisionexams.com  385-374-1089
/PR external

communications

in relation to an

incident

Primary Hr Handling of any  Audrey Nielsen anielsen@precisionexams.com  385-374-1088
Contact personnel and

disciplinary lssues

relating to security

incidents

T T
Legal Handling of any  Edson Barton ebarton@precisionexams.com  801-850-9684
legal
guestions/issues
relaling to security
incidents

Responsibilities
The Incident Response Lead is responsible for:

*  Making sure that our Security Incident Response Plan and associated response and escalation procedures
are defined and documaented. This is o make sure that the handiing of security incidents Is timely and
effective.

* Making sure that the Security Incident Response Plan is up-to-date, reviewed and tested, at least once each
year.




| Security Incident Response Plan PRECIS I@N

Making sure that staff with Security Incident Response Plan responsibilities are properly trained, at least once
each year.

Leading the investigation of a suspected breach or reported security incident and initiating the Security
Incident Response Plan, as and when needed.

Reporting to and liaising with extemal pariies, including the acquirer and card brands, lega! representation,
law enforcement, etc. as is required.

Authorising on-site investigations by appropriate law enforcement or payment card industry securityfforensic

personnal, as required during any security incident investigation. This includes authorising access to/removal
of evidence from site.

Securlty Incident Response Team (SIRT) members are responsible for:

* & 0 9

Making sure that all staff understand how to identify and report a suspected or actual security incident.
Advising the Incident Response Lead of an incident when they receive a security incident report from staff.
Investigating each reported incident.

Taking action to limit the exposure of sensitive data and to reduce the risks that may be associated with any
incident.

Gathering, reviewing and analysing logs and related information from various central and local safeguards,
security measuras and controls.

Documenting and maintaining accurate and detailed records of the incident and all activities that were
underiaken in response to an incident.

Reporting each security incident and findings to the appropriate parties. This may include the acquirer, card
brands, third party service providers, business partners, customers, etc., as required.

Assisting law enforcement and card industry security personnel during the investigation processes. This
includes any forensic investigations and prosecutions.

Resalving each incident to the satisfaction of alf parties involved, including extemal parties.

Initiating follow-up actions 1o reduce likelihood of recurrence, as appropriate.

Determining if policies, processes, technologies, security measures or controls need to be updated to avoid a
similar incident in the future. They also need to consider whether additional safeguards are required in the
environment where the incident occurred.

Al staff members are responsible for:

Making sure they understand how to identify and report a suspected or actual security incident.

Reporting a suspected or actual security incident to the Incident Response Lead (preferable) or to another
member of the Security Incident Response Team (S{RT);

Reporting any security related issues or concems 1o fine management, or to a member of the SIRT;
Complying with the security policies and procedures of Precision Exams. This includes any updated or
temporary measures Introduced in response to a securfty incident (e.g. for business continuity, incident
recovery or to prevent recurrence of an incident).
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External Contacts

Local Law Lehi City Police 385-201-1005
Enforcement

National Fraud and FBI Internet Ctime Report Online: https:/Mww.ic3.gov/
Cyber-Crime Complaint Center (IC3)

Reporting

Organisation

Incident Response Plan Steps

There are a number of steps and stages that must be taken 16 make sure that we protect the business by reacting to a
security incident appropriately,

Report

* Information security incidents must be reported, without delay, to the Incident Response Lead (preferable) or
to another member of the Security Incident Response Team (SIRT). The member of the SIRT receiving the
report will advise the Incident Response Lead of the Incident. in the event that a security incident or data
breach is suspected to have occurred, we recommend the staff member discuss their concerns with their line
manager, who in tum may raise the issue with a member of the SIRT,

Investigate

* After being notified of a security incident, the SIRT will perform an initial investigation and determine the
appropriate response, which may be to initiate the Security Incident Response Plan. If the Security Incident
Response Plan is initiated, the SIRT will investigate the incident and initlate actions te limit the exposure of
cardholder data and in mitigating the risks associated with the incident. Initial incident containment and
response actions

Make sure that no-one can access or alter compromised systems.

» Isolate compromised systems from our network and unplug any network cables — without turning the systems
off.

* [f using a wireless network, change the SSID (Service Set Identifier) on the wireless access point and other
systems that may be using this wireless network (but not on any of the systems believed to be compromised).

+ Preserve all logs and similar slectronic evidence, .g. logs from firewalls, anti-virus tool, access control
system, web server, application server, database, etc.

* Perform a back-up of our systems to preserve their current state ~ this will also facilitate any subsequent
investigations.

* Keep a record of all actions you and all members of the SIRT take.

» Stay alert for further indications of compromise or suspicious activity in our environment, or that of our third
parties.

* Seek advice before you process any further payment card transactions.
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» If you can, gather details of all compromised or potentially compromised payment card numbers (the
‘aceounts at risk’).

Inform

Once the SIRT has carried out their inilial investigation of the security incident:
e The Incident Response Lead will alert the SIRT's senior management primary contact.
¢ The incident Response Lead and / or the SIRT personnel responsible for carmmunications / PR will inform all
relevant parties. This includes local law enforcement, and other parties that may be affected by the
compremise such as our customers, business partners or suppliers. This also inciudes the personal data
breach notification contacts, as applicable to the incident under investigation.

Maintain Business Continuity

¢ The SIRT will engage with oparational teams In the business 1o make sure that our business can continue to operate while
the security incident is being investigated.

Plan Ahead]!

Be prepared - in advanca of any security Incident that may impact the business, we should make sure we have a plan
for how the business would operate if our systems and processes were unable to operate as normal.
For axample:

» Make sure we have system and data backups available in the event of loss of data, system corruptionivirus
infection or hardware failure.

Resolve

» The SIRT will liaise with external parties, including law enforcement, etc., to ensure appropriate incident
investigation (which may include on-site forensic investigation) and gathering of evidence, as is required.

¢ The members of the SIRT will take action to investigate and resolve the problem to the satisfaction of all
parties and stakeholders involved. This will include confirmation that the required controls and security
measures are operational.

» The Incident Response Lead will report the investigation findings and resolution of the security incident to the
appropriate parties and stakeholders as is needed.

Recovery

* The Incident Response Lead will authorize a return to normal operations once satisfactory resolution is
confirmed,

* The SIRT will notify the rest of the business that normal business operations can resume. Normal operations
must adopt any updated procasses, technologies or security measures identified and implemented during
incldent resolution.

Review

The SIRT will complete a post-incident review after every security incident. The review will consider how the incident
occurred, what the root causes were and how well the incident was handled. This wil help to identify
recommendations for better future responses and to avold a similar incident in the future.

Changes and updates that may be required include:
¢ Updates to the Security Incident Response Plan and associated procedures.
+ Updates to the business’ security or operational policies and procedures.
s Updates to technologies, security measures or controls.
« The introduction of additional safeguards in the environment where the incident occurred (for example, more
effective malware protection).

= The SIRT Executive Officer/Risk Owner (the senior management primary contact) will ensure that the required
updates and changes are adopied or implemented as necessary.
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Specific Incident Response Types

Some specific incident types requiring addilional response actions are provided below.

Malware (or Malicious Code)

i.  Disconnect devices identified with malware from the network immediately.

i.  Examine the malware to identify the type (e.g. rootkit, ransomware, etc.} and establish how it infected the
device. This will help you to understand how to remove it from the device.

ii.  Once the maiware has baen removed a fulf system scan must be performed using the most up-to-date
signatures available, to verify it has been removed from the device.

iv.  If the malware cannot be removed from the device (as is often the case with rootkits) it should be rebuiit using
original installation media or images. Prior to restoration from back-up media/images you must verify that the
back-up media/images are not infected by the malware.

v.  Protect the system(s) to prevent further infaction by implementing fixes and/or palches to prevent further
attack.

Unauthorised Wireless Access Points

If unauthorized wireless access points are detected, or reported by staff, these must be recorded as a security
incident.
i SIRT will investigate 1o identify the location of the unauthorised wireless access point/davice.
ii.  The SIRT will investigate as to whether or not the unauthorised wireless access point/device is being used for
a legitimate business purpose/need. If a legltimate business reason is identified, then this wireless access
point or device must be reviewed and go through the correct management approval process. This is to make
sure that the business justification is documented and the wireless access point/device is securely configured
{e.g. change default passwords and settings, enable strong authentication and encryption, etc.).

fii. Al other unauthorised wireless access points/devices must be located, shutdown and removed.

Loss of Equipment

i.  The theft or loss of an asset, such as a PC, laptop or mobile device, must be reported immediately to a
member of the SIRT and local law enforcement. This includes lossesfthefts outside of business hours and at
weekends,

ii.  Ifthe device that is lost or stolen contained sensitive data, and the device is not encrypted, SIRT wili complete
an analysis of the sensitivity, type and volume of data stolen, including any potentially exposed payment card
numbers.

iii.  Where possible, SIRT will use available technology/software to lock down/disable lost or stolen mobile
devices (e.g. smart phones, tablets, laptops, etc.) and initiate a remote wipe. Evidence should be captured to
confirm this was successfuily completed.

Non-Compliance with our Security Policy

This covers incidents resulting from defiberate or accidental actions that are in breach of our security policy and which
put sensitive data at risk. This includes any systems or data misuse, unauthorized exposure of data to external
parties, unauthorized changes to systems or data.
i SIRT will engage with the relevant business area to establish an audit trail of events and actions. They will
determine who is involved in the policy violation and the extent of the violation,

il.__SIRT and/or line managers will nottty Human Resources of the incident,
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EXAMS

lii.  SIRT will lialse with Human Resources and line managers 1o determine whether disciplinary actlon is needed.

iv.  SIRT will undertake an assessment of the impact and provide advice and guidance to the business area to
prevent reoccurrence, for example re-training of staff.

Testing and Updates

Annual testing of the Incident Response Plan using walkthroughs and practical simutations of potential incident
scenarios is necessary 1o ensure the SIRT are aware of their obligations, unless real incidents occur which test the full
functionality of the process.
1. The Incident Response Plan will be tested at least once annually.
2. The Incident Response Plan Testing will test the business response to potential incident scenarios to identify
process gaps and improvement areas.
3. The SIRT will record observations made during the testing, such as steps that were poorly executed or
misunderstood by participants and those aspects that need improvement.
4. The Incident Response Lead will ensure the Security Incident Response Plan is updated and distributed to
SIRT members.

Document Mams securily ncident Response Rlan
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