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This Washington Student Data Privacy Agreement (“DPA”) is entered into by and between the 
(hereinafter referred to as “LEA”) and 

(hereinafter referred to as “Provider”) on . 
The Parties agree to the terms as stated herein. 

RECITALS  

WHEREAS, the Provider has agreed to provide the Local Education Agency (“LEA”) with certain 
digital educational services (“Services”) pursuant to a contract dated 
(“Service Agreement”); and 

WHEREAS, in order to provide the Services described in the Service Agreement, the Provider may 
receive or create and the LEA may provide documents or data that are covered by several federal 
statutes, among them, the Family Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. § 1232g 
(34 CFR Part 99), Children’s Online Privacy Protection Act (“COPPA”), 15 U.S.C. § 6501-6506; 
Protection of Pupil Rights Amendment (“PPRA”) 20 U.S.C. § 1232h; and 

WHEREAS, the documents and data transferred from LEAs and created by the Provider’s Services are 
also subject to several Washington State privacy laws, including Student User Privacy in 
Education Rights (“SUPER”) 28A.604.010 et seq., as well as RCW 19.255.010 et seq. and RCW 
42.56.590. 

WHEREAS, for the purposes of this DPA, Provider is a School Official with legitimate educational 
interests in accessing educational records and performing Services pursuant to the Service 
Agreement; and 

WHEREAS, the Parties wish to enter into this DPA to ensure that the Service Agreement conforms to 
the requirements of the privacy laws referred to above and to establish implementing procedures and 
duties; and 

WHEREAS, the Provider may, by signing the “General Offer of Privacy Terms”, agree to allow other 
LEAs in Washington the opportunity to accept and enjoy the benefits of this DPA for the Services 
described herein, without the need to negotiate terms in a separate DPA. 

NOW THEREFORE, for good and valuable consideration, the parties agree as follows: 

ARTICLE I: PURPOSE AND SCOPE 
1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to 

protect student data transmitted to Provider from the LEA pursuant to the Service Agreement, 
including compliance with all applicable statutes, including the FERPA, PPRA, COPPA, SUPER 
and other applicable Washington State laws, all as may be amended from time to time. In 
performing these Services, the Provider shall be considered a School Official with a legitimate 
educational interest, and performing services otherwise provided by the LEA. With respect to the 
use and maintenance of Student Data, Provider shall be under the direct control and supervision 
of the LEA. 
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2. 

3. 

4. 

1. 

2. 

3. 

Nature of Services Provided. The Provider has agreed to provide the following digital 
educational products and Services described below and as may be further outlined in Exhibit “A” 
attached hereto: 

Student Data to Be Provided. In order to perform the Services described in the Service 
Agreement, LEA shall provide the categories of data described below or as indicated in the 
Schedule of Data, attached hereto as Exhibit “B”: 

DPA Definitions. The definition of terms used in this DPA is found in Exhibit “C” attached 
hereto. In the event of a conflict, definitions used in this DPA shall prevail over term used in the 
Service Agreement. 

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS  

Student Data Property of LEA. All Student Data transmitted to the Provider pursuant to the 
Service Agreement is and will continue to be the property of and under the control of the LEA. 
The Provider further acknowledges and agrees that all copies of such Student Data transmitted to 
the Provider, including any modifications or additions or any portion thereof from any source, 
are subject to the provisions of this DPA in the same manner as the original Student Data. The 
Parties agree that as between them, all rights, including all intellectual property rights in and to 
Student Data contemplated per the Service Agreement shall remain the exclusive property of the 
LEA. For the purposes of FERPA, the Provider shall be considered a School Official, under the 
control and direction of the LEAs as it pertains to the use of Student Data notwithstanding the 
above. Provider may transfer student-generated content to a separate account, according to the 
procedures set forth below. 

Parent Access. LEA shall establish reasonable procedures by which a parent, legal guardian, or 
eligible student may review Student Data in the student’s records, correct erroneous information, 
and procedures for the transfer of student-generated content to a personal account, consistent 
with the functionality of Services. Provider shall respond in a timely manner (and no later than 
45 days from the date of the request) to the LEA’s request for Student Data in a student’s records 
held by the Provider to view or correct as necessary. In the event that a parent of a student or 
other individual contacts the Provider to review any of the Student Data accessed pursuant to the 
Services, the Provider shall refer the parent or individual to the LEA, who will follow the 
necessary and proper procedures regarding the requested information. 

Separate Account. If Student Generated Content is stored or maintained by the Provider as part 
of the Services described in Exhibit “A”, Provider shall, at the request of the LEA, transfer said 
Student Generated Content to a separate student account upon termination of the Service 
Agreement; provided, however, such transfer shall only apply to Student Generated Content that 
is severable from the Services. 
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4. Third Party Request. Should a Third Party, including law enforcement and government 
entities, contact Provider with a request for data held by the Provider pursuant to the Services, 
the Provider shall redirect the Third Party to request the data directly from the LEA. Provider 
shall notify the LEA in advance of a compelled disclosure to a Third  Party unless legally 
prohibited. 

5. Subprocessors. Provider shall enter into written agreements with all Subprocessors performing 
functions pursuant to the Service Agreement, whereby the Subprocessors agree to protect 
Student Data in a manner consistent with the terms of this DPA. 

ARTICLE III: DUTIES OF LEA 

1. Privacy Compliance LEA shall provide data to Provider for the purposes of the Service 
Agreement in compliance with FERPA, COPPA, PPRA, SUPER and all other Washington 
privacy statutes. 

2. Annual Notification of Rights. If the LEA has a policy of disclosing education records under 4 
CFR § 99.31 (a) (1), LEA shall include a specification of criteria for determining who constitutes 
a School Official and what constitutes a legitimate educational interest in its annual notification 
of rights. 

3. Reasonable Precautions. LEA shall take reasonable precautions to secure usernames, 
passwords, and any other means of gaining access to its computer systems, Services and hosted 
data. 

4. Unauthorized Access Notification. LEA shall notify Provider promptly of any known or 
suspected unauthorized access. LEA will assist Provider in any efforts by Provider to investigate 
and respond to any unauthorized access. 

ARTICLE IV: DUTIES OF PROVIDER 

1. Privacy Compliance. The Provider shall comply with all applicable state and federal laws and 
regulations pertaining to data privacy and security, including FERPA, COPPA, PPRA, SUPER 
and all other Washington privacy statutes. 

2. Authorized Use. The data shared pursuant to the Service Agreement, including Persistent 
Unique Identifiers, shall be used for no purpose other than the Services stated in the Service 
Agreement  and/or otherwise authorized under the statutes referred to in subsection (1), above. 

3. Employee Obligation. Provider shall require all officers, employees and agents (including, but 
not limited to, Subprocessors) who have access to Student Data to comply with all applicable 
provisions of this DPA with respect to the data shared under the Service Agreement. 
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4. No Disclosure. De-identified information may be used by the Provider for the purposes of 
development, research, and improvement of educational sites, Services, or applications, as any 
other member of the public or party would be able to use de-identified data pursuant to 34 CFR 
99.31(b). Provider agrees not to attempt to re-identify de-identified Student Data and not to 
transfer de-identified Student Data to any party unless (a) that party agrees in writing not to 
attempt re-identification, and (b) prior written notice has been given to LEA, which has provided 
prior written consent for such transfer. Provider shall not copy, reproduce or transmit any data 
obtained under the Service Agreement and/or any portion thereof, except as necessary to fulfill 
the Service Agreement. 

5. Disposal of Data. Upon request, Provider shall dispose of or delete all Student Data obtained 
under the Service Agreement when it is no longer needed for the purpose for which it was 
obtained. Disposal shall include (1) the shredding of any hard copies of any Student Data; (2) 
Erasing; or (3) Otherwise modifying the personal information in those records to make it 
unreadable and/or indecipherable by human or digital means. Nothing in the Service Agreement 
authorizes Provider to maintain Student Data obtained under the Service Agreement beyond the 
time period reasonably needed to complete the disposal. Provider shall provide written 
notification to LEA when the Student Data has been disposed. The duty to dispose of Student 
Data shall not extend to data that has been de-identified or placed in a separate Student account, 
pursuant to the other terms of the DPA. The LEA may employ a “Request for Return or Deletion 
of Student Data” form, a copy of which is attached hereto as Exhibit “D”). Upon receipt of a 
request from the LEA, the Provider will provide the LEA with any specified portion of the 
Student Data within ten (10) calendar days of receipt of said request. 

a. Partial Disposal During Term of Service Agreement. Throughout the term of the 
Service Agreement, LEA may request partial disposal of Student Data obtained under the 
Service Agreement that is no longer needed. Partial disposal of data shall be subject to 
LEA’s request to transfer data to a Student Generated Content account pursuant to 
Article II, section 3, above. The LEA may also request that specific Student Data be 
returned to the LEA. 

b. Complete Disposal Upon Termination of Service Agreement. Upon termination of the 
Service Agreement Provider shall dispose of or delete all Student Data obtained under 
the Service Agreement. Prior to disposal of the data, Provider shall notify LEA of its 
option to transfer data to a Student Generated Content account pursuant to Article II, 
section 3, above, or to other accounts as may be designated by the LEA. In no event shall 
Provider dispose of data pursuant to this provision unless and until Provider has received 
affirmative written confirmation from LEA that data will not be transferred to a separate 
account. 

c. Pre-termination Data Disposal Meeting. In addition to the foregoing requirements, the 
LEA may request in writing that Provider participate in a meeting to discuss disposal of 
the Student Data prior to termination of the Service Agreement. 

6. Advertising Prohibition. Provider is prohibited from using or selling Student Data to (a) market 
or advertise to students or families/guardians; (b) inform, influence, or enable marketing, 
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advertising, or other commercial efforts by a Provider; (c) develop a profile of a student, family 
member/guardian or group, for any commercial purpose other than providing the Service to 
LEA; or (d) use the Student Data for the development of commercial products or Services, other 
than as necessary to provide the Service to LEA. This section does not prohibit Provider from 
using Student Data for adaptive learning or customized student learning purposes. 

ARTICLE V: DATA PROVISIONS  

1. Data Security. The Provider agrees to abide by and maintain adequate data security measures, 
consistent with industry standards and technology best practices, to protect Student Data from 
unauthorized disclosure or acquisition by an unauthorized person. The general security duties of 
Provider are set forth below. Provider may further detail its security programs and measures in 
Exhibit “F” attached hereto. These measures shall include, but are not limited to: 

a. Passwords and Employee Access. Provider shall secure usernames, passwords, and any 
other means of gaining access to the Services or to Student Data, at a level suggested by 
the applicable standards, as set forth in Article 4.3 of NIST 800-63-3. Provider shall only 
provide access to Student Data to employees, contractors and/or Subprocessors that are 
performing the Services. Employees with access to Student Data shall have signed 
confidentiality agreements regarding said Student Data. All employees with access to 
Student Records shall be subject to criminal background checks in compliance with state 
and local ordinances. 

b. Destruction of Data. Provider shall destroy or delete all Student Data obtained under the 
Service Agreement when it is no longer needed for the purpose for which it was obtained 
or transfer said data to LEA or LEA’s designee, according to the procedure identified in 
Article IV, section 5, above. Nothing in the Service Agreement authorizes Provider to 
maintain Student Data beyond the time period reasonably needed to complete the 
disposal work authorized under the Service Agreement. 

c. Security Protocols. Both parties agree to maintain security protocols that meet industry 
standards in the transfer or transmission of any data, including ensuring that data may 
only be viewed or accessed by parties legally allowed to do so. Provider shall maintain all 
data obtained or generated pursuant to the Service Agreement in a secure digital 
environment and not copy, reproduce, or transmit data obtained pursuant to the Service 
Agreement, except as necessary to fulfill the purpose of data requests by LEA. 

d. Employee Training. The Provider shall provide periodic security training to those of its 
employees who operate or who are authorized to access the Provider’s computer systems 
and/or the Student Data. Further, Provider shall provide LEA with contact information of 
an employee who LEA may contact if there are any security concerns or questions. 

e. Mobile Use of Student Data. Provider shall ensure that any and all mobile devices of 
any type (including, but not limited to, laptops, tablets, and phones), which are used for 
access to, storage or analysis of Student Data by Provider’s employees, contractors and/or 
Subprocessors shall be protected by industry standard encryption to prevent unauthorized 
access by third parties. Provider shall also implement a Bring Your Own Device 
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(“BYOD”) policy for its own employees, which requires them to use physical and 
technical safeguards against third party access to the device, and a copy of that BYOD 
policy shall be provided to LEA as part of Exhibit F to this DPA. Provider shall ensure 
that all contractors and/or Subprocessors implement BYOD policies, which provide for 
substantially the same level of security for mobile devices as are provided by Provider’s 
BYOD policy. 

f. Security Technology. When the Student Data is accessed using a supported web 
browser, Provider shall employ industry standard measures to protect data from 
unauthorized access. The service security measures shall include server authentication 
and data encryption. Provider shall host data pursuant to the Service Agreement in an 
environment using a firewall that is updated according to industry standards. 

g. Security Coordinator. If different from the designated representative identified in 
Article VII, section 5, Provider shall provide the name and contact information of 
Provider’s Security Coordinator for the Student Data received pursuant to the Service 
Agreement. 

h. Subprocessors Bound. Provider shall enter into written agreements whereby 
Subprocessors agree to secure and protect Student Data in a manner consistent with the 
terms of this Article V. Provider shall periodically (no less than semi-annually) conduct 
or review compliance monitoring and assessments of Subprocessors to determine their 
compliance with this Article. 

I. Periodic Risk Assessment. Provider further acknowledges and agrees to conduct digital 
and physical periodic (no less than semi-annual) risk assessments and remediate any 
identified security and privacy vulnerabilities in a timely manner. In the event that the 
term of the Service Agreement is anticipated to be longer than two (2) years, Provider 
shall provide written confirmation to the LEA that a third party has conducted a risk 
assessment analysis of Provider’s computer systems at some point during the term of the 
Service Agreement. 

j. Compliance Audit. LEA shall have the right but shall be under no obligation to 
conduct audit(s), from time to time, of Provider’s records concerning its compliance 
obligations as set forth in this Article V. Provider shall make such records and other 
documents available to LEA upon request. 

2. Data Breach. In the event that Student Data is accessed or obtained by an unauthorized 
individual, Provider shall provide notification to LEA immediately following discovery of the 
incident. Provider shall follow the following process: 

a. The security breach notification shall be written in plain language, shall be titled “Notice 
of Data Breach,” and shall present the information described herein under the following 
headings: “What Happened,” “What Information Was Involved,” “What We Are Doing,” 
“What You Can Do,” and “For More Information.” Additional information may be 
provided as a supplement to the notice. 
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b. The security breach notification described above in section 2(a) shall include, at 
minimum, the following information: 

a 

i. The name 
section. 

and contact information of the reporting Provider subject to this 

ii. 

iii. 

A list of the types of Student Data that were or are reasonably believed to have 
been the subject of a breach. 
If the information is possible to determine at the time the notice is provided, then 
either (1) the date of the breach, (2) the estimated date of the breach, or (3) the 
date range within which the breach occurred. The notification shall also include 
the date of the notice. 

iv. 

v. 

Whether the notification was delayed as a result of a law enforcement 
investigation and the law enforcement agency determined that notification would 
impede a criminal investigation. 
A general description of the breach incident, if that information is possible to 
determine at the time the notice is provided. 

c. At LEA’s discretion, the security breach notification may also include any of the 
following: 

i. Information about what the Provider has done to protect individuals whose 
information has been breached. 

ii. Advice on steps that the person whose information has been breached may take to 
protect himself or herself. 

d. Provider agrees to adhere to all requirements in applicable state and federal law with 
respect to a data breach related to the Student Data, including, when appropriate or 
required, the required responsibilities and procedures for notification and mitigation of 
any such data breach. 

e. Provider further acknowledges and agrees to have a written incident response plan that 
reflects best practices and is consistent with industry standards and federal and state law 
for responding to a data breach, breach of security, privacy incident or unauthorized 
acquisition or use of Student Data or any portion thereof, including personally 
identifiable information and agrees to provide LEA, upon request, with a copy of said 
written incident response plan. 

f. Provider is prohibited from directly contacting parent, legal guardian or eligible student 
unless expressly requested by LEA. If LEA requests Provider’s assistance providing 
notice of unauthorized access, and such assistance is not unduly burdensome to Provider, 
Provider shall notify the affected parent, legal guardian or eligible student of the 
unauthorized access, which shall include the information listed in subsections (b) and (c), 
above. 

g. In the event of a breach originating from LEA’s use of the Service, Provider shall 
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cooperate with LEA to the extent necessary to expeditiously secure Student Data. 

ARTICLE VI – INDEMNITY   

1. Indemnity. Provider shall defend, indemnify and hold harmless the LEA, its officers, directors, 
employees, agents and assigns (the “Indemnitees”) from and against any and all losses, damages, 
liabilities, deficiencies, actions, judgments, interest, awards, penalties, fines, costs or expenses of 
whatever kind, including reasonable attorneys’ fees, the cost of enforcing any right to indemnification 
hereunder and the cost of pursuing any insurance carrier, arising out of or resulting from any third-party 
claim against the Indemnitees arising out of or resulting from Provider’s failure to comply with any of 
its obligations under this DPA. Provider’s duty to defend and indemnify the LEA includes any and all 
claims and causes of action whether based in tort, contract, statute, or equity. Provider agrees that it 
shall be obligated to accept any tender of defense by the LEA pursuant to this DPA and provide a full 
defense to the LEA so long as any potential exists for Provider to have an obligation to indemnify the 
LEA for any part of any potential judgment against the LEA.  

Provider’s defense and indemnity obligations herein are intended to provide for the broadest indemnity 
rights available under Washington law and shall survive the termination of this DPA. To the extent 
Provider’s defense and indemnity obligations as set forth in this DPA conflict with the terms of the 
Service Agreement, the defense and indemnity provisions set forth herein shall control. 

ARTICLE VII- GENERAL OFFER OF  PRIVACY TERMS  

Provider may, by signing the attached Form of General Offer of Privacy Terms (General Offer, attached 
hereto as Exhibit “E”), be bound by the terms of this DPA to any other LEA who signs the acceptance 
on in said Exhibit. The Form is limited by the terms and conditions described therein. 

ARTICLE VIII: MISCELLANEOUS  

1. Term. The Provider shall be bound by this DPA for the duration of the Service Agreement or so 
long as the Provider maintains any Student Data. Notwithstanding the foregoing, Provider agrees 
to be bound by the terms and obligations of this DPA for a period of three (3) years, or so long as 
the Provider performs services under this Agreement, whichever shall be longer. 

2. Termination. In the event that either party seeks to terminate this DPA, they may do so by 
mutual written consent so long as the Service Agreement has lapsed or has been terminated. LEA 
shall have the right to terminate the DPA and Service Agreement in the event of a material 
breach by Provider, its employees, or agents of the terms of this DPA. 

3. Effect of Termination Survival. If the Service Agreement is terminated, the Provider shall 
destroy all of LEA’s data pursuant to Article V, section 1(b), and Article II, section 3, above. 

4. Priority of Agreements. This DPA shall govern the treatment of Student Data in order to 
comply with privacy protections, including those found in FERPA and all applicable privacy 
statutes identified in this DPA. In the event there is conflict between the DPA and the Service 
Agreement, the DPA shall apply and take precedence. No indemnification provisions granted by 
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____________________________ 
_____________________________ 
_____________________________ 

____________________________ 
_____________________________ 
_____________________________ 

the LEA in the Service Agreement shall be effective as to a breach of the terms of this DPA by 
the Provider. Except as described in this paragraph herein, all other provisions of the Service 
Agreement shall remain in effect. 

5. Notice. All notices or other communication required or permitted to be given hereunder must be 
in writing and given by personal delivery, or e-mail transmission (if contact information is 
provided for the specific mode of delivery), or first class mail, postage prepaid, sent to the 
designated representatives before: 

a. Designated Representatives 

The designated representative for the LEA for this DPA is: 

Name: _______________________ 
Title: ________________________ 

Contact Information: 

The designated representative for the Provider for this DPA is: 

Name: _______________________ 
Title: ________________________ 

Contact Information: 

b. Notification of Acceptance of General Offer of Terms. Upon execution of Exhibit E, 
General Offer of Terms, Subscribing LEA shall provide notice of such acceptance in writing 
and given by personal delivery, or e-mail transmission (if contact information is provided for 
the specific mode of delivery), or first class mail, postage prepaid, to the designated 
representative below. 

Washington Student Data Privacy Agreement V 1.0 9 

Allen Miedema
Executive Director of Technology

3330 Monte Villa Parkway
Bothell, WA 98021
amiedema@nsd.org

Clive Goodinson
CEO

PO Box 123, Qualicum Beach
BC, Canada V9K 1S7
clive@pixton.com



    

  
 

   
 

       
 

  
 
 

 
 
             

    
         

     
   

     
          

       
 

 
        

      
     

    
    

       
       

       
 

 
          

          
          

            
           

          
  

 
         

     
    

       
      

 

____________________________ 
_____________________________ 
_____________________________ 

The designated representative for the notice of acceptance of the General Offer of Privacy Terms is: 

Name: _______________________ 
Title: ________________________ 

Contact Information: 

6. Entire Agreement. This DPA constitutes the entire agreement of the parties relating to the 
subject matter hereof and supersedes all prior communications, representations, or agreements, 
oral or written, by the parties relating thereto. This DPA may be amended and the observance of 
any provision of this DPA may be waived (either generally or in any particular instance and 
either retroactively or prospectively) only with the signed written consent of both parties. Neither 
failure nor delay on the part of any party in exercising any right, power, or privilege hereunder 
shall operate as a waiver of such right, nor shall any single or partial exercise of any such right, 
power, or privilege preclude any further exercise thereof or the exercise of any other right, 
power, or privilege. 

7. Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction 
shall, as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability 
without invalidating the remaining provisions of this DPA, and any such prohibition or 
unenforceability in any jurisdiction shall not invalidate or render unenforceable such provision in 
any other jurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly 
drawn so as not to be prohibited or unenforceable in such jurisdiction while, at the same time, 
maintaining the intent of the parties, it shall, as to such jurisdiction, be so narrowly drawn 
without invalidating the remaining provisions of this DPA or affecting the validity or 
enforceability of such provision in any other jurisdiction. 

8. Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND 
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF WASHINGTON, 
WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS 
AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND 
FEDERAL COURTS FOR THE COUNTY IN WHICH THE LEA IS LOCATED FOR ANY 
DISPUTE ARISING OUT OF OR RELATING TO THIS SERVICE AGREEMENT OR THE 
TRANSACTIONS CONTEMPLATED HEREBY. 

9. Authority. Provider represents that it is authorized to bind to the terms of this DPA, including 
confidentiality and destruction of Student Data and any portion thereof contained therein, all 
related or associated institutions, individuals, employees or contractors who may have access to 
the Student Data and/or any portion thereof, or may own, lease or control equipment or facilities 
of any kind where the Student Data and portion thereof stored, maintained or used in any way. 
Provider agrees that any purchaser of the Provider shall also be bound to the Agreement. 
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10. Waiver. No delay or omission of the LEA to exercise any right hereunder shall be construed as a 
waiver of any such right and the LEA reserves the right to exercise any such right from time to 
time, as often as may be deemed expedient. 

11. Successors Bound. This DPA is and shall be binding upon Provider’s respective successors in 
interest in the event of a merger, acquisition, consolidation or other business reorganization or 
sale of all or substantially all of the assets of such business. 

[Signature Page Follows] 
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EXHIBIT “A”  
 

DESCRIPTION OF SERVICES  

[INSERT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE. IF MORE THAN 
ONE PRODUCT OR SERVICE IS INCLUDED, LIST EACH PRODUCT HERE. SOME COMMON 
EXAMPLES INCLUDE TEACHER ASSESSMENT TOOL, CLASSROOM MANAGEMENT, 
INTERACTIVE EDUCATIONAL GAMES, INTERACTIVE LESSON PLANNING, CLASSROOM 
MESSAGING APP, INTERACTIVE WHITEBOARD. ] 

Type of Product or Service Name of Product or Service Description of Product or 
Service 

Example: 
Digital Curriculum 

1-2-3 Math Curriculum Pre-made math lessons 
developed by subject matter 
experts for all school levels 
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Web app Pixton EDU Comic strip builder



 

Exhibit “B” 
Schedule of Data 

 

Category of Data Elements Description Purpose 

Application 
Metadata 

IP address  Used to determine user's 
country of origin 

 Use of cookies, local 
storage 

 Temporary storage of 
logged-in user session data 

 Device type, OS, browser 
type and version 

 Used to determine whether 
browser supports the app 

Application Use 
Statistics 

Meta data on user 
interaction with 
application 

 May be analyzed to provide 
customer support to teachers, 
or to help improve product 
useability 

Communications Teacher comments to 
students 

 Allow teachers to provide 
written feedback to students 
within the app 

Demographics Gender As selected by user 
during avatar creation 

Gender selection influences 
what other options are 
available for the avatar (eg. 
outfits) 

Enrollment Student grade level Specified by teacher 
when setting up a 
classroom 

Used to set avatar age, and to 
customize messaging from 
app to teacher 

Student Contact 
Information 

Email address Teacher chooses 
whether or not to submit 
students' email 
addresses 

Used for single sign-on 
authentication only 

Student Identifiers Student app username Teacher chooses 
whether or not to 
generate student 
usernames 

Used for student 
authentication only 

 Student app passwords Teacher chooses 
whether or not to use a 
"login link" which acts, 
together with student 
usernames, as a proxy 
for student passwords 

Used for student 
authentication only 

Student Name First and/or Last Teacher chooses 
whether or not to submit 
students' real names 

Used to identify user's avatar 
to other users within the same 
"classroom" group within the 

 



 

app 

Student Work Student generated 
content; writing, pictures, 
etc. 

Student-generated avatar 
and comics 

Student can select 
backgrounds, characters, 
outfits, poses, facial 
expressions to create comic 
panels; students can also 
freely input text into captions 
and speech / thought bubbles; 
student or their teacher can 
print, download, or share 
student comics via a link. 

Teacher Contact 
Information 

Email address  Used for single sign-on 
authentication only 

Teacher Name First and/or Last  Used to identify user's avatar 
and/or comments to student 
users within the same 
"classroom" group within the 
app 

Teacher Work Teacher generated 
content; writing, pictures, 
etc. 

 Teacher can select 
backgrounds, characters, 
outfits, poses, facial 
expressions to create comic 
panels; teachers can also 
freely input text into captions 
and speech / thought bubbles; 
teachers can print, download, 
or share their comics via a 
link. 

 

 



 
 

 

 

       
      

           
       

     
 

 

 
 

 
 

 
 

       
       

           
 

 
      

   
 

 
        

 
 

 

 
 

 

 
 

        
       

      
   

    

EXHIBIT “C”  
 

DEFINITIONS  
 

ACPE (Association for Computer Professionals in Education): Refers to the membership 
organization serving educational IT professionals in the States of Oregon and Washington to 
promote general recognition of the role of IT professionals in educational institutions; improve 
network and computer services; integrate emerging technologies; encourage appropriate use of 
information technology for the improvement of education and support standards whereby common 
interchanges of electronic information can be accomplished efficiently and effectively. 

Educational Records: Educational Records are official records, files and data directly related to a 
student and maintained by the school or local education agency, including but not limited to, records 
encompassing all the material kept in the student’s cumulative folder, such as general identifying 
data, records of attendance and of academic work completed, records of achievement, and results of 
evaluative tests, health data, disciplinary status, test protocols and individualized education programs 
as identified by Washington Compact Provision 28A.705.010. The categories of Educational Records 
under Washington law are also found in Exhibit B. For purposes of this DPA, Educational Records 
are referred to as Student Data. 

De-Identifiable Information (DII): De-Identification refers to the process by which the Vendor 
removes or obscures any Personally Identifiable Information (“PII”) from student records in a way 
that removes or minimizes the risk of disclosure of the identity of the individual and information 
about them. 

Indirect Identifiers: Indirect identifiers include information that can be combined with other 
information to identify specific individuals, including, for example, a combination of gender, birth 
date, geographic indicator (e.g., state, county) and other descriptors. 

NIST: Draft National Institute of Standards and Technology (“NIST”) Special Publication Digital 
Authentication Guideline. 

Operator: The term “Operator” means the operator of an Internet Website, online service, online 
application, or mobile application with actual knowledge that the site, service, or application is used 
primarily for K–12 school purposes and was designed and marketed for K–12 school purposes. For 
the purpose of the Data Privacy Agreement, the term “Operator” is replaced by the term “Provider.” 
This term shall encompass the term “Third Party,” as it is found in applicable state statutes. 

Persistent Unique Identifiers. A long-lasting identification for digital objects, which allows for 
those digital objects to be located even if they are moved or removed. 

Personally Identifiable Information (PII): The terms “Personally Identifiable Information” or 
“PII” shall include, but are not limited to, student data, metadata, and user or student-generated 
content obtained by reason of the use of Provider’s software, website, service, or app, including 
mobile apps, whether gathered by Provider or provided by LEA or its users, students, or students’ 
parents/guardians. PII includes Indirect Identifiers, which is any information that, either alone or in 



 
 

 

         
         

 
 

           
     

           
 

 
          

        
       

             
           

 
 

         
 

 
          
        

         
        

 
 

     
         

      
    
   

    
   

    
          

           
        

       
 

 
          

       
  

  
 

     
       

aggregate, would allow a reasonable person to be able to identify a student to a reasonable certainty. 
For purposes of this DPA, Personally Identifiable Information shall include the categories of 
information listed in the definition of Student Data. 

Provider: For purposes of the Service Agreement, the term “Provider” means provider of digital 
educational software or Services, including cloud-based services, for the digital storage, 
management, and retrieval of student records. Within the DPA the term “Provider” includes the term 
“Third Party” and the term “Operator” as used in applicable state statutes. 

Pupil Records: Means both of the following: (1) Any information that directly relates to a pupil that 
is maintained by LEA and (2) any information acquired directly from the pupil through the use of 
instructional software or applications assigned to the pupil by a teacher or other LEA employee. For 
the purposes of this Agreement, Pupil Records shall be the same as Educational Records, and 
Student Personal Information, all of which are deemed Student Data for the purposes of this 
Agreement. 

Service Agreement: Refers to the Contract or Purchase Order to which this DPA supplements and 
modifies. 

School Official: For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B), a School 
Official is a contractor that: (1) Performs an institutional service or function for which the agency or 
institution would otherwise use employees; (2) Is under the direct control of the agency or institution 
with respect to the use and maintenance of education records; and (3) Is subject to 34 CFR 99.33(a) 
governing the use and re-disclosure of personally identifiable information from student records. 

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or 
its users, students, or students’ parents/guardians, that is descriptive of the student including, but not 
limited to, information in the student’s educational record or email, first and last name, home 
address, telephone number, email address, or other information allowing online contact, discipline 
records, videos, test results, special education data, juvenile dependency records, grades, evaluations, 
criminal records, medical records, health records, social security numbers, biometric information, 
disabilities, socioeconomic information, food purchases, political affiliations, religious information 
text messages, documents, student identities, search activity, photos, voice recordings or geolocation 
information. Student Data shall constitute Pupil Records for the purposes of this Agreement, and for 
the purposes of federal laws and regulations. Student Data as specified in Exhibit “B” is confirmed 
to be collected or processed by the Provider pursuant to the Services. Student Data shall not 
constitute that information that has been anonymized or de-identified, or anonymous usage data 
regarding a student’s use of Provider’s Services. 

Student Generated Content: The term “Student Generated Content” means materials or content 
created by a student during and for the purpose of education including, but not limited to, essays, 
research reports, portfolios, creative writing, music or other audio files, photographs, videos, and 
account information that enables ongoing ownership of student content. 

Student Personal Information: “Student Personal Information” means information collected 
through a school service that personally identifies an individual student or other information 



 
 

 

       
     

 
 

          
 

 
         

       
     

  
 

       
         

          
        

 
 

           
     

         
 

collected and maintained about an individual student that is linked to information that identifies an 
individual student, as identified by Washington Compact Provision 28A.604.010. For purposes of 
this DPA, Student Personal Information is referred to as Student Data. 

Subscribing LEA: An LEA that was not party to the original Services Agreement and who accepts 
the Provider’s General Offer of Privacy Terms. 

Subprocessor: For the purposes of this Agreement, the term “Subprocessor” (sometimes referred to 
as the “Subcontractor”) means a party other than LEA or Provider, who Provider uses for data 
collection, analytics, storage, or other service to operate and/or improve its software, and who has 
access to Student Data. 

Targeted Advertising: Targeted advertising means presenting an advertisement to a student where 
the selection of the advertisement is based on student information, student records or student 
generated content or inferred over time from the usage of the Provider’s website, online service or 
mobile application by such student or the retention of such student’s online activities or requests 
over time. 

Third Party: The term “Third Party” means a provider of digital educational software or services, 
including cloud-based services, for the digital storage, management, and retrieval of student records. 
However, for the purpose of this Agreement, the term “Third Party” when used to indicate the 
provider of digital educational software or services is replaced by the term “Provider.” 



 
 

 

 
 

 

 
      

           
       

          
 

 
   

  
 

 

 
 

 
 

 
 

 
   

  
  

 
 
 

 
 

 
 

 
 

   
  

 
 

 
 
 
 

 
 

 
 

 
 

 
 

    
      

 
    

       
    

�������������������������������������������������������

EXHIBIT “D” 

DIRECTIVE FOR DISPOSAL OF DATA  

(hereinafter referred to as “LEA”) directs [ 
(hereinafter referred to as “Provider”) to dispose of data obtained by Provider pursuant to the 
terms of the Service Agreement between LEA and Provider. Unless modified by separate 
agreement pursuant to a pre-termination data disposal meeting as described in Article IV Section 
5(c), the terms of the Disposal are set forth below: 

Extent of Disposal 
Disposal shall be: ____ Partial. The categories of data to be 

disposed of are set forth in an attachment to 
this Directive. 

____ Complete. Disposal extends to all 
categories of data. 

Nature of Disposal 
Disposal shall be by: ____ Destruction or deletion of data. 

____ Transfer of data. The data shall be 
transferred as set forth in an attachment to 
this Directive. Following confirmation 
from LEA that data was successfully 
transferred, Provider shall destroy or delete 
all applicable data. 

Timing of Disposal 
Data shall be disposed of 
by the following date: 

____ As soon as commercially practicable 

_____By (Insert Date) _____________ 

____________________________________ _______ 
Authorized Representative of LEA Date 

____________________________________ _______ 
Verification of Disposal of Data Date 
by Authorized Representative of Provider 

Northshore School District Pixton Comics Inc.

Insert or attach special instructions
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EXHIBIT “E” 

GENERAL OFFER OF PRIVACY TERMS   
�1257+6+25(�6&+22/�',675,&7  

 
1. Offer of Terms 
Provider offers the same privacy protections found in this DPA between it and 1RUWKVKRUH�6' and 
which is dateG                       to any other LEA (“Subscribing LEA”) who accepts this General Offer 
though its signature below. This General Offer shall extend only to privacy protections and 
Provider’s signature shall not necessarily bind Provider to other terms, such as price, term, or 
schedule of Services, or to any other provision not addressed in this DPA. The Provider and the 
other LEA may also agree to change the data provided by LEA to the Provider to suit the unique 
needs of the LEA. The Provider may withdraw the General Offer in the event of: (1) a material 
change in the applicable privacy statues; (2) a material change in the Services and products subject 
listed in the Originating Service Agreement; or three (3) years after the date of Provider’s signature 
to this Form. Provider shall notify ACPE in the event of any withdrawal so that this information may 
be transmitted to the Alliance’s users. 

BY: ______________________________ Date: _______________________ 

Printed Name: _______________________ Title/Position:__________________ 

2. Subscribing LEA 

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature 
below, accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall 
therefore be bound by the same terms of this DPA. 

BY: ____________________________ Date:__________________________ 

Printed Name:_________________________ Title/Position________________________ 

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS 
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW 

Name: _____________________ 

Title: ______________________ 

Email Address: _____________________ 

Pixton Comics Inc.
May 30, 2020

Clive Goodinson CEO

Insert Subscribing LEA's Name

Clive Goodinson

CEO
clive@pixton.com

May 30, 2020



 
 

 

 
 

 
 

 
 

EXHIBIT “F” 

DATA SECURITY REQUIREMENTS   

Insert additional data security requirements
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Pi\Xon Comics ƁǧSecYriX] Polic]ǧ

AbSYX XhiW PSPic]ǧ
IR WYTTSVXiRg SYV cYWXSQeVW aRd YWeVW iR geReVaP, [e deaP [iXh TeVWSRaP aRd/SV WeRWiXiZeǧ
iRfSVQaXiSR SR a VegYPaV baWiW. We cSPPecX iX XhVSYgh SYV [eb aTT; [e WXSVe iX iR TPaceW iRcPYdiRgǧ
AWS aRd ZShS CRM. We WSQeXiQeW Reed XS PSSk WSQeXhiRg YT iR SVdeV XS VeWTSRd XS a VeUYeWXǧ
fVSQ a YWeV. OV [e Qa] YWe Xhe iRfSVQaXiSR XS iRfSVQ [haX iQTVSZeQeRXW [e Qake XS Pi\XSR.ǧ

We aPWS deaP [iXh WeRWiXiZe iRXeVRaP iRfSVQaXiSR Ɓ Xhe iRReV [SVkiRgW Sf Pi\XSRƅW S[R W]WXeQW,ǧ
aRd SXheV deXaiPW abSYX SYV bYWiReWW.ǧ

IX iW SYV cSPPecXiZe VeWTSRWibiPiX] XS keeT XhiW iRfSVQaXiSR, VefeVVed XS fVSQ heVe SR aW PVSXecXedǧ
IRfSVQaXiSR, Wafe fVSQ accideRXaP SV iRXeRXiSRaP YRaYXhSVi^ed diWcPSWYVe SV QSdificaXiSR.ǧ

ThiW TVSXecXiSR iRcPYdeW aR aTTVSTViaXe PeZeP Sf WecYViX] SZeV Xhe WSfX[aVe aRd haVd[aVe YWed XSǧ
cSPPecX, TVSceWW, WXSVe, aRd XVaRWQiX PVSXecXed IRfSVQaXiSR.ǧ

WhS IW AffecXed B] ThiW PSPic]ǧ
ThiW SecYViX] PSPic] aTTPieW XS aPP eQTPS]eeW Sf Pi\XSR CSQicW IRc. (Xhe ƈCSQTaR]Ɖ), aW [ePP aWǧ
XS aR] SXheV iRdiZidYaPW aRd eRXiXieW gVaRXed YWe Sf PVSXecXed IRfSVQaXiSR, iRcPYdiRg bYX RSXǧ
PiQiXed XS: cSRXVacXSVW, XeQTSVaV] eQTPS]eeW, aRd ZSPYRXeeVW (cSPPecXiZeP], ƈSXaffƉ).ǧ

IX iW Xhe VeWTSRWibiPiX] Sf Xhe CSQTaR]ƅW PViZac] OfficeV, CPiZe GSSdiRWSR <žTViZac]@Ti\XSR.cSQž>,ǧ
XS cSQQYRicaXe XhiW TSPic], aRd aR] chaRgeW XS iX, XS aPP SXaff, aRd XS VeZie[ iX aX PeaWX SRceǧ
eZeV] 12 QSRXhW fSV cSQTPiaRce, cSQTPeXeReWW, aRd accYVac].ǧ

DefiRiXiSRWǧ
AYXLSVM^aXMSRž Ɓ Xhe fYRcXiSR Sf eWXabPiWhiRg aR iRdiZidYaPƅW TViZiPege PeZePW XS acceWW aRd/SVǧ
haRdPe iRfSVQaXiSR.ǧ

AZaMPabMPMX]ž Ɓ eRWYViRg XhaX iRfSVQaXiSR iW Vead] aRd WYiXabPe fSV YWe.ǧ

CSRfMdeRXMaPMX]ž Ɓ eRWYViRg XhaX iRfSVQaXiSR iW keTX iR WXVicX TViZac].ǧ

ǧ

PVeTaVed b] CPiZe GSSdiRWSR <žTViZac]@Ti\XSR.cSQž> Page 1 Sf 9ǧ
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IRXeKVMX]ž Ɓ eRWYViRg Xhe accYVac], cSQTPeXeReWW, aRd cSRWiWXeRc] Sf iRfSVQaXiSR.ǧ

URaYXLSVM^ed acceWWž Ɓ PSSkiRg YT, VeZie[iRg, cST]iRg, QSdif]iRg, dePeXiRg, aRaP]^iRg, SVǧ
haRdPiRg iRfSVQaXiSR [iXhSYX TVSTeV aYXhSVi^aXiSR aRd PegiXiQaXe bYWiReWW Reed.ǧǧ

PVSXecXed IRfSVQaXMSRž Ɓ iRfSVQaXiSR XhaX Xhe CSQTaR] cSPPecXW, TSWWeWWeW, SV haW acceWW XS,ǧ
VegaVdPeWW Sf iXW WSYVce. ThiW iRcPYdeW iRfSVQaXiSR cSRXaiRed iR haVd cST] dScYQeRXW SV SXheVǧ
Qedia, cSQQYRicaXed SZeV ZSice SV daXa ReX[SVkW, SV e\chaRged iR cSRZeVWaXiSR.ǧǧ

IRfSVQaXiSR SecYViX]ǧ
The CSQTaR] aTTVSTViaXeP] WecYVeW iXW iRfSVQaXiSR fVSQ YRaYXhSVi^ed acceWW, PSWW SV daQageǧ
[hiPe eRabPiRg iXW SXaff XS WYTTSVX YWeVW, TPaR cSRXeRX cVeaXiSR, aRd XVSYbPeWhSSX XechRicaPǧ
iWWYeW.ǧǧ

ClassificaXion LeZelsǧ
APP PVSXecXed IRfSVQaXiSR iW cPaWWified iRXS SRe Sf fSYV PeZePW baWed SR iXW WeRWiXiZiX] aRd Xheǧ
ViWkW aWWSciaXed [iXh diWcPSWYVe. The cPaWWificaXiSR PeZeP deXeVQiReW Xhe WecYViX] TVSXecXiSRWǧ
XhaX QYWX be YWed fSV Xhe iRfSVQaXiSR.ǧǧ

WheR cSQbiRiRg iRfSVQaXiSR, Xhe cPaWWificaXiSR PeZeP Sf Xhe VeWYPXiRg iRfSVQaXiSR QYWX beǧ
Ve-eZaPYaXed iRdeTeRdeRXP] Sf Xhe WSYVce iRfSVQaXiSRƅW cPaWWificaXiSR XS QaRage ViWkW.ǧ

The cPaWWificaXiSRW PeZePW aVe:ǧ

FSVbMddeRǧ

The fSPPS[iRg PVSXecXed IRfSVQaXiSR iW cPaWWified aW FSVbiddeR:ǧ

- cVediX caVd RYQbeVWǧ
- YWeV accSYRX TaWW[SVdWǧ

FSVbiddeR iRfSVQaXiSR QYWX ReZeV be cSPPecXed, cSQQYRicaXed, WhaVed, SV SXheV[iWe YWed iR aR]ǧ
[a] b] SXaff.ǧ

APP cVediX caVd XVaRWacXiSRW aVe haRdPed b] SXViTe. We caRRSX acceTX cVediX caVd RYQbeVW b]ǧ
ThSRe, eQaiP, SV aR] SXheV QeaRW.ǧ

APP TViQaV] YWeVW Sf Pi\XSR EDU aRd Pi\XSR PRO caR SRP] YWe SiRgPe SigR-SR (SSO) XS acceWWǧ
XheiV accSYRXW, WS [e dS RSX WXSVe XheiV TaWW[SVdW, eZeR iR aR eRcV]TXed fSVQ.ǧ

ǧ

PVeTaVed b] CPiZe GSSdiRWSR <žTViZac]@Ti\XSR.cSQž> Page 2 Sf 9ǧ
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SSQe WXYdeRXW, b] Xhe chSice Sf XheiV XeacheV, [iPP acceWW XheiV accSYRXW YWiRg TaWW[SVdW. Theǧ
TaWW[SVdW aVe WXSVed iR a haWhed fSVQ iR SYV daXabaWe, aRd XheVe WhSYPd ReZeV be a VeaWSR XSǧ
WhaVe SV aXXeQTX XS acceWW SV deciTheV Waid TaWW[SVdW.ǧ

CSRfMdeRXMaPǧ

PVSXecXed IRfSVQaXiSR iW cPaWWified aW CSRfideRXiaP if iX iW RSX iRXeRded XS be WhaVed fVeeP] [iXhiRǧ
SV SYXWide Xhe CSQTaR] dYe XS iXW WeRWiXiZe RaXYVe aRd/SV cSRXVacXYaP SV PegaP SbPigaXiSRW.ǧ
E\aQTPeW Sf CSRfideRXiaP IRfSVQaXiSR iRcPYde:ǧ

- aPP YWeV iRfSVQaXiSR, WYch aW cSRXeRXW Sf cSQicW, SV PaWX 4 digiXW Sf cVediX caVd;ǧ
- [SVkfPS[W faciPiXaXed b] Pi\XSRƅW iRXeVRaP cSRXeRX QaRageQeRX W]WXeQ;ǧ
- iRXeVRaP fiRaRciaP daXa.ǧ

ShaViRg Sf CSRfideRXiaP iRfSVQaXiSR Qa] be TeVQiWWibPe if ReceWWaV] XS QeeX Xhe CSQTaR]ƅWǧ
PegiXiQaXe bYWiReWW ReedW. URPeWW diWcPSWYVe iW VeUYiVed b] Pa[ (SV fSV TYVTSWeW Sf WhaViRgǧ
beX[eeR Pa[ eRfSVceQeRX eRXiXieW), [heR diWcPSWiRg CSRfideRXiaP iRfSVQaXiSR XS TaVXieW SYXWideǧ
Xhe CSQTaR], Xhe TVSTSWed VeciTieRX QYWX agVee:ǧ

- XS Xake aTTVSTViaXe QeaWYVeW XS WafegYaVd Xhe cSRfideRXiaPiX] Sf Xhe iRfSVQaXiSR;ǧ
- RSX XS diWcPSWe Xhe iRfSVQaXiSR XS aR] SXheV TaVX] fSV aR] TYVTSWe abWeRX Xhe CSQTaR]ƅWǧ

TViSV [ViXXeR cSRWeRX SV a ZaPid cSYVX SVdeV SV WYbTSeRa; aRdǧ
- XS RSXif] Xhe CSQTaR] iR adZaRce Sf aR] diWcPSWYVe TYVWYaRX XS a cSYVX SVdeV SVǧ

WYbTSeRa YRPeWW Xhe SVdeV SV WYbTSeRa e\TPiciXP] TVShibiXW WYch RSXificaXiSR.ǧ

IR addiXiSR, Xhe TVSTSWed VeciTieRX QYWX abide b] Xhe VeUYiVeQeRXW Sf XhiW TSPic].ǧ

URVeWXVMcXed WMXLMR XLe CSQTaR]ǧ

PVSXecXed IRfSVQaXiSR iW cPaWWified aW URVeWXVicXed WiXhiR Xhe CSQTaR] if iX faPPW SYXWide Xheǧ
FSVbiddeR aRd CSRfideRXiaP cPaWWificaXiSRW, bYX iW RSX iRXeRded XS be fVeeP] WhaVed SYXWide Xheǧ
CSQTaR].ǧ

The TVeWYQTXiSR iW XhaX WYch iRfSVQaXiSR [iPP VeQaiR [iXhiR Xhe CSQTaR]. HS[eZeV, XhiWǧ
iRfSVQaXiSR Qa] be WhaVed SYXWide Sf Xhe CSQTaR] if ReceWWaV] XS QeeX Xhe CSQTaR]ƅWǧ
PegiXiQaXe bYWiReWW ReedW, aRd Xhe TVSTSWed VeciTieRX agVeeW RSX XS Ve-diWcPSWe Xhe iRfSVQaXiSRǧ
[iXhSYX Xhe CSQTaR]ƅW cSRWeRX.ǧ

E\aQTPeW Sf XhiW X]Te Sf iRfSVQaXiSR iRcPYde:ǧ

- deXaiPW Sf Pi\XSRƅW iRXeVRaP cSRXeRX QaRageQeRX W]WXeQ; SVǧ
- Re[ feaXYVeW [eƅVe [SVkiRg SR aRd WeekiRg feedback SR fVSQ WePecX YWeVW.ǧ

ǧ
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PYbPMcP] AZaMPabPeǧ

PVSXecXed IRfSVQaXiSR iW cPaWWified aW PYbPicP] AZaiPabPe if iX iW iRXeRded XS be Qade aZaiPabPe XSǧ
aR]SRe iRWide aRd SYXWide Sf Xhe CSQTaR]. AR e\aQTPe Sf XhiW X]Te Sf iRfSVQaXiSR iW:ǧ

- cSRXeRX [eƅZe TYbPiWhed SR SYV [ebWiXe SV ePWe[heVe TYbPicP], eg. cSRXeRX TackW,ǧ
backgVSYRdW, bPSg TSWXW, eXc.ǧ

ProXecXion, Handling, and ClassificaXion of InformaXionǧ
BaWed SR iXW cPaWWificaXiSR, PVSXecXed IRfSVQaXiSR QYWX be aTTVSTViaXeP] TVSXecXed fVSQǧ
YRaYXhSVi^ed acceWW, PSWW aRd daQage.ǧ

HaRdPiRg Sf PVSXecXed IRfSVQaXiSR fVSQ aR] WSYVce SXheV XhaR Xhe CSQTaR] Qa] VeUYiVeǧ
cSQTPiaRce [iXh bSXh XhiW TSPic] aRd Xhe VeUYiVeQeRXW Sf Xhe iRdiZidYaP SV eRXiX] XhaX cVeaXed,ǧ
TVSZided SV cSRXVSPW Xhe iRfSVQaXiSR. If ]SY haZe cSRceVRW abSYX ]SYV abiPiX] XS cSQTP], cSRWYPXǧ
Xhe CSQTaR]ƅW PViZac] OfficeV.ǧ

ResponsibiliXiesǧ
APP SXaff aVe e\TecXed XS:ǧ

- URdeVWXaRd Xhe iRfSVQaXiSR cPaWWificaXiSR PeZePW defiRed iR Xhe SecYViX] PSPic].ǧ
- AW aTTVSTViaXe, cPaWWif] Xhe iRfSVQaXiSR fSV [hich SRe iW VeWTSRWibPe accSVdiRgP].ǧ
- AcceWW iRfSVQaXiSR SRP] aW Reeded XS QeeX PegiXiQaXe bYWiReWW ReedW.ǧ
- NSX diZYPge, cST], VePeaWe, WePP, PSaR, aPXeV SV deWXVS] aR] PVSXecXed IRfSVQaXiSR [iXhSYX aǧ

ZaPid bYWiReWW TYVTSWe aRd/SV aYXhSVi^aXiSR.ǧǧ
- PVSXecX Xhe cSRfideRXiaPiX], iRXegViX] aRd aZaiPabiPiX] Sf PVSXecXed IRfSVQaXiSR iR a QaRReVǧ

cSRWiWXeRX [iXh Xhe iRfSVQaXiSR'W cPaWWificaXiSR PeZeP aRd X]Te.ǧ
- SafegYaVd aR] Th]WicaP ke], ID caVd, cSQTYXeV accSYRX, SV ReX[SVk accSYRX XhaX aPPS[Wǧ

SRe XS acceWW PVSXecXed IRfSVQaXiSR.ǧ
- DiWcaVd Qedia cSRXaiRiRg CSQTaR] iRfSVQaXiSR iR a QaRReV cSRWiWXeRX [iXh Xheǧ

iRfSVQaXiSRƅW cPaWWificaXiSR PeZeP, X]Te, aRd aR] aTTPicabPe CSQTaR] VeXeRXiSRǧ
VeUYiVeQeRX. ThiW iRcPYdeW iRfSVQaXiSR cSRXaiRed iR aR] haVd cST] dScYQeRX (WYch aW aǧ
QeQS SV VeTSVX) SV iR aR] ePecXVSRic, QagReXic SV STXicaP WXSVage QediYQ (WYch aW aǧ
QeQSV] WXick, CD, haVd diWk, QagReXic XaTe, SV diWk).ǧ

- CSRXacX Xhe CSQTaR]ƅW PViZac] OfficeV TViSV XS diWcPSWiRg iRfSVQaXiSR geReVaXed b] Xheǧ
CSQTaR] SV TViSV XS VeWTSRdiRg XS aR] PiXigaXiSR SV Pa[ eRfSVceQeRX WYbTSeRaW, cSYVXǧ
SVdeVW, aRd SXheV iRfSVQaXiSR VeUYeWXW fVSQ TViZaXe PiXigaRXW aRd gSZeVRQeRX ageRcieW.ǧ

ǧ
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- CSRXacX Xhe CSQTaR]ƅW PViZac] OfficeV TViSV XS VeWTSRdiRg XS VeUYeWXW fSV iRfSVQaXiSRǧ
fVSQ VegYPaXSV] ageRcieW, iRWTecXSVW, e\aQiReVW, aRd/SV aYdiXSVW.ǧǧ

ReXenXion of InformaXionǧ
PVSXecXed IRfSVQaXiSR Reed SRP] be WXSVed aW PSRg aW XheVeƅW a cSRceiZabPe Reed fSV iX. Theǧ
VeXeRXiSR TeViSd Sf WSQe iRfSVQaXiSR (i.e. YWeV iRfSVQaXiSR cSPPecXed XhVSYgh SYV [ebWiXe) iWǧ
e\TPiciXP] defiRed iR SYV PViZac] PSPicieW (Wee žhXXTW://edY.Ti\XSR.cSQ/edYcaXSVW/TViZac]-TSPic]ž;ǧ
hXXTW://TVS.Ti\XSR.cSQ/bYWiReWW/TViZac]-TSPic]ž). OXheV[iWe, iX iW Xhe VeWTSRWibiPiX] Sf each SXaffǧ
QeQbeV XS YWe XheiV beWX jYdgeQeRX iR deXeVQiRiRg hS[ PSRg iRfSVQaXiSR WhSYPd be keTX aRdǧ
[heR XS aVchiZe SV dePeXe iX.ǧ

Periodic ReZie[ǧ
AX a QiRiQYQ, XhiW SecYViX] PSPic] [iPP be VeZie[ed fSV cSQTPiaRce, cSQTPeXeReWW aRd accYVac]ǧ
eZeV] 12 QSRXhW.ǧ

AcceTXabPe UWeǧ
The gSaP Sf XhiW dScYQeRX iW RSX XS iQTSWe VeWXVicXiSRW XhaX aVe cSRXVaV] XS Xhe eWXabPiWhedǧ
cYPXYVe Sf STeRReWW, XVYWX aRd iRXegViX] Sf Xhe CSQTaR], bYX XS TVSXecX SXaff fVSQ iPPegaP SVǧ
daQagiRg acXiSRW b] iRdiZidYaPW, eiXheV kRS[iRgP] SV YRkRS[iRgP].ǧ

EffecXiZe WecYViX] iW a XeaQ effSVX iRZSPZiRg Xhe TaVXiciTaXiSR aRd WYTTSVX Sf eZeV] SXaff QeQbeVǧ
[hS deaPW [iXh iRfSVQaXiSR aRd/SV iRfSVQaXiSR W]WXeQW. IX iW Xhe VeWTSRWibiPiX] Sf eZeV]ǧ
cSQTYXeV YWeV XS kRS[ XheWe gYidePiReW, aRd XS cSRdYcX XheiV acXiZiXieW accSVdiRgP].ǧ

TheWe gYidePiReW aTTP] XS Xhe YWe Sf iRfSVQaXiSR, ePecXVSRic aRd cSQTYXiRg deZiceW, aRdǧ
ReX[SVk VeWSYVceW XS cSRdYcX CSQTaR] bYWiReWW SV iRXeVacX [iXh iRXeVRaP ReX[SVkW aRdǧ
bYWiReWW W]WXeQW, [heXheV S[Red SV PeaWed b] Xhe CSQTaR], a SXaff QeQbeV, SV a XhiVd TaVX].ǧ

YSY Qa] acceWW, YWe SV WhaVe CSQTaR] TVSTVieXaV] iRfSVQaXiSR SRP] XS Xhe e\XeRX iX iWǧ
aYXhSVi^ed aRd ReceWWaV] XS fYPfiPP ]SYV aWWigRed jSb dYXieW.ǧ

AP[a]W e\eVciWe gSSd jYdgQeRX VegaVdiRg Xhe VeaWSRabPeReWW Sf TeVWSRaP YWe.ǧ

UWe e\XVeQe caYXiSR [heR STeRiRg eQaiP aXXachQeRXW VeceiZed fVSQ YRkRS[R WeRdeVW, [hichǧ
Qa] cSRXaiR QaP[aVe.ǧ

ǧ
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4.3 URacceTXabPe UWeǧ

- DSRƅX YWe cST]VighXed QaXeViaP XhaX [e aVeRƅX PiceRWed XS YWe.ǧ
- DSRƅX YWe aR] CSQTaR] daXa, accSYRX, SV eUYiTQeRX fSV aR] TYVTSWe SXheV XhaRǧ

CSQTaR] bYWiReWW.ǧ
- DS RSX WhaVe ]SYV TaWW[SVd SV SXheV aYXheRXicaXiSR deXaiPW [iXh aR]SRe, YRPeWWǧ

e\TVeWWP] aYXhSVi^ed XS dS WS. If ]SY dS WhaVe WYch iRfSVQaXiSR, SRP] dS WS Ziaǧ
WaRcXiSRed QeaRW (eg. LaWXPaWW).ǧ

- DS RSX TVSZide iRfSVQaXiSR abSYX, SV PiWXW Sf, SXaff XS TaVXieW SYXWide Xhe CSQTaR].ǧ

PaWW[SVdWǧ

APP cSQTYXiRg deZiceW QYWX be WecYVed [iXh a TaWW[SVd-TVSXecXed WcVeeRWaZeV [iXh Xheǧ
aYXSQaXic acXiZaXiSR feaXYVe WeX XS 15 QiRYXeW SV PeWW. YSY QYWX PSck Xhe WcVeeR SV PSg Sff [heRǧ
Xhe deZice iW YRaXXeRded.ǧ

YSY QYWX YWe LaWXPaWW (žhXXTW://[[[.PaWXTaWW.cSQ/ž) XS WXSVe, VeXVieZe, aRd WhaVe aPP YWeV-PeZePǧ
aRd W]WXeQ-PeZeP TaWW[SVdW, YRPeWW SXheV[iWe e\TVeWWP] TeVQiXXed b] Xhe PViZac] OfficeV.ǧ

PaWW[SVdW QYWX:ǧ

- be eighX SV QSVe chaVacXeVW PSRg;ǧ
- iRcPYde aX PeaWX SRe PS[eV-caWe PeXXeV, SRe YTTeV-caWe PeXXeV, SRe RYQbeV, aRd SRe WTeciaPǧ

chaVacXeV (i.e. ReiXheV RYQbeV RSV PeXXeV);ǧ
- RSX cSRXaiR gYeWWabPe TaXXeVRW (e.g. ƈTaWW[SVd123Ɖ) SV TeVWSRaP iRfSVQaXiSR (e.g. ]SYVǧ

biVXhdaXe);ǧ
- YWe a WeTaVaXe, YRiUYe TaWW[SVd fSV each [SVk-VePaXed accSYRX.ǧ

IR addiXiSR:ǧ

- WSVk-VePaXed TaWW[SVdW Qa] RSX be YWed fSV TeVWSRaP accSYRXW, aRd Zice-ZeVWa;ǧ
- MYPXi-facXSV aYXheRXicaXiSR QYWX be YWed fSV acceWW XS TVSdYcXiSR eRZiVSRQeRXW (eg.ǧ

AQa^SR Web SeVZiceW cSRWSPe);ǧ
- PaWW[SVdW WhSYPd be chaRged if XheVe iW VeaWSR XS bePieZe a TaWW[SVd haW beeRǧ

cSQTVSQiWed;ǧ
- PaWW[SVdW QYWX RSX be WhaVed [iXh aR]SRe, iRcPYdiRg WYTeVZiWSVW aRd cS[SVkeVW,ǧ

YRPeWW e\TVeWWP] TeVQiXXed b] Xhe SecYViX] OfficeV;ǧ
- If ]SY WYWTecX ]SYV TaWW[SVd haW beeR cSQTVSQiWed iR aR] [a], ]SY QYWX chaRge aPPǧ

TaWW[SVdW aRd VeTSVX Xhe iRcideRX iQQediaXeP] XS Xhe PViZac] OfficeV.ǧ

ǧ
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ApplicaXion DeZelopmenXǧ
IR deZePSTiRg SYV S[R aTTPicaXiSRW aRd YWiRg XhiVd-TaVX] aTTPicaXiSRW, accSYRXW QYWX aP[a]W beǧ
cVeaXed fSV iRdiZidYaPW, aRd RSX fSV gVSYTW. IR addiXiSR:ǧ

- ATTPicaXiSRW QYWX RSX WXSVe TaWW[SVdW iR cPeaV Xe\X SV iR aR] eaWiP] VeZeVWibPe fSVQ;ǧ
- ATTPicaXiSRW QYWX RSX XVaRWQiX TaWW[SVdW iR cPeaV Xe\X SZeV Xhe ReX[SVk;ǧ
- ATTPicaXiSRW QYWX TVSZide fSV WSQe WSVX Sf VSPe QaRageQeRX, WYch XhaX SRe YWeV caRǧ

Xake SZeV Xhe fYRcXiSRW Sf aRSXheV [iXhSYX haZiRg XS kRS[ Xhe SXheV'W TaWW[SVd.ǧ

IRcideRX ReWTSRWe PVSceWW aRd PVScedYVeWǧ
AR] WecYViX] iRcideRX QYWX be VeTSVXed iQQediaXeP] XS Xhe CSQTaR]'W PViZac] OfficeV, [hS iWǧ
VeWTSRWibPe fSV diagRSWiRg aRd VeWSPZiRg Xhe iWWYe, aRd VeTSVXiRg iX XS aR] SXheV aTTVSTViaXeǧ
TaVXieW.ǧ

Social Engineeringǧ
ORe Sf Xhe QSWX TSTYPaV aRd effecXiZe QeXhSdW Sf gaiRiRg YRaYXhSVi^ed acceWW XS PVSXecXedǧ
IRfSVQaXiSR iW WSciaP eRgiReeViRg Ɓ  Xhe aVX Sf QaRiTYPaXiRg TeSTPe WS Xhe] giZe YT cSRfideRXiaPǧ
iRfSVQaXiSR.ǧ

IX iW iQTSVXaRX XS kRS[ [heR aRd [heR RSX XS Xake a TeVWSR aX XheiV [SVd aRd [heR Xhe TeVWSRǧ
]SY aVe cSQQYRicaXiRg [iXh iW [hS Xhe] Wa] Xhe] aVe.ǧ

EQaMPǧ

Be [aV] Sf aR] PiRkW, fiPeW, SV SXheV aXXachQeRXW ]SY VeceiZe b] eQaiP. If Xhe PiRk iW a URL, hSZeVǧ
SZeV iX fiVWX XS Wee [haX URL iX acXYaPP] PiRkW XS. If ]SY dSRƅX VecSgRi^e aRd XVYWX Xhe dSQaiR, SV ifǧ
Xhe dSQaiR Sf Xhe PiRk dSeWRƅX QaXch Xhe PiRk Xe\X, dSRƅX fSPPS[ Xhe PiRk. NeZeV STeR aR] fiPe WeRXǧ
XS ]SY b] eQaiP, YRPeWW ]SY aVe e\TecXiRg iX aRd iXƅW fVSQ a XVYWXed WSYVce. IXƅW TSWWibPe fSVǧ
cViQiRaPW XS cVeaXe PiRkW aRd fiPeW XhaX, if STeRed SR ]SYV cSQTYXeV caR Xake SZeV ]SYV QachiRe,ǧ
VeWYPXiRg iR XhefX Sf daXa, cSPPecXiSR Sf ]SYV cSRXacXWƅ iRfSVQaXiSR, aRd SXheV RefaViSYW deedW.ǧ

SSfX[aVe IRWXaPPaXiSRǧ
Seek TeVQiWWiSR befSVe iRWXaPPiRg aR] Re[ WSfX[aVe SR a cSQTYXiRg deZice SR [hich PVSXecXedǧ
IRfSVQaXiSR iW WXSVed SV Qa] be acceWWed.ǧ

ǧ
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Be WYVe XS XYVR SR diWk eRcV]TXiSR SR ]SYV deZiceW, aW [ePP aW TaWW[SVd TVSXecXiSR aRdǧ
aYXSQaXic XiQeSYX XS WcVeeRWaZeV.ǧ

VYPReVabiPiX] ScaRW aRd CSde ReZie[Wǧ
APP cSde aRd WSfX[aVe deZePSTed b] Xhe CSQTaR] QYWX be WcaRRed fSV ZYPReVabiPiXieW, bSXh aWǧ
TaVX Sf SYV SRgSiRg deZePSTQeRX [SVk, aRd TeViSdicaPP] W]WXeQ-[ide. ThiW aTTPieW XS bSXhǧ
fVSRX-eRd [eb cPieRXW aRd back-eRd WeVZeV APIW.ǧ

CSde aRd WSfX[aVe iRXeVfaceW QYWX be VeZie[ed aX PeaWX SRce a ]eaV, SV [heReZeV a Re[ QajSVǧ
ZeVWiSR iW XS be VePeaWed, YWiRg Xhe OWASP TST 10 ZYPReVabiPiXieW (Weeǧ
hXXTW://[[[.S[aWT.SVg/iQageW/7/72/OWASP_TST_10-2017_%28eR%29.Tdf.Tdfž) aW a gYide.ǧ
VYPReVabiPiX] WcaRW caR be TeVfSVQed XhVSYgh cSde VeZie[, SV Zia ZYPReVabiPiX] WcaRRiRgǧ
WSfX[aVe WYch aW WaTiXi (Wee žhXXT://[aTiXi.WSYVcefSVge.ReX/ž).ǧ

ResYlXs of Code ReZie[, SepXember 2019ǧ
APP TVSTVieXaV] cSde aRd APIW [eVe VeZie[ed iR SeTXeQbeV 2019, accSVdiRg XS Xhe OWASP TSTǧ
10 ZYPReVabiPiXieW. HeVe aVe Xhe VeWYPXW:ǧ

1. IRNecXMSRǧ

- APP (M]SQL) UYeV] ZaPYeW aVe eWcaTed YWiRg Xhe '?' TPacehSPdeV (Weeǧ
hXXTW://giXhYb.cSQ/Q]WUPjW/Q]WUP#eWcaTiRg-UYeV]-ZaPYeWž)ǧ

2. BVSOeR aYXLeRXMcaXMSRǧ

- Pi\XSR YWeW SRP] WiRgPe WigR-SR (OAYXh 2.0) [iXh GSSgPe, FacebSSk, aRd MicVSWSfX fSVǧ
TViQaV] accSYRX hSPdeVW.ǧ

- UWeV WeWWiSR daXa iW dePeXed fVSQ PScaP WXSVage SR PSgSYX, SV XiQeW SYX afXeV a TeViSd Sfǧ
iRacXiZiX].ǧ

- APP eRXiX] IDW aVe RSR-WeUYeRXiaP 20-digiX iRXegeVW; aPP acceWW XSkeRW aVe cSQTPe\ aRdǧ
YRgYeWWabPe.ǧ

3. SeRWMXMZe daXa e\TSWYVeǧ

- The SRP] WeRWiXiZe daXa WXSVed iW Xhe YWeV'W eQaiP addVeWW, diWTPa] RaQe, aRd Xhe cSRXeRXǧ
Sf XheiV cSQicW aRd VePaXed aWWeXW (i.e. chaVacXeV RaQeW).ǧ

- NS TaWW[SVdW aVe WXSVed; RSV cVediX caVd iRfSVQaXiSR iW WXSVed (Ta]QeRX iW haRdPed b]ǧ
SXViTe.cSQ).ǧ

- APP daXa XVaRWQiXXed beX[eeR cPieRX aRd WeVZeV iW YRdeV HTTPS.ǧ

ǧ
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4. XXEǧ

- NSX aTTPicabPe aW Pi\XSR dSeW RSX deaP [iXh XML; Pi\XSR YWeW JSON XS eRcSde ceVXaiRǧ
daXa.ǧ

5. BVSOeR AcceWW CSRXVSPǧ

- APP Pi\XSR API eRdTSiRXW haZe aTTVSTViaXe acceWW cSRXVSP iR TPace (e.g. gYeWX, YWeV,ǧ
adQiR-PeZeP).ǧ

6. SecYVMX] QMWcSRfMKYVaXMSRWǧ

- AQa^SR IRWTecXSV (Wee žhXXTW://a[W.aQa^SR.cSQ/iRWTecXSV/ž) VeTSVXW RS WecYViX]ǧ
QiWcSRfigYVaXiSRW SV iWWYeW.ǧ

7. XSSǧ

- APP YWeV-iRTYX daXa iW eWcaTed TViSV XS WXSVage, aRd TViSV XS diWTPa].ǧ
- Pi\XSR YWeW ReacXJS fSV cPieRX-Wide UI VeRdeViRg.ǧ

8. IRWecYVe deWeVMaPM^aXMSRǧ

- APP YWeV-iRTYX daXa iW ZaPidaXed aRd WaRiXi^ed TViSV XS WeViaPi^aXiSR.ǧ
- APP WeViaPi^aXiSR / deWeViaPi^aXiSR iW [iXh JSON fSVQaX.ǧ

9. UWMRK cSQTSReRXW [MXL ORS[R ZYPReVabMPMXMeWǧ

- APP deTeRdeRcieW (i.e. NSde TackageW) aVe TeViSdicaPP] bVSYghX YT XS daXe.ǧ
- We SRP] iRcSVTSVaXe VeTYXabPe, acXiZeP] QaiRXaiRed aRd [ideP] YWed NSde TackageW iRXSǧ

SYV cSdebaWe.ǧ

10. IRWYffMcMeRX PSKKMRK aRd QSRMXSVMRKǧ

- Ke] TeVfSVQaRce, e\ceTXiSR fVeUYeRc], aRd SXheV QeXVicW aVe QSRiXSVed cSRXiRYSYWP]ǧ
YWiRg AQa^SR CPSYdWaXch. AR] aRSQaPieW caR UYickP] be iRWTecXed aRd diagRSWed.ǧ

- Pi\XSR YTXiQe iW QSRiXSVed cSRXiRYSYWP].ǧ

ResYlXs of VYlnerabiliX] Scansǧ

API: LXXTW://aTM.TM\XSR.cSQ/*ǧ

NS ZYPReVabiPiXieW fSYRdW.ǧ

API: LXXTW://VeRdeV.TM\XSR.cSQ/*ǧ

NS ZYPReVabiPiXieW fSYRdW.ǧ

ǧ
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