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This Califomia Student Data Privacy Agreement (*DPA') is entered into by and betneen the

Westslde Unlon School Disúict

(hereinafter referred to as 'LEA') and Pearson Education, lnc.
(hereinafrer referred to as "Providef') on February 2O,2O1g . The Parties agree to
the terms as stated herein.

RECITALS

IVHEREAS, the Provider has agreed to provide the Local Education Agency ('.LEA') with certain
digital educatÍonal services ('Sewices") pursuant to a contract dated February 2O,ZO11
("Scrvico Agreement'); and

\ilIIEREAS, in order to provide the Services described in tho Service Agrcemcnt, the Provider
may receive or create and the LEA rnay províde documents or daø that are covered by several
federal stafi¡tes, among thøn, the Family Educational Rigbts and Privacy Act ("FERPA') at 20

U.S.C. 12329 (34 CFR Part 99r, Children's Online Privacy Protection Aot C'COPPA"), 15

U.S.C. 6501-6506; Protection of Pupil Riehts Amendment (?PRA") 20 U.S.C. 1232h; and

WEEREAS, the documents and data transfsrred from LËAs and cteated by the Provider's Services arc
also nrbject to California state shrdent privacy laws, including AB 1584, found at California
Education Code Sectian 49073.1 and the St¡dent Online Personal lnformation Protection Act
('SOPIPA") found at California Brsiness and Professíons Code scction 225M; and

WIIEREAS, for the purpose$ of this DPd Provider is a school ofücial with legitimate educational
interests in accessing cducational records pursuant to the Service Agreemørt; and

WffiREAS, the Parties wish to enter into this DPA to ensurÊ that the Service Agreernent conforms
to the requirements of the privacy laws refomed to ¿bove and to establish implementing procedures
and duties; and

WffiREAS, the Provider may, by sþing the "General Offer of Privary Terms" @xhibit "E'), agrec to
allow other LEAs in California the opportunity to accept and enjoy the benefits of thís DPA for
the Services described herein, without the need to negotiate terms in a separate DPA.

NOìV TffiREFORE, for good and valuable consideration, the parties ¡grce as follows:

1. Pumose of DPA. The purpose of this DPA is to describe the duties and resporuibilities to
ARTICLE I: PIIRPOSE AND SCOPE

protect student data hansmitted to Providcr from the LEA pursuant to the Service Agreemenl
including compliance with all applicable statutes, including the FER.PA, PPRA, COPPA,
SOPIPA, AB 1584, and other applicable California State laws, all as maybe amended fiom time
to time. In performing these services, the Provider shall be coruidered a School Official with a
legitimate educational interest and performing services othcrwise provided by the LEA. With
respect to the use and maintenance of Sh¡dent Data, Provider shall be under the direct conüol
and supervision of the LEA.
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Z. . The Provider has agreed to provide the following digital
educational products and services described below and as may be ñ¡rther outlined in Exhibit'4"
hereto

See Exhibit A

3. Student D¡t¡ to Be Provlded. The Parties shall indicate the categories of student data to be

provided in the Schedule of Data" attached hereto as Exhib¡t "8".

4. @!Dg!!!if!E!,. The definition of terms used in this DPA is fou¡rd in Exhibit "C'. In the event

of a conflict, definitíons wed in this DPA shall prevail over term r¡sed in the Servíce Agreemenl

ARfiCLE II: DATA O]V¡IERSHIP AND AUTHORIZED ACCESS

l. Student D¡t¡ Proocrtv of LEA. All Student Data bansmittcd to thc Provider puasuånt to the

Servics Agreement is and will continue to be the property of and ur¡der the conÍol of thc LEA.
Ttre Provider further acknowledges and agrees that all copies of such Student Data ta¡umitted to
the Provider, including any modifïcations or additioru or any portion thereof fiom any souroÊ,

are subject to tlrc provisions of this Agreønent in the samc ¡nanncr ¡s thc original Student Data.

The Parties agree that as between thcm, all righg, including ¡ll intellestual property rigttts in and

to Student Data contemplated per the Service Agreement shall remaín the exclusive property of
the LEA. For the F¡rposes of FERPA, the Provider shall be considered a School Official, under
the control and direction of tho LEAs as it pertairu to the tse of Student Datr notwithstanding
the above, Provider may tansfer pupil-generated content to a separate account, according to the

procedures set fMh below.

2.P@!,.LEAshallestgblishreasonableprocedrrresbywhichaparenÇlegalguardiar¡or
eligiblc sû¡dent may reviow Student Data in the pupil's records, corregt erroneou¡¡ information,
and procedures for the fransfer ofpupiÞgenerated content to a personal accounÇ consistent with
the funEtionality of scrvices. Provider shall respond in a timely manner (and no later thån 45

days ûom the date of the request) to the LEA's request for Student Data in a pupil's records held

by the Provider to view or correct âs necessary. In the ovent thst a parent of a pupil or other

individusl contacts the Providcr to review any of tlre Student Data access€d pursuant to the

Services, the Provider shall refer the parent or individual to the LEd who will follow the

necessary and proper procedures regarding the requested informatíon.

3. Seo¡r¡te Account. If pupil generated sontent is stored or maintained by the Provider as part of
tþe Services descr¡bcd in Exhibit 'A', Provider shall, at the request of the LE,\ fansfer said
pupil gerærated content to a separate sildent account upon terrnination of the Service
Agreement; pfovided however, such üansfer shall only apply to pupil generated content thât is
severable Êom the Service.

4. Third P¡rtv Reouest Should a Third Party, inoluding law enforcement and gov€mment

entities, contact Provider with a request for data held by the Provider pursuant to the Services,

the Provider shall redirect the Third Party to request the data directly from the LEA. Provider
shall notify the LEA in advance of a compelled disclos¡¡re to a Third Parfy.
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5. Suborocessors. Provider shall entcr into written agreements $,ith all Subprocessors performing
firnctions pursuant to the Service Agreemenl whereby the Subprocessors agree to protect
Student Data in månner sonsistent with the terms ofthis DPA.

ARTTCLE III: DUTTES OF LEA

t. Prlv¡cy Compll¡nce. LEA shall províde data for the purposes of the Service Agreement
in compliance with FERPA, COPPA, PPR.\ SOPIPA, AB 1584 and all other Califomia
privacy sbtutes.

2, Annu¡l Noti.fic¡tion of Rishts. If the LEA has a policy of disclosing education resords under
FERPA (4 CFR $ 99.31 (a) (l), LEA shall include a specification of criteria for determining
who constitutes a school offici¡l ¡nd what sonstitutes a legitimate edusationsl interest in its
fuinual notifi cation of rights.

3. Re¡son¡ble Precsuüon¡. LEA shall take reasonable precautions to secure userna¡nes,
passwords, and any other means of gaining access to the scrvices and hosted data.

4, . LEA shall notiff Provider promptþ of any known or
suspected unauthorized sccess. tEA will assist Provider in any efforb by Provider to investigate
and respond to any unauthorízed access.

ARTICLE IV: DUTIES OF PROVIITER

1. Prlv¡cv Comoll¡nce. The Provider shall comply with all applicabte state and fideral laws and
regulations pertaining to data privacy and security, íncluding FERPA, COPPA, PPRt SOPIPA
AB 1584 and all other California privacy stah¡tes.

2. Ag!!gI!!gCU!9,. The data shared pr¡ßusnt to the Service Agreemenl including persistent unique
identifiers, shall be used for no purposc othcr than the Services stnted in ttre Service Agreement
and/or otherwise authorized under the statutes refsned to in subsection (l), above. hovider also
acknowledges and agrees that it shall not make any re-disclosure of any Student Datra or any
portion thereof, including without limitation, meta datr, user contcnt or other non-public
information and/or personally identifïable information contained in the Student Ðata" without the
express written consent of tho LEA.

3. Emplovee Obllg¡don. Providcr shall require all employees and agents who have access to
Studerit Data to comply with all applicable provisions of this ÐPA with respect to the data shared
under the Service Agreement.

d. No Dlsclosure. De-identified information may be used by the Provider for the purposes of
developmenÇ rescarct¡ and improvønent of educational sites, services, or applications, as any
other member of tho public or party would be able to use de-identified data püßuant to 34 CFR
99.31(b). Provider agrees not to attempt to re-identify de-identiñed Student Data and not to
transfÊr de-identified Student Ðata to any party unless (a) that party agrees in writing not to
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attempt re-identificatior¡ and þ) prior written notice has becn given to LEA who has provided
prior written co¡rsent for such transfer. Provider shall not copy, reproduce or tansmit any data
obtained under the Service Agreement and/or any portion thereofl, except as necessary to ñrlfill
the Service Agreement.

5'PE@s.Uponwrittenrequestandinaccordancewiththeapplicabletermsin
subsection a or b, below, Provider shall dispose or delcte all Student Data obtained under the
Senricc Agreønent when it is no longer needed for the purpose for whieh it was obt¿ined.
Disposition shall include (l) the shredding of any hard copies of any Student Data; (2) Erasing;
or (3) Othenrise modiSing the personal information in thooe records to make it unreadable or
indecipherable by human or digital means. Nothing in the Service Agrecment authorizes
Provider to maintain Student Data obtained under the Sewice Agrcement beyond the time period
reasonably needed to complete the disposition. Provider shall provide written notification to
LEA when the Sh¡dent Data has been disposed" The duty to díspose of Student Data shall not
oxtcnd to data that has bscn de-identified or placed in a sepaiato Student account, pursuant to the
other tcrms of the DPA. The LEA may employ a "Requ€st for Rsn¡m or Doletion of Student
Data" form, a copy of which is attached hereto as Exhibit 'D", Upon receipt of a request from
the LEA, the Provider will immediately provide the LEA with any spocified portion of the
Student Data within ten (10) calendar days of receþt of said request

¡. P¡rtÍ¡l Disposel Duríng Term of Scrvice Agrecmenl Tlroughout thc Term of the
Ssrvice Agreement, LEA may request partíal disposal of Str¡dcnt Dat¡ obtained under
the Service Agreement that is no longer needed. Partial disposal of data shall be
subject to LEA's request to transfer data to a separate accounÇ pursuant to Article II,
section 3, above.

b. Complete Dispoeel Upon Terminetion of Servicc Agreemenl Upon Termination of
thc Sewice Agreement Provider shall dispose or delete all Student Data obtained
under the Service Agreement. Prior to disposition of the data, Provider shall notiry
LEA in uniting of its option to transfer data to a separate accounÇ pursuant to Article
I[, section 3, above. In no event shall Provider dispose of d¡tr pursuånt to this
provision unless and until Provider h¡s receivcd affirmative writton confirmation
from LEA that d¡ta will not be tansfened to a separate sccount.

6.@ProviderisprohibitedûomusingorsellingStudentDatato(a)market
or advErtise to students or families/guardians; (b) inform, influence, or enable marketing,
advertising, or other commercial efforts by a Provider; (c) develop a profilc of a student, family
member/guardian or group, for any commercial purpose other than providing the Service to
LEA; or (d) use the Student Data for the development of commercial producb or sen¡ices, other
than as necessary to provide the Service to LEA. This scction does not prohibit Provider from
using Student Data for adaptive learning or cwtomized sh¡dent learning purposes.

ARTICLE V: DATA PROVISIONS

l. D¡ta Securltv. The Provider agre€s to abide by and maintain adequate data sccurity mea$res,
coruistent with indusry sbndards and technology bcst practices, to protect Student Data from
unautborized dhclosure or acquisition by an unauthorized person. The general security duties of
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Provider are set forth below. Provider may firther detail its security progra¡ns and measures in
Exhibit *F hereto. These measures shall include, but are not limited to:

¡. P¡ssword¡ rnd Employeo Access. Provider shatl secr¡re usennmss, passwords, and
any other means of gaining acc€ss to the Services or to Student Datq at a level
suggested by the applioable standards, as set forth in Article 4.3 of NIST 800-63-3.
Provider shall only provide access to Student Data to employeæ or conbactors that
are performing the Serv¡ces. Employees with access to Student Dat¡ shall have
signed confidentíality agreements regarding said Student Data. All employees with
access to Student Records shall be subject to críminal background checlçs in
compliance with strte and local ordinancas.

b. Dc¡truction of D¡tr. Provider shall destoy or delete all Student Data obtaincd
under tlrc Servisc Agrcement when it is no longer needed for the purpose for whích
it was obtained or üansfer said data to LEA or LEA's designee, according to the
procedure identified in Article [V, section 5, above. Nothing in the Service
Agreement ruthorízcs Provider to maintaín Student Datra beyond the time period
reasonably needed to complctc the disposition.

c. Securlty Protocols. Both parties agree to maintain security protocols that meet
industry standards in the tarcfer or tansmission of any daa, including ensuring that
data may only be viewed or accessed by parties legally allowed to do so. Providcr
shall maintain all data obtained or generated pursuant to tbe Service Agecrnent in a
socure digitat envÍronment and not copy, reproduce, or tansmít data obtaincd
pursuant to the Servícc Agreement, except as necessary to fi¡lfill the purpoee of data
rcquests by LEA.

d. Empþee Treining. Ths Provider shall provide periodic security üaining to thoae
of its employces who opcrate or have ascess to the sysûem. Further, Provider shall
provide LEA with contact information of an employee who LEA may contast íf
there are any sec'urity conoenle or questions.

e. Security Technolory. When the service is accEssed using a suppo:ted web browser,
P¡ovider shall cmploy indusky standard mëasures to protect daa ûom unauthorized
asce$. Thc service security mea$¡r€s shall include server authentication and d¡t¡
encr¡ption. Provider shall hoet data pursuant to the Servicc Agreement in an
environment using a fi¡ewall that is updated according to industy standards.

f, Security Coordin¡tor. If difrerent tom the designated representrative identified in
Article VII, section 5, ProvÍder shall provide the name and contact information of
Provider's Security Coordínator for the Student Dat¡ received pu¡suant to the
Service Agreement.

g. Subproce¡oru Bound. Provider shall enter into written agreements whereby
Subprocessors agre€ to secure and protect Student Data in Ê m¡nner coruistent with
the terms of this Article V. Provider shall periodically conduct or review compliance
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monitoring and assessments of Subprocessors to determine their compliance with
this A¡ticle.

h. Perlodlc Rlsk Assessrnent. Provider further acknowlcdges and âgrees to conduct
dígital and phpical periodic (no less th¡n semi-annual) risk assessments and
rernediate any identifïed security and privacy wlnerabÍlities in a timely manner.

2, Dg$-.EIglg!,. In the event that Shrdent Data ís accessed or obtained by an unauthorized
indivídual, Provider shall provide notification to LEA within a reasonâble amount of time of the
incident and not exceeding forty eight (48) hours. Provídø shall follow the following prosess:

¡. Ttre security breach notification shall be written ín plain language, shall be titled
Î{otíce of Dat¡ Breach¡" and shall present the information de.sEribed herein under
the following headings: *Whot Happcræd" '\Vhrt Information Was Involved"
"lVhat tile Are Doing," "What You Can Dq" and "For Mors Information."
Additional information may be provided as a supplement to the notice.

b. Th€ sccurity breach notification descrÍbed above ín section 2(a) shall include, at a
minimum, the following infonnation:

l. Tte name and sontsct information of tbe reporting LEA subject to this section.
¡t A list of the types of penonal information that $rerc or are reasonably believed to

have bcen the subject ofa bre¡ch.
ii¡. If the informction is possible to determine at thc time the notice is provided, then

either (l) the daæ of the bre¡cb, (2) the estimatcd date of the brcach or (3) the
date range within whicb the brerch occurred. The notification shall also Ínclude
üre date of the notice

iv. lVhether the notification was delayed as a result of a law enforcernent
investigation, if that information is possible to detennine at tbe time the notice is
provided.

v. A general description of thc breach incidenÇ if that information is possible to
determine at the time the noticc is provided"

c. At LEA's discretior¡ the security breach notification may also include any of the
following:

l. fnformation about what the agency has done to protcct individuals whose
information has been breached.

¡t. Advice on steps that the person whose information has been breached may take to
protect bimself or herself.

d. Provider agrees to adhere to all requirements in applicable State and in federal law
with respect to a data breach related to the Student Data, including, when appropriate
or required the requhed responsibilities and procedures for notification and
mitigation of any such data breach.

7



e. Provider ñ¡rther acknowledges and agrees to have a written incident response plan
that reflects best practices and is consistent with industry standards and federal and
state law for responding to a dat¡ breach, breach of security, privacy incident or
unauthorízed acquisition or u¡¡e of Studont D¡ta or any portion thereof, including
personally identifiable information and agrees to provide LEA, upon requesÇ with a

copy of said written incident response plan.

f. Provider is prohibíted Êom directly contacting pûent, legal guardian or cligible
pupil unless expressly requested by LEA. If LEA requests Provider's assist¡nce
providíng notice of unauthorized access, and such sssbtance is not unduly
burdensome to Províder, Provider shall notiff thE affected parenÇ legal guardian or
eligible pupil of the unauthorized accsss, which shall inslude the information listed
in subsections (b) and (c), above, If requested by LEA Provider shâll rcimburse
LEA for costs incuned to notify parentslfamilies of a breach not originating fiom
LEA'g r¡se of the Sen¡icc.

g. In the event of a breach originating from LEA's use of the Scrvice, Provider shall
cooperate with LEA to the oxtent necessary to expeditiously secure Sû¡dent Data"

ARTICLE VI. GENERÂL OFFtsR OF PRIVACY TERIVIS

Provider may, by sígning the gtûachcd Form of Gcneral Ofrer of Privacy Terms (General Offeç attached

hereto as Exhibit "E ), be bound by the terms of this DPA to any other LEA who signs the accçptancc

on in said Exhibit. The Form ¡s limitd by the terms and conditio¡rs described therein

ARTICLE VII: MISCELII\NEOIJS

l. @. The Provider shan be bound by this DPA for the duration of the Service Agreønent or so
long as the Provider maíntains any Student Dat¿ .

2. Termln¡tlon. In the event that eíther party seeks to terminate this DPA they rnay do so by
muhnl written consent so long as the Service Agreement has lapsed or has been terminatcd. LEA
shall have the right to terminatc th€ DPA and Service Agreement in the event of a matcríal
breach ofthe terms ofthis DP.{"

3. Effçct of To¡mln¡tior SulvÍv¡l. If the Service Agreement is terminateq the Provider shall
destroy all of LEA's data pursuant to Article V, seotion lþ), and Article II, section 3, above.

4. @. This DPA sball govern the teatnent of student dat¡ in order to comply
with privacy protections, including those found in FERPA and all appliceble prirncy ståtutes
identificd in this DPA. In the event there is conflict between the DPA and the Service
Agreement, the DPA shall apply and talce precedence. Except as described in this paragraph

hereiq all otherprovisions ofthe Service Agreement shall remain in effecl

5. No6ce. All notices or ott¡er communication required or permitted to be given hereunder must be
in writing and given by personal delivery, or e-mail hansmission (if contact information is
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provided for the specific mode of delivery), or fïrst class mail, postage prepaid, sent to the
designated representatives before :

a. Deslgneted Representetives

fte designated representative for the LEA for this Agreement is:

Name; Shewn Cabey

Title, A¡¡t. st¡eülnbndüü, A¡l¡ttddnlfv¡ Scndca

Contact Information:
¡.c¡bry€wc¡l¡H¡,k1 2,c¡.u¡

ø$.7?2";0n6 cxLl2lZl
p¡Lrt@ry€lt!¡de,k12ce.ue 1¡6¡¡ Algldlnt)

The designated representative for the Provider for this Agreomcnt is:

Name: Sts$st{s Psltenon

Titlc: Ascount Gone¡al Manage¡

Contact Information:
¡bphmlc.p¡[¡ronGprrlon,com
310-70U79¡E

b. Noüfis¡tlon of Acceptence of Gencr¡l Offer of Terms. Upon execution of Exhibit E,
6e¡æral Offer of Terms, Subscribing LEA shalt provide notice of such acceptance in writing
and given by personal delivery, or e-mail ûansmission (if contoct information is provided for
the specific mode of delivery), or fi¡¡t class mail, postage prepaid to the designated
representrtive below.

The designated representative for the noticc ofacceptance of the General Offer of Privacy Terms is:

Name: nondnot Cgnad

Title:

Contact Information:

6. EE1üreégfeement. This DPA corsti¡utes the entire agreement of the parties relating to the
subject matter hereof and supersedes all priü communications, representations, or agreements,

oral or written, by the parties relating thcreto. This DPA may be amended and the obssrvance of
any provision of this DPA may be waived (eíther gencrally or in any particular instance and
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either retroactively or prospectively) only with the signed written consent of both parties. Neither
failure nor delay on the part of any party in exercising any right, power, or privilege hereunder
shall operate as a waiver of such righq nor shall any single or partial exercise of any such righf
power, or privilege prcclude any ñrther exercise thereof or the exercise of any other right,
power, or privilege.

7. Severabilitv. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction
shall, as to such jurísdiction, be ineffective to the extent of such prohfrition or unenforce¡bility
without invalidating the remaining provisions of this DPA, and any such prohibition or
unenforceability in any jurisdiction shatl not invalidate or ronder unenforceabls such provision in
any other jurisdiction. Notwithstanding the foregoing, if such provision could bc more nanowly
drawn so as not to be prohibited or unenforceable in such jurisdÍction while, at tlæ same time,
maintaining the íntent of the parties, it shrll, as to such jurisdiction, be so nanowly drawn
without invalidating the remaining provisions of this DPA or affecting the validity or
enforceability of such provision in any othcr jurisdiction.

8. 9overnlng L¡wl Venue ¡nd Jurisdiction. TIIIS DPA \ryILL BE GOTYERI{ED BY A¡\¡D
CONSTRT,JED IN ACCORDANCE \ryTTH THE LAÏT/S OF TTIE STATE OF THE IN WHICH
THIS AGREEMENT IS E)(ECUTED, rI¡VITIIOUT REGARD TO CONFLICTS OF LA\ry
PRINCIPLES. EACH PARTY CONSENTS AND STJBMTTS TO THE SOLE A¡{D
EXCLUSN/E .IURJSDTCTION TO THE STATE AI{D FEÐERAL COTJRTS FOR THE
COTJNTY IN \ryHfCH THIS AGREEMENT IS FORMED FOR A}fY DISPUTE ARISINC
OUT OF OR RETATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS
CONTEMPLATED HENEBY.

9. Agt[gd$. Provider re,presents thst it is authorized to bind to the terms of this Agre€ment,
including confidcntiality snd dcstruction of Student Data and any portion thereof contained
thereín, all relatcd or associated instin¡tions, individuals, employees or conhetor¡ who may have

access to the Sh¡dcnt Data and/or any portion thereof, or ¡nay owr¡ lease or contol eguipment or
facilitics of any kind wherc the Student Data and portion the¡eof storc{ maintained or used in
any way. Provider agrees that any purchaser of the Provider shall also be bound to tbe
Agreement.

t0. !E!yg¡. No delay or omission of the LEA to exercise any right hcrcunder shall be construed as a

waiver of any such right and the LEA reserves the right to exercise any such right from time to
tirne, as oftcn ss may be deemed expedicnt.

It. Successorc Bound. This DPA is and shall be binding upon the respectivc successoß in interest
to Provider in the event of a m€rger, acquisition, consolidation or other business reorganization
or sale of all or substantially all of the assets of such br¡siness.

lSígnaure Page Followsl
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IN MTNESS IVHEREOF, the parties bave executcd this California StudÊnt Data Privaçy Agreernent
as ofthe last day noted below.

Pearson Educatlon, lnc.

Date:

PrintedNam",fl(*f ãt-J..rTitleÆositio nt U Þ Öfor^*.ã rtr

BY

BY

Westside Union Distric-t

PrintcdName

March 20, 2019

A¡É gç..h¡ndarlL A¡fr$¡ü¡ürr. Srrt þ-
Títle/Posítion:

Nole: Blectoníc signature not permfiled.
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EXRTBIT f.A''

DESCRIPTION OF SERVICES

[tNsERT bnrnr"go DEscRIpflr¡N oF pRoDucrs AI\ID sERvIcEs HERE. IF MoRE THAN
(OlfE PRODUCT OR SERVICE IS INCLIJDED, LIST EACII PRODUCT HEREI

K12 Digltrl Cunloulum provlded on Pearson'e Reallze leamlng servlcee
phtform
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Cetegory of
D¡t¡ Element¡

Check lf u¡cd
by your
systcm

Application
Technology
Meta Dat¡

IP Addresses
of ugers, Use

ofcookies etc.

x

Otlrer
application
technology
meta data-

Please soecifv:

Application
Use Statistics

Metr data on
us€r

interaction
with

aoolication

x

Assessment

Standardized
test scores

Observation
d¡ta

Other
assesgment
d¿ta'Pleasc

soccify:

AttendaÍce

Student school
(daily)

attcndence
dEtE

Student class
attendance

data

Communications

Online
communication¡

tt¡at are
captrued

(emails, blog
entri¿sl

EXTITBIT rB'

SCHEDIJLE OF DATA

Conduot
Conduct or
behavioral

data

Dønographics

Date of Birth
Place ofBírth

Gender
Ethnicity or

race

Language
information

(native,
preferred or

primary
language

spoken by
sh¡dent)
OthÊr

demographic
information-

Please mecifv:

Emollment

Student school
enrollment x

Student grade
level x

Homeroom
Guidance
counselor
Specific

curriculum
ûroerafns
Year of

qr¿duation

Otbsr
emollment

information-
Pleasc specify:

ParenvGuardian

Contact
Informetion

Address
Email
Phone

rt .*
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Parent/
Guardian ID

Parent ID
number

(created to
link parenh to

students)

Pareritl
Gu¿rdianName

First andlor
Lsst

Schedule

Student
scheduled
courfcs
Teacbcr
names

Special
Indicator

EnglÍsh
langurgc
learner

information
Low income

stah¡s
Medical alerts
lhealth data

St¡dcnt
disabitity

information
Specialized
education

services (IEP
or 504ì
Living

siturtions
(homeless/
foster carel

Other
indisator

inform¿tion-
Please soecifv:

Student
Contact
Information

Addrcss
Email
Phone

Student
Identifiers

Lncal (School
distict) ID

number
Stato ID
number

Vendor/App
assigned

student ID
number

Student app
usefnãme x

Student app
oasswords x

StudentName
First and/or

Lsst x

Studc¡rt In'
App
Perform¿ncc

Program/appli-
cation

performance
(typine

program-student
t¡ryes 60 wpm,

reading
program-studcnt

reads below
gndc lovel)

Student
Program
Membership

Academic or
extracurricular

activities a
sfirdent may
belong to or
na¡ticioate in

Student
Srwey
Responses

Sh¡dent
responses to
suneys or

questionnaires

Student work

Student
gencratcd
content;
writing,

oictures etc.
Other student

s å

l4
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work data -
Please soecifu:

Transcript

Student course
srades

Sh¡dent course
data x

Sh¡dent oourre
gradesþerfor-
mance sgores

x

Other
Uanscript data

-Please

speciS:

Traruportation

Student bus
assieriment
Student pick

up and/or drop
offlocation
Student bus

ca¡d ID
number

Other
tansportation
data -Please

snecifu:

Other

Please list
e¿ch

additional data
element used,

stored or
collected by

your
aonlication

No Sn¡dent Data Collected at this time _,
*Provider shall immediately notify LEA ¡f this
designation is no longer applicable.

*t ü
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DXTIIBIT '¡C'

DEFfMTIONS

AB 1584, Buch¡n¡n: The statutory designation for what is nou, C¡lifornia Education Code $ 49073.1,
relating to pupil records.

De-Identifi¡ble Informetion (DIl): De-ldentification refers to thc prooess by which the Vendor
removes or obscures any Personally ldentifiable Information ("PIP) from studcnt rccords in a way that
removes or minimizes the risk of disclosure of the identity of thc individual and information about them.

Educ¡tlon¡l Record¡: Educational Records are official records, files and data directly related to a
student and maínt¡ined by the school or local education agensy, including but not limited to, records
cncompassíng all the material kept in thc student's cumulative folder, such as general identiffing dat4
records of attendance and of academic work oompletd records of achievemenÇ and results of
evaluative tests, health data" disciplinary status, test protocols and individualized education programs.
For purposes of thís DPA, Educational Records are referred to ¡s Str¡dent Dat¡.

MST: Draft Nstional Institute of Standards and Teshnology ('NIST') Speoial Publication Digital
Authentication Guideline.

Operator: The term "On€ratod' means thc operator of an Intemet lvebsit€, online service, online
applic*ior¡ or mobile application with actual knowledgc that the sÍ3e, service, or application is used
primarily for K-12 school purposes and was desþed and marketed for K-12 ¡chool purpos€s. For the
purpose of the Service Agreønent, the term "Opetraûor' is rcplaced by the tsrm '?rovidcr." Tbis term
shall encompass the term "Third Party," as it is found in applicable statc atatut€s.

Perronally lde¡tlñ¡ble Informadon (PIÐ: Thc terms "Personally ldentifiable Information" or "PIP
shall include, but ore not limited to, studont dats, meûdsta, and user or pupil-generated sontent obtain€d
by reason of the use of Providcr's softlvare, website, servicc, tr app, including mobile apps, whether
gathercd by Provider or provided by LEA or its users, shrdents, or sh¡dents' parentslguardiars. PII
includes Indirect ldentifiers, which is any information thaf either alonc or in aggregate, would allow a
reasonable p€rson to be able to identify a sh¡dent to a reasonable certainty. For purposes of this DPA,
Personally ldentifiable Information shall include thc categories of information listcd in the definition of
Student Data.

Provider: For purposes of the Serviee AgreemenÇ the term '?rovidcr" me¡ns providø of digital
educational sofür¡are or services, including cloud-based seffices, for the digital storage, managemenf
and retrieval of pupil records. \,lVithin the DPA the term'?rovider" irpludes the term "Third Party'and
the term "Operator" as used in applicable state stah¡tes.

Pupll Gener¡ted Contentr Thc term'þupil-generated content" means materials or content oeated by a
pupil during and for the purpose of education including, but not limited to, essays, research reports,
portfolios, øeative writing, music or other audio files, photographs, videos, and account information that
enables ongoing ownership ofpupil content.
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Pupil Recordc: Means both of the following: (1) Any information that directly relates to a pupil that is
maint¡ir¡ed by LEA and (2) any information acquired directly fiom the pupil through the tse of
instructional softrvare or applications assþed to the pupil by a toacher or other LEA employce. For the
purposes of this Agreement, Pupil Records shall be the same as Educational Records, Student Personal
Information and Covered Information, all of which are deemed Student Data for tlre purposes of this
Agreement.

Servlce Agreement: Refers to the Conbact or Purchase Order to which this DPA supplements and
modifies.

School Oflici¡l: For the purposes of this Agreement and pursuant to 34 CFR 99,31 (B), a School
Official is a contactor that: (l) Performs an institutional service or funotion for whioh the agcncy or
ir¡stitution would otlærwise use cmployees; (2) Is under the direct control of the agensy or instinrtion
with respect to the usc and maintenanc€ of educ¡tion records; and (3) Is subject to 34 CFR 99.33(a)
governing thc use and rcdisclosurc of personally identifiable information ûom student records.

SOPIPA: Once passed, the requircments of SOPIPA were added to Chapter 22.2 (commencing with
Section 22584, to Division I of the Business urd Professions Code relating to privacy.

Student Drt¡: Sndent Data includes any data, whether gathered by Provider ot provided by LEA or its
users, sü¡dents, or students' parents/gurrdians, that is descriptive of the sh¡dent including, but not límitcd
to, information ín the student's educationål record or ernail, first and last name, home address, telephone
number, email ¡ddrcss, or other information allowing online contact, discipline records, videoo, test
results, special education data, þvenile dependency records, grades, evaluations, crimínal ttcords,
medical records, health tecords, socíal security numbers, biomeric ínformation, disabílitíes,
socioeconomic information, food purchases, political affiliatiors, religiors information tcxt m€ssages,

docrrments, str¡dent identifies, search ¡ctivity, photos, voice recordings or geolocation information.
Student Data shall constitr¡te Pupil Records for the purposes of this Agreemcnt, and for the purposes of
California and federal laws and regulatíons. Student Data as specified in Exhibit "B' is confimted to be
collected or processed by thc Provider pursuånt to the Services. Studcnt Dats shall not constitute that
inforn¡ation that has been anonymized or de-identified, or anon¡tmous usage data regardíng a sh¡dent's
use of Provider's serviccs.

SDPC (Ibe Student D¡t¡ Privecy Con¡ortlum): Refers to the national collaborative of schools,
disticts, regional, tEnitories and state agencies, policy makers, bade uganizstions and markeþlace
providen addressing real-world adaptable, and implementable solutions to growing data privacy
goncenut.

Student Persond Inform¡tion: "Student Personal Information" means information collected through a
school service that personally identifies an individual student or other information collested snd
maintained about an individual student that is linked to information that identifies an individual student,
as identif¡ed by Washington Compact Provision 284.604.010. For purposes of this DPA, Student
Personal Information is referred to as Sh¡dent Data.
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Subscribing LEA: An LEA that was not party to the original Services Agreement and who accepts the
Provider's General Offer of Privacy Terms.

Subprocesror¡ For the purposes of this Agreement, thc term "Subprocessor" (sometimes referred to as

the "Subcontsactor') mcans I party other than LEA or Provider, who Provider uses for data collection,
analytics, storage, or other service to operate and/or improve its sofrware, and who has access to PII.

Tergeted Advertlslng: Targeted advertising mcar¡s presenting an advertisement to a sh¡dent where the
selection of the advertisement is based on studEnt informatioq student records or student generated
content or inferred over time ûom the usage of the Provider's website, online senrice or mobile
application by such student or the retention of sush sh¡dent's online activities or requests over time.

Thlrd Party: The term "Third Pârty" means a providcr of digital educational softwaro or serviccs,
including cloud-based senrices, for the dig¡tål storagc, managemenf ¡nd retrieval of pupil records.
However, for the purpose of this Agreemenf the term'Ttird Part/'whcn uscd to indicate the provider
of digital educ¡tíonal softu,are or services is rcplaced by the tsrm "Provider."
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EXHIBIT "D'

DIRECTTIÆ, FOR DISPOSITION OF DATA

westside union schoolDistrict directs Pearson Educatlon, lnc,

dispose of data obtained by Company pursuant to the terms of the Service
between LEA and Company. Tbe terms of the Dispositíon ar€ set forth below:

Authorized Rcpresentative of LEA Date

to
Agreement

Verification of D isposition of Data
by Authorized Representative of Provider

Date

_ Partial. The categories of data to be dispoaed of are as

follows:

_ Complete. Disposition extends to rll categories of d¡ta.

E¡tent of Dis¡o¡ltion

Disposition sh¡ll be:

_Transfer of d¡4. The data sball be tr¡rsferred ¡s set fortb
in an attachmont to this Directive. Followíng confin¡ation from
LEA thåt d¡tawas successfirlly ransfcrre{ Provider shall
dcsüoy or deletc all applicable data.

Destn¡ction or deletion of data.
N¡hrre of lli¡oo¡ition

Dispocition shall be by:

_ As soon as commercially praoticable

_By (Insert Date) _

Timins of lDi¡oo¡ition

Data shall be disposed of by the
following date:

* t
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BY

EXHIBIT 3¡E''

GENERAL OFFER OF PRTVACY TERMS

Westside Union School Distrlct

1. Offer of Terms
Provider offers the same privary protections found in this DPA between it and Westslde Unlon School Disl
and which is dated to any other LEA ("Subscribíng LEA") who accepts this
General Offer though ic signature below. firis General Offer shall extend only to privacy protections
and Provider's signature shall not ncccssarily bind Provider to othø terms, such as price, term, or
schedulc of services, or to any other provision not addressed ín this DPA. The Provider and the other
LEA may also agree to change the dat¡ provided by LEA to thc Providor in Exhibit "Bu to suit the
unique needs of the LEA. The Provider may withdraw the General Offer in the event of: (l) a
material change in the applicable privacy süatues; (2) a material change in the ¡ervices and pmducts
zubject listed in the Originating Scrvice Agreønent; or th¡ee (3) years after the date of Provider's
signature to this Form. Provider shall notiff CETPA in the cvent of any withdraw¡l so that this
ínformation may be fransmitted ûo the Alliance's users.

Date:

PrintedName: Title¡Position:_

2. Sub¡cribing LEA

A Subscibing LEA, by sþíng a s€parate Sen¡ice Agreement with Provider, and by its sþature belon',
acccpts the Gcneral Ofrer of Privacy Terms. The Subscribing LEA and the Provider shall tbøcfore be
bound by the sarne tcrms ofthis DPA.

BY: Date:

PrintedName:

TO ACCEPT TIIE GE¡ÍERAL OFTER. THE SIJBSCRIBING LEA MUST DELTVER TIIIS
SIGIIIETI EXHIBIT TO TIIE PERSON ANI' EMAIL AI'I'BESS LISTED BELOIY

N¡me:
\

Tlde:

Em¡il Addres¡:

20
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EXIIIBIT.rF'' DATA SECI RITY REOTITREMENTS

IINSERT ADDTTTONAL DATA SECTJRJTY REQLJIREMENTS trERs]

0061 8.0000t/427417E. I
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