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ThiV VeUmRQW SWXdeQW DaWa PUiYac\ AgUeemeQW ("DPA") iV eQWeUed iQWR b\ aQd beWZeeQ Whe ChamSlaiQ 
Valle\ SchRRl DiVWUicW (heUeiQafWeU UefeUUed WR aV ³LEA´) aQd PaUle\ IdeaV, IQc. (heUeiQafWeU UefeUUed WR 
aV ³PURYideU´) RQ JaQXaU\ 8, 2021. The PaUWieV agUee WR Whe WeUmV aV VWaWed heUeiQ. 
 
 

RECITALS 
 

WHEREAS, ​Whe PURYideU haV agUeed WR SURYide Whe LRcal EdXcaWiRQ AgeQc\ (³LEA´) ZiWh ceUWaiQ 
digiWal edXcaWiRQal VeUYiceV (³SeUYiceV´) SXUVXaQW WR a cRQWUacW daWed JaQXaU\ 8, 2021 (³SeUYice 
AgUeemeQW´); aQd 
 
WHEREAS, ​iQ RUdeU WR SURYide Whe SeUYiceV deVcUibed iQ Whe SeUYice AgUeemeQW, Whe PURYideU ma\ 
UeceiYe RU cUeaWe aQd Whe LEA ma\ SURYide dRcXmeQWV RU daWa WhaW aUe cRYeUed b\ VeYeUal fedeUal 
VWaWXWeV, amRQg Whem, Whe Famil\ EdXcaWiRQal RighWV aQd PUiYac\ AcW (³FERPA´) aW 20 U.S.C. 1232g 
(34 CFR PaUW 99), ChildUeQ¶V OQliQe PUiYac\ PURWecWiRQ AcW (³COPPA´), 15 U.S.C. 6501-6506; aQd Whe 
PURWecWiRQ Rf PXSil RighWV AmeQdmeQW (³PPRA´) 20 U.S.C. 1232h; aQd 
 
 
 
WHEREAS ​, WhiV AgUeemeQW cRmSlieV ZiWh VeUmRQW laZV aQd FedeUal LaZ. 
 
WHEREAS ​, fRU Whe SXUSRVeV Rf WhiV DPA, PURYideU iV a VchRRl Rfficial ZiWh legiWimaWe edXcaWiRQal               
iQWeUeVWV iQ acceVViQg edXcaWiRQal UecRUdV SXUVXaQW WR Whe SeUYice AgUeemeQW; aQd  
 
WHEREAS ​, Whe PaUWieV ZiVh WR eQWeU iQWR WhiV DPA WR eQVXUe WhaW Whe SeUYice AgUeemeQW cRQfRUmV WR 
Whe UeTXiUemeQWV Rf Whe SUiYac\ laZV UefeUUed WR abRYe aQd WR eVWabliVh imSlemeQWiQg SURcedXUeV aQd 
dXWieV; aQd 
 
WHEREAS ​, Whe PURYideU ma\, b\ VigQiQg Whe ³GeQeUal OffeU Rf PUiYac\ TeUmV´ (E[hibiW ³E´), agUee WR 
allRZ RWheU LEAV Whe RSSRUWXQiW\ WR acceSW aQd eQjR\ Whe beQefiWV Rf WhiV DPA fRU Whe SeUYiceV 
deVcUibed heUeiQ, ZiWhRXW Whe Qeed WR QegRWiaWe WeUmV iQ a VeSaUaWe DPA. 
 
NOW THEREFORE, ​fRU gRRd aQd YalXable cRQVideUaWiRQ, Whe SaUWieV agUee aV fRllRZV:  
 

 
ARTICLE I: PURPOSE AND SCOPE 

 
1. Purpose of DPA ​. The SXUSRVe Rf WhiV DPA iV WR deVcUibe Whe dXWieV aQd UeVSRQVibiliWieV WR 

SURWecW VWXdeQW daWa WUaQVmiWWed WR PURYideU fURm Whe LEA SXUVXaQW WR Whe SeUYice AgUeemeQW, 
iQclXdiQg cRmSliaQce ZiWh all aSSlicable VWaWXWeV, iQclXdiQg Whe FERPA, PPRA, COPPA, aQd 
RWheU aSSlicable VeUmRQW SWaWe laZV, all aV ma\ be ameQded fURm Wime WR Wime. IQ SeUfRUmiQg 
WheVe VeUYiceV, Whe PURYideU Vhall be cRQVideUed a SchRRl Official ZiWh a legiWimaWe edXcaWiRQal 
iQWeUeVW, aQd SeUfRUmiQg VeUYiceV RWheUZiVe SURYided b\ Whe LEA. WiWh UeVSecW WR Whe XVe aQd 
maiQWeQaQce Rf SWXdeQW DaWa, PURYideU Vhall be XQdeU Whe diUecW cRQWURl aQd VXSeUYiViRQ Rf Whe 
LEA.  
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2. Nature of Services Provided ​. The PURYideU haV agUeed WR SURYide Whe fRllRZiQg digiWal 

edXcaWiRQal SURdXcWV aQd VeUYiceV deVcUibed belRZ aQd aV ma\ be fXUWheU RXWliQed iQ ​E[hibiW ³A´ 
heUeWR: 

 
PaUla\, a diVcXVViRQ-baVed leaUQiQg WRRl WhaW allRZV WeacheUV WR faciliWaWe claVV diVcXVViRQV 
WhaW SURYide WeacheUV ZiWh meaVXUable daWa RQ VWXdeQW eQgagemeQW aQd leaUQiQg. 

 
3. Student Data to Be Provided ​. The PaUWieV Vhall iQdicaWe Whe caWegRUieV Rf VWXdeQW daWa WR be 

SURYided iQ Whe SchedXle Rf DaWa, aWWached heUeWR aV ​E[hibiW ³B´ 
 

 
4. DPA Definitions ​. The defiQiWiRQ Rf WeUmV XVed iQ WhiV DPA iV fRXQd iQ ​E[hibiW ³C´ ​. IQ Whe eYeQW 

Rf a cRQflicW, defiQiWiRQV XVed iQ WhiV DPA Vhall SUeYail RYeU WeUm XVed iQ Whe SeUYice AgUeemeQW. 
 

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 
 

1. Student Data Property of LEA ​. All SWXdeQW DaWa WUaQVmiWWed WR Whe PURYideU SXUVXaQW WR Whe 
SeUYice AgUeemeQW iV aQd Zill cRQWiQXe WR be  Whe SURSeUW\ Rf aQd XQdeU Whe cRQWURl Rf Whe LEA. 
The PURYideU fXUWheU ackQRZledgeV aQd agUeeV WhaW all cRSieV Rf VXch SWXdeQW DaWa WUaQVmiWWed WR 
Whe PURYideU, iQclXdiQg aQ\ mRdificaWiRQV RU addiWiRQV RU aQ\ SRUWiRQ WheUeRf fURm aQ\ VRXUce, 
aUe VXbjecW WR Whe SURYiViRQV Rf WhiV AgUeemeQW iQ Whe Vame maQQeU aV Whe RUigiQal SWXdeQW DaWa. 
The PaUWieV agUee WhaW aV beWZeeQ  Whem, all UighWV, iQclXdiQg all iQWellecWXal SURSeUW\ UighWV iQ aQd 
WR SWXdeQW DaWa cRQWemSlaWed SeU Whe SeUYice AgUeemeQW Vhall UemaiQ Whe e[clXViYe SURSeUW\ Rf 
Whe  LEA. FRU Whe SXUSRVeV Rf FERPA, Whe PURYideU Vhall be cRQVideUed a SchRRl Official, XQdeU 
Whe cRQWURl aQd diUecWiRQ Rf Whe LEAV aV iW SeUWaiQV WR Whe XVe Rf SWXdeQW DaWa QRWZiWhVWaQdiQg 
Whe abRYe. PURYideU ma\ WUaQVfeU SXSil-geQeUaWed cRQWeQW WR a VeSaUaWe accRXQW, accRUdiQg WR Whe 
SURcedXUeV VeW fRUWh belRZ. 

 
2. Parent Access ​. LEA Vhall eVWabliVh UeaVRQable SURcedXUeV b\ Zhich a SaUeQW, legal gXaUdiaQ, RU 

eligible VWXdeQW ma\ UeYieZ SWXdeQW DaWa iQ Whe SXSil¶V UecRUdV, cRUUecW eUURQeRXV iQfRUmaWiRQ, 
aQd SURcedXUeV fRU Whe WUaQVfeU Rf SXSil-geQeUaWed  cRQWeQW WR a SeUVRQal accRXQW, cRQViVWeQW ZiWh 
Whe fXQcWiRQaliW\ Rf VeUYiceV. PURYideU Vhall UeVSRQd iQ a Wimel\ maQQeU (aQd QR laWeU WhaQ 45 
da\V fURm Whe daWe Rf Whe UeTXeVW) WR Whe LEA¶V UeTXeVW fRU SWXdeQW DaWa iQ a SXSil¶V UecRUdV held 
b\ Whe PURYideU WR YieZ RU cRUUecW aV QeceVVaU\. IQ Whe eYeQW WhaW a SaUeQW Rf a SXSil RU RWheU 
iQdiYidXal cRQWacWV Whe PURYideU WR UeYieZ aQ\ Rf Whe SWXdeQW DaWa acceVVed SXUVXaQW WR Whe 
SeUYiceV, Whe PURYideU Vhall UefeU Whe SaUeQW RU iQdiYidXal WR Whe LEA, ZhR Zill fRllRZ Whe 
QeceVVaU\ aQd SURSeU SURcedXUeV UegaUdiQg Whe UeTXeVWed iQfRUmaWiRQ. 

 
3. Separate Account​. If SXSil geQeUaWed cRQWeQW iV VWRUed RU maiQWaiQed b\ Whe PURYideU aV SaUW Rf                

Whe SeUYiceV deVcUibed iQ E[hibiW ³A´, PURYideU Vhall, aW Whe UeTXeVW Rf Whe LEA, WUaQVfeU Vaid                
SXSil geQeUaWed cRQWeQW WR a VeSaUaWe VWXdeQW accRXQW XSRQ WeUmiQaWiRQ Rf Whe SeUYice             
AgUeemeQW; SURYided, hRZeYeU, VXch WUaQVfeU Vhall RQl\ aSSl\ WR SXSil geQeUaWed cRQWeQW WhaW iV              
VeYeUable fURm Whe SeUYice. 
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4. Third Party Request​. ShRXld a ThiUd PaUW\, iQclXdiQg laZ eQfRUcemeQW aQd gRYeUQmeQW            
eQWiWieV, cRQWacW PURYideU ZiWh a UeTXeVW fRU daWa held b\ Whe PURYideU SXUVXaQW WR Whe SeUYiceV,                
Whe PURYideU Vhall UediUecW Whe ThiUd PaUW\ WR UeTXeVW Whe daWa diUecWl\ fURm Whe LEA. PURYideU                
Vhall QRWif\ Whe LEA iQ adYaQce Rf a cRmSelled diVclRVXUe WR a ThiUd PaUW\.  

 
5​. Subprocessors ​. PURYideU Vhall eQWeU iQWR ZUiWWeQ agUeemeQWV ZiWh all SXbSURceVVRUV SeUfRUmiQg           

fXQcWiRQV SXUVXaQW WR Whe SeUYice AgUeemeQW, ZheUeb\ Whe SXbSURceVVRUV agUee WR SURWecW            
SWXdeQW DaWa iQ maQQeU cRQViVWeQW ZiWh Whe WeUmV Rf WhiV DPA. 

 
ARTICLE III: DUTIES OF LEA 
 

1. Privacy Compliance​. ​LEA Vhall SURYide daWa fRU Whe SXUSRVeV Rf Whe SeUYice AgUeemeQW iQ              
cRmSliaQce ZiWh FERPA, COPPA, PPRA, aQd all RWheU SUiYac\ VWaWXWeV. 

 
2. Annual Notification of Rights ​. If Whe LEA haV a SRlic\ Rf diVclRViQg edXcaWiRQ UecRUdV XQdeU               

FERPA (34 CFR � 99.31 (a) (1)), LEA Vhall iQclXde a VSecificaWiRQ Rf cUiWeUia fRU deWeUmiQiQg                
ZhR cRQVWiWXWeV a VchRRl Rfficial aQd ZhaW cRQVWiWXWeV a legiWimaWe edXcaWiRQal iQWeUeVW iQ iWV              
AQQXal QRWificaWiRQ Rf UighWV. 

 
3. Reasonable Precautions ​. LEA Vhall Wake UeaVRQable SUecaXWiRQV WR VecXUe XVeUQameV,          

SaVVZRUdV, aQd aQ\ RWheU meaQV Rf gaiQiQg acceVV WR Whe VeUYiceV aQd hRVWed daWa. 
 
4. Unauthorized Access Notification ​. LEA Vhall QRWif\ PURYideU SURmSWl\ Rf aQ\ kQRZQ RU            

VXVSecWed XQaXWhRUi]ed acceVV. LEA Zill aVViVW PURYideU iQ aQ\ effRUWV b\ PURYideU WR iQYeVWigaWe              
aQd UeVSRQd WR aQ\ XQaXWhRUi]ed acceVV. 

 
ARTICLE IV: DUTIES OF PROVIDER 
 

1. Privacy Compliance​. The PURYideU Vhall cRmSl\ ZiWh all aSSlicable SWaWe aQd FedeUal laZV aQd              
UegXlaWiRQV SeUWaiQiQg WR daWa SUiYac\ aQd VecXUiW\, iQclXdiQg FERPA, COPPA, PPRA, aQd all             
RWheU SUiYac\ VWaWXWeV. 

 
2. Authorized Use​. The daWa VhaUed SXUVXaQW WR Whe SeUYice AgUeemeQW, iQclXdiQg SeUViVWeQW XQiTXe             

ideQWifieUV, Vhall be XVed fRU QR SXUSRVe RWheU WhaQ Whe SeUYiceV VWaWed iQ Whe SeUYice AgUeemeQW                 
aQd/RU RWheUZiVe aXWhRUi]ed XQdeU Whe VWaWXWeV UefeUUed WR iQ VXbVecWiRQ (1), abRYe. PURYideU alVR              
ackQRZledgeV aQd agUeeV WhaW iW Vhall QRW make aQ\ Ue-diVclRVXUe Rf aQ\ SWXdeQW DaWa RU aQ\                
SRUWiRQ WheUeRf, iQclXdiQg ZiWhRXW limiWaWiRQ, meWa daWa, XVeU cRQWeQW RU RWheU QRQ-SXblic            
iQfRUmaWiRQ aQd/RU SeUVRQall\ ideQWifiable iQfRUmaWiRQ cRQWaiQed iQ Whe SWXdeQW DaWa, ZiWhRXW Whe            
e[SUeVV ZUiWWeQ cRQVeQW Rf Whe LEA.  

 
3. Employee Obligation ​. PURYideU Vhall UeTXiUe all emSlR\eeV aQd ageQWV ZhR haYe acceVV WR             

SWXdeQW DaWa WR cRmSl\ ZiWh all aSSlicable SURYiViRQV Rf WhiV DPA ZiWh UeVSecW WR Whe daWa VhaUed                 
XQdeU Whe SeUYice AgUeemeQW.  

 
4. No Disclosure​. De-ideQWified iQfRUmaWiRQ ma\ be XVed b\ Whe PURYideU fRU Whe SXUSRVeV Rf              

deYelRSmeQW, UeVeaUch, aQd imSURYemeQW Rf edXcaWiRQal ViWeV, VeUYiceV, RU aSSlicaWiRQV, aV aQ\            
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RWheU membeU Rf Whe SXblic RU SaUW\ ZRXld be able WR XVe de-ideQWified daWa SXUVXaQW WR 34 CFR                  
99.31(b). PURYideU agUeeV QRW WR aWWemSW WR Ue-ideQWif\ de-ideQWified SWXdeQW DaWa aQd QRW WR              
WUaQVfeU de-ideQWified SWXdeQW DaWa WR aQ\ SaUW\ XQleVV (a) WhaW SaUW\ agUeeV iQ ZUiWiQg QRW WR                
aWWemSW Ue-ideQWificaWiRQ, aQd (b) SUiRU ZUiWWeQ QRWice haV beeQ giYeQ WR LEA ZhR haV SURYided               
SUiRU ZUiWWeQ cRQVeQW fRU VXch WUaQVfeU. PURYideU Vhall QRW cRS\, UeSURdXce RU WUaQVmiW aQ\ daWa               
RbWaiQed XQdeU Whe SeUYice AgUeemeQW aQd/RU aQ\ SRUWiRQ WheUeRf, e[ceSW aV QeceVVaU\ WR fXlfill              
Whe SeUYice AgUeemeQW.  

 
5. ​Disposition of Data​. USRQ ZUiWWeQ UeTXeVW aQd iQ accRUdaQce ZiWh Whe aSSlicable WeUmV iQ               

VXbVecWiRQ a RU b, belRZ, PURYideU Vhall diVSRVe RU deleWe all SWXdeQW DaWa RbWaiQed XQdeU Whe                
SeUYice AgUeemeQW ZheQ iW iV QR lRQgeU Qeeded fRU Whe SXUSRVe fRU Zhich iW ZaV RbWaiQed.                
DiVSRViWiRQ Vhall iQclXde (1) Whe VhUeddiQg Rf aQ\ haUd cRSieV Rf aQ\ SWXdeQW DaWa; (2) EUaViQg;                
RU (3) OWheUZiVe mRdif\iQg Whe SeUVRQal iQfRUmaWiRQ iQ WhRVe UecRUdV WR make iW XQUeadable RU               
iQdeciSheUable b\ hXmaQ RU digiWal meaQV. NRWhiQg iQ Whe SeUYice AgUeemeQW aXWhRUi]eV            
PURYideU WR maiQWaiQ SWXdeQW DaWa RbWaiQed XQdeU Whe SeUYice AgUeemeQW be\RQd Whe Wime SeUiRd              
UeaVRQabl\ Qeeded WR cRmSleWe Whe diVSRViWiRQ. PURYideU Vhall SURYide ZUiWWeQ QRWificaWiRQ WR            
LEA ZheQ Whe SWXdeQW DaWa haV beeQ diVSRVed. The dXW\ WR diVSRVe Rf SWXdeQW DaWa Vhall QRW                 
e[WeQd WR daWa WhaW haV beeQ de-ideQWified RU Slaced iQ a VeSaUaWe SWXdeQW accRXQW, SXUVXaQW WR Whe                 
RWheU WeUmV Rf Whe DPA. The LEA ma\ emSlR\ a ³ReTXeVW fRU ReWXUQ RU DeleWiRQ Rf SWXdeQW                 
DaWa´ fRUm, a cRS\ Rf Zhich iV aWWached heUeWR aV E[hibiW ³D´. USRQ UeceiSW Rf a UeTXeVW fURm                  
Whe LEA, Whe PURYideU Zill immediaWel\ SURYide Whe LEA ZiWh aQ\ VSecified SRUWiRQ Rf Whe               
SWXdeQW DaWa ZiWhiQ WeQ (10) caleQdaU da\V Rf UeceiSW Rf Vaid UeTXeVW. 

 
a. Partial Disposal During Term of Service Agreement. ​ThURXghRXW Whe TeUm Rf Whe             

SeUYice AgUeemeQW, LEA ma\ UeTXeVW SaUWial diVSRVal Rf SWXdeQW DaWa RbWaiQed XQdeU            
Whe SeUYice AgUeemeQW WhaW iV QR lRQgeU Qeeded. ​PaUWial diVSRVal Rf daWa Vhall be              
VXbjecW WR LEA¶V UeTXeVW WR WUaQVfeU daWa WR a VeSaUaWe accRXQW, SXUVXaQW WR AUWicle II,               
VecWiRQ 3, abRYe. 

 
b. Complete Disposal Upon Termination of Service Agreement. ​USRQ TeUmiQaWiRQ Rf 

Whe SeUYice AgUeemeQW PURYideU Vhall diVSRVe RU deleWe all SWXdeQW DaWa RbWaiQed 
XQdeU Whe SeUYice AgUeemeQW. PUiRU WR diVSRViWiRQ Rf Whe daWa, PURYideU Vhall QRWif\ 
LEA iQ ZUiWiQg Rf iWV RSWiRQ WR WUaQVfeU daWa WR a VeSaUaWe accRXQW, SXUVXaQW WR AUWicle 
II, VecWiRQ 3, abRYe. IQ QR eYeQW Vhall PURYideU diVSRVe Rf daWa SXUVXaQW WR WhiV 
SURYiViRQ XQleVV aQd XQWil PURYideU haV UeceiYed affiUmaWiYe ZUiWWeQ cRQfiUmaWiRQ 
fURm LEA WhaW daWa Zill QRW be WUaQVfeUUed WR a VeSaUaWe accRXQW. 

 
6. Advertising Prohibition ​. PURYideU iV SURhibiWed fURm XViQg RU VelliQg SWXdeQW DaWa WR (a) maUkeW              

RU adYeUWiVe WR VWXdeQWV RU familieV/gXaUdiaQV; (b) iQfRUm, iQflXeQce, RU eQable maUkeWiQg,            
adYeUWiViQg, RU RWheU cRmmeUcial effRUWV b\ a PURYideU; (c) deYelRS a SURfile Rf a VWXdeQW, famil\                
membeU/gXaUdiaQ RU gURXS, fRU aQ\ cRmmeUcial SXUSRVe RWheU WhaQ SURYidiQg Whe SeUYice WR             
LEA; RU (d) XVe Whe SWXdeQW DaWa fRU Whe deYelRSmeQW Rf cRmmeUcial SURdXcWV RU VeUYiceV, RWheU                
WhaQ aV QeceVVaU\ WR SURYide Whe SeUYice WR LEA. ThiV VecWiRQ dReV QRW SURhibiW PURYideU fURm                
XViQg SWXdeQW DaWa fRU adaSWiYe leaUQiQg RU cXVWRmi]ed VWXdeQW leaUQiQg SXUSRVeV. 
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ARTICLE V: DATA PROVISIONS 
 

1. Data Securit ​\​. The PURYideU agUeeV WR abide b\ aQd maiQWaiQ adeTXaWe daWa VecXUiW\ meaVXUeV, 
cRQViVWeQW ZiWh iQdXVWU\ VWaQdaUdV aQd WechQRlRg\ beVW SUacWiceV, WR SURWecW SWXdeQW DaWa fURm 
XQaXWhRUi]ed diVclRVXUe RU acTXiViWiRQ b\ aQ XQaXWhRUi]ed SeUVRQ. The geQeUal VecXUiW\ dXWieV Rf 
PURYideU aUe VeW fRUWh belRZ. PURYideU ma\ fXUWheU deWail iWV VecXUiW\ SURgUamV aQd meaVXUeV iQ 
E[hibiW ³F´ heUeWR. TheVe meaVXUeV Vhall iQclXde, bXW aUe QRW limiWed WR: 
 

a. Passwords and Employee Access. PURYideU Vhall VecXUe XVeUQameV, SaVVZRUdV, aQd          
aQ\ RWheU meaQV Rf gaiQiQg acceVV WR Whe SeUYiceV RU WR SWXdeQW DaWa, aW a leYel                
VXggeVWed b\ Whe aSSlicable VWaQdaUdV, aV VeW fRUWh iQ AUWicle 4.3 Rf NIST 800-63-3.              
PURYideU Vhall RQl\ SURYide acceVV WR SWXdeQW DaWa WR emSlR\eeV RU cRQWUacWRUV WhaW             
aUe SeUfRUmiQg Whe SeUYiceV. EmSlR\eeV ZiWh acceVV WR SWXdeQW DaWa Vhall haYe            
VigQed cRQfideQWialiW\ agUeemeQWV UegaUdiQg Vaid SWXdeQW DaWa. All emSlR\eeV ZiWh          
acceVV WR SWXdeQW RecRUdV Vhall be VXbjecW WR cUimiQal backgURXQd checkV iQ            
cRmSliaQce ZiWh VWaWe aQd lRcal RUdiQaQceV. 

 
b. Destruction of Data​. PURYideU Vhall deVWUR\ RU deleWe all SWXdeQW DaWa RbWaiQed            

XQdeU Whe SeUYice AgUeemeQW ZheQ iW iV QR lRQgeU Qeeded fRU Whe SXUSRVe fRU Zhich               
iW ZaV RbWaiQed RU WUaQVfeU Vaid daWa WR LEA RU LEA¶V deVigQee, accRUdiQg WR Whe               
SURcedXUe ideQWified iQ AUWicle IV, VecWiRQ 5, abRYe. NRWhiQg iQ Whe SeUYice            
AgUeemeQW aXWhRUi]eV PURYideU WR maiQWaiQ SWXdeQW DaWa be\RQd Whe Wime SeUiRd           
UeaVRQabl\ Qeeded WR cRmSleWe Whe diVSRViWiRQ.  
 

c. Security Protocols ​. BRWh SaUWieV agUee WR maiQWaiQ VecXUiW\ SURWRcRlV WhaW meeW            
iQdXVWU\ VWaQdaUdV iQ Whe WUaQVfeU RU WUaQVmiVViRQ Rf aQ\ daWa, iQclXdiQg eQVXUiQg WhaW             
daWa ma\ RQl\ be YieZed RU acceVVed b\ SaUWieV legall\ allRZed WR dR VR. PURYideU               
Vhall maiQWaiQ all daWa RbWaiQed RU geQeUaWed SXUVXaQW WR Whe SeUYice AgUeemeQW iQ a              
VecXUe digiWal eQYiURQmeQW aQd QRW cRS\, UeSURdXce, RU WUaQVmiW daWa RbWaiQed           
SXUVXaQW WR Whe SeUYice AgUeemeQW, e[ceSW aV QeceVVaU\ WR fXlfill Whe SXUSRVe Rf daWa              
UeTXeVWV b\ LEA. 

 
d. Employee Training ​. The PURYideU Vhall SURYide SeUiRdic VecXUiW\ WUaiQiQg WR WhRVe           

Rf iWV emSlR\eeV ZhR RSeUaWe RU haYe acceVV WR Whe V\VWem. FXUWheU, PURYideU Vhall              
SURYide LEA ZiWh cRQWacW iQfRUmaWiRQ Rf aQ emSlR\ee ZhR LEA ma\ cRQWacW if             
WheUe aUe aQ\ VecXUiW\ cRQceUQV RU TXeVWiRQV.  

 
e. Security Technology ​. WheQ Whe VeUYice iV acceVVed XViQg a VXSSRUWed Zeb bURZVeU,            

PURYideU Vhall emSlR\ iQdXVWU\ VWaQdaUd meaVXUeV WR SURWecW daWa fURm XQaXWhRUi]ed           
acceVV. The VeUYice VecXUiW\ meaVXUeV Vhall iQclXde VeUYeU aXWheQWicaWiRQ aQd daWa           
eQcU\SWiRQ. PURYideU Vhall hRVW daWa SXUVXaQW WR Whe SeUYice AgUeemeQW iQ aQ            
eQYiURQmeQW XViQg a fiUeZall WhaW iV XSdaWed accRUdiQg WR iQdXVWU\ VWaQdaUdV. 

 
f. Security Coordinator. If diffeUeQW fURm Whe deVigQaWed UeSUeVeQWaWiYe ideQWified iQ          

AUWicle VII, VecWiRQ 5, PURYideU Vhall SURYide Whe Qame aQd cRQWacW iQfRUmaWiRQ Rf             
PURYideU¶V SecXUiW\ CRRUdiQaWRU fRU Whe SWXdeQW DaWa UeceiYed SXUVXaQW WR Whe           
SeUYice AgUeemeQW.  
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g. Subprocessors Bound. PURYideU Vhall eQWeU iQWR ZUiWWeQ agUeemeQWV ZheUeb\          

SXbSURceVVRUV agUee WR VecXUe aQd SURWecW SWXdeQW DaWa iQ a maQQeU cRQViVWeQW ZiWh             
Whe WeUmV Rf WhiV AUWicle V. PURYideU Vhall SeUiRdicall\ cRQdXcW RU UeYieZ cRmSliaQce             
mRQiWRUiQg aQd aVVeVVmeQWV Rf SXbSURceVVRUV WR deWeUmiQe WheiU cRmSliaQce ZiWh          
WhiV AUWicle.  

 
h. Periodic Risk Assessment. PURYideU fXUWheU ackQRZledgeV aQd agUeeV WR cRQdXcW           

digiWal aQd Sh\Vical SeUiRdic (QR leVV WhaQ Vemi-aQQXal) UiVk aVVeVVmeQWV aQd           
UemediaWe aQ\ ideQWified VecXUiW\ aQd SUiYac\ YXlQeUabiliWieV iQ a Wimel\ maQQeU. 

  
2. ​Data Breach ​. IQ Whe eYeQW WhaW SWXdeQW DaWa iV acceVVed RU RbWaiQed b\ aQ XQaXWhRUi]ed                
iQdiYidXal, PURYideU Vhall SURYide QRWificaWiRQ WR LEA ZiWhiQ a UeaVRQable amRXQW Rf Wime Rf Whe               
iQcideQW, aQd QRW e[ceediQg fRUW\-eighW (48) hRXUV. PURYideU Vhall fRllRZ Whe fRllRZiQg SURceVV: 

 
 

a. The VecXUiW\ bUeach QRWificaWiRQ Vhall be ZUiWWeQ iQ SlaiQ laQgXage, Vhall be WiWled              
³NRWice Rf DaWa BUeach,´ aQd Vhall SUeVeQW Whe iQfRUmaWiRQ deVcUibed heUeiQ XQdeU            
Whe fRllRZiQg headiQgV: ³WhaW HaSSeQed,´ ³WhaW IQfRUmaWiRQ WaV IQYRlYed,´         
³WhaW We AUe DRiQg,´ ³WhaW YRX CaQ DR,´ aQd ³FRU MRUe IQfRUmaWiRQ.´            
AddiWiRQal iQfRUmaWiRQ ma\ be SURYided aV a VXSSlemeQW WR Whe QRWice. 

 
b. The VecXUiW\ bUeach QRWificaWiRQ deVcUibed abRYe iQ VecWiRQ 2(a) Vhall iQclXde, aW a              

miQimXm, Whe fRllRZiQg iQfRUmaWiRQ:  
 

i. The Qame aQd cRQWacW iQfRUmaWiRQ Rf Whe UeSRUWiQg LEA VXbjecW WR WhiV VecWiRQ. 
ii. A liVW Rf Whe W\SeV Rf SeUVRQal iQfRUmaWiRQ WhaW ZeUe RU aUe UeaVRQabl\ belieYed WR               

haYe beeQ Whe VXbjecW Rf a bUeach. 
iii. If Whe iQfRUmaWiRQ iV SRVVible WR deWeUmiQe aW Whe Wime Whe QRWice iV SURYided, WheQ               

eiWheU (1) Whe daWe Rf Whe bUeach, (2) Whe eVWimaWed daWe Rf Whe bUeach, RU (3) Whe                 
daWe UaQge ZiWhiQ Zhich Whe bUeach RccXUUed. The QRWificaWiRQ Vhall alVR iQclXde            
Whe daWe Rf Whe QRWice. 

iv. WheWheU Whe QRWificaWiRQ ZaV dela\ed aV a UeVXlW Rf a laZ eQfRUcemeQW            
iQYeVWigaWiRQ, if WhaW iQfRUmaWiRQ iV SRVVible WR deWeUmiQe aW Whe Wime Whe QRWice iV              
SURYided. 

v. A geQeUal deVcUiSWiRQ Rf Whe bUeach iQcideQW, if WhaW iQfRUmaWiRQ iV SRVVible WR             
deWeUmiQe aW Whe Wime Whe QRWice iV SURYided. 
 

c. AW LEA¶V diVcUeWiRQ, Whe VecXUiW\ bUeach QRWificaWiRQ ma\ alVR iQclXde aQ\ Rf Whe             
fRllRZiQg: 

 
i. IQfRUmaWiRQ abRXW ZhaW Whe ageQc\ haV dRQe WR SURWecW iQdiYidXalV ZhRVe           

iQfRUmaWiRQ haV beeQ bUeached. 
ii. AdYice RQ VWeSV WhaW Whe SeUVRQ ZhRVe iQfRUmaWiRQ haV beeQ bUeached ma\ Wake WR              

SURWecW himVelf RU heUVelf. 
 

d. PURYideU agUeeV WR adheUe WR all UeTXiUemeQWV iQ aSSlicable SWaWe aQd iQ fedeUal laZ              
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ZiWh UeVSecW WR a daWa bUeach UelaWed WR Whe SWXdeQW DaWa, iQclXdiQg, ZheQ aSSURSUiaWe              
RU UeTXiUed, Whe UeTXiUed UeVSRQVibiliWieV aQd SURcedXUeV fRU QRWificaWiRQ aQd          
miWigaWiRQ Rf aQ\ VXch daWa bUeach.  

 
e. PURYideU fXUWheU ackQRZledgeV aQd agUeeV WR haYe a ZUiWWeQ iQcideQW UeVSRQVe SlaQ            

WhaW UeflecWV beVW SUacWiceV aQd iV cRQViVWeQW ZiWh iQdXVWU\ VWaQdaUdV aQd fedeUal aQd             
VWaWe laZ fRU UeVSRQdiQg WR a daWa bUeach, bUeach Rf VecXUiW\, SUiYac\ iQcideQW RU              
XQaXWhRUi]ed acTXiViWiRQ RU XVe Rf SWXdeQW DaWa RU aQ\ SRUWiRQ WheUeRf, iQclXdiQg            
SeUVRQall\ ideQWifiable iQfRUmaWiRQ aQd agUeeV WR SURYide LEA, XSRQ UeTXeVW, ZiWh a            
cRS\ Rf Vaid ZUiWWeQ iQcideQW UeVSRQVe SlaQ. 

 
f. PURYideU iV SURhibiWed fURm diUecWl\ cRQWacWiQg SaUeQW, legal gXaUdiaQ RU eligible           

SXSil XQleVV e[SUeVVl\ UeTXeVWed b\ LEA. If LEA UeTXeVWV PURYideU¶V aVViVWaQce           
SURYidiQg QRWice Rf XQaXWhRUi]ed acceVV, aQd VXch aVViVWaQce iV QRW XQdXl\           
bXUdeQVRme WR PURYideU, PURYideU Vhall QRWif\ Whe affecWed SaUeQW, legal gXaUdiaQ RU            
eligible SXSil Rf Whe XQaXWhRUi]ed acceVV, Zhich Vhall iQclXde Whe iQfRUmaWiRQ liVWed            
iQ VXbVecWiRQV (b) aQd (c), abRYe. If UeTXeVWed b\ LEA, PURYideU Vhall UeimbXUVe             
LEA fRU cRVWV iQcXUUed WR QRWif\ SaUeQWV/familieV Rf a bUeach QRW RUigiQaWiQg fURm             
LEA'V XVe Rf Whe SeUYice.  

 
g. IQ Whe eYeQW Rf a bUeach RUigiQaWiQg fURm LEA¶V XVe Rf Whe SeUYice, PURYideU Vhall               

cRRSeUaWe ZiWh LEA WR Whe e[WeQW QeceVVaU\ WR e[SediWiRXVl\ VecXUe SWXdeQW DaWa.  
 
ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS 
 
PURYideU ma\, b\ VigQiQg Whe aWWached FRUm Rf GeQeUal OffeU Rf PUiYac\ TeUmV (GeQeUal OffeU, aWWached                
heUeWR aV E[hibiW ³E´), be bRXQd b\ Whe WeUmV Rf WhiV DPA WR aQ\ RWheU LEA ZhR VigQV Whe acceSWaQce                    
RQ iQ Vaid E[hibiW. The FRUm iV limiWed b\ Whe WeUmV aQd cRQdiWiRQV deVcUibed WheUeiQ.  
 
ARTICLE VII: MISCELLANEOUS 
 

1. Term ​. The PURYideU Vhall be bRXQd b\ WhiV DPA fRU Whe dXUaWiRQ Rf Whe SeUYice AgUeemeQW RU VR                  
lRQg aV Whe PURYideU maiQWaiQV aQ\ SWXdeQW DaWa. . 
 

2. Termination ​. IQ Whe eYeQW WhaW eiWheU SaUW\ VeekV WR WeUmiQaWe WhiV DPA, Whe\ ma\ dR VR b\                 
mXWXal ZUiWWeQ cRQVeQW VR lRQg aV Whe SeUYice AgUeemeQW haV laSVed RU haV beeQ WeUmiQaWed. LEA                
Vhall haYe Whe UighW WR WeUmiQaWe Whe DPA aQd SeUYice AgUeemeQW iQ Whe eYeQW Rf a maWeUial                 
bUeach Rf Whe WeUmV Rf WhiV DPA. 
 

3. Effect of Termination Survival​. If Whe SeUYice AgUeemeQW iV WeUmiQaWed, Whe PURYideU Vhall             
deVWUR\ all Rf LEA¶V daWa SXUVXaQW WR AUWicle V, VecWiRQ 1(b), aQd AUWicle II, VecWiRQ 3, abRYe.  
 

4. Priority of Agreements ​. ThiV DPA Vhall gRYeUQ Whe WUeaWmeQW Rf VWXdeQW daWa iQ RUdeU WR cRmSl\                
ZiWh SUiYac\ SURWecWiRQV, iQclXdiQg WhRVe fRXQd iQ FERPA aQd all aSSlicable SUiYac\ VWaWXWeV             
ideQWified iQ WhiV DPA. IQ Whe eYeQW WheUe iV cRQflicW beWZeeQ Whe DPA aQd Whe SeUYice                
AgUeemeQW, Whe DPA Vhall aSSl\ aQd Wake SUecedeQce. E[ceSW aV deVcUibed iQ WhiV SaUagUaSh              
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heUeiQ, all RWheU SURYiViRQV Rf Whe SeUYice AgUeemeQW Vhall UemaiQ iQ effecW. 
 

5. Notice​. All QRWiceV RU RWheU cRmmXQicaWiRQ UeTXiUed RU SeUmiWWed WR be giYeQ heUeXQdeU mXVW be               
iQ ZUiWiQg aQd giYeQ b\ SeUVRQal deliYeU\, RU e-mail WUaQVmiVViRQ (if cRQWacW iQfRUmaWiRQ iV              
SURYided fRU Whe VSecific mRde Rf deliYeU\), RU fiUVW claVV mail, SRVWage SUeSaid, VeQW WR Whe                
deVigQaWed UeSUeVeQWaWiYeV befRUe: 

 
 
 
 
 
 

a. Designated Representatives 
The deVigQaWed UeSUeVeQWaWiYe fRU Whe LEA fRU WhiV AgUeemeQW iV:  

 
Name: __ ​Michael KaQfeU ​____________ 
TiWle: ​___DiUecWRU Rf NeWZRUk SeUYiceV_ 
CRQWacW IQfRUmaWiRQ:  __ ​mkaQfeU@cYVdYW.RUg ​_____ 
 _______________________ 
  
 
 
 The deVigQaWed UeSUeVeQWaWiYe fRU Whe PURYideU fRU WhiV AgUeemeQW iV: 

 
Name: BRbb\ McDRQald 
TiWle: FRXQdeU & CEO 
CRQWacW IQfRUmaWiRQ:  bRbb\@SaUla\ideaV.cRm 
 647 289 3384 
 

b. Notification of Acceptance of General Offer of Terms ​. USRQ e[ecXWiRQ Rf E[hibiW E,             
GeQeUal OffeU Rf TeUmV, SXbVcUibiQg LEA Vhall SURYide QRWice Rf VXch acceSWaQce iQ             
ZUiWiQg aQd giYeQ b\ SeUVRQal deliYeU\, RU e-mail WUaQVmiVViRQ (if cRQWacW iQfRUmaWiRQ iV             
SURYided fRU Whe VSecific mRde Rf deliYeU\), RU fiUVW claVV mail, SRVWage SUeSaid, WR Whe               
deVigQaWed UeSUeVeQWaWiYe belRZ.  

 
The deVigQaWed UeSUeVeQWaWiYe fRU Whe QRWice Rf acceSWaQce Rf Whe GeQeUal OffeU Rf PUiYac\ TeUmV               
iV:  
 

Name: _______________________ 
TiWle: _______________________ 
CRQWacW IQfRUmaWiRQ:  _______________________ 
 _______________________ 
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6. Entire Agreement ​. ThiV DPA cRQVWiWXWeV Whe eQWiUe agUeemeQW Rf Whe SaUWieV UelaWiQg WR Whe 
VXbjecW maWWeU heUeRf aQd VXSeUVedeV all SUiRU cRmmXQicaWiRQV, UeSUeVeQWaWiRQV, RU agUeemeQWV, 
RUal RU ZUiWWeQ, b\ Whe SaUWieV UelaWiQg WheUeWR. ThiV DPA ma\ be ameQded aQd Whe RbVeUYaQce Rf 
aQ\ SURYiViRQ Rf WhiV DPA ma\ be ZaiYed (eiWheU geQeUall\ RU iQ aQ\ SaUWicXlaU iQVWaQce aQd 
eiWheU UeWURacWiYel\ RU SURVSecWiYel\) RQl\ ZiWh Whe VigQed ZUiWWeQ cRQVeQW Rf bRWh SaUWieV. NeiWheU 
failXUe QRU dela\ RQ Whe SaUW Rf aQ\ SaUW\ iQ e[eUciViQg aQ\ UighW, SRZeU, RU SUiYilege heUeXQdeU 
Vhall RSeUaWe aV a ZaiYeU Rf VXch UighW, QRU Vhall aQ\ ViQgle RU SaUWial e[eUciVe Rf aQ\ VXch UighW, 
SRZeU, RU SUiYilege SUeclXde aQ\ fXUWheU e[eUciVe WheUeRf RU Whe e[eUciVe Rf aQ\ RWheU UighW, 
SRZeU, RU SUiYilege. 
 

7. Severability ​. AQ\ SURYiViRQ Rf WhiV DPA WhaW iV SURhibiWed RU XQeQfRUceable iQ aQ\ jXUiVdicWiRQ 
Vhall, aV WR VXch jXUiVdicWiRQ, be iQeffecWiYe WR Whe e[WeQW Rf VXch SURhibiWiRQ RU XQeQfRUceabiliW\ 
ZiWhRXW iQYalidaWiQg Whe UemaiQiQg SURYiViRQV Rf WhiV DPA, aQd aQ\ VXch SURhibiWiRQ RU 
XQeQfRUceabiliW\ iQ aQ\ jXUiVdicWiRQ Vhall QRW iQYalidaWe RU UeQdeU XQeQfRUceable VXch SURYiViRQ iQ 
aQ\ RWheU jXUiVdicWiRQ. NRWZiWhVWaQdiQg Whe fRUegRiQg, if VXch SURYiViRQ cRXld be mRUe QaUURZl\ 
dUaZQ VR aV QRW WR be SURhibiWed RU XQeQfRUceable iQ VXch jXUiVdicWiRQ Zhile, aW Whe Vame Wime, 
maiQWaiQiQg Whe iQWeQW Rf Whe SaUWieV, iW Vhall, aV WR VXch jXUiVdicWiRQ, be VR QaUURZl\ dUaZQ 
ZiWhRXW iQYalidaWiQg Whe UemaiQiQg SURYiViRQV Rf WhiV DPA RU affecWiQg Whe YalidiW\ RU 
eQfRUceabiliW\ Rf VXch SURYiViRQ iQ aQ\ RWheU jXUiVdicWiRQ. 
 

8. Governing Law; Venue and Jurisdiction ​. ThiV DPA Zill be gRYeUQed b\ aQd cRQVWUXed iQ 
accRUdaQce ZiWh Whe laZV Rf Whe SWaWe Rf VeUmRQW, ZiWhRXW UegaUd WR cRQflicWV Rf laZ SUiQciSleV. 
Each SaUW\ cRQVeQWV aQd VXbmiWV WR Whe VRle aQd e[clXViYe jXUiVdicWiRQ Rf VeUmRQW¶V VWaWe aQd 
fedeUal cRXUWV fRU aQ\ diVSXWe aUiViQg RXW Rf RU UelaWiQg WR WhiV VeUYice agUeemeQW RU Whe 
WUaQVacWiRQV cRQWemSlaWed heUeb\.  

 
9. Authority​. ​PURYideU UeSUeVeQWV WhaW iW iV aXWhRUi]ed WR biQd WR Whe WeUmV Rf WhiV AgUeemeQW, 

iQclXdiQg cRQfideQWialiW\ aQd deVWUXcWiRQ Rf SWXdeQW DaWa aQd aQ\ SRUWiRQ WheUeRf cRQWaiQed 
WheUeiQ, all UelaWed RU aVVRciaWed iQVWiWXWiRQV, iQdiYidXalV, emSlR\eeV RU cRQWUacWRUV ZhR ma\ haYe 
acceVV WR Whe SWXdeQW DaWa aQd/RU aQ\ SRUWiRQ WheUeRf, RU ma\ RZQ, leaVe RU cRQWURl eTXiSmeQW RU 
faciliWieV Rf aQ\ kiQd ZheUe Whe SWXdeQW DaWa aQd SRUWiRQ WheUeRf VWRUed, maiQWaiQed RU XVed iQ 
aQ\ Za\. PURYideU agUeeV WhaW aQ\ SXUchaVeU Rf Whe PURYideU Vhall alVR be bRXQd WR Whe 
AgUeemeQW. 

 
10. Waiver​. NR dela\ RU RmiVViRQ Rf Whe LEA WR e[eUciVe aQ\ UighW heUeXQdeU Vhall be cRQVWUXed aV a 

ZaiYeU Rf aQ\ VXch UighW aQd Whe LEA UeVeUYeV Whe UighW WR e[eUciVe aQ\ VXch UighW fURm Wime WR 
Wime, aV RfWeQ aV ma\ be deemed e[SedieQW. 

 
11. Successors Bound ​. ThiV DPA iV aQd Vhall be biQdiQg XSRQ Whe UeVSecWiYe VXcceVVRUV iQ iQWeUeVW               

WR PURYideU iQ Whe eYeQW Rf a meUgeU, acTXiViWiRQ, cRQVRlidaWiRQ RU RWheU bXViQeVV UeRUgaQi]aWiRQ              
RU Vale Rf all RU VXbVWaQWiall\ all Rf Whe aVVeWV Rf VXch bXViQeVV.  

 
[ ​Signature Page Follows ​] 
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IN WITNESS WHEREOF​, Whe SaUWieV haYe e[ecXWed WhiV SWXdeQW DaWa PUiYac\ AgUeemeQW aV Rf Whe 
laVW da\ QRWed belRZ. 
 
PaUla\ IdeaV, IQc. 
 
BY:__________________________ DaWe: JaQXaU\ 11Wh 2021 
 
 
PUiQWed Name: BRbb\ McDRQald TiWle/PRViWiRQ: FRXQdeU & CEO 
 
 
 
 
ChamSlaiQ Valle\ SchRRl DiVWUicW 
 
BY:__________________________ DaWe:_______________________________ 
 
 
PUiQWed Name:_________________ TiWle/PRViWiRQ:_______________________ 
 
 
 
 
NoWe: ElecWUonic VignaWXUe noW peUmiWWed. 
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MikeK
January 11, 2021

MikeK
Director of Network Services

MikeK
Michael Kanfer



EXHIBIT ³A´ 
 

DESCRIPTION OF SERVICES 
 

PaUla\ iV aQ edXcaWiRQal WechQRlRg\ SURYideU, WUaiQiQg cRmSaQ\, aQd cRQWeQW cUeaWRU. 
PaUla\'V iQVWUXcWiRQal WechQRlRg\ SlaWfRUm helSV WeacheUV faciliWaWe diVcXVViRQV iQVide Whe 
claVVURRm aQd RQliQe. TheUe aUe WZR cRUe acWiYiWieV iQ PaUla\: Whe OQliQe RRXQdTable, aQd Whe 
LiYe RRXQdTable. The OQliQe RRXQdTable iV a ZUiWWeQ diVcXVViRQ aQd Whe LiYe RRXQdTable iV 
a YeUbal diVcXVViRQ. 
PaUla\ alVR haV a libUaU\ Rf Uead\made diVcXVViRQ WRSicV WhaW WeacheUV caQ "SXbliVh" fURm Whe 
UQiYeUVe WR WheiU SUiYaWe PaUla\ claVVURRm. FURm WheUe Whe\ caQ iQYiWe VWXdeQWV WR SaUWiciSaWe 
iQ aQ OQliQe RRXQdTable. The PaUla\ Weam alVR cUeaWeV cXVWRm diVcXVViRQ WRSicV fRU 
WeacheUV RQ demaQd. 
FiQall\, PaUla\ SURYideV SURfeVViRQal deYelRSmeQW VeUYiceV aQd VXSSRUW iQ Whe fRUm Rf RQ-ViWe 
WUaiQiQg, RQliQe Zeb-cRQfeUeQce WUaiQiQg, aQd Ueal-Wime chaW VXSSRUW. 
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EXHIBIT ³B´ 
 

SCHEDULE OF DATA 
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Category of 
Data Elements 

Check 
if used 

by 
your 

system 

ASSlicaWiRQ 
TechQRlRg\ 
MeWa DaWa 

IP AddUeVVeV Rf 
XVeUV, UVe Rf 
cRRkieV eWc.  

 [ 

OWheU aSSlicaWiRQ 
WechQRlRg\ meWa 
daWa-PleaVe VSecif\: 

TeacheU 
RQl\: 
bURZVeU,lRc 
aWiRQ, Wime 
VSeQW RQ 
aSS. 

 
      

ASSlicaWiRQ UVe 
SWaWiVWicV 

MeWa daWa RQ XVeU 
iQWeUacWiRQ ZiWh 
aSSlicaWiRQ 

 ​[ 
 

      

AVVeVVmeQW 

SWaQdaUdi]ed WeVW 
VcRUeV 

  

ObVeUYaWiRQ daWa  [ 
OWheU aVVeVVmeQW 
daWa-PleaVe VSecif\:  

WeacheU caQ 
aVVeVV 
VWXdeQW 
eQgagemeQW 

 
      

AWWeQdaQce 

SWXdeQW VchRRl 
(dail\) aWWeQdaQce 
daWa 

  

SWXdeQW claVV 
aWWeQdaQce daWa 

  

      

CRmmXQicaWiRQV 

OQliQe 
cRmmXQicaWiRQV 
WhaW aUe caSWXUed 
(emailV, blRg 
eQWUieV) 

 ​[ 
 

      

CRQdXcW CRQdXcW RU 
behaYiRUal daWa 

  

      

DemRgUaShicV 

DaWe Rf BiUWh   
Place Rf BiUWh   
GeQdeU   
EWhQiciW\ RU Uace   
LaQgXage 
iQfRUmaWiRQ (QaWiYe, 
SUefeUUed RU SUimaU\ 
laQgXage VSRkeQ b\ 
VWXdeQW)  

  

OWheU demRgUaShic 
iQfRUmaWiRQ-PleaVe 
VSecif\: 

  

EQURllmeQW 

SWXdeQW VchRRl 
eQURllmeQW  

  

SWXdeQW gUade leYel   
HRmeURRm    
GXidaQce cRXQVelRU   
SSecific cXUUicXlXm 
SURgUamV 

  

YeaU Rf gUadXaWiRQ   
OWheU eQURllmeQW 
iQfRUmaWiRQ-PleaVe 
VSecif\:  

  

      
PaUeQW/GXaUdiaQ 

CRQWacW 
IQfRUmaWiRQ 

AddUeVV   
Email   
PhRQe    

      

PaUeQW/GXaUdiaQ 
ID 

PaUeQW ID QXmbeU 
(cUeaWed WR liQk 
SaUeQWV WR VWXdeQWV) 

  

      
PaUeQW/GXaUdiaQ 

Name 
 FiUVW aQd/RU LaVW   

      

SchedXle 
SWXdeQW VchedXled 
cRXUVeV 

  

TeacheU QameV   
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SSecial IQdicaWRU 

EQgliVh laQgXage 
leaUQeU iQfRUmaWiRQ 

  

LRZ iQcRme VWaWXV   
Medical aleUWV 
/healWh daWa 

  

SWXdeQW diVabiliW\ 
iQfRUmaWiRQ 

  

SSeciali]ed 
edXcaWiRQ VeUYiceV 
(IEP RU 504) 

  

LiYiQg ViWXaWiRQV 
(hRmeleVV/fRVWeU 
caUe) 

  

OWheU iQdicaWRU 
iQfRUmaWiRQ-PleaVe 
VSecif\: 

 

Category of 
Data Elements 

Check 
if used 

by 
your 

system 

SWXdeQW CRQWacW 
IQfRUmaWiRQ 

AddUeVV   
Email [  
PhRQe    

      

SWXdeQW 
IdeQWifieUV 

LRcal (SchRRl 
diVWUicW) ID QXmbeU 

  

SWaWe ID QXmbeU   
VeQdRU/ASS 
aVVigQed VWXdeQW ID 
QXmbeU 

 [ 

SWXdeQW aSS 
XVeUQame 

 [ 

SWXdeQW aSS 
SaVVZRUdV 

 [ 

      
SWXdeQW Name  FiUVW aQd/RU LaVW  [ 
      

SWXdeQW IQ ASS 
PeUfRUmaQce 

PURgUam/aSSlicaWiRQ 
SeUfRUmaQce 
(W\SiQg 
SURgUam-VWXdeQW 
W\SeV 60 ZSm, 
UeadiQg 
SURgUam-VWXdeQW 

 SaUla\ 
WUackV 
Whe TXaQWiW\ 
aQd W\Se Rf 
VWXdeQW 
SaUWiciSaWiR
Q 
(hRZ maQ\ 
WimeV did 
Whe\ 

UeadV belRZ gUade 
leYel) 

cRmmeQW, 
hRZ maQ\ 
WimeV did 
Whe\ 
challeQge 
aQ 
idea, eWd.) 

 
      

SWXdeQW PURgUam 
MembeUVhiS 

Academic RU 
e[WUacXUUicXlaU 
acWiYiWieV a VWXdeQW 
ma\ belRQg WR RU 
SaUWiciSaWe iQ 

  

      

SWXdeQW SXUYe\ 
ReVSRQVeV 

SWXdeQW UeVSRQVeV 
WR VXUYe\V RU 
TXeVWiRQQaiUeV 

 ​[ 

WeacheUV 
caQ 
cUeaWe 
SRllV iQ a 
liYe 
URXQdWable 
 

      

SWXdeQW ZRUk 

SWXdeQW geQeUaWed 
cRQWeQW; ZUiWiQg, 
SicWXUeV eWc.  

 [ 

OWheU VWXdeQW ZRUk 
daWa -PleaVe 
VSecif\: 

  

      

TUaQVcUiSW 
  

SWXdeQW cRXUVe 
gUadeV 

  

SWXdeQW cRXUVe daWa   
SWXdeQW cRXUVe 
gUadeV/SeUfRUmaQce 
VcRUeV 

  

OWheU WUaQVcUiSW 
daWa -PleaVe 
VSecif\: 
 

  

TUaQVSRUWaWiRQ 

SWXdeQW bXV 
aVVigQmeQW 

  

SWXdeQW Sick XS 
aQd/RU dURS Rff 
lRcaWiRQ 

  

SWXdeQW bXV caUd ID 
QXmbeU 

  



 

 
 
 

NR SWXdeQW DaWa CRllecWed aW WhiV Wime _______. 
*PURYideU Vhall immediaWel\ QRWif\ LEA if WhiV 
deVigQaWiRQ iV QR lRQgeU aSSlicable. 
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OWheU WUaQVSRUWaWiRQ 
daWa -PleaVe 
VSecif\: 

  

      

OWheU PleaVe liVW each 
addiWiRQal daWa 

  

elemeQW XVed, 
VWRUed RU cRllecWed 
b\ \RXU aSSlicaWiRQ 



EXHIBIT ³C´ 
 

DEFINITIONS 
 

 
De-Identifiable Information (DII): De-IdeQWificaWiRQ UefeUV WR Whe SURceVV b\ Zhich Whe VeQdRU            
UemRYeV RU RbVcXUeV aQ\ PeUVRQall\ IdeQWifiable IQfRUmaWiRQ (³PII´) fURm VWXdeQW UecRUdV iQ a Za\ WhaW               
UemRYeV RU miQimi]eV Whe UiVk Rf diVclRVXUe Rf Whe ideQWiW\ Rf Whe iQdiYidXal aQd iQfRUmaWiRQ abRXW Whem. 
 
Educational Records: EdXcaWiRQal RecRUdV aUe Rfficial UecRUdV, fileV aQd daWa diUecWl\ UelaWed WR a              
VWXdeQW aQd maiQWaiQed b\ Whe VchRRl RU lRcal edXcaWiRQ ageQc\, iQclXdiQg bXW QRW limiWed WR, UecRUdV                
eQcRmSaVViQg all Whe maWeUial keSW iQ Whe VWXdeQW¶V cXmXlaWiYe fRldeU, VXch aV geQeUal ideQWif\iQg daWa,               
UecRUdV Rf aWWeQdaQce aQd Rf academic ZRUk cRmSleWed, UecRUdV Rf achieYemeQW, aQd UeVXlWV Rf              
eYalXaWiYe WeVWV, healWh daWa, diVciSliQaU\ VWaWXV, WeVW SURWRcRlV aQd iQdiYidXali]ed edXcaWiRQ SURgUamV.            
FRU SXUSRVeV Rf WhiV DPA, EdXcaWiRQal RecRUdV aUe UefeUUed WR aV SWXdeQW DaWa.  
NIST: DUafW NaWiRQal IQVWiWXWe Rf SWaQdaUdV aQd TechQRlRg\ (³NIST´) SSecial PXblicaWiRQ DigiWal            
AXWheQWicaWiRQ GXideliQe. 
 
Operator: ​The WeUm ³OSeUaWRU´ meaQV Whe RSeUaWRU Rf aQ IQWeUQeW WebViWe, RQliQe VeUYice, RQliQe 
aSSlicaWiRQ, RU mRbile aSSlicaWiRQ ZiWh acWXal kQRZledge WhaW Whe ViWe, VeUYice, RU aSSlicaWiRQ iV XVed 
SUimaUil\ fRU K±12 VchRRl SXUSRVeV aQd ZaV deVigQed aQd maUkeWed fRU K±12 VchRRl SXUSRVeV. FRU Whe 
SXUSRVe Rf Whe SeUYice AgUeemeQW, Whe WeUm "OSeUaWRU" iV UeSlaced b\ Whe WeUm "PURYideU." ThiV WeUm 
Vhall eQcRmSaVV Whe WeUm "ThiUd PaUW\," aV iW iV fRXQd iQ aSSlicable VWaWe VWaWXeV. 
 
Personally Identifiable Information (PII): ​ The WeUmV ³PeUVRQall\ IdeQWifiable IQfRUmaWiRQ´ RU ³PII´ 
Vhall iQclXde, bXW aUe QRW limiWed WR, VWXdeQW daWa, meWadaWa, aQd XVeU RU SXSil-geQeUaWed cRQWeQW RbWaiQed 
b\ UeaVRQ Rf Whe XVe Rf PURYideU¶V VRfWZaUe, ZebViWe, VeUYice, RU aSS, iQclXdiQg mRbile aSSV, ZheWheU 
gaWheUed b\ PURYideU RU SURYided b\ LEA RU iWV XVeUV, VWXdeQWV, RU VWXdeQWV¶ SaUeQWV/gXaUdiaQV. PII 
iQclXdeV IQdiUecW IdeQWifieUV, Zhich iV aQ\ iQfRUmaWiRQ WhaW, eiWheU alRQe RU iQ aggUegaWe, ZRXld allRZ a 
UeaVRQable SeUVRQ WR be able WR ideQWif\ a VWXdeQW WR a UeaVRQable ceUWaiQW\. FRU SXUSRVeV Rf WhiV DPA, 
PeUVRQall\ IdeQWifiable IQfRUmaWiRQ Vhall iQclXde Whe caWegRUieV Rf iQfRUmaWiRQ liVWed iQ Whe defiQiWiRQ Rf 
SWXdeQW DaWa. 
 
Provider: ​ FRU SXUSRVeV Rf Whe SeUYice AgUeemeQW, Whe WeUm ³PURYideU´ meaQV SURYideU Rf digiWal 
edXcaWiRQal VRfWZaUe RU VeUYiceV, iQclXdiQg clRXd-baVed VeUYiceV, fRU Whe digiWal VWRUage, maQagemeQW, 
aQd UeWUieYal Rf SXSil UecRUdV. WiWhiQ Whe DPA Whe WeUm "PURYideU" iQclXdeV Whe WeUm ³ThiUd PaUW\´ aQd 
Whe WeUm ³OSeUaWRU´ aV XVed iQ aSSlicable VWaWe VWaWXWeV. 
 
Pupil Generated Content: ​ The WeUm ³SXSil-geQeUaWed cRQWeQW´ meaQV maWeUialV RU cRQWeQW cUeaWed b\ a 
SXSil dXUiQg aQd fRU Whe SXUSRVe Rf edXcaWiRQ iQclXdiQg, bXW QRW limiWed WR, eVVa\V, UeVeaUch UeSRUWV, 
SRUWfRliRV, cUeaWiYe ZUiWiQg, mXVic RU RWheU aXdiR fileV, ShRWRgUaShV, YideRV, aQd accRXQW iQfRUmaWiRQ WhaW 
eQableV RQgRiQg RZQeUVhiS Rf SXSil cRQWeQW. 
 
Pupil Records: ​ MeaQV bRWh Rf Whe fRllRZiQg: (1) AQ\ iQfRUmaWiRQ WhaW diUecWl\ UelaWeV WR a SXSil WhaW iV 
maiQWaiQed b\ LEA aQd (2) aQ\ iQfRUmaWiRQ acTXiUed diUecWl\ fURm Whe SXSil WhURXgh Whe XVe Rf 
iQVWUXcWiRQal VRfWZaUe RU aSSlicaWiRQV aVVigQed WR Whe SXSil b\ a WeacheU RU RWheU LEA emSlR\ee. FRU Whe 
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SXUSRVeV Rf WhiV AgUeemeQW, PXSil RecRUdV Vhall be Whe Vame aV EdXcaWiRQal RecRUdV, SWXdeQW PeUVRQal 
IQfRUmaWiRQ aQd CRYeUed IQfRUmaWiRQ, all Rf Zhich aUe deemed SWXdeQW DaWa fRU Whe SXUSRVeV Rf WhiV 
AgUeemeQW.  
 
Service Agreement ​: RefeUV WR Whe CRQWUacW RU PXUchaVe OUdeU WR Zhich WhiV DPA VXSSlemeQWV aQd 
mRdifieV. 
 
School Official​: FRU Whe SXUSRVeV Rf WhiV AgUeemeQW aQd SXUVXaQW WR 34 CFR 99.31 (B), a SchRRl 
Official iV a cRQWUacWRU WhaW: (1) PeUfRUmV aQ iQVWiWXWiRQal VeUYice RU fXQcWiRQ fRU Zhich Whe ageQc\ RU 
iQVWiWXWiRQ ZRXld RWheUZiVe XVe emSlR\eeV; (2) IV XQdeU Whe diUecW cRQWURl Rf Whe ageQc\ RU iQVWiWXWiRQ 
ZiWh UeVSecW WR Whe XVe aQd maiQWeQaQce Rf edXcaWiRQ UecRUdV; aQd (3) IV VXbjecW WR 34 CFR 99.33(a) 
gRYeUQiQg Whe XVe aQd Ue-diVclRVXUe Rf SeUVRQall\ ideQWifiable iQfRUmaWiRQ fURm VWXdeQW UecRUdV.  
 
Student Data:​ SWXdeQW DaWa iQclXdeV aQ\ daWa, ZheWheU gaWheUed b\ PURYideU RU SURYided b\ LEA RU iWV 
XVeUV, VWXdeQWV, RU VWXdeQWV¶ SaUeQWV/gXaUdiaQV, WhaW iV deVcUiSWiYe Rf Whe VWXdeQW iQclXdiQg, bXW QRW limiWed 
WR, iQfRUmaWiRQ iQ Whe VWXdeQW¶V edXcaWiRQal UecRUd RU email, fiUVW aQd laVW Qame, hRme addUeVV, WeleShRQe 
QXmbeU, email addUeVV, RU RWheU iQfRUmaWiRQ allRZiQg RQliQe cRQWacW, diVciSliQe UecRUdV, YideRV, WeVW 
UeVXlWV, VSecial edXcaWiRQ daWa, jXYeQile deSeQdeQc\ UecRUdV, gUadeV, eYalXaWiRQV, cUimiQal UecRUdV, 
medical UecRUdV, healWh UecRUdV, VRcial VecXUiW\ QXmbeUV, biRmeWUic iQfRUmaWiRQ, diVabiliWieV, 
VRciRecRQRmic iQfRUmaWiRQ, fRRd SXUchaVeV, SRliWical affiliaWiRQV, UeligiRXV iQfRUmaWiRQ We[W meVVageV, 
dRcXmeQWV, VWXdeQW ideQWifieV, VeaUch acWiYiW\, ShRWRV, YRice UecRUdiQgV RU geRlRcaWiRQ iQfRUmaWiRQ. 
SWXdeQW DaWa Vhall cRQVWiWXWe PXSil RecRUdV fRU Whe SXUSRVeV Rf WhiV AgUeemeQW, aQd fRU Whe SXUSRVeV Rf 
VeUmRQW aQd FedeUal laZV aQd UegXlaWiRQV. SWXdeQW DaWa aV VSecified iQ ​E[hibiW B ​ iV cRQfiUmed WR be 
cRllecWed RU SURceVVed b\ Whe PURYideU SXUVXaQW WR Whe SeUYiceV. SWXdeQW DaWa Vhall QRW cRQVWiWXWe WhaW 
iQfRUmaWiRQ WhaW haV beeQ aQRQ\mi]ed RU de-ideQWified, RU aQRQ\mRXV XVage daWa UegaUdiQg a VWXdeQW¶V 
XVe Rf PURYideU¶V VeUYiceV. 
 
SDPC (The Student Data Privacy Consortium): ​RefeUV WR Whe QaWiRQal cRllabRUaWiYe Rf VchRRlV, 
diVWUicWV, UegiRQal, WeUUiWRUieV aQd VWaWe ageQcieV, SRlic\ makeUV, WUade RUgaQi]aWiRQV aQd maUkeWSlace 
SURYideUV addUeVViQg Ueal-ZRUld, adaSWable, aQd imSlemeQWable VRlXWiRQV WR gURZiQg daWa SUiYac\ 
cRQceUQV. 
 
Student Personal Information: ​"SWXdeQW PeUVRQal IQfRUmaWiRQ" meaQV iQfRUmaWiRQ cRllecWed WhURXgh a 
VchRRl VeUYice WhaW SeUVRQall\ ideQWifieV aQ iQdiYidXal VWXdeQW RU RWheU iQfRUmaWiRQ cRllecWed aQd 
maiQWaiQed abRXW aQ iQdiYidXal VWXdeQW WhaW iV liQked WR iQfRUmaWiRQ WhaW ideQWifieV aQ iQdiYidXal VWXdeQW. 
FRU SXUSRVeV Rf WhiV DPA, SWXdeQW PeUVRQal IQfRUmaWiRQ iV UefeUUed WR aV SWXdeQW DaWa. 
 
Subscribing LEA:​ AQ LEA WhaW ZaV QRW SaUW\ WR Whe RUigiQal SeUYiceV AgUeemeQW aQd ZhR acceSWV Whe 
PURYideU¶V GeQeUal OffeU Rf PUiYac\ TeUmV. 
 
Sub-processor:​ FRU Whe SXUSRVeV Rf WhiV AgUeemeQW, Whe WeUm ³SXb-SURceVVRU´ (VRmeWimeV UefeUUed WR aV 
Whe ³SXbcRQWUacWRU´) meaQV a SaUW\ RWheU WhaQ LEA RU PURYideU, ZhR PURYideU XVeV fRU daWa cRllecWiRQ, 
aQal\WicV, VWRUage, RU RWheU VeUYice WR RSeUaWe aQd/RU imSURYe iWV VRfWZaUe, aQd ZhR haV acceVV WR PII.  
 
Targeted Advertising ​: TaUgeWed adYeUWiViQg meaQV SUeVeQWiQg aQ adYeUWiVemeQW WR a VWXdeQW ZheUe Whe 
VelecWiRQ Rf Whe adYeUWiVemeQW iV baVed RQ VWXdeQW iQfRUmaWiRQ, VWXdeQW UecRUdV RU VWXdeQW geQeUaWed 
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cRQWeQW RU iQfeUUed RYeU Wime fURm Whe XVage Rf Whe PURYideU¶V ZebViWe, RQliQe VeUYice RU mRbile 
aSSlicaWiRQ b\ VXch VWXdeQW RU Whe UeWeQWiRQ Rf VXch VWXdeQW¶V RQliQe acWiYiWieV RU UeTXeVWV RYeU Wime. 
 
Third Party ​: The WeUm ³ThiUd PaUW\´ meaQV a SURYideU Rf digiWal edXcaWiRQal VRfWZaUe RU VeUYiceV, 
iQclXdiQg clRXd-baVed VeUYiceV, fRU Whe digiWal VWRUage, maQagemeQW, aQd UeWUieYal Rf SXSil UecRUdV. 
HRZeYeU, fRU Whe SXUSRVe Rf WhiV AgUeemeQW, Whe WeUm ³ThiUd PaUW\´ ZheQ XVed WR iQdicaWe Whe SURYideU 
Rf digiWal edXcaWiRQal VRfWZaUe RU VeUYiceV iV UeSlaced b\ Whe WeUm ³PURYideU.´ 
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EXHIBIT ³D´ 
 

DIRECTIVE FOR DISPOSITION OF DATA 
 
[Name RU DiVWUicW RU LEA] diUecWV [Name Rf CRmSaQ\] WR diVSRVe Rf daWa RbWaiQed b\ CRmSaQ\                
SXUVXaQW WR Whe WeUmV Rf Whe SeUYice AgUeemeQW beWZeeQ LEA aQd CRmSaQ\. The WeUmV Rf Whe                
DiVSRViWiRQ aUe VeW fRUWh belRZ: 
 

 
____________________________________ _______ 
AXWhRUi]ed ReSUeVeQWaWiYe Rf LEA DaWe 
 
____________________________________ _______ 
VeUificaWiRQ Rf DiVSRViWiRQ Rf DaWa DaWe 
b\ AXWhRUi]ed ReSUeVeQWaWiYe Rf PURYideU  
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Extent of Disposition 
 
DiVSRViWiRQ Vhall be: 
 

 
____ PaUWial. The caWegRUieV Rf daWa WR be diVSRVed Rf aUe aV 
fRllRZV: 
[INSERT CATEGORIES] 
 
____ CRmSleWe. DiVSRViWiRQ e[WeQdV WR all caWegRUieV Rf daWa. 
 

  

Nature of Disposition 
 
DiVSRViWiRQ Vhall be b\:  
 
 
 

 
____ DeVWUXcWiRQ RU deleWiRQ Rf daWa. 
 
____ TUaQVfeU Rf daWa. The daWa Vhall be WUaQVfeUUed aV VeW fRUWh 
iQ aQ aWWachmeQW WR WhiV DiUecWiYe. FRllRZiQg cRQfiUmaWiRQ fURm 
LEA WhaW daWa ZaV VXcceVVfXll\ WUaQVfeUUed, PURYideU Vhall 
deVWUR\ RU deleWe all aSSlicable daWa.  

  
Timing of Disposition 
 
DaWa Vhall be diVSRVed Rf b\ Whe 
fRllRZiQg daWe: 
 
 
 
 

 
____ AV VRRQ aV cRmmeUciall\ SUacWicable 
 
_____B\ (IQVeUW DaWe) _____________ 
 
[IQVeUW VSecial iQVWUXcWiRQV.] 
 



AXWhRUi]ed ReSUeVeQWaWiYe Rf CRmSaQ\ DaWe 
 

OPTIONAL EXHIBIT ³E´ 
GENERAL OFFER OF PRIVACY TERMS  

 
1​. ​Offer of Terms 

PURYideU RffeUV Whe Vame SUiYac\ SURWecWiRQV fRXQd iQ WhiV DPA beWZeeQ iW aQd Whe LEA WR aQ\ RWheU 
VchRRl diVWUicW (³SXbVcUibiQg LEA´) ZhR acceSWV WhiV GeQeUal OffeU WhRXgh iWV VigQaWXUe belRZ.  The 
PURYideU agUeeV WhaW Whe iQfRUmaWiRQ RQ Whe Qe[W Sage Zill be UeSlaced WhURXghRXW Whe AgUeemeQW ZiWh 
Whe iQfRUmaWiRQ VSecific WR Whe SXbVcUibiQg LEA filled RQ Whe Qe[W Sage fRU Whe SXbVcUibiQg LEA.  ThiV 
GeQeUal OffeU Vhall e[WeQd RQl\ WR SUiYac\ SURWecWiRQV aQd PURYideU¶V VigQaWXUe Vhall QRW QeceVVaUil\ 
biQd PURYideU WR RWheU WeUmV, VXch aV SUice, WeUm, RU VchedXle Rf VeUYiceV, RU WR aQ\ RWheU SURYiViRQ QRW 
addUeVVed iQ WhiV DPA.  The PURYideU aQd Whe SXbVcUibiQg LEA ma\ alVR agUee WR chaQge Whe daWa 
SURYide b\ LEA WR Whe PURYideU WR VXiW Whe XQiTXe QeedV Rf Whe SXbVcUibiQg LEA. The PURYideU ma\ 
ZiWhdUaZ Whe GeQeUal OffeU iQ Whe eYeQW Rf: (1) a maWeUial chaQge iQ Whe aSSlicable SUiYac\ VWaWXeV; (2) a 
maWeUial chaQge iQ Whe VeUYiceV aQd SURdXcWV VXbjecW liVWed iQ Whe OUigiQaWiQg SeUYice AgUeemeQW; RU 
WhUee (3) \eaUV afWeU Whe daWe Rf PURYideU¶V VigQaWXUe WR WhiV FRUm.  PURYideU Vhall QRWif\ Whe LEA iQ Whe 
eYeQW Rf aQ\ ZiWhdUaZal VR WhaW WhiV iQfRUmaWiRQ ma\ be WUaQVmiWWed WR Whe SXbVcUibiQg LEAV.  

 
PaUla\ IdeaV, IQc. 
 

BY: ______________________________ DaWe: JaQXaU\ 11Wh 2021 
 

PUiQWed Name: BRbb\ McDRQald TiWle/PRViWiRQ: FRXQdeU & CEO 
 
2​. ​Subscribing LEA 

 
A SXbVcUibiQg LEA, b\ VigQiQg a VeSaUaWe SeUYice AgUeemeQW ZiWh PURYideU, aQd b\ iWV VigQaWXUe belRZ, 
acceSWV Whe GeQeUal OffeU Rf PUiYac\ TeUmV.  The SXbVcUibiQg LEA¶V iQdiYidXal iQfRUmaWiRQ iV 
cRQWaiQed RQ Whe Qe[W Sage.  The SXbVcUibiQg LEA aQd Whe PURYideU Vhall WheUefRUe be bRXQd b\ Whe 
Vame WeUmV Rf WhiV DPA. 

 
BY: ____________________________ DaWe:__________________________ 

 
PUiQWed Name:_________________________ TiWle/PRViWiRQ: ________________________ 
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EXHIBIT ³F´ DATA SECURITY REQUIREMENTS 
 

[INSERT ADDITIONAL DATA SECURITY REQUIREMENTS HERE] 
 
 
 
 
00618-00001/4286742.1  
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