ALIFORNIA STUDENT DATA PRIVACY AGREEMENT

Version 2.0 (September 7, 2018)

School District/Local Education Agency:

Mountain View Los Altos Union High School District

AND
Provider:

Platform Athletics, LLC [DBA: PLT4M]

Date:

05/05/2020
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al Rights and Privacy Act (“FERPA”) at 20 U.S.C. 1232¢
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the applicable standards, as set forth in Article 4.3 of NIST 800-63-3. Provider shall only
provide access to Student Data to employees or contractors that are performing the
Services. Employees with access to Student Data shall have signed confidentiality
agreements regarding said Student Data. All employees with access to Student Records
shall be subject to criminal background checks in compliance with state and local
ordinances.

. Destruction of Data. Provider shall destroy or delete all Student Data obtained under the
Service Agreement when it is no longer needed for the purpose for which it was obtained,
o1 transfer said data to LEA or LEA’s designee, according to the procedure identified in
Article 1V, section 5, above. Nothing in the Service Agreement authorizes Provider to
intain Student Data beyond the time period reasonably needed to complete the
disposition.

Security Protocols. Both parties agree to maintain security protocols that meet industry
standards in the transfer or transmission of any data, including ensuring that data may
only be viewq'd or accessed by parties legally allowed to do so. Provider shall maintain all
d$ta obtained or generated pursuant to the Service Agreement in a secure digital
cvironment and not copy, reproduce, or transmit data obtained pursuant to the Service

egment, € ‘ cept as necessary to fulfill the purpose of data requests by LEA.

Employee Training. The Provider shall provide periodic security training to those of its

empla yeesszo operate or have access to the system. Further, Provider shall provide
LEA with ‘colntact information of an employee who LEA may contact if there are any
sgcurity concerns or questions.

Security Technology. When the service is accessed using a supported web browser,
Provider shall employ industry standard measures to protect data from unauthorized
a¢cess. The |service security measures shall include server authentication and data
encryption. Provider shall host data pursuant to the Service Agreement in an environment

using|a ﬁrewéll that is updated according to industry standards.

Security Coordinator. If different from the designated representative identified in
icle VII, section 5, Provider shall provide the name and contact information of
Provider’s Security Coordinator for the Student Data received pursuant to the Service
reement.

. |S bp]rocessmrs Bound. Provider shall enter into written agreements whereby

Subprocessors agree to secure and protect Student Data in a manner consistent with the
terms| of this Article V. Provider shall periodically conduct or review compliance
1

oniioringf and assessments of Subprocessors to determine their compliance with this
Alrticle.

Periodic Risk Assessment. Provider further acknowledges and agrees to conduct digital
nd physical | periodic (no less than semi-annual) risk assessments and remediate any
identified sect urity and privacy vulnerabilities in a timely manner.

e
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Data Breach. In the event that Student Data is accessed or obtained by an unauthorized
EdiVid 1dl, Provider shall provide notification to LEA within a reasonable amount of time of the
cident, and not exceeding forty-eight (48) hours. Provider shall follow the following process:

bk i s

a. The security breach notification shall be written in plain language, shall be titled “Notice
of Data Breach,” and shall present the information described herein under the following
he:adirlxgs: “What Happened,” “What Information Was Involved,” “What We Are Doing,”
¢ eI You Can Do,” and “For More Information.” Additional information may be
provide

|

d as a supplement to the notice.

b. The security breach notification described above in section 2(a) shall include, at a
imum, the| following information:

i. | The name and contact information of the reporting LEA subject to this section.

1. | A list of the types of personal information that were or are reasonably believed to
have been the subject of a breach.

ii.. | If the information is possible to determine at the time the notice is provided, then
either | 1) the date of the breach, (2) the estimated date of the breach, or (3) the

date range within which the breach occurred. The notification shall also include
the date of the notice.

iyv. Whethler the notification was delayed as a result of a law enforcement

investigation, if that information is possible to determine at the time the notice is
providied.

V. |A gencieral description of the breach incident, if that information is possible to

detem'niine at the time the notice is provided.

c. At LEA’s diécreﬁon, the security breach notification may also include any of the
following: 4

1. Informfation about what the agency has done to protect individuals whose
inform:ation has been breached.

Advice on steps that the person whose information has been breached may take to
protect himself or herself.

d. Provider agrees to adhere to all requirements in applicable State and in federal law with
gipect to a data breach related to the Student Data, including, when appropriate or

equired, the tequired responsibilities and procedures for notification and mitigation of
such data breach.

e. Provider further acknowledges and agrees to have a written incident response plan that

ects best prilactices and is consistent with industry standards and federal and state law
for responding to a data breach, breach of security, privacy incident or unauthorized
acquisition or% use of Student Data or any portion thereof, including personally

7
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notic
Pjovider shall notify the affected parent, legal guardian or eligible pupil of the

authorized access, which shall include the information listed in subsections (b) and (c),

ab
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In
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ovel If requested by LEA, Provider shall reimburse LEA for costs incurred to notify
rents/families of a breach not originating from LEA's use of the Service.

the event of a breach originating from LEA’s use of the Service, Provider shall
operate with LEA to the extent necessary to expeditiously secure Student Data.

}EJTERAL OFFER OF PRIVACY TERMS

signing the attached Form of General Offer of Privacy Terms (General Offer, attached

it “E7), be bound by the terms of this DPA to any other LEA who signs the acceptance

. The Form |is limited by the terms and conditions described therein.

: MISCELLANEOUS

e Provider shall be bound by this DPA for the duration of the Service Agreement or so
e Provider maintains any Student Data.

ion| In the event that either party seeks to terminate this DPA, they may do so by
itten consent so long as the Service Agreement has lapsed or has been terminated. LEA

shall have the right to terminate the DPA and Service Agreement in the event of a material

the terms of this DPA.

of Termination Survival. If the Service Agreement is terminated, the Provider shall
all of LEA’s data pursuant to Article V, section 1(b), and Article 11, section 3, above.

€

1=t

f Agreements. This DPA shall govern the treatment of student data in order to comply

vacy protections, including those found in FERPA and all applicable privacy statutes
d| in |this DPA. In the event there is conflict between the DPA and the Service

t, the DPA shall apply and take precedence. Except as described in this paragraph

1 oth(fr provisions of the Service Agreement shall remain in effect.

I notices or other communication required or permitted to be given hereunder must be
given by personal delivery, or e-mail transmission (if contact information is

1 for |the specific mode of delivery), or first-class mail, postage prepaid, sent to the

representatives before:

Designated Representatives

The designated representative for the LEA for this Agreement is:
Name: Mike Mathiesen

[itle: Associate Superintendent, Business Services

8




Contact Information:

1299 Bryant Ave.
Mountain View, CA 94040
650) 940-4673

The designated representative for the Provider for this Agreement is:

Name: Alex Relph
Title: Co-President

Contact Information:

39 John H Finley ITT Way
Framingham

8558625502

b. Notification of Acceptance of General Offer of Terms. Upon execution of Exhibit E,
General Offer of Terms, Subscribing LEA shall provide notice of such acceptance in
iting and given by personal delivery, or e-mail transmission (if contact information is
provided for the specific mode of delivery), or first-class mail, postage prepaid, to the
designated representative below.

The designated representative for the notice of acceptance of the General Offer of
Privacy Terms is:

mei Alex Relph

reement. This DPA constitutes the entire agreement of the parties relating to the
tter hereof and supersedes all prior communications, representations, or agreements,
't[elgl, by the parties relating thereto. This DPA may be amended and the observance of

y provision of this DPA may be waived (either generally or in any particular instance and
either retrpactively or prospectively) only with the signed written consent of both parties. Neither
failure nor delay on the part of any party in exercising any right, power, or privilege hereunder
1s a waiver of such right, nor shall any single or partial exercise of any such right,
privilege preclude any further exercise thereof or the exercise of any other right,
ivilege.

- /Any provision of this DPA that is prohibited or unenforceable in any jurisdiction
0 such jurisdiction, be ineffective to the extent of such prohibition or unenforceability
i nvagridating the remaining provisions of this DPA, and any such prohibition or

ability in any jurisdiction shall not invalidate or render unenforceable such provision in
axiuy other jjurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly
drawn sp las r:lot to be prohibited or unenforceable in such jurisdiction while, at the same time,
:%z;intajning the intent of the parties, it shall, as to such jurisdiction, be so narrowly drawn
e

ithout | invalidating the remaining provisions of this DPA or affecting the validity or
orceability of such provision in any other jurisdiction.

i
|
|
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8.

11.

Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
Ei IN ACCORDANCE WITH THE LAWS OF THE STATE IN WHICH THIS

Igf IS EXECUTED, WITHOUT REGARD TO CONFLICTS OF LAW

ES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND
IS Vd JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
IN WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING
F| OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS
MPLATED HEREBY.

ity. Provider represents that it is authorized to bind to the terms of this Agreement,

ing cor!iﬁdentiality and destruction of Student Data and any portion thereof contained
therein, all related or associated institutions, individuals, employees or contractors who may have
cess to [the |§tudent Data and/or any portion thereof, or may own, lease or control equipment or
cilities of any kind where the Student Data and portion thereof stored, maintained or used in

y Provider agrees that any purchaser of the Provider shall also be bound to the

et.!

o <iielay or omission of the LEA to exercise any right hereunder shall be construed as a

of any such right and the LEA reserves the right to exercise any such right from time to

en as may be deemed expedient.

UCCESSors Blound. This DPA is and shall be binding upon the respective successors in interest
> Provider in the event of a merger, acquisition, consolidation or other business reorganization
r sale oflall or substantially all of the assets of such business.

[Signature Page Follows]
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IN WITNESS V(V)K{EREOF, the parties have executed this California Student Data Privacy Agreement as
of the last day noted below.

Provider; Platfofim A

BY: _é »

Printed Name: Alex

Date: 05/05/2020

o
ad
e

Title/Position: Co-President

Local Education Agency:

BY: f%ﬁ%m Date: 05/05/2020

Printed Name: Mike Mathiesen Title/Position: Associate Superintendent, Business
Services

Note: Electronic|signature not permitted.
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EXHIBIT “A”
DESCRIPTION OF SERVICES

PLT4Mis a web i0S, and Android application with 600+ cxercise demo videos, and over 12 programs
and curriculums.(It is primarily used by Phys Ed departments between 6-12th grade.

Teachers create ¢lass groups within their account and then students can join these groups through the

web or app. From here, they can be assigned programs and train through the app. Teachers can monitor
participation and progress, along with the student.

12




EXHIBIT “B”

SCHEDULE OF DATA
Student disability information
! Check Specialized education services
Category of Elements if used (IEP or 504)
Data b by your Living situations
system (homeless/foster care)
: Other indicator
ol IP Alddresses of users, Use of ; ; o
Applllcatlc n B - f\ information-Please specify:
Technology Meta —— Address
D atiy Qther application technology Student Contact — ra
mela data-Please specify: Information P;na'
Application|Use | Meta data on user interaction 7( = = TS
Statistics with application '»00“1; (School district) ID
number
Standardized test scores State ID number
Ksscssmeht bservation data i;:;‘;‘;}ers Provider/App assigned student
Qther assessment data-Please ! ID number
specify: Student app username Vi
St;xc ent school (daily) attendance 1\ Student app passwords
Attendange data) Student Name First and/or Last
Student class attendance data A Program/application
. i) Online communications that are ? . performance (typing b
E 2 i Student In A i N
COmBMieion captured (emails, blog entries) N Perforivian wpp prog_ram'studem types 60 wpm,
Conduct qu uct of behavioral data reading program-student reads
= s ST S e below grade levcl)
i orBtfth X Shident Prosiaim Academic or extracurricular
Place of Birth : i activities a student may belong to 7L
Membership A :
G enqe{ or participate in
: Exhjicity o'r rvace - - Student Survey Student responses to surveys or
Demographics Lianguage information (native, Responses questionnaires )l
preferred or primary language =
SE; en by student) Snfd.cm gc?neraled content;
Other demographic Student work IS pemsar
.q S : W Other student work data -Please
information-Please specify: e
Student school enrollment Student course grades
4 et g lovgl Student course data
omeroom =
5 Student course
" Guidance counselor Transcript erades/performance scores
Enrollment edific curriculum program Other transcript data -Please
Year of graduation » specify:
Qtheér enrollment Student bus assignment
mformation-Please specify: Student pick up and/or drop off
. # ) locaﬁ()ﬂ
Parent/Guandian | 4 ddr.css Trausportation Student bus card 1D number
Contact Email Other transportation data -Plcase
Information Phope specify:
Parent/Guardian | Pargnt ID number (created to Please list on the next page cach
1D link|parents to students) Other additional data element used,
Parent/Guardian | Fiirst and/or Last stored or collected by your
Name application
Schedule  [—aentscheduled coures
, No Student Data Collected at this time .
English language learner ) . . . o TR
el infofmation * Provider shall immediately notify LEA if this
Special Indi¢ator P 7 i « . .
oM ncoifio saug designation is no longer applicable.
Medical alerts/health data
13




Other: Use this &
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more space is needed.
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EXHIBIT «“C”

DEFINITIONS

AB 1584, Buchanan: The statutory designation for what is now California Education Code § 49073.1,
relating to pupil records.

De-Identifiable Information (DII): De-Identification refers to the process by which the Provider

removes|or obs
removes|or mi

cures any Personally Identifiable Information (“PII”) from student records in a way that
nizes the risk of disclosure of the identity of the individual and information about them.

-

Educatignal Records: Educational Records are official records, files and data directly related to a

intained by the school or local education agency, including but not limited to, records

student j.nd m

encompassing all the material kept in the student’s cumulative folder, such as general identifying data,
records of attendance and of academic work completed, records of achievement, and results of

evaluative tests

For purposes of

, health data, disciplinary status, test protocols and individualized education programs.
this DPA, Educational Records are referred to as Student Data.

NIST: Draft National Institute of Standards and Technology (“NIST”) Special Publication Digital
Authentication Guideline.

Operator: The
application, or
primarily for K
purpose pf the
shall encompas

term “Operator” means the operator of an Internet Website, online service, online
mobile application with actual knowledge that the site, service, or application is used
—12 school purposes and was designed and marketed for K—12 school purposes. For the
Service Agreement, the term “Operator” is replaced by the term “Provider.” This term
s the term “Third Party,” as it is found in applicable state statutes.

Personally Identifiable Information (PII): The terms “Personally Identifiable Information” or “PII”

shall include, b
by reason of th
gathered| by Pr
includes |Indire
reasonable pers
Personally Iden
Student Data.

Provider: For

ut are not limited to, student data, metadata, and user or pupil-generated content obtained
e|use of Provider’s software, website, service, or app, including mobile apps, whether
ovider or provided by LEA or its users, students, or students’ parents/guardians. PII
ct| Identifiers, which is any information that, either alone or in aggregate, would allow a
on to be able to identify a student to a reasonable certainty. For purposes of this DPA,
tifiable Information shall include the categories of information listed in the definition of

urposes of the Service Agreement, the term “Provider” means provider of digital

educational sof
and retrieval of
the term {‘Opers

are or services, including cloud-based services, for the digital storage, management,

p
W
pupil records. Within the DPA the term “Provider” includes the term “Third Party” and
itor” as used in applicable state statutes.

Pupil Generated Content: The term “pupil-generated content” means materials or content created by a
pupil during and| for| the purpose of education including, but not limited to, essays, research reports,

portfolios, creati

ivie writing, music or other audio files, photographs, videos, and account information that

enables ongoing ownership of pupil content.

Pupil Records; Means both of the following: (1) Any information that directly relates to a pupil that is

maintained by

LEA and (2) any information acquired directly from the pupil through the usc of
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instructional software or applications assigned to the pupil by a teacher or other LEA employee. For the
purposes of this|Agreement, Pupil Records shall be the same as Educational Records, Student Personal

Information and| Covered Information, all of which are deemed Student Data for the purposes of this
Agreement.

Service Agreement; Refers to the Contract or Purchase Order to which this DPA supplements and
modifies.

School Official; For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B), a School
Official |is a contractor that: (1) Performs an institutional service or function for which the agency or
institution would otherwise use employees; (2) Is under the direct control of the agency or institution
with respect t0 the use and maintenance of education records; and (3) Is subject to 34 CFR 99.33(a)
governing the use and re-disclosure of personally identifiable information from student records.

SOPIP%: Once |passed, the requirements of SOPIPA were added to Chapter 22.2 (commencing with
Section 22584) to Division 8 of the Business and Professions Code relating to privacy.

Studentl Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its
users, stidents, or students’ parents/guardians, that is descriptive of the student including, but not limited
to, information in the student’s educational record or email, first and last name, home address, telephone
number, email address, or other information allowing online contact, discipline records, videos, test
results, |special education data, juvenile dependency records, grades, evaluations, criminal records,
medical| records, health records, social security numbers, biometric information, disabilities,
socioecqnomic information, food purchases, political affiliations, religious information text messages,
documents, student identifies, search activity, photos, voice recordings or geolocation information.
Student Data shall constitute Pupil Records for the purposes of this Agreement, and for the purposes of
California and federal laws and regulations. Student Data as specified in Exhibit “B” is confirmed to be
collected or processed by the Provider pursuant to the Services. Student Data shall not constitute that

information that|has been anonymized or de-identified, or anonymous usage data regarding a student’s
use of Provider’s services.

districts, regional, territories and state agencies, policy makers, trade organizations and marketplace

providers addressing real-world, adaptable, and implementable solutions to growing data privacy

SDPC il’ he Student Data Privacy Consortium): Refers to the national collaborative of schools,
concem]

Student Personl: Information: “Student Personal Information” means information collected through a
school service that personally identifies an individual student or other information collected and
maintaix{led about an individual student that is linked to information that identifies an individual student,

as identified by| Washington Compact Provision 28A.604.010. For purposes of this DPA, Student
Personal Information is referred to as Student Data.

Subseribing LIEA: An LEA that was not party to the original Services Agreement and who accepts the
Provider’s General Offer of Privacy Terms.

Subproc¢essor: For the purposes of this Agreement, the term “Subprocessor” (sometimes referred to as
the “Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection,
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analytics, storage, or other service to operate and/or improve its software, and who has access to PII.

Targeted Advertising: Targeted advertising means presenting an advertisement to a student where the
selection of the advertisement is based on student information, student records or student generated
content pr inferred over time from the usage of the Provider’s website, online service or mobile
application by 5:1‘]:h student or the retention of such student’s online activities or requests over time.

Third Party: The term “Third Party” means a provider of digital educational software or services,
including cloud-based services, for the digital storage, management, and retrieval of pupil records.
Howevert, for the| purpose of this Agreement, the term “Third Party” when used to indicate the provider
of digital educational software or services is replaced by the term “Provider.”
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EXHIBIT “D”
DIRECTIVE FOR DISPOSITION OF DATA

directs Platform Athletics, LL.C [DBA: P1. T4M] to dispose

of data gbtained by Provider pursuant to the terms of the Service Agreement between LEA and Provider.
The terms of the Disposition are set forth below:

Extent of Dispesition Partial. The categories of data to be

disposed of are as follows:
Disposition shall be:

Complete. Disposition extends to all
categories of data.

Nature of Disposition Destruction or deletion of data.
Disposition shall be by: Transfer of data. The data shall be

transferred as set forth in an attachment to this
Directive. Following confirmation from LEA that
data was successfully transferred, Provider shall
destroy or delete all applicable data.

Timing of Disposition As soon as commercially practicable
Data shall be disposed of by the following date: By (Insert Date)

WA shhone

AuthoriZed Representafive of LEA

Veriﬁcaﬁion of Disposition of Data Date
by Authorized Representative of Provider
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EXHIBIT “E”
GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms

Provider offers the same privacy protections found in this DPA between it and Mountain View Los
Altos Union High Schoel District and which is dated 05/05/2020 to any other LEA (“Subscribing
LEAP”) who accepts this General Offer though its signature below. This General Offer shall extend
only to pri qy protections and Provider’s signature shall not necessarily bind Provider to other
terms, such|as price, term, or schedule of services, or to any other provision not addressed in this
DPA. The r%)vider and the other LEA may also agree to change the data provided by LEA to the
Provider in Exhibit "B" to suit the unique needs of the LEA. The Provider may withdraw the General
Offer in the event of: (1) a material change in the applicable privacy statutes; (2) a material change
in the services and products subject listed in the Originating Service Agreement; or three (3) years
after the date of Provider’s signature to this Form. Provider shall notify CETPA in the event of any
withdrawal so that this information may be transmitted to the Alliance’s users.

Provider:
BY: Date: 05/05/2020
Printed Name: Alex Relph Title/Position: Co-President

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below,
accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
bound by the same terms of this DPA.

Subscribing LEA!:
BY: Date:
Printed Name: Title/Position:

TO ACCEPT THE GENERAL OFFER, THE SUBSCRIBING LEA MUST DELIVER THIS
SIGNED EXHIBIT TO THE PERSON AND EMAIL ADDRESS LISTED BELOW

Name: Alex Relph

Title: C PresidL

0- nt
Email Address: alex.reiph@plt4m.com
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EXHIBIT “F” DATA SECURITY REQUIREMENTS
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