





























IN WITNESS IWHEREOF the part1es have executed this Wiscotisin Student Data Privacy
Date: February 18,2021
Pritited Nathe: 'S;fé*ﬁhéﬁ J. Zempolich Title/Position: Director of Contract

Liocal Education Agency:
/,%”“\ /ZF/ZW» ... Date: 2 -/ 9’/} /

Printed Name: 7;\ )\/C/JD\Tlﬂe/POSﬂlOn e sh Jrehnele

Note: Electronic signature not permitted,
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DESCRIPTION OF SERVICES

NetRef, a classroom management and leaming analytics software program.
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EXHIBIT“B”
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DEFINITIONS

De-Identifiable Information (DII): De-Identification refers to the process by which the Provider
removes orobscures any Personally Identifiable Information (“PII”") from student recordsin a way
that removes or minimizes the risk of disclosure of the identity of the individual and infotmation
about them,

1dent1fymg data, records of: attendance and df academlo work completed“ records of achie ment
and results of ‘evaluative tests, health data, disciplinary status, test protocols and individualized
education programs. For purposes of this DPA, Educational Records are referred to as Student
Data,

NIST: Draft National Institute of Standards and Technology (“NIST*) Special Publication Digital
Authentication Guideline.

Operator: The-term “Operator” means the opetator of an Internet Website, onlitie gervice; online
application, or mobile apphcatlon with actual knowledge that the site, service; ot applicatlon is
used primarily for K=12 school purposes and was designed and marketed for K~12 school
purposes. Forthe purpose of the Service Agreement, the term “Operator™ is rep“laced by the term
“Provider:” This term shall encompass the term “Third Party,” as it is found in applicable state
statutes. .

Personally Identifiable Information (PII); The terms “Personally Identifiable Infotimation” ot
“PIP* shall include, but are not. limited to, student data, metadata, and user or pupil-generated
content obtained by reason of the use of Provider’s software; website, service, or app, 1ncludmg
miobile apps, whether gathered by Provider orprovided by LEA or its users, students, or students’
parents/ guardians. PII includes Indirect Tdentifiers, which is any information that, either alone or
n aggregate, would allow a reasonable person to be able to identify a student to. a reasonable
certainty. For purposes of this DPA, Personally Identifiable Information shall include the
categories of information listed in the: deﬁnltlon of Student Data.

Provider: Fot purposes of the Service Agreenient, the term “Provider” means provider of digital
educational software or services, -including cloud-based services, for the digital storage,
‘management, and retrieval of pupil records. Within the DPA the terin “Provider” includes the term
“Third Party” and the term “Operator” as used in applicable state statutes.

Pupil Generated Content; The term “pupil-generated content” means materials orcontent created
by a pupil during and for the purpose: of education including, but not limited to, essays, research
reports, portfolios, creative writing, music or-other audio files; photographs, videos, and account
information that enables ongoing ownership of pupil cotiterit.

Pupil Records: Means all of the following; (1) Any information that directly relates to-a pupil that
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is mdintained by LEA;(2) any-information acquired directly from the pupil through the useof
inistrictional software or applications assigned to the pupil by a teacher or other LEA employee;
and any information that meets the definition of'a “pupil record* under Wis. Stat. § 118.125(1)(d).

For the purposes of this Agreement, Pupil Records shall be the same as Educational Records;
Student Personal Information and Covered Informatlon, all of ' which.are deemed Studenit Data for
the purposes of this Agreenient.

Service Agreement: Refors to the Contract of Purchase Order to which this DPA supplements and
‘modifies.

School District Official: For the purposes of this Agreement and putsuant to 34 CFR 99.31 (B)
and W;s Stat § 118 125(2)(d), a School District Official is.a contractor that! (1) Petfornis an
ifutional; func 81 Y OF jon would otherwise use employees;
(2) Is under the dlrect contro] cf the agency Or 1nst1tut10n- with respect to the use and maintenance

3(4) and Wis. Stat:-§ 118.125(2) governing
the use and rc—dlsclosure of perscna]ly identtﬁable 1nformat10n from student récords.

Student Data; Student Dataingludes any data, whether gathiered by Provideror provided by LEA
orits USErS, students, or students parents/guardians, that is dcscnptlvc of the student including,
but 1ot limited to, information in the stadent’s educational record or email, first and last natne,
home address, telephonie number, email address, or other information allowing online contact,
discipline records, videos, test resiilts, special education data, juvenile depenidency records, grades,
«evaluations, ciiminal records, edieal records, health records, social security numbers, biometric
information, disabilities, socipeconomic 1nfcrmat10n foad purchases, political affiliations,
religious information text messages, documents studen 1dentlﬁcs, search activity, photos, voice
recordings or ation information: nstitute Pupll Records for the purposes
of this Agreement, and for the purposes of Wisconsin and federal laws and regulations. Student
Data as: spectﬁed 1n Exhibit “B” is confirmed to be collected ot processed by the Provider putsuant
to the Services. Student Data shall riot constittite that information that has been anonymized ot de-
identified, or anonymous usage data regarding a student’s'use-of Provider’s setvices.

SDPC (The Student Data Privacy Consortium): Refers to the national collaborative of schools,
districts, regional, territories and state agencies, policy makers, trade organizations and
marketplace providers addressing teal-world, adaptable, and implementable solutions to growing
data privacy concerns.

Student Personal Information: “Student Personal Informatlo means. information collected
through a school setvice that personally identifies an individual student or ‘other information
collested and maintairied about an individual student that is linked to information. that identifies
an individual student, as identified by Washington Compact Provision 28A.,604.010. For purposes
of this DPA, Student Personal Information is referred to as Student Data.

Subscribing LEA: An LEA that wasnot party to the original Services Agreetmentiand who accepts
the Provider’s General Offer of Privacy Terms.

Subprocessor: For the purposes of this Agreement; the term “Subprocessor” (sometlmes referred
to as the “Subcontractor™) ineans a party other than LEA or Provider, who Provider uses for data
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collection, analytics; storage, or other service to operate and/or improve its software, and who has
access'to PIL

Targeted Advertising: Targeted advertising means presenting an advertisement to a student
where the selection of the:advertisement is based on student information, studetit tecords ot student
generated content or inferred over time from the usage of the Provider’s website, online service or
mobile application by such student or the refention of such student’s online activities or requests
aver time.

Third Party; The term “Third Party” mearis a provider of digital educational software Or services,
including cloud-based services, for the digital storage, management and retrieval of pupil records.
However, for the purpose of this Agreement, the term “Third Party” when used to indicate the
provider of digital educational software or services is replaced by the term “Provider”
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DIRECTIVE FOR DISPOSITION OF DATA

[Name or District or LEA] directs [Name of Provider] to. dispose of data obtainied by Provider
pursuant to the:terms of ‘the Service Agreement between LEA and Providet. The terms of the

Disposition are:set forth. below:

Disposition shall be;

Disposition shall be by:

Dita shall be disposed of by the
Ifollowing date:

|ate 4s follows:

|_X_ As soon as commercially practicable

[[Insett or attach special instructions]

| Partial. The categories of data to be disposed of

Complete, Disposition extends to all categories of

X‘—ljnestructi‘onﬁ of déletion of data.

~Trangfer of data. The data shall be transferred as
set forth in an attachment to this Direetive: Following
confirimatioti frorh LEA: that data was successfiilly

transferred Provider shall destroy or delete all

__By (InsertDate)

A W

Authorized Representafive of LEA

Verification of Disposition of Dafa

by Authorized Representative of Provider




GENERAL OFFER OF PRIVACY TERMS
[INSERT ORIGINATION LEA NAME]

1. Offer of Terms ‘

Provider offers the same piivacy protections found in this DPA between it and [Name of LEA]
and which. is dated to 4ty ottier LEA (“Subscribing LEA™) who. accepts this General Offer
though its signature below. This General Offershall extend only to privacy protectlons and
Provider’s signature shall not necessarily bind Provider to other terms, such as price, term, or
schedule of services, or to any other provision not addressed in this DPA. The Provider and the
other LEA may also agree to charge the data proyvided by LEA to the Providerin Exhibit “B” to
suit the unique needs of the LEA. The Ptovider may withdraw the General Offer in the event of:
(1) matetial change in the applicable privacy stahites; (2) a matetial change in the services and
products: subject listed in'the Originating Service Agreement;-or three (3) years after the date of
Provider’s signature to'this Form.

Provider:

BY:_ __ Date

Printed Name: Title/Position:______
2.Subscribing LEA

A Subscribing LEA, by sxgnmg a separate Service Agreement with Provider, and by its signature
below, accepts the Genetal Offer of Privacy Terms. The Subscribing LEA and the Provider shall
therefore be'bound by the sate terms of this DPA.

Subseribing LEA:
Prinited Name: e Title/Position:,

Name:,

Title;

Eniail Address:
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DATA SECURITY REQUIREMENTS
[INSERT ADDITIONAL DATA SECURITY REQUIREMENTS HERE]

None
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