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Tha Osogos Stadent Data Privacy Agreemnent ("DPA") i enterod into by sad Setwoon the
Beaverion School District  (hervinafier reforned 10 s “LEA™) asd Mystory Stience
MMuuWn March 1, 2019 - The Partics agneo % the forms as stmod

RECITALS

WHEREAS, the Provider has agreed to provade the Locsl Edacaton Agoncy ("1 EA™) with certamn
Mm:lmrﬁa“ceﬂpm»awm March 1, 2018 ("Serviee

WHEREAS, in order 10 provade the Services described i the Service Agreement, the Provider may
recerve or creale and the LEA may provade documcets o¢ dits that are coverod by scveral foderal
stanutes, among them, the Foderal Educational Rights and Privacy Act “FERPAT m 20USC, 1232¢
(38 CFR Paer 99, Ohildren's Onlise Pavacy Protecton Act ("COPPAT™), 15 US C. 65016506,
Protecton of Pagil Rights Amendsseot “PPRA™) 20 USC, 1232%; and

WHEREAS, the documeonts and dats tremsferrod from LEAS sad creanad by the Prosader™s Services are
Wheo subjoct %0 severst wane st peivacy ws, inchading SB 187, Oregon Stadent Informaton
Protectom Act ("OSIPA™)L Or. Rev. Set § 646,607 - 646 652: Or. Rov. Stae. § 326,565, ot sog. (Saudont
Recoeds |, and

WHEREAS, this Agrecmsent complics Oregon laws and Foderal Law.

WHEREAS. the Parties wish to cater mto this DPA to easure thae the Service Agroement conforms %
the requircments of the privacy lws refermad w above and 1o estadlish implementing procodueres mad
St and

WHEREAS, the Provider may, by signing the "Gomeral Offer of Provacy Torms™, sgree o allow other
LEAs is Oregon the oppertunty s acoept sodd engoy the Senefits of thae DPA for the Services dewcribod
besein, without the need 0 nDegotiste werms @ a sepanate DPA.

NOW THEREFORE, for pood sed vadsuble consadersnon, he purties sgree o follows:

ARTICLE I PURPOSE AND SCOPE
L DupestofDEA The purpose of this DFA i to desonbe e dutios and responsibelitics o
protect sudent dats transtetiod so Provader fomn the LEA puresant 10 the Service Agroement,
inchaleng compliance with all spplicable state privacy statutes. mchading the FERPA, PPRA,
COMPA, OSEPA and othor apphcable Oregon Stune lews, all us may be amended from tioe 1o
time. In performing these servies, ic Povider shall be consadered a School Official with a
legitimane odecational inlerest, and perfonmiag sarvices otherwise provided by the LEA

L Nataceof Services Provided. The Provader bas agreod to provads S following digaal
educatromal servioes descnbed below and as may be farther outincd s Exhabit “A” herewr

See Exhbit A
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3. Studest Dats to Be Provided . In order 20 perform the Services described o the Senvice

Agrocment, LEA shall provide the caegerions of data desoribed below o as imdscated in the
Schedule of Data, astachod horoto as Db “11™

Irsort Description

4. DPA Defimitions. The definition of terms used m this DPA is feund in Exhibit “C™ ls the evest
of 3 confisct, &efiritions used i this DPA shall prevail over 1orm used in the Service Agroemest

ARTICLE T DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Studest Dats Preperty of LEA AN Seadont Dats trasumatiod 0 the Provides pussusst 1o the
Service Agrosmest 15 and sill comtaue %o he the progerty of and under the contrel of the LEA
The Provader Bether acknow lodges and sgroes that all cogees of such Stadent D trmsmatiad 1o
the Provader, chudmg any madifications o sdStons ot sy portaon therool from asy ooy,
are subject wo the provisions of this Agreement in the same masner as the onginal Studem Dt
The Parties agree that as betwaom them, ol rights, inchading all mtcliectsal propemy rghts in sad
o Seudont Data comtermplated per the Scrvice Apreement sl remain the exclusve peoperty of
e LEA. For the purpeses of FERPA, the Provader shall be cossidered 2 School Official, snder
he controd and direction of the LEAS 2 it parmains to the wie of Stedent Data notwithslandeng
e shove. Provider may wansfer pupil-gencosed coment 9 & sepanite sccount, sccording to the
procedures sct forth below

L ParsmtAscess LEA shall establish roasonable procodures by which & purent, logal pasedun, or
clighle Sodot muy review Studes Duts on the pepal’s recoeds, comrect erroacoss information,
and provedures For the nmer of pugnl-genomtod coment % a perwonal scoont, comeatont wih
the functionality of services. Provider sall respond in & reasomably tenely manner (asd Do later
than 45 &uys froes the &ate of the reguest) to e LEA's reguest for Student Duta in o pupil’s
rooords hald by the Pravider 5o view or correst e necosary . [ the event that a parent of » pups!
or oder mdivadual costacts the Provides to review any of fie Scodont Diata accossad pursant ©
the Servioes, the Provder sball refer e parent of indevidual 10 the LEA, who will follow the

neorwsary and proper peocalures repaedng te requestad mfoomation

). Separste Accoust Provider shall, at the requost of e LEA, tansfer Sudost Genorsod Comont
1o 3 separulc student oot

4, Third Party Reguest Shoudd 3 Thed Party, inchading lew enforooment and govemment
emtibes, comtet Provader with & roguess for data beld 5y the Provider pursusat 10 the Services,
the Provader shall redieect die Third Pamy o request the datas drectly from the LEA, Provader
shall nouly the LEA s advance of & compolied Sachonure to a Third Pacty umbem legally
prokibited, The Provider will not use, duckne, compiie, transfer, sl the Stedont Duts and'ce
any porton Sorool %0 sy (hind party of other canty o allew aay ofer third paety or ather enkey
to une, dowclone, commgele, Bansfer of sell the Student Data and or amy portion thereol
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5. Ne Ussuthoriced Use Prosader shall not use Sosdent Daga for any purpose other than as
explcntly spocified in the Service Agreomeat

6. Ssbpeoceisors Frovider shall cotcr lato wrilles agrecments with all Sabprocesson perfonmeg
fanctions purssant 5o the Semvice Agreement, wherehy 1he Subpeooessors agree 0 profedt
Student Dt 0 mamner consastont wih the torms of this DIPA

ARTICLE HE DUTIES OF LEA

1 Eroxide Dataln Compliance With EEREA LEA shall provide data for the purposes of the
Service Agroement in complance with FERPA, COPPA. PPRA. OSIFA and all other Oragon
privacy statutos queted m tha DFA

2. Anesal Notifkation of Righes. 1f the LEA bas 2 policy of disclosing education reconds wader 4
CFR 59931 (8) (1) LEA shall imclude & speosficmion of criteria Sor determining whe comstitunes
& scheol officad and what coastitetes & legitimate cducatonal micrest i its Anssil netification
of nghts, and determine whether Provider qualfies as & school official

3. Reasenslie Precastions. | 5A shall uke seasonable procautons w sooure ssersames,
passwords, and sy other moams of gening acoem %o the serviees amd hosted data

4. Unasthortzod Access Notificatisn 1EA shall aotdy Provader proenpily of ey Ssown of
winpected unasthorsed sccom. LEA will sseet Prosader i sy efforts by Provider 1o investigate
and resposd 10 any unssthonzed scosis

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Camplisnce The Provader shadl comply with ol spplicable Suato sad Tedoral fawy aad
regulations potaining %o dats privacy and security, mcluding FERPA, COFPA, PPRA, OSIPA
and ol other Oregon pawacy statstes dosnfied m thas DFA,

2. Asthoriced Uty The data shared paersant 1o the Scrvice Agsecmment, inclhading persestont uniges
shentiBiers, shall be usod for no purpine other tham e Sarvices stated & the Service Agrocamcel
nd/or otherwise sethonoed under the statstes refomad 1 in subsectson (1), above.

3. Emstoves Oldization. Provader shall require all emmplovees and agents who have access »
Soadent Duga 10 comply with all spplicable provisions of this DPA with respect o the data shaed
ander the Servce Agrooment. Provider ageos 10 roquine and maistain aa appropriate
confidemality agroement from cach employee o spent with access 10 Studess Data punasant 12
fie Senvice Agrecaxnl

4. No Dischsure Desdestithod mformation mary be wsed by the Provider for the parpases of
dovelopont, rescarch, and supesyessent of oduacatimnal siles, Wiy kos, of spplaatioss, o any
ether momber of the public or pasty would be able 10 wse de-sdentifed duts punsant to 36 CER
$9.3100). Provider agroes Hot 1 snempt 1o re-sdentify deidentaliod Stedent Dits ané not %o
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wamster de-identifiod Soadant Divta 10 any pasty usicss (a) that party agroes in writing st %
attenspt re-identificarion, 2ad (b) pror wiittes notce das been gven o Beaverion School Disarict
who has provided poloc wintton consent for such isesfor. Provsder shall sot copy, reprodace oe
tracemil any data obtamed under the Service Agreemot and 'or asy portion facreol. eacepdt as
mocessary o MR the Service Agroemncet.

S Dispasitien of Data Provider shull dispone o dekite wll Stadent Duts obtsinad under $e Service
Agreoment when @ s a0 loager neoded for Bhe purpose for whaih it was chtamod sed traniy
saiid dats %0 LEA or LEA's desagnoe within scxty (601 days of the date of termination snd
scooeding 10 3 schedule and peocedure as the Purtes may reasosably agroe. Nothiag o the
mwmm:»msuuoummmum
Agreement heyoad the time period reascosddy noodad to cemplete Bie dupostion Dspasmon
shall ockade (1) e sheodding of amy hued copics of asy Stadcet Data, (2) Enssing, or (3)
Othermise modifying the persosal isformation m thase rocords to make it urecodabic or
ndeciphorable. Provider shall provide wnticn sotification 0 LEA when the Studont Duta bas
becs Guposad The duny to dispose of Stadent D shull not exsend o dut that s deen de-
shentifiod or placed in a soparate Stedem account, purssant %0 e other terms of e DFA. The
LEA may crnploy & “Directive Sor Disposition of Data™ FORM, (attachod hoscto s Exhiba D7),
Upoa recespt of a roguest from $he LEA. the Provader will smmodsasely provide the LEA with
any sposafied porson of the Stadenm Dass withun Biree (3) calendar &svs of receipt of sasd
roguet

6, Adverthing Probibigien Provider i profubucd Som using o wllog Stadest Duts 1o (a) starket
or afvertse 1 students or famibes gaardiaes. (b) mform, nflusce, or cnable marketing,
advertising, or other commercadl ef¥octs by o Providar, () develop » predile of & student, Lamuly
member guselian o o, foe oy commercanl purpose other Ban provading the Senvwe o
Clicat: oc (d) use the Stodost Data for the development of commeroal products or servioes, other
thas a8 BECeMary 0 peovade e Scrvice to Clicnt This soction docs not protsbi Provider froes

gencrting lepstimate persinalized lcamng recommendatians.
ARTICLE Vi DATA PROVISIONS

1. Data Securlty. The Provador sgroem % sdide by sl maintan adogaite dats woosity mcunarns,
consisieat wrh indastry standards and sechnology bost prctices, to protect Seudent Dista froms
unauthoraeed disclosuse of acquasition by an unauhoczed person. The genoral securty duses of
Provider are st farth dedow . Provider may father dotail its security programs and messures in
Exbebil “F~ hercte, These measurces shall chude, but are sot limited to:

a Passwords and Employes Aceoss. Provider shull secure usornames, passwords, and ey
ether means of gaming acoess to the Services or 1o Studant Duta, o 8 level suggestad by
Artiche 4.3 of NIST 800-63.3. Provader shall only provide sccom 1o Studest Dute

or comracton that are performung e Services. Employees with acoess %
Stodont Dutin shall have sgeed confidentialiny sgresments regarding aasd Student Da
All envployers with scooss % Student Records skall pass cnminad background checks.

b Destruction of Dsa Movider sdall destroy oo delete ol Student Data obtained wndor fhe
Service Agreomom whm # # no loager scoded for the purpose foe which it was obtained
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o¢ trassfier snd data 1o LEA or LEA's desgnoc. according 10 a schedale and procodure s
the partics may reasonably agree. Notng in the Service Agreement sutherizes Provider
0 maistaen Stadcnt Dats beyond the tme periad ressonsbly nooded o complow the
deganilon

€ Security Protecols. Floth purtios sgroe 10 maistnin secueity protocols that socet indastry
best practices = the transfor or tramsmission of any data. inchuding ensurmg that dea may
oaly be viewed or accessed by parties kegally allowad 10 3o 0. Movider shall maiesain all
data obtamed or poosrated persuant %0 the Sorvice Agrocmost i & secure computer
caviroament and not Copy, reproduce, of dansail data cheaised pursuant 0 the Service
Agrecmont, except s nevossiry % NI O parposs of dats roguests by LEA.

d. Emplyce Tradning. The Provider shall provide penodic seounty trasng 0 Bose of it
omployoes who opurats or have aoem to the systom Farther, Provider shul] peonide
LEA with comtact mformation of an employee who LEA may costact if there aro amy
SCCUTY CORCEMS OF questioes.

¢. Security Techaobogy. Whes the service s sccessod wany & suppontad web browses,
Sevure Socket Layer (“SSLT) or oguivalost toshnology shall be employod 1o protoct dasa
aathestication and data encryption. Provider shall host data perssant % the Scrvice
Agreomont i an ooviroamest weng & firewall Sat w penodically updased accondiag %o
ndusyy standards.

L Security Coordimater. Proviuder shall provide the same and contict mformation of
Provider™s Secunty Cooedinstor for the Stdent Duta recerved passusant 10 the Senvice
Agroomct

¢t Ssbprucessors Beand. Provider shall coter o waties agreements wheseby
Subprocosans agroe 10 secwre and proeect Seadent Data in 3 mamier conseent with the
terms of this Artichke V. Proveder shall perodically condect of review complissce
monionag and assessoents of Sabprocessors 0 darmng BHeir compliance with By
Artacle.

b Peviodic Risk Assessment Provsdorn farther schnos bodgos snd sgroen 10 condect
periodic tuk awesements and remedinge sy wentified seouity and privicy
vulnemabilstics m a noncly manner

L Backeps. Provider agrees %o mantais backup copees, backod up at least daily. of Seadoat
Dot aa Cone OF Providor’s systems Gaidare of mey ogher ualirciosn cvent rovulting o o
of Studem Data o any portimn theroof

b Audits, Upon socopet of o roquest fross the LEA, the Providir willl allow the LEA % andit
the security and privacy measares that are in place 0 onsare prosection of the Student
Recond or say porton theroel. The Provider will coopesate fully with the LEA and any
ooad, stane, o fodoral agency with onersight ssthomty penedictuon in commection with sey
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oxdit or imvestigation of the Provader and‘er delivery of Services to stadents and'or LEA,
snd shadl peovade Tl access to the Provider's Scilnes, stafll apomts snd LEA"S Stadont
Dusa and il records peraining 10 e Provider, LEA mad delivery of Services w (e
Provider. Failwre to cooperase shall be deemod a matenial breach of the Agreoment.

1, Data Breach In o event Shat Studont Duts b scoussad or obtamad by an imauthon zad
mdridual, Provider siall provade notafication o LEA wythin » neasomable smmount of sme of the
ocidem. Provader shall foliow fie following process.

& The securey breach nomficanon shall be wriniea in plam language, shall be tithed “Notxoe
of Data Pheaach,” ard sl proscet @ information descnibod Borawn weder the following
beaduags: “What Happosed,™ “What Information Was Javolved,™ “What We Are Doing,”
“What You Cas Do and "Fer More Information.” Additiosal information may b
provided as 4 wepplemost to the motis.

b The secursy becack nouficanon descnbed above i scoton 2 a) shall nchudc, & 2
minimsam. the fodlowing infermaton

b T name s contast indormation of the ropartaag LEA sabvjoct 1o this sectcn,

WA Tt of the types of personad infonmation that were o are resonsbly delieved »
have been the subject of a breach.

M. 1 9 information is possble 1o dosermne 2 the timg the motace is providod, e
orfer (1) the G of the beeadh, (7) the estmnased dase of the beeach, o (1) e
dase reage withon whach the becach coourred. The notificitom shall abo incdade
the dase of e patice

iv. Whether the noadicason was delayed as a result of a low enforcoment
Investigatson, If that informsation i pomible 1o determane at the tirme the ot i
previded.

v. A genoral doscrption of fic teeach inoudost, I iat saformation is possible m
desermene o the tene the nolice i provaded

€ A LEA's disontion, the soowrnity hresch sotification may aho mchede sy of e
foliceng

b Information shout what the agency has doos 1o protect isdividusls whose
information has boen becachod.

i Advice on steps that the persen wiase infommumen has boen beeacted may Wke 10
protect hisswel!l or horself

4. Provider agrecs 1o adbere 30 all sequisennents @ applcablo Stie and m foderal law with
respect to & daa breach relaced 1o the Soadent Data. mchadong, when sppropeiste o
required, the raquired respoasibiitics and procedwes fer nctification and mitigation of
sy mach dats breach.

e Provider further acknowhedges sl agreos 1o have & wimen mcident fespoese plan thm
reflocts host peactices sl is comuistoat wih industry sundacds sad foderal and stave law
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T respondmg %0 2 data beeach, breach of security, prvacy incklen or ssauthorisal

soquasinon of use of Soadent Data or sy portson thereo!, mcludimg personally
sientafiable Informason smd agrees o provide LEA, wpon sequest, with & copy of wid
whillen incifem rospoose plan.

£ At roguest asd with B seustancy of LEA, Provider shll sotify the sffecwed parent,
begal paarduan o chigible pupil of e smsuthorined sccess, which shall mchade the
formation Ssied in subsections (0) wnd (C), above

ARTICLE VI GENERAL OFFER OF TERMS

Pronader may, by sgning e attachod Form of General Offor of Privacy Torms {atsached hereso
as Exhibit "E™), be bound by the toems of thas 10 sy other LEA who siges the acceptance on said
FExkabnt, The Foem is kmited by the serme and conditions desanbed thervin

ARTICLE VIE MINMCELLANEOLS

L Yerm The Provider shadl he bousd by this DPA foe the duraton of the Service Agroomont or so
Jong s the Provider maininms sey Stedost Dats, Notwiistasding the forcgoing, Provider agrees
10 be bousd by the terms and oblgations of this DFA for 2 period of thows (2) years, of 50 long as the
Provider pesfonms servioes ender s Agrocmest, whichever shall be losger.

3. Teomination. In the cvent shat caber party secks to sermmmante this DPA. they may do so by
bl written coment 40 loag @ the Sernvice Agroomen has lapsad o has been termunated.

3 Effcxt of Terssination Sarvival [f e Sorvice Agrocment i termmanted, the Provider shall
dostroy all of LEA"s data parsuast 1o Article V, secuon I(b).

4. Priccty of Agrecments Thes DPA shall govern the tresement of student records in eeder to
comply with S pevvacy prosections, s luding Shose fomd in FIRPA and al) spplicable privicy
statuscs adentified @ this DPA. ko the cvest there is conflict betwoen the terms of the DPA and
the Service Agrecment, of with sy other MARFP, hcomie agreviment, ar writing, the forms of
this DPA shall spply snd take precedence. Except s doscribod i this paragraph horein, all other
provissons of the Sexvice Agreement shiall ressin 1o effect

£ Natice All notices or arher commmmaation reguared of peresited B be given horeusder s be
0 writmg and grves by personal Selivery, facsmile or e-mmil teamsenivson (1 comtact infermaton
= provsdad for the specilic mode of delivery ), or first-chass mail, postage prepusd, sont 10 the
The desagmatod represcatalive for the Pronsder for thas Agrooment is:

Katy Jenkins / Oparatons Manager
SUpport @ mysteryscience. com

l\ndmdmhmmraumnxalu
Jim Newtoa, Manager of Application Development A
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6. Entee Agrecmcnt This DPA conssmuies the entee agreoment of the parties relating % the
wabnect matier hereod sad supetiedes all prion commmicuioms, TOpICOHAINS, (F AEITCINIS,
ornl or writies, by the partics relating thereto. This DPA may be amendod and the observasce of
any pronssion of Bus DPA may be wanvad (et gencrally or m any patscular imtance and
either romonctively of prospectively ) only with the sipscd writien conscat of Both parses, Neither
ﬁhwd&yu&wdmm.aﬂnw*m,uvm\ﬂ*m
shall operate & 2 waiver of such right, nor shall sy single or partiad exercese of amy sch night.
power, or priviloge prechods any furthor excrsise thereol o the exescine of asy othor mghe,
power, of privilege.

7. Sourabits Any provisios of e DPA that is probibitod or wenforcesble m sy jemdiction
shall as 1o such jurisdxcton, be meffective W the extent of such prodibition er weenforecadiling
withowt mvaladaing the romaining provisiom of tis DPA. and any such prodbiton oo
snctforveabibty @ any jursdicnon dall ot mvaidste or ender unenfirceadle such provsion in
any other prudiction. Notwithstandag the foregaing, if such provision coudd be moee namowly
drawis 50 a8 oot 1o be probibetod or sncaforceable i smch prisdiction whals, af the same Lo,
muistainmg Be mient of the pactics, it shall, 8 10 such jurschiction, be s narrowty daws
withowt mvaldatiag the remaimng provisions of this DPA or affecuag the validity o
anforoeadiliey of sach proviseon in sy o purnshioien.

& Gevernisg Law; Veaus sad Jurisfictiva THIS DFA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE IN WHICH THES
AGREEMENT IS PERFORMED, WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIFLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
COUNTY IN WHICH THIS AGREEMENT IS TORMED FOR ANY DISPUTE ARISING
OUT OF OR RELATING TO THIS SEXVICH AGREEMENT OR THE TRANSACTIONS
CONTEMPLATED HEREBY

9. mmwmummumuu»um.dhw
s hadmg asd dostractiom of Studest Data sad any portioa thereof contained
therom, 2l refated or msooated msanutons, ndividuals, enployes or contracton who may have
access 10 the Seadont Data sndor sey partion thereol. or may ewn, ase or control oguipement or
facilities of any kind where the Student Data and poren thereod |5 stored, mumisnsd of wed o
any way.

16. Waiver . No delay or emission of the LEA 1o excrcise amy nght hereunder shall be constrocd o a
winiver of amy wach right ard the LEA roserves the right to exerine sy wach nighe from time %o
time, as oflen as may be doermald expedient.

[ Stgrmavare Puge Follows)
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IN WITNESS WHEREQF, the parties have executed this Oregon Student Data Privacy Agreement as
of the last day noted below.

Mystery Science

- %@4&@) e March 1, 2019
Vi

Printed Name: Katy Jenkins Title/Position: Operations Manager

Address for Notice Purposes:
340 S Lemon Ave #5236, Walnut, CA 91789

Beaverton School District

N
BY: L/Vm/J/ Date: . 5/6/2019

Printed Name: Ngoc Le Title/Position: Senior Purchasing Agent

Address for Notice Purposes:

Insert Address: 16550 SW Merlo Road, Beaverton, OR 97003
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EXMIBIT “AT

The services provided are access by LEA leachers and stall 1o the oning digital soence
cerricuium at mystoryscence.com and mysierydoug com wobstes.. The services are intendad
for use by leachers and do Nt require the LEA w0 provide any Student Data, The nams and
omail addresses of LEA teachors and siafl we colleciod when sccounts are created lor them,
The wobsbes aiso collpct miormation on how LEA teachers and staft interact with the senvices
N Orgar 1or the Proviced 10 mprove the Services and 10 provios recommendations 10 users.
Studont accounts are not created and student emails are not ntertionally coliectod Teachers
are given a stugdont ink URL that they may send separately 10 students who have missed a
sS0n. Ths shucart knk URL provices Imiled accoss and Soas Net ragquire a login

Aseacher may optionaly subemil a science Queston Bhal a student has asked. The leacher
suimes e Guestion asd the fest neme and grade of the student, If the Provider wahes 1O
feature 1he student in @ video 0m the websites Islod :Dove, the Provider wil send the teachar a
permission form 10 obisin parental or guardian consent ior the student 1o paicpale in he
recording and for the Providor's use of the video. Parertiguardian informaton will 2o ocllecied
on the parmigsion form. Participation in this racorded video 15 optional and will naver proceed
without & signed parentaliguardan consent 1rm Submimed QUESons will Dé retaited and usec
by the Provides and are not corsideced Pups Generated Canten
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EXUIBILR
SCHEDULE OF DATA




Stadent Program

i

Stadent Survey
Respomes

Tramscripl

o

Student [n App
Porformance

Progrem agplicaian
performance

(typing progras-
student typas 60

Trasportation
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EXHIBIT ~CT
DEFINTTIONS

ACPE (Assechation for Compater Professionals in Education): Refors to e membershp
organizanon serving adocational IT prodessionals in the stasss of Oregon sad Washinglon W promole
goneral moagnition of the sole of TT prodessionals i odu wsons’ instfulions. mpreve setwork aml
COmpuicT seTvioes, Tmeprale coxrping Weshnolopies, cocoumage appropna use of mformatien
technolegy for the improvement of aducstion and suppoet standieds wherzby comman sterchanges of
choctroox: informution can be accomplishad officently and effectively.

Covered Information Coverod lnformation messs mutersds tat scgard o stodest that arc = anry modin
or Sormat and includes maserials as demifiod by Oregon SB I87 (2015). The aategonies of Covered
ladermution andsr Ouegon law sre found e Exdubet B, For purpases of Bes DPA, Covesed Iafoomation 1s
referred 1o s Studen Data

Edecational Reowds Ldwatsnal Rocends see officisd rocoeds, Filos and data diroctly eebatod 1o
student and mamamod by e school or local eduaitivs agoscy. mcludmg bat pot Temsed to, revonds
encompassang all the sraienal kept 1 the stodent 's cumsulatwve folder, such as genend sdentifying data,
reconds of anendmce and of acsdenie woek compietod rocends of achsevement, and resslts of evalusene
tests, health data, disciplinary status. and test protecols. For purposes of thes DPA. Educatiomal Rocords
ae reloed © as Seadont Data.

De-1dentifisabde Information (D De-ldostification refes o the proosss by whach the Vondor
removes Of chweures sy Personally SdestiGadie Iaformation (CPEHT) from student seoonds in & way that
removes or minimeees the sk of dischosmre of the identity of the individual and mformation sbost tham.

NIST #00.63-3: Draft Navonal Issatute of Sandands and Techaology (“NIST™) Special Publcason
R00-63-3 Digital Authentxation Gualchiee.

Opernter: The som “Oposator™ moans the operater of an Insernet Wiebsate, onkime service, online
applicaton, e mabile applcation with acual know ledge thae the site, scrvice, or spplication bs used
pewmandy for K-12 school purposes and was desipaed and marketed for K- 12 school parposes. Fer the
porposs of Bhe Sarvice Agreement, S leem "Operasce” i replaced by the serm "Provider.® This tom
Wl ancompess e sarm “Thisd Party * s i s foend m applecable state satuo

Personally Mentifiable Information (FIDE The sorm “Persomally esafabie Infommation™ or “FII°
shall fochade, bun are sot limited o, student data, metadata, and user oc pspil-gencrated coment obtasmed
by reason of the wse of Provider's software, webste, service, or app, scleding modile spps, whether
patherod by Provider or provided by LEA oc itn wers, studenia, or shadonte” piremts glsndass. P
inchades Indrect Idemificrs, which o smy mfoemanion tat, either alone o i sggregate, woeld aliow a
reasoasdlc person 1o be abde o sdentily » student % o seascauble cormanty. Foe purposes of Bes DIFA,
Pencoally MontiSable Informatoon shall inchade B cateporses of information listad in the defimtion of
Stadem Dats.
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Provider: For parposes of the Service Agroossen, the term “Provider™ means provider of dagtal
educational software or scrvices, mchading cloud dased sorvices, for the dgindl storage, mamagement,
and retrieval of pepel seconls. Withan the DA the term *Provider” ineludes the torm “Third Party™ and

the serm “Operatoe™ s used in spphcable suoe stules.

Pupil Generated Content: The term “pupil-gencrated comtent™ messs saaterials o comtent created by &
pupil during and for the parpose of oducation inclading, bat not limad o, ossays, rescarch ropoets,
pontfolss, creative witing, memic o other andio Sles, photegraphe, videos, and account infarmabon Gl
caubles ongoing ownership of pupil coment.

Pupil Records: Meams bodh of the following (1) Any mfotmason that deectly relses %0 a pupil Sat &
mantamed by LEA and (2) any informanon acgquared directly froen e pegl firough the use of
intrucsanal saftware o spplicatioss ssugned to the popel by 2 scacher of other LIA employee, For the
purposes of his Agreemens, Papil Reconds shall be the same as Educatiosal Recoods, Smudest Personal
Information snd Coverad Iaformatien

Service Agreemsent: Refors 10 the Contmact or Purchase Owder %o whach thas DFA supplemonts and
modifics

Schood Officlal ¥or B¢ purposes of this Agrevment amd parsuant 10 34 CFIR 99 31 (B), & Sebood
Official is a contmactor that: (1) Performs an matmational sorvice or fanction for whach Sy agency o
mwituton would ocherwise use emplovess; ad (2) Is subject 10 34 CFR 993 Xa) goveming the wse wd
rodisclesurs of penosally sdontiliabls nformation Moo seadent rocerds.

Stedent Data: Stodeet Duta inclodes amy data, whother gatherod by Provader or peovadad by LEA oo as
weirs, students, o wtudenis” parcots gumfians, that is descrptive of Be auless including, bet not limned
10, infoematen in the stodont's educatsosal record or email. firnst and bast same, home addron, ikeplenc
osnber, cvmsil addresa, o ot infermation sllowing online costact, discpline reconds, vadkoos, tal
resalts, spocal educaton data, uvenile depesdency records, grades, evalmtions, cnomsal records,
maodscal records, health records, socal seounty embars, bonicwic nformation, dnabaltcs,
socaoooecmic formation, foed perchates, politeal affiliations, rehgious mdormation Xl mesages.
documments, soadent identifiers, search activity, photos, voie recordmgs or geslocation infommation.
Studont Data shall comstitete Papll Roconds for the puposcs of this Agrecmest, sad (o the paeposes of
Owegon and Federal laws s regulstions. Ssedent Data as specified @ Exhibe B s confirmad %o be
collecied or processod by he Frovider persuant 10 the Services, Student Dass sball sot constitute that
infarmatzon that bas been anomrymised o de-sdentifod. o smonymoss weige daa regarding 3 sadent's
use of Provider's services.

SDPC (The Student Dats Privacy Corsortimm) Refers %0 the natwnal collsbomative of schools,
providers addrosing real - workd, sdaptable, md implementable soluons 80 paowing data porvacy
concems.

Student Personal Information: “Studont Persomal Information™ means sformatien collected theough a
school service that personelly idenufies s adividual student or other information collciod and
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mamtaized sbout an indivadusd student Bt 15 Binked W micrmason Gal Mentifies an individaal sudost.
For parposes of this DPA, Student Persosal hafoemation s refemed 1o as Svadent Data

Subscribing LEA: As LEA that wis not gurty 10 e eriginal Services Agrooment and who sccepts the
Providans Ganensl Offor of Privacy Terms.

Subprecesser: For the purposes of this Agroemees, the term “Subpeocessor” tsometimes referred (o 2
the “Subcoatractor’ ) menns a party other thas LEA or Pronider, wha Prosider uses for data collection,

analytics, sterage, or other servce 1 operie and o improve 118 software, and who has access 10 PIL

Targeted Advertising Tapowd advertising meass prescoteg an advertsement 10 a stedese where the
sclection of e adverssement & hased oo studen infommaton, studost reconds or sudoat poncrated
coeten or mferred over Limse Trom the usage of the Prossder s webaite, onfme wrvace o modile
appincation by such stadent or the rolention of sach student’s onfine sctivitios or requests over time,

Third Party: The term “Thard Pasty”™ means a provader of digital educatienal software or services,
inchoding cloud-based services, for the dgitad storage, masagenent, and reencval of papil reconds.
However, foe the purpose of this Agrecrent, e tens “Thisd Paety™ whes wsod to mdicate the gwovider
of &gl edecational software or services is scplaced by the tom “Provider ™
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EXTUBIY "7
DXRECTIVE FOR DISPOSITION OF DATA
[Name or District or LEA] directs [Namse of Company| %o dispose of data obtamed by

Pt o the fortsa of S Service Agrecment betwoen LEA sad Compeny. The tcrms of te
Disposimon sre set foeth bolow

LE { Dispesit

__ Dpostion & partial. The catogones of deta 80 b disposod of e sct forth bolow or are fossd
an attachmont to this Directive:

Inser categones of data

 Dispmition s Complete. Disposton extonds 10 all catogones of disa
2. Natre of Dispesstien

___ Dispositiom shall b¢ by destructon or deketion of data

___ Disposinon shall be by a ransfer of data. The dats shall be wansferrod to e following sty »s
follows

Insert Special Instructions

3, Timing of Disposit

Do shall be disposed of By the following dase:
 Avsoem as coenmerrally pacte able
—

+. Signature

Asthoreed Repeesentative of LEA Date

S, Yesification of Dissasition of D

Authorued Regeesenutive of Company Date
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EXHIBIVTES
GENERAL OFFER OF PRIVACY TERMS

1. Offer of Yermm

Provider offers the same privicy peetectons found in fis DPA between £ and Desvenon Schas Ot
and which s dated March 1, 2019 10 say ether LEA ("Ssbeoribing LEA™) who sccopts this Generad
Ofer though sts ugnature below, This General Offer shall extend only S0 privacy protections and
Provider's sigaatere shall sot necessandy bind Provider to other terma, such as price, lorm, o schodule
of services, or 10 any other provisson not addressod wn this DPA. The Provider and the Subscnbang LEA
iy abso agree 10 chasge Bie dus provided by the Subscribeng LEA o the Provider 10 st B¢ umgue
noads of the Sulmerdvng LEA The Provader may withdraw 1he Genoesd Offer in e event of (1)a
macenal chasge @ the apphicable privacy statstes; (2) 2 masenal chasge 1 the senvices and prodects
Esaad s the Oripnatieg Sarvice Agroement; oc theee (5) yoars after the date of Prowader’s signe 1o
this Form. Provider sdall sotify evther the ACPE or SDIFC = the event of amy sathdrawal so that this
mfermnation may be transonmad 10 Be Alllaace's wsers

Mystery Science

BY- ' 0w March 1, 2019
Peiod Nae KLY JENKins — T
I Subsaribing LEA

A Subscribing LEA, by siptmg 3 scpanste Sorvice Agreement with Provider, sad by s signature below,
accepts the General OfTer of Privacy Terms. The Subscoritving LEA s the Provider shall Serofons be
bound by the same semis of thas DPA.

BY: Dwte

Prsecd Nase: T Panitcn
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The Ovegan Stademn Doma Privacy Agreement, + 1.0 CAgreement™) berweoes Beaverion Schel
Dttt CFLEAT) and Mywary Sclonon CPronider™) s mnended s follras, a0 of he Lt dw st
forth below. Al other tormm of the Agrecmemt remesn snchanged

Article |, Paragraph |, 2™ semtence shall be modifiod s fodiows: “in performung Sese servioes,
he Provider and i Subpronesnars shall be cotmderod o Sodood OMicial w2 legitinmee
wducatioonl imterest, and performang servioes otherwse pove ided by the LEA ™

Anicie IV, Panigraph |, shall be modified as follows: “The Prosader shall comply with all
Statr and Fodoral laws aad repudationa persalning 1o data privacy aad sxuriny,
FERPA, COPPA, PPRA, SOPIPA and all cther Orogon privacy statuies sdertified in
this DPA

Article IV, Pangraph 2, aficr S flest sernence, mmon Dic fellowing “Provider muy shave teaher
ol afT eonadl addresses andd Contact information with thind parmy service poosidens, bt only
the culomt seconary foe B sorviie geov iders 1o perfonm sorvioes on behulf of Provider under the

Service Agroemem ™

Artiche IV, Preagraghh 5 17 sertence shall be moodified s fellows wmm»wﬁf
Prossder shall spore or delene sl Stadem Data cbtaned mder Be Sorvice Agreemom whem it &
no lenger neoded for the purpose for w hich it was obsinod and sunsder sald oo o LEA 0

LEA"s Soigncr within snly (68) &uys of the Se of krmingtion and sooorSiog W & schedude and
provedurs s the Partes iy rommadly sgrew ”

Arsuche V. Parngragh L) 74 senterr shald be rodifud m follows: “Empleywes with soves 1o
Stusdernt Dipta shall dave sigred 1 confdermaln agreement with Proaster whereds engiovees
recognize the cdligation Yo prosect confldestial Informaton of 1hind parties ~

Exhibit I Note | 0 morsed 10 sead e follows. “Parest gesedam comisct ladonmation collectad oo
permision e for opticeal siadent video™

Exhibit I Noee 2w mearsed to sead a follows: “Taacher may ssbmit student fine saene and
SO WD OOl MAZonE sCMRCe Quesiion submmssin.”

Exhibit E Paagraph |, 17 scrncace shall be modifiod o foflows. “Providor offen the samne
privacy protoctes found o this DPA s smendod, betwoon il anl Beaserin School Divteict and
whikch is Sated March 1, 2019 %0 sy other LEA ("Suwerinng LEA") who scoopes this Genensd
Offier through @ signature bedow ™

Exhibit 1, Paragraph 2, 2% sommnce shall Yo medifiod as Sollows: “The Subscribing LA and $e
Prossder shall therefore be dound by the same o of ths DA as amended ™

Accepted by
Newsoa, Manager of Agplicancn Mystery Schnce
ausw mmdm 3‘,‘0 L3 Mg::s; AR
Sgnanare.

Minsed Nume: Ky Jeakins




Tile: 4‘ A et Tade: Operatioes Maoager
Date. W Date: Maech ), 20108
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