
1081011v1

2019



1
1081011v1

This Massachusetts Student Data Privacy Agreement (“DPA”) is entered into by and between the school 
erred to as “LEA”) and Lexikeet Learning LLC 

to as “Provider”) on June 14, 

the Provider has agreed or will agree to provide the Local Education Agency (“LEA”) 
with certain digital educational services (“Services”) as described in Article I and Exhibit “A”

statutes, among them, the Federal Educational Rights and Privacy Act (“FERPA”) at 20 U.S.C. 1232g 
en’s Online Privacy Protection Act (“COPPA”), 15 U.S.C. 6501

Protection of Pupil Rights Amendment (“PPRA”) 20 U.S.C. 1232h; the Individuals with Disabilities 
Education Act (“IDEA”), 20 U.S.C. §§ 1400 . 

Provider’s Services are also subject to several Massachusetts student privacy laws, including 

to 34H and 603 CMR 28.00

1.
Exhibit “C”

to Exhibit “A”, including compliance with 

Exhibit “C”
“C”

2.
Exhibit “A”.
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3.
Exhibit “A”, LEA shall provide the categories of data described in the Schedule of Data, 

Exhibit “B”.

4. Exhibit “C”

1. Student Data Property of LEA
Provider pursuant to this Agreement is and will continue to be  the property of and under the 

or Pupil Records.  The Parties agree that as between them, all rights, 

contemplated per this Agreement shall remain the exclusive property of the  LEA.  For the 

above.  The Provider will cooperate and provide Student Data within ten (10) days at the LEA’s 

2.
’s records, correct 

generated content to a personal 

within ten (10) days to the LEA’s request for personally identifiable information in a pupil’s 

3.

4. Third Party Requ
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student’s use of Provider’s services.

5.

6.

1.

such as the Provider, as “School Officials.”

2. Reasonable P

3.

1.
, 603 

. 

2. Authorized Use
identifiers, shall be used for no purpose other than the Services stated in this DPA and as 
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3.

4. identified information, as defined in Exhibit “C”, may be used by the 

5.  

said data to LEA or LEA’s designee within sixty (60) days of the date of termination and 

DPA authorizes Provider to maintain personally identifiable data obtained under any other 

“Request for Return or Deletion of Student Data” FORM, A Copy of which is attached hereto as 
Exhibit “D”

6.
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1.

Exhibit “F”

a. .  

63

.  Provid

the purpose for which it was obtained or transfer said data to LEA or LEA’s designee, 

Secure Socket Layer (“SSL”), or equivalent technol

Provider’s Security Coordinator for the Student Data received pursuant to the DPA. 

g.



6
1081011v1

Data in case of Provider’s system failure or any other unforeseen event resulting in loss 

and/or LEA, and shall provide full access to the Provider’s facilities, staff, agents and 
LEA’s Student Data and all records perta

2.

a. The security breach notification shall be written in plain language, shall be titled “Notice 
of Data Breach,” and shall present the inform
headings: “What Happened,” “What Information Was Involved,” “What We Are Doing,” 
“What You Can Do,” and “For More Information.”  Additional information may be 

v.
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At LEA’s discretion, the security breach notification may also include any of the 

1.

2.

3. Ef
LEA’s data pursuant to Article V, section 1(b). 

4.
protections, including those found in FERPA, IDEA. COPPA, PPRA, 
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5.

__ __________________________
__ _________________________
__ _______
__844 374 ___________________
__ ____________________

978 639 3252

6.

7.

8. Governing Law; Venue a
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9. .  

10. .  

11.

12.
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attached hereto as Exhibit “E”), be bound by the terms of this to any other school district who signs the 
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_____

______________________ __________

Brad J Crozier (Jun 18, 2019)
Brad J Crozier 6/18/19

https://na2.documents.adobe.com/verifier?tx=CBJCHBCAABAAcEGAx_TF2fi87yhEpJmlTQkhE6vyXQMS
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EXHIBIT “A”

, on
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EXHIBIT “B”

Phone 

Phone 

Student app passwords

Survey 
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EXHIBIT “C”

obscures any Personally Identifiable Information (“PII”) from student records in a way that removes or 
about them.  The Provider’s 

63 3 (“NIST”) Special Publication 800 63 3 

The terms “Personally Identifiable Information” or “PII” shall 

the use of Provider’s software, website, service, or app, including mobile a
provided by LEA or its users, students, or students’ parents/guardians.  PII includes, without limitation, at least 

Classes

Information in the Student’s Educational Record

Information in the Student’s Email
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For purposes of the DPA, the term “Provider” means

The term “pupil generated content” means materials or content created by a pupil 

personally identifiable information from student records.  The definition of “school official” encompasses the 
definition of “authorized school personnel” under 603 CMR 23.02. 

students, or students’ parents/guardians, 
information in the student’s educational record or

anonymous usage data regarding a student’s use of Provider’s services.

Provider’s General Offer of Privacy Terms.

For the purposes of this Agreement, the term “ ” (sometimes referred to as the 
“Subcontractor”) means a party o

inferred over time from the usage of the Provider’s website, online service or mobile application by such 
ion of such student’s online activities or requests over time.

:  The term “Third Party” means an entity that is not the provider or LEA.
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EXHIBIT “D”

1. 

2. 

3. 

4. 

______________________

______________________

5. 

________________________________ ________________
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